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NEW QUESTION 1
- (Exam Topic 1)
A device operating at Layer 3 of the OSI model uses which of the following protocols to determine the path to a different network?

A. STP
B. RTP
C.RIP
D. NTP
E. SIP

Answer: C

NEW QUESTION 2
- (Exam Topic 1)
Which of the following wireless connection types utilize MIMO on non-overlapping channels? (Choose two.)

A.802.11a
B. 802.11ac
C. 802.11b
D. 802.11g
E. 802.11n

Answer: BE

NEW QUESTION 3
- (Exam Topic 1)
Which of the following is a vulnerable system designed to detect and log unauthorized access?

A. SIEM

B. Honeypot

C. DMz

D. Proxy server

Answer: B

NEW QUESTION 4
- (Exam Topic 1)
Which of the following DNS record types is an alias?

A. CNAME
B. PTR
C.NS

D. SRV

Answer: A

NEW QUESTION 5

- (Exam Topic 1)

A network technician installs a web server on the firewall. Which of the following methods should the technician implement to allow access to outside users without
giving access to the inside network?

A. VLAN
B. DMZ
C. SNMP
D. NTP

Answer: B

NEW QUESTION 6

- (Exam Topic 1)

A company has just refreshed the hardware in its datacenter with new 10G Ethernet switches wishes to set up a new storage area network but must use existing
infrastructure. Which of the following storage standards should the technician use?

A.iSCSI

B. Fibre Channel
C. NAS

D. InfinBand

Answer: C

NEW QUESTION 7

- (Exam Topic 1)

A network technician configures a firewall's ACL to allow outgoing traffic for several popular services such as email and web browsing. However, after the
firewall's deployment, users are still unable to retrieve their

emails. Which of the following would BEST resolve this issue?
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A. Allow the firewall to accept inbound traffic to ports 25, 67, 179, and 3389
B. Allow the firewall to accept inbound traffic to ports 80, 110, 143, and 443
C. Set the firewall to operate in transparent mode

D. Allow the firewall to accept inbound traffic to ports 21, 53, 69, and 123

Answer: B

NEW QUESTION 8
- (Exam Topic 1)
A technician is configuring a default route with IPv6. Which of the following is the correct setting for an IPV6 default rout?

A1l
B.::/0

C. 2001: :0/64
D. FE80 : :0/64

Answer: C

NEW QUESTION 9

- (Exam Topic 1)

A network technician is planning to update the firmware on a router on the network. The technician has downloaded the file from the vendor’s website. Before
installing the firmware update, which of the following

steps should the technician perform to ensure file integrity?

A. Perform antivirus and anti-malware scans of the file.

B. Perform a hash on the file for comparison with the vendor’s hash.
C. Download the file a second time and compare the version numbers.
D. Compare the hash of the file to the previous firmware update.

Answer: B

NEW QUESTION 10

- (Exam Topic 1)

A penetration tester has been tasked with reconnaissance to determine which ports are open on the network. Which of the following tasks should be done FIRST?
(Choose two.)

A. Network scan

B. Banner grab

C. Tracert

D. DHCP server check
E. Brute-force attack

Answer: AC

NEW QUESTION 10

- (Exam Topic 1)

An entire enterprise cannot access a specific website. The network technician knows the website was accessible last week. The technician can also ping the
website. Which of the following is the technician MOST likely to find upon investigation?

A. The firewall is misconfigured.

B. The network is being hit by a zero-day attack.
C. The SSL certificate is untrusted.

D. The SSL certificate has expired.

Answer: D

NEW QUESTION 13

- (Exam Topic 1)

A network administrator is redesigning network security after an attack. During the attack, an attacker used open cubicle location to attach devices to the network.
The administrator wants to be able to monitor future attack in a safe environment and determine the method of attack. Which of the following should the
administrator do to Best meet this requirement?

A. Create a VLAN for the unused ports and create a honeypot on the VLAN.

B. Install a BPDU guard on switchports and enable STP

C. Create a DMZ for public server and secure a segment for the internal network
D. Install antivirus software and set an ACL on the servers.

Answer: A

NEW QUESTION 15

- (Exam Topic 1)

Users are reporting Internet connectivity issues. The network administrator wants to determine if the issues are internal to the company network or if there is an
issue with the ISP. Which of the following tools should be used to BEST determine where the outage is occurring?

A. traceroute

B. ping
C. nslookup
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D. netstat

Answer: A

NEW QUESTION 16

- (Exam Topic 1)

A technician must determine if a web page user’s visits are connecting to a suspicious website’s IP address in the background. Which of the following tools would
provide the information on TCP connections?

A. netstat

B. tracert

C.arp

D. ipconfig
E. route

Answer: A

NEW QUESTION 19

- (Exam Topic 1)

A technician is sent to a remote office to set up a device to connect to the internet. The company Standard
document requires stateful inspection.

Which of the following should the technician install?

A. ROUTER

B. Multilayer switch
C. Firewall

D. Bridge

Answer: C

NEW QUESTION 22

- (Exam Topic 1)

A technician attempts to replace a switch with a new one of similar model from the same vendor. When the technician moves the fiber and SFP plug, the switch
does not completely boot up. Considering that the config files are the same, which of the following is the MOST likely cause of the failure?

A. Damaged fiber

B. Corrupted operating system
C. VLAN mismatch

D. Bad port

Answer: B

NEW QUESTION 26

- (Exam Topic 1)

A network technician is setting up a new router. Since it is exposed to the public, which of the following are the BEST steps the technician should take when setting
up this device? (Choose two.)

A. Disable unnecessary services.

B. Use private IP addresses.

C. Allow remote management access.
D. Disable the console port.

E. Enable encryption.

F. Upgrade to the latest firmware.

Answer: AF

NEW QUESTION 27

- (Exam Topic 1)

A user checks an IP address using an external website. The address is different than the one the user sees when opening a command prompt and typing in
ipconfig/all. The user does not understand why the two tools show different IP addresses. This is BEST explained by the interworking of:

A. network devices

B. packet flow

C. public/private networks
D. traffic-routing protocols

Answer: C

NEW QUESTION 32
- (Exam Topic 1)
A technician is troubleshooting network connectivity issue with a remote host. Which of the following tools would BEST between the client and the remote host?

A. tracert
B. ping

C. tcpdump
D. pathping
E. netstate
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F. nslookup
G. route

Answer: EF

NEW QUESTION 36
- (Exam Topic 1)
A technician is investigating the cause of a network outage. Which of the following documents should be checked to rule out configuration issues?

A. Change management records
B. Inventory management

C. Network log files

D. Logical diagrams

Answer: A

NEW QUESTION 40
- (Exam Topic 1)
A router is set up to utilize RIPv2 to route traffic throughout the network. Which of the following routing metrics is used to determine the path?

A. Distance
B. bandwidth
C. Speed

D. hop count

Answer: D

NEW QUESTION 44

- (Exam Topic 1)

A company has two geographically separate locations that need to connect using a VPN. Which of the following devices must be specifically configured to allow
VPN traffic into the network?

A. Firewall
B. Switch

C. Router
D. Modem

Answer: A

NEW QUESTION 48
- (Exam Topic 1)
Which of the following are characteristics of jumbo frames? (Choose two.)

A. Commonly used on SAN

B. MTU size greater than 1500
C. MTU size greater than 10000
D. Commonly used on laaS

E. MTU size greater than 12000

Answer: AB

NEW QUESTION 52

- (Exam Topic 1)

A network technician has to integrate three legacy industrial devices into the existing wireless network. The devices only support 802.11b and TKIP. Which of the
following should the technician do to connect these devices to the wireless network with the restrictive settings while not affecting the performance of the other
users? (Select Two).

A. Create a second SSID that uses WPA personal.
B. Change the encryption to WPA@ personal.

C. Enable MAC filtering.

D. Change the encryption to WPA2 Enterprise.

Answer: D

NEW QUESTION 55

- (Exam Topic 1)

802.11 n clients currently have no way to connect to the network. Which of the following devices should be implemented to let the clients connect?
A. Router

B. Range extender

C. VoIP endpoint

D. Access point

Answer: D

NEW QUESTION 56
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- (Exam Topic 1)
Which of the following provides the ability to deploy consistent access point configurations from a central location?

A. Wireless controller
B. AAA server

C. WiFi-protected setup
D. Proxy server

E. VPN concentrator

Answer: A

NEW QUESTION 60

- (Exam Topic 1)

A technician needs to upgrade a SOHO wireless router’s firmware. The technician resets the router to factory settings and installs the new firmware. The
technician enters the DHCP information and sets the SSID. Which of the following configurations would provide the MOST protection from advance hackers?

A. Disable the broadcasting of the SSID.

B. Enable WPA2 authentication for all hosts.

C. Use private addressing for the DHCP scope.
D. Install unidirectional antennas.

Answer: B

NEW QUESTION 62

- (Exam Topic 1)

A network technician is installing a new wireless network in a small office. Due to environment concerns, The customer wants the network to run exclusively on the
%GHz frequency. Which of the following wireless technologies should the technician install meet this requirement? (Select TWO).

A. 802.11ac
B. 802 11b
C. 802 119
D. 802.11n
E. Bluetooth
F. z-Ware

Answer: AD

NEW QUESTION 64

- (Exam Topic 1)

A technician is allocating the IP address space needed for a remote office. This office will contain the engineering staff with six employees and the digital marketing
staff with 55 employees. The technician has decided to allocate the 192.1.0/24 block to the remote office. The engineering staff has been allocated the 192.168./29
subnet. Using the LEAST amount of space possible, which of the following would be the last usable IP address in the engineering subnet?

A.192.168.1.62
B. 192.168.1.63
C.192.168.1.70
D.192.168.1.71

Answer: A

NEW QUESTION 67

- (Exam Topic 1)

A network technician is configuring a firewall access list to secure incoming connections to an email server. The internal address of this email server is
192.168.1.143. The firewall should allow external email servers to send email to the email server. The email server also supports client access via a web browser.
Only secure protocols should be used, and only the necessary ports should be open. Which of the following ACL rules should be configured in the firewall's WAN
port? (Choose two.)

A. Permit 192.168.1.143.25
B. Permit 192.168.1.143.80
C. Permit 192.168.1.143.110
D. Permit 192.168.1.143.143
E. Permit 192.168.1.143.443
F. Permit 192.168.1.143.587

Answer: EF

NEW QUESTION 69

- (Exam Topic 1)

A network technician is creating a new subnet for 488 host machines. The technician is told to use a class B address scheme when making the subnet and is
instructed to leave as much room as possible for additional subnets of the same size. Which of the following subnets would fulfill these requirements?

A. 10.5.4.0/22

B. 10.233.2.0/23
C.172.16.0.0/22
D. 172.18.0.0/23
E. 192.168.25.0/24

Answer: D
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NEW QUESTION 71

- (Exam Topic 1)

A network administrator frequency needs to assist users with troubleshooting network hardware remotely, but the users are non-technical and unfamiliar with
network devices. Which of the following would BEST help the administrator and users during hands-on troubleshooting?

A. Logical diagrams

B. MDF documentation

C. Equipment labeling

D. Standard operating procedures

Answer: D

NEW QUESTION 72

- (Exam Topic 1)

A network administrator is testing connectivity at a new corporate site. The site has a wireless guest as well as a wired employee network. After verifying
connectivity, the administrator checks link speeds by using a speed testing website. The speed testing website shows lower download and upload speeds for the
wired network than the wireless network. Which of the following is the MOST likely explanation?

A. There is less local congestion on the wireless network

B. The testing server for the wired network was farther away

C. The firewall is configured to throttle traffic to specific websites
D. The wireless access points were misconfigured

Answer: B

NEW QUESTION 77
- (Exam Topic 1)
Which of the following would allow a device to maintain the same IP address lease based on the physical address of the network card?

A. MAC address reservation
B. Static IP address

C. IP address exclusion

D. Custom DNS server entry

Answer: A

NEW QUESTION 81

- (Exam Topic 1)

A technician is configuring a printer for a client. The which of the following types to the network, But is unsure how to determine its switch port. Which of the
following should the technician do FIRST to locate switch port?

A. perform a DNS lookup on the server.
B. Set up a SSH session to the desktop
C. Reference the ARP table in the router
D. Configure port security on the switch.

Answer: D

NEW QUESTION 86

- (Exam Topic 1)

A company has completed construction of a new datacenter, and the IT staff is now planning to relocate all server and network equipment from the old site to the
new site. Which of the following should the IT staff reference to determine the location of the equipment being moved?

A. Rack diagrams

B. Network topology

C. Standard operating procedures
D. Wiring documentation

Answer: A

NEW QUESTION 91

- (Exam Topic 1)

A network technician is troubleshooting wireless network issues in a crowded office complex and suspects there is interference from nearby wireless networks.
Which of the following should the technician perform to discover possible interference?

A. Site survey

B. Vulnerability scanning

C. Wardriving

D. Checking logical diagram
E. Bandwidth test

Answer: A

NEW QUESTION 96
- (Exam Topic 1)
A network technician wants to remotely and securely access the desktop of a Linux workstation. The desktop is running remote control software without
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encryption. Which of the following should the technician use to secure the connection?

A. SSH in tunnel mode

B. RDP set to console connection
C. EAP-PEAP

D. SFTP

Answer: A

NEW QUESTION 100

- (Exam Topic 1)

A network technician is deploying mobile phones for a company’s sales staff. Salespeople frequently travel nationally and internationally to meet with clients, and
often have to roam or switch cellular providers. Which of the following standards is the BEST option to fit the requirements?

A. GSM
B. TDM
C. CDMA
D. PSTN
E. MIMO

Answer: A

NEW QUESTION 104

- (Exam Topic 1)

A technician is utilizing SNMPv3 to monitor network statistics. Which of the following actions would occur immediately of a server’s utilization spikes above the
prescribed value?

A. A trap message is sent via UDP to the monitoring workstation.

B. The SET function pushes an alert to the MIB database.

C. The object identifier is modified and reported during the next monitoring cycle.
D. A response message is sent from the agent to the manager.

Answer: A

NEW QUESTION 108

- (Exam Topic 1)

A technician is setting up a direct connection between two older PCs so they can communicate but not be on the corporate network. The technician does not have
access to a spare switch but does have spare Cat 6 cables, RJ-45 plugs, and a crimping tool. The technician cuts off one end of the cable. Which of the following
should the technician do to make a crossover cable before crimping the new plug?

A. Reverse the wires leading to pins 1 and 2
B. Reverse the wires leading to pins 1 and 3
C. Reverse the wires leading to pins 2 and 3
D. Reverse the wires leading to pins 2 and 4

Answer: D

NEW QUESTION 111

- (Exam Topic 1)

A network technician is attempting to troubleshoot a connectivity issue. The issue is only reported during the evening hours, and only a single workstation loses
connectivity. Which of the following is the MOST likely cause of the issue?

A. The router has time-based ACL applied for the network segment.

B. A light source is creating EMI interface, affecting the UTP.

C. Nightly backups are consuming excessive bandwidth.

D. The user has violated the AUP, and Internet access has been restricted

Answer: D

NEW QUESTION 113

- (Exam Topic 1)

A technician needs to order cable that meets 10GBaseT and safety requirements for an installation between a drop ceiling and a standard ceiling.
Which of the following should the technician order to ensure compliance with the requirements?

A.PVC Cat5
B. Plenum Cat 5e
C. Plenum Cat 6a
D. PVC Cat7

Answer: C
Explanation:

10GBaseT A 10 GbE standard designed to run on Cat 6a UTP cabling. Maximum cable length of 100 m.

NEW QUESTION 117
- (Exam Topic 1)
Under which of the following layers of the OSI do ATM cells operate?
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A. Data link

B. Network

C. Session

D. Transport

E. Presentation

Answer: A

NEW QUESTION 122
- (Exam Topic 1)
A network administrator wants to ensure sensitive data is not exfiltrated from the system electronically. Which of the following should be implemented?

A.DLP
B. AUP
C. NDA
D. SLA

Answer: A

NEW QUESTION 123
- (Exam Topic 1)
In which of the following scenarios should a technician use a cross-over cable to provide connectivity?

A. PC to switch

B. Switch to AP

C. Router to switch
D. Router to modem
E. PCto PC

Answer: E

NEW QUESTION 126
- (Exam Topic 1)
Which of the following protocols authenticates a PC to the server using a ticket issued to it by the authentication service?

A. Kerberos
B. RADIUS
C. TACACS+
D. LDAP

Answer: A

NEW QUESTION 130
- (Exam Topic 1)
Which of the following MUST be implemented to share metrics between routing protocols within the same router?

A. Routing loop

B. Routing table

C. Route redistribution
D. Dynamic routes

Answer: B

NEW QUESTION 135

- (Exam Topic 1)

A network administrator is setting up a web-based application that needs to be continually accessible to the end users. Which of the following concepts would
BEST ensure this requirement?

A. High availability
B. Snapshots

C. NIC teaming

D. Cold site

Answer: A

NEW QUESTION 138

- (Exam Topic 1)

An office network consists of one two-port router connected to a 12-port switch. A four-port hub is also connected to the switch. On this particular network, which of
the following is the number of collision domain that exist?

N

moow>
P PR P W
AW

(¢

Answer: D
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NEW QUESTION 142

- (Exam Topic 1)

A network engineer arrives at work and discovers that many users are having problems when attempting to connect to the company network shared drives. The
network operations center (NOC) technician just completed server upgrades the night before. To which of the following documents should the NOC technician
refer to determine what potentially caused the connectivity problem?

A. Network maps

B. Cable management
C. Release notes

D. Change management

Answer: D

NEW QUESTION 146

- (Exam Topic 1)

A network administrator configures a router with the following IP address information: Gigabit Ethernet 1 Interface: 10.10.0.1/24

Serial O Interface: 10.10.0.253/30

Clients are connected to a switch on the gigabit Ethernet interface; the ISP is connected to the Serial 0 interface. When the router configuration is complete and
client devices are reconfigured, all clients report that they are unable to connect to the Internet. Which of the following is the MOST likely reason?

A. The router was configured with an incorrect IP address

B. The router was configured with an incorrect default gateway
C. The router was configured with an incorrect subnet mask

D. The router was configured with an incorrect loopback address

Answer: C

NEW QUESTION 148

- (Exam Topic 1)

A technician is configuring a printer for a client. The technician connects the printer to the network, but is unsure how to determine its switchport. Which of the
following should the technician do FIRST to locate the

switchport?

A. Perform a DNS lookup on the server.
B. Set up an SSH session to the desktop.
C. Reference the ARP table in the router.
D. Configure port security on the switch.

Answer: C

NEW QUESTION 152

- (Exam Topic 1)

A firewall administrator is implementing a rule that directs HTTP traffic to an internal server listening on a non-standard socket. Which of the following types of rules
is the administrator implementing?

A. NAT
B. PAT
C.STP
D. SNAT
E. ARP

Answer: B

NEW QUESTION 156

- (Exam Topic 1)

A contractor is setting up and configuring conference rooms for a convention. The contractor sets up each room in the conference center to allow wired Internet
access going to individual tables. The contractor measured the distance between the hotel's patch panel to the jack, and the distance is within Cat 5e
specifications. The contractor is concerned that the room will be out of specification if cables are run in each room from the wall jacks. Which of the following
actions should the contractor take to ensure the cable runs meet specifications and the network functions properly?

A. Place a switch at the hotel's patch panel for connecting each room’s cables
B. Place a switch on each table to ensure strong connectivity

C. Place repeaters between the patch panel and the rooms

D. place a switch at the wall jack and run the cables in the room from there

Answer: A

NEW QUESTION 157

- (Exam Topic 1)

The IT manager at a small firm is in the process of renegotiating an SLA with the organization’s ISP. As part of the agreement, the organization will agree to a
dynamic bandwidth plan to provide 150Mbps of bandwidth.

However, if the ISP determines that a host on the organization’s internal network produces malicious traffic, the ISP reserves the right to reduce available
bandwidth to 1.5 Mbps. Which of the following policies is being agreed to in the SLA?

A. Session hijacking

B. Blocking
C. Throttling
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D. Data usage limits
E. Bandwidth quotasf

Answer: C

NEW QUESTION 158

- (Exam Topic 1)

Ann, a new employees within a department, cannot print to any of the printers in the department or access any of the resources that other can. However, she can
access the internet. The network engineer has confirmed that Ann’s has been set up same as the others. There are no access lists restricting Ann’s access.
Which of the following cloud be the issue for this lack of access?

A. Duplex/speed mismatch

B. VLAN mismatch

C. DNS server issue

D. DHCP server issue

E. Spanning tree blocked ports

Answer: B

NEW QUESTION 160
- (Exam Topic 1)
Which of the following WAN technologies utilizes the concept of virtual circuits and point-multipoint connections?

A. ISDN

B. MPLS

C. PRI

D. Broadband cable
E. Frame relay

Answer: E

NEW QUESTION 163

- (Exam Topic 1)

After a server outage, a technician discovers that a physically damaged fiber cable appears to be the problem. After replacing the cable, the server will still not
connect to the network. Upon inspecting the cable at the server end, the technician discovers light can be seen through one of the two fiber strands. Which of the
following should the technician do FIRST to reconnect the server to the network?

A. Reverse the fiber strands of the cable and reconnect them to the server

B. Use a TDR to test both strands of a new replacement cable prior to connecting it to the server
C. Replace the server’s single-mode fiber cable with multimode fiber

D. Move the fiber cable to different port on the switch where both strands function

Answer: A

NEW QUESTION 166
- (Exam Topic 1)
Which of the following is a reason why a business may be hesitant to move sensitive data to a SaaS cloud service?

A. Decreased performance of internal network
B. Loss of full control over data resources

C. Increased malware exposure

D. Incompatibility with the current network

Answer: B

NEW QUESTION 167

- (Exam Topic 1)

A recently constructed building makes use of glass and natural light. Users in the building are reporting poor cellular connectivity and speeds. Which of the
following is MOST likely the cause?

A. Absorption

B. Channel overlap

C. Reflection

D. Frequency mismatch

Answer: C

NEW QUESTION 170

- (Exam Topic 1)

A network administrator wants to increase the confidentiality of the system by hardening the authentication process. Currently, the users log in using usernames
and passwords to access the system. Which of the following will increase the authentication factor to three?

A. Adding a fingerprint reader to each workstation and providing a RSA authentication token
B. Adding a fingerprint reader and retina scanner

C. Using a smart card and RSA token

D. Enforcing a stronger password policy and using a hand geometry scan
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Answer: A

NEW QUESTION 173

- (Exam Topic 1)

A network administrator wants to employ a username and password authentication system for guest WiFi. Which of the following is the BEST option to provide this
type of authentication?

A. port security

B. MAC filtering

C. Network access control
D. Captive portal

Answer: D

NEW QUESTION 174
- (Exam Topic 1)
Which of the following is recognized as the SMALLEST network type?

A. SAN
B. CAN
C. PAN
D. LAN

Answer: C

Explanation:

PAN is definitively the smallest type of network you can currently use and the name comes from Personal Area Network. You've probably used this in the last
week without even knowing it.

http://compinfopro.com/types-of-network-pan-man-wlan-san-can-dan/

NEW QUESTION 177

- (Exam Topic 1)

A small town is attempting to attract tourists who visit larger nearby cities. A network engineer is asked to implement a network encompassing the five-block town
center and nearby businesses. The inclusion of smartphones and portable devices is crucial to the plan. Which of the following is the network engineer being
asked to implement?

A. LAN
B. PAN
C. MAN
D. WAN

Answer: C

NEW QUESTION 181

- (Exam Topic 1)

A technician is investigating a server performance issue. The technician has gathered the server utilization statistics. Which of the following should the technician
use to determine which statistics are not in the normal range?

A. Baseline review

B. Vulnerability scan

C. System life-cycle report
D. Archiving logs

Answer: A

NEW QUESTION 184

- (Exam Topic 1)

As part of a transition from a static to a dynamic routing protocol on an organization’s internal network, the routing protocol must support IPv4 and VLSM. Based
on those requirements, which of the following should the network administrator use? (Choose two.)

A. OSPF
B. IS-IS
C. RIPv1
D. BGP
E. VRRP

Answer: AB

NEW QUESTION 186
- (Exam Topic 1)
Which of the following are DNS record type? (Select THREE).

A. CNAME
B. NTP
C.PTR

D. LDAP
E. DHCP
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F.TTL
G. SRV
H. SSH

Answer: ACG

NEW QUESTION 187
- (Exam Topic 1)
Which of the following is used to classify network data for the purpose of providing QoS?

A.STP
B. VLANs
C.SIP
D. DSCP

Answer: D

NEW QUESTION 190

- (Exam Topic 1)

A network administrator is assigned to run and connect a Cat 6e Ethernet cable between two nodes in a datacenter. Which of the following connector types should
the network administrator use to terminate this cable?

A. DB-9
B. RS-232
C. DB-25
D. RJ-45

Answer: D

NEW QUESTION 193

- (Exam Topic 1)

A telecommunications provider has just deployed a new OC-12 circuit at a customer site. While the circuit showed no errors from the provider end to the
customer’s demarcation point, a network administrator is trying to determine the cause of dropped packets and errors on the circuit. Which of the following should
the network administrator do to rule out any problems at Layer 1? (Choose two.)

A. Use a loopback at the demark and router, and check for a link light
B. Use an OTDR to validate the cable integrity

C. Use a pinout tester to validate the cable integrity

D. Use a multimeter to validate the cable integrity

E. Check for any devices that may be causing EMI on the cable

F. Clean the cables to be sure they are free of dust and debris

Answer: AB

NEW QUESTION 194

- (Exam Topic 1)

A network technician is installing a new SOHO branch office that requires the use of a DOCSIS-compatible. The modern needs to be connected to the ISP’s
network at the demark. Which of the following cable type should be used?

A. UTP

B. Multimode
C. Coaxial
D. Serial

Answer: C

NEW QUESTION 196

- (Exam Topic 1)

A technician is setting up a branch office on a point-to-point connection. Which of the following IP network blocks is the MOST efficient use of IP address space for
the router connections between the two sites?

A. 124
B. /25
C. /30
D. /32

Answer: C

NEW QUESTION 201

- (Exam Topic 1)

Multiple users are reporting that they are unable to access the network. The ENTIRE network is shown in the diagram. PCs are not statically assigned IP
addresses. The following devices will display settings.

» WorkstationA

» WorkstationB

» WofkstationC

» WorkstationD

» WokstationE
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» WorkstalionF

» WorkstalionG

* Laptopl
 Laptop2

* DHCP serverl
* DHCP serverr2

Review the settings and select the box in the diagram that identifies the device causing the issue. Only one device can be selected at a time.
After checking the device that is causing the issue, select the second tab in the lower left hand corner. Identify the reason as to why some users are unable to

access the network.

Site A and B Network Diagram

Instructions: Only one device can be selected at a time. Please ensure you complete Part 1 and

Part 2 of the simulation.

SITE A
Workstasion A ({t
cm g
Workstation B WAPI Laptop 2

Wodkstation C || SOHORowter | Switch B Rﬁ\
1734010124 172.30.0.124

RADIUS 1 Fie DHCP
Server | Server]
WORKSTATION A
1P Address | 172.30.0.10 Y
Netmask 255.255.255.0
L _Gateway 172.30.0.1 .
WORKSTATION B
1P Address | 172.30.0.14 Y
Netmask 2552552550
\_Gateway 172.30.0.1 -
WORKSTATION C
“1P Address | 169.254 20067 T
MNetmask 2552552550
. Gateway p—
WORKSTATION D
“1P Address | 172.16.0.221 T T
Netmask 2552552550
. Gateway 17216 0.1 .
WORKSTATION E
“TP Address | 172.16.0.21 Y
Netmask 2552552550
__Gateway 17216 .0.1 e
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Workstation F

«

©

Workstatwon D Warkstation E

RADIUS 2

- -

Worksation G {(”)) Lapeop 1
172.16.10.1/24 WAD 2

50HOD Router I

Router A Swich D
172160174

File Server 2

-

:-1

i

hukiFuncton
Device

DHCP Server 2
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WORKSTATION F
“TP Address | 172.16.10.43 Y
Metmask 255,255.255.0
__Gateway 17216 10.1 -

WORKSTATION G
TP Address | 172.16.10.120 Y
Netmask 255.255.255.0
| Gateway 1721610.1 e

LAPTOP 1
“TP Address | 172.16.0.220 1Y
Netmask 2552552550
. _Gateway 17216.0.1 L
LAPTOP 2
TP Address | 172.30.0.12 Y
Netmask 2552552550
._Gateway 17230.0.1 el
DHCP SERVER 1
1P Address | 172.30.0.5 Ty
Netmask 2552552550
L _Gateway 17230.0.1 L
‘DHCP Scope | 172.30.0.10-250
Gateway 172.30.0.1
DNS Servers | 10.200.2.20, 10.200.3.20
DHCP SERVER 2
“TP Address | 172.30.0.5 T
Netmask 255.255.255.0
h..___{jitﬂ“'a’}’ 172.16.0.1 R
e ~
DHCP Scope | 172.16.0.10-250
Gateway 172.16.0.1
DNS Servers | 10.200.2.20, 10.200.3.20
A T
Part 2

Identify the reason as to why some users are unable to access the network.

A. Workstation(s) are plugged into switch ports configured with half duplex.
B. The site-to-site router was configured with the incorrect ACL.

C. DHCP server scope is full and is not providing IP addresses.

D. WAN and LAN ports are reversed on the router.

E. STP had disabled some of the ports on the switch.

F. The NIC driver is not installed.

G. A wireless client is unable to associate to the AP.

Answer: G
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NEW QUESTION 203
- (Exam Topic 1)
Which of the following is a system of notation that uses base 16 rather than base 10?

A. Hex
B. Octal
C. Binary
D. CIDR

Answer: A

NEW QUESTION 207
- (Exam Topic 1)
Which of the following WAN technologies provides a guaranteed throughput rate?

A. DSL

B.T-1

C. Cable broadband
D. Dial-up

Answer: B

NEW QUESTION 212

- (Exam Topic 1)

A network technician has just configured NAC for connections using Cat 6 cables. However, none of the Windows clients can connect to the network.
Which of the following components should the technician check on the Windows workstations? (Choose two.)

A. Start the Wired AutoConfig service in the Services console

B. Enable IEEE 802.1qg Authentication in Network Interface Card Properties
C. Enable IEEE 802.1x Authentication in Network Interface Card Properties
D. Start the Wireless AutoConfig service in the Services console

E. Enable IEEE 802.3 Ethernet IPv6 in Network Interface Card Properties

Answer: AC

NEW QUESTION 213

- (Exam Topic 1)

A chief information Officer (ClO) tasks the network engineer with protecting the network from outside attacks. Placing which of the following devices on the network
perimeter would provide the MOST security for the system?

A. Firewall
B. NGFW
C. Content filter
D. IDS/PS

Answer: B

NEW QUESTION 216

- (Exam Topic 1)

A technician has been alerted of incoming HTTP traffic on the LAN segment that should not contain any web server’s The technician has the IP address of the
destination host and wants to determine if the socket for HTTP is open. Which of the following should the technician perform?

A. Baseline assessment

B. packet analysis

C. portscan

D. Patch-level assessment.

Answer: C

NEW QUESTION 217
- (Exam Topic 1)
Which of the following networking devices operates at Layerl?

A. Router
B. Firewall
C. Hub

D. Bridge

Answer: C
NEW QUESTION 221
- (Exam Topic 1)

Which of the following is the SHORTEST way to write 2001:0000:0d58:0000:0000:0095:7565:0001 in proper IPv6 shorthand?

A. 2001::d58::95:7565:1
B. 2001:0:d58:0:0:95:7565:1
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C. 2001:0:d58::95:7565:1
D. 2001:0:0d58::95:7565:1

Answer: C

NEW QUESTION 224

- (Exam Topic 1)

A network engineer is designing a new network for a remote site. The remote site consists of ten desktop computers, ten VolP phones, and two network printers.
In addition, two of the desktop computers at the remote site will be used by managers who should be on a separate network from the other eight computers. Which
of the following represents the BEST configuration for the remote site?

A. One router connected to one 24-port switch configured with three VLANS: one for the manager’s computers and printer, one for the other computers and
printer, and one for the VolP phones

B. Two routers with each router connected to a 12-port switch, with a firewall connected to the switch connected to the manager’'s desktop computers, VolP
phones, and printer

C. One router connected to one 12-port switch configured for the manager’s computers, phones, and printer, and one 12-port switch configured for the other
computers, VolP phones, and printer

D. One router connected to one 24-port switch configured with two VLANS: one for the manager’s computers, VolP phones, and printer, and one for the other
computers, VolP phones, and printer

Answer: A

NEW QUESTION 226

- (Exam Topic 1)

A security guard notices an unauthorized individual, who is dressed like technician, has entered a secure area of the hospital with a large group. Which of the
following security attacks is taking place?

A. Evil twin

B. Social engineering
C. Insider threat

D. Phishing

Answer: B

Explanation:
Social engineering attacks aren’t considered hacking—at least in the classic sense of the word—although the goals are the same. Social engineering is where
people attack an organization through the people in the organization or physically access the organization to get the information they need.

NEW QUESTION 231

- (Exam Topic 1)

Which of the following devices, if implemented, would result in decreased administration time of an 802.11 network running centralized authentication services?
(Choose two.)

A. VPN concentrator
B. Proxy server

C. Wireless controller
D. RADIUS server

E. Multilayer switch

Answer: CD

NEW QUESTION 232

- (Exam Topic 1)

Users have been experiencing slow network response times, and management has asked the network technician to provide evidence of network improvement.
After optimizing the network, which of the following would be required?

A. IDF/MDF documentation
B. Change management
C. Performance baseline
D. Physical diagram

Answer: C

NEW QUESTION 237

- (Exam Topic 1)

Users are reporting their network is extremely slow. The technician discovers pings to external host have excessive response times. However, internal pings to
printers and other PCs have acceptable response times. Which of the following steps should the technician take NEXT?

A. Determine if any network equipment was replaced recently

B. Verify malware has not disabled the users’ PC firewalls

C. Replace users’ network cables with known-good network cables
D. Power cycle the web server

Answer: A

NEW QUESTION 239
- (Exam Topic 1)
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Users in a school lab are reporting slow connections to the servers and the Internet. Other users in the school have no issues. The lab has 25 computers and is
connected with a single 1Gb Ethernet connection on Cat 5e wiring to an unmanaged switch. There are also three spare Cat 5e cable runs, which are not in use.
The school wants to double the connection speed between the lab and the servers without running new cables. Which of the following would be the BEST
solution?

A. Plug in a second spare cable at each end to double the speed.

B. Replace the switches with ones that utilize port bonding and use the spare cables.
C. Replace the switches with 10Gb switches and utilize the existing cabling.

D. Plug in a second cable and set one port to TX and one port to RX.

Answer: B

NEW QUESTION 244

- (Exam Topic 1)

A network administrator configures an email server to use secure protocols. When the upgrade is completed, which of the following ports on the firewall should be
configured to allow for connectivity? (Choose three.)

A.TCP 25

B. TCP 110
C. TCP 143
D. TCP 389
E. TCP 587
F. TCP 993
G. TCP 995

Answer: EFG

NEW QUESTION 246

- (Exam Topic 1)

A network engineer wants to a segment the network into multiple broadcast domains. Which of the following devices would allow for communication between the
segments?

A. Layer 2 switch
B. Layer 3 switch
C. Bridge

D. Load balancer

Answer: B

NEW QUESTION 247

- (Exam Topic 1)

A technician has racked a new access switch and has run multimode fiber to a new location. After installing an extended-range 10Gb SFP in the core switch, the
technician installed a 10Gb SFP in the access switch and connected the port to the new extension with a fiber jumper. However, the link does not display, and the
technician cannot see light emitting from the core switch. Which of the following solutions is MOST likely to resolve the problem?

A. Swap the fiber pairs in one of the SFPs

B. Replace the jumpers with single-mode fiber
C. Set the correct MTU on the new interface
D. Install an optic that matches the fiber type

Answer: B

NEW QUESTION 249
- (Exam Topic 1)
Which of the following would allow a network technician to access files on a remote system? (Select TWO).

A.FTP
B. TFTP
C.VLSM
D. SIP
E. SMTP
F. IMAP

Answer: AB

NEW QUESTION 251

- (Exam Topic 1)

A network administrator has had difficulty keeping track of IP address assignments on networking devices and clients recently. Which of the following is the BEST
technology to aid in this scenario?

A. DNS
B. DHCP
C. IPAM
D. NTP

Answer: C
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NEW QUESTION 255

- (Exam Topic 1)

A technician notices clients are receiving a 169.254.x.x IP address following the upgrade of a server. Which of the following ports should the technician check on
the local server firewall?

A. ports 20 and 21

B. ports 67 and 68
C. ports 80 and 443
D. port 123 and 8080

Answer: B

NEW QUESTION 259
- (Exam Topic 1)
Which of the following physical security controls is MOST likely to be susceptible to a false positive?

A. ldentification card
B. Biometric device
C. Proximity reader
D. Video camera

Answer: C

NEW QUESTION 260

- (Exam Topic 1)

A second router was installed on a network to be used as a backup for the primary router that works as a gateway. The infrastructure team does not want to
change the IP address of the gateway on the devices. Which of the following network components should be used in this scenario?

A. Loopback IP
B. Virtual IP

C. Reserved IP
D. Public

Answer: B

NEW QUESTION 265

- (Exam Topic 1)

A network technician is building a network for a small office. The office currently has cable TV and now requires access to the Internet without adding any cabling
other than what is already in place. Which of the following solutions should the technician install to meet these requirements?

A. DOCSIS modem
B. Wireless router
C. DSL modem

D. Access point

Answer: A

NEW QUESTION 269
- (Exam Topic 2)
Which of the following default ports would need to be disabled to block TFTP traffic?

A. 20
B.21
C. 69
D. 123

Answer: C

NEW QUESTION 270
- (Exam Topic 2)
Tenants access multiple wireless networks in a building. Users report intermittent connectivity. Which of the following is the MOST likely cause of the problem?

A. The channels are overlapping with other wireless networks and should be changed.
B. The SSIDs are incompatible and should be renamed.

C. The users have incompatible wireless network cards and should upgrade.

D. The default idle period for logoff is too short and should be changed to a longer limit.

Answer: A

NEW QUESTION 273
- (Exam Topic 2)
Which of the following uses types and codes rather than ports?

A. EIGRP
B. ICMP
C. UDP
D. IPv6
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Answer: B

NEW QUESTION 278
- (Exam Topic 2)
Which of the following is an IPv6 address?

A. 00:14:38:05:7B:E5
B.10.10.1.1
C.192.168.1.1

D. 2001:cdba::3257:9652

Answer: D

NEW QUESTION 280
- (Exam Topic 2)
Which of the following mediums is circuit switched?

A. PSTN

B. ATM

C. Frame relay
D. MPLS

Answer: A

NEW QUESTION 281
- (Exam Topic 2)
Which of the following cable types have a rated MAXIMUM bandwidth of 100Mbps?

A. CAT3
B. CATS
C. CAT5e
D. CAT6

Answer: B

NEW QUESTION 282
- (Exam Topic 2)
Which of the following has a maximum transfer rate of 54Mbps and operates at the 5GHz frequency?

A.802.11a
B. 802.11b
C.802.11g
D. 802.11n

Answer: A

NEW QUESTION 283
- (Exam Topic 2)
Which of the following default ports would need to be open on a firewall to allow remote desktop access?

A. 143
B. 443
C. 3389
D. 8080

Answer: C

NEW QUESTION 285

- (Exam Topic 2)

A company has just installed wireless in their office. In one corner of the office building users are not able to establish a connection. Which of the following can be
changed on the AP to help resolve this issue?

A. SSID

B. Channels

C. Signal strength
D. Encryption

Answer: C

NEW QUESTION 290

- (Exam Topic 2)

Use of group accounts should be minimized to ensure which of the following?

A. Password security
B. Regular auditing
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C. Baseline management
D. Individual accountability

Answer: D

NEW QUESTION 291
- (Exam Topic 2)
Which of the following provides the MOST protection against zero day attacks via email attachments?

A. Anti-spam
B. Anti-virus
C. Host-based firewalls
D. Patch management

Answer: A

NEW QUESTION 295
- (Exam Topic 2)
Which of the following ports would have to be allowed through a firewall to allow SNMP traffic to pass on its default port? (Select TWO).

A. 22
B. 23
C. 143
D. 161
E. 162
F. 8080

Answer: DE

NEW QUESTION 296
- (Exam Topic 2)
Which of the following protocols is used to transmit outgoing email?

A. RDP
B. NTP
C. POP3
D. SMTP

Answer: D

NEW QUESTION 298

- (Exam Topic 2)

Kurt, a network technician, has configured a new firewall on the network. Users are reporting errors when attempting to access several websites. Kurt attempts to
access several popular websites with no errors, however, he does receive an error when attempting to access a bank website. Which of the following rules would
BEST allow access to the bank website?

A. Allow UDP port 53
B. Allow TCP port 80
C. Allow UDP port 340
D. Allow TCP port 443

Answer: D

NEW QUESTION 303

- (Exam Topic 2)

An organization recently installed a firewall on the network. Employees must have access to their work computer from their home computer. In which of the
following ways should the firewall be configured?

A. Allow TCP port 3389 outbound
B. Allow UDP port 3389 inbound
C. Allow UDP port 3389 outbound
D. Allow TCP port 3389 inbound

Answer: D

NEW QUESTION 308

- (Exam Topic 2)

A technician is troubleshooting a problem with a network printer. The technician thinks the network printer is out of paper and ink. Which of the following should the
technician do NEXT?

A. Implement the solution
B. Question users

C. Test the theory

D. Escalate the problem

Answer: C
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NEW QUESTION 309
- (Exam Topic 2)
Which of the following is characterized by an attacker attempting to map out an organization's staff hierarchy in order to send targeted emails?

A. Whaling

B. Impersonation

C. Privilege escalation
D. Spear phishing

Answer: A

NEW QUESTION 310

- (Exam Topic 2)

A company would like all HTTP traffic to filter through a proxy server on port 8080. Which of the following port numbers needs to be redirected through the proxy
server to accomplish this?

Answer: B

NEW QUESTION 315
- (Exam Topic 2)
Which of the following routing protocols relies on hop count as its ONLY metric?

A. BGP
B. EIGRP
C. OSPF
D. RIP

Answer: D

NEW QUESTION 319
- (Exam Topic 2)
Which of the following is the network topology in which computers connect in a closed circle?

A. Bus
B. Mesh
C. Ring
D. Star

Answer: C

NEW QUESTION 321
- (Exam Topic 2)
Kim, a network technician, is installing an 802.11n network. Which of the following should Kim enable to ensure that the network only allows 802.11n clients?

A. Name the SSID on the 802.11n network only
B. Limit the DHCP address pool

C. Disable 802.11b and 802.11g

D. Only use WPA encryption

Answer: C

NEW QUESTION 326

- (Exam Topic 2)

An organization has installed a new firewall. Users need to have access to remote websites and must be able to use SSH to retrieve files from remote locations.
Which of the following actions should be taken on the new firewall? (Select TWO).

A. Allow UDP port 21 outbound
B. Allow UDP port 22 outbound
C. Allow UDP port 80 outbound
D. Allow TCP port 21 outbound
E. Allow TCP port 22 outbound
F. Allow TCP port 80 outbound

Answer: EF

NEW QUESTION 328

- (Exam Topic 2)

Which of the following is indicative of an FTP bounce?
A. Arbitrary IP address

B. Reverse DNS lookups
C. Same Port Number
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D. File Transfer Success

Answer: A

NEW QUESTION 333
- (Exam Topic 2)
Which of the following access controls enforces permissions based on data labeling at specific levels?

A. Mandatory access control

B. Separation of duties access control
C. Discretionary access control

D. Role based access control

Answer: A

NEW QUESTION 336
- (Exam Topic 2)

A technician discovers that a malware infection has damaged part of the Windows TCP/IP stack. Which of the following commands can help repair the damage?

A. netsh lan

B. netsh interface
C. netsh wlan

D. netsh winsock

Answer: D

NEW QUESTION 340
- (Exam Topic 2)
Which of the following is the BEST way to mitigate security threats on a network?

A. Social engineering
B. User training

C. Incident response
D. Man-in-the- middle

Answer: B

NEW QUESTION 342
- (Exam Topic 2)
Which of the following is used to provide hot standby capabilities using paired routers?

A. CARP
B. L2TP
C. PPTP
D. ISAKMP

Answer: A

NEW QUESTION 346
- (Exam Topic 2)
Which of the following standards can operate at both the 2.4GHz and 5GHz frequencies?

A. 802.11a
B. 802.11b
C.802.11g
D. 802.11n

Answer: D

NEW QUESTION 348
- (Exam Topic 2)
Which of the following subnet masks would allow for 192.168.0.3 and 192.168.0.240 to be in the same subnet?
A. 255.255.255.0

B. 255 255.255.128
C. 255.255.255.192
D. 255.255.255.248
Answer: A

NEW QUESTION 351
- (Exam Topic 2)

Which of the following allows a central point to simultaneously address other points without addressing all of them?

A. Multicast
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B. Subnetting
C. Unicast
D. Broadcast

Answer: A

NEW QUESTION 355
- (Exam Topic 2)
Which of the following devices exist as either hardware or software to assist in routing traffic? (Select TWO).

A. Cable modern
B. Layer 2 switch
C. Router

D. NIDS

E. Layer 3 switch

Answer: CE

NEW QUESTION 359
- (Exam Topic 2)
Which of the following specifications would Sara, an administrator, implement as a network access control?

A. 802.1q
B. 802.3
C. 802.11n
D. 802.1x

Answer: D

NEW QUESTION 364
- (Exam Topic 2)
A new firewall was recently installed blocking SMTP traffic. As a result, no one has Internet access. Which of the following has MOST likely occurred?

A. Port security is blocking all traffic.
B. An IDS is blocking all traffic.
C. Implicit deny is blocking all traffic.
D. SMTP is blocking all traffic.

Answer: C

NEW QUESTION 367
- (Exam Topic 2)
A VolIP line will MOST likely have which of the following connectors?

A.RJ-11
B. DB-25
C.BNC

D. RJ-45

Answer: D
NEW QUESTION 370

- (Exam Topic 2)
Which of the following ports would Zach, a technician, need to open on a firewall to allow SSH on the default port?

Answer: C

NEW QUESTION 372
- (Exam Topic 2)
Which of the following is based ENTIRELY on using ICMP packets?

A. Social engineering

B. NMAP

C. Buffer overflow attack
D. Smurf attack
Answer: D

NEW QUESTION 374
- (Exam Topic 2)
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Which of the following network topologies allows only communication to take place from one node at a time by passing a token around the network?

A. Star
B. Mesh
C.Bus
D. Ring

Answer: D

NEW QUESTION 375
- (Exam Topic 2)
A username provides which of the following?

A. Biometrics

B. Identification
C. Authorization
D. Authentication

Answer: B

NEW QUESTION 379

- (Exam Topic 2)

A technician, Joe, visits a site that has reported a network down emergency. He immediately reboots the switches and the router since the network is down. Which
of the following network troubleshooting methodology steps should Joe have performed FIRST?

A. Determine if anything has changed

B. Once a theory is confirmed determine the next step is to resolve the problem
C. Implement the solution or escalate as necessary

D. Question the obvious

Answer: A

NEW QUESTION 380
- (Exam Topic 2)
Which of the following ports should be allowed through a firewall to allow DNS resolution to occur to an outside DNS server?

A. 20
B. 53
C. 80
D. 3389

Answer: B

NEW QUESTION 385

- (Exam Topic 2)

A small office home office (SOHO) customer is going to be replacing their switch. The customer also wants to add a WAP in a dropped ceiling; however, there are
no power outlets above the drop ceiling, but there is a CAT5e network jack. Which of the following technologies should the new switch have to allow this WAP to
be placed where the customer requests, without any other major changes to the environment?

A. PoE

B. Layer 3 switching
C.STP

D. VLAN

Answer: A

NEW QUESTION 388
- (Exam Topic 2)
Which of the following is true about an IP address if the first bit is a one and the second bit is a zero?

A. The address is a Class A address.
B. The address is a Class B address.
C. The address is a Class C address.
D. The address is a Class D address.

Answer: B

NEW QUESTION 391
- (Exam Topic 2)
Which of the following ports are MOST commonly used to interactively configure a networking device? (Select TWO).
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Answer: BC

NEW QUESTION 394
- (Exam Topic 2)
Which of the following could be used to stop unknown threats?

A. DMZ

B. Signature based IPS
C. Behavior based IPS
D. Honeypots

Answer: C

NEW QUESTION 396
- (Exam Topic 2)
Which of the following describes a DNS server?

A. Translates an IP address to a hame

B. Caches commonly viewed web pages

C. Assigns IP addresses to network devices
D. Provides port security for a network

Answer: A

NEW QUESTION 397
- (Exam Topic 2)
Which of the following commands will display the associated IP address of a network adapter in Windows and Linux environments? (Select TWO).

A. dig

B. nslookup
C. nbstat
D. ifconfig
E. ipconfig

Answer: DE

NEW QUESTION 398

- (Exam Topic 3)

A technician is setting up a firewall on the network that would show a public IP address out to the Internet and assign private IP addresses to users inside the
network. Which of the following processes should be set up?

A. Port security
B. MAC filtering
C. ACL
D. NAT

Answer: D

NEW QUESTION 399

- (Exam Topic 3)

A network administrator notices that all of the company switches are running at capacity on a given day, which is abnormal according to network baselines taken
recently. Which tool would BEST allow the administrator to inspect what type of traffic is on the network?

A. Wire tap

B. Network sniffer

C. Load balancing appliance
D. NIPS

Answer: B

NEW QUESTION 404
- (Exam Topic 3)
Which of the following problems is MOST likely to arise when configuring an IPv6 over IPv4 tunnel?

A. Routing loop

B. MTU black hole
C. Framing errors
D. SYN flood

Answer: B

NEW QUESTION 405
- (Exam Topic 3)
Zach, a technician, discovers a switch is not communicating with the other switches in a stack. Which of the following is the MOST likely cause?
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A. Both T568A and T568B standards are being used.
B. STP is disabled.

C. The cable is not a crossover.

D. The port is not trunked.

Answer: C

NEW QUESTION 410
- (Exam Topic 3)
Which of the following does the IP address 169.254.222.10 indicate?

A. No DHCP server connectivity

B. The DNS server is unavailable

C. Firewall issue

D. Duplicate IP addresses are found

Answer: A

NEW QUESTION 415

- (Exam Topic 3)

A customer has not been using security on a wireless network and has recently received many attacks through this vector.
Which of the following would be the MOST secure way to harden this wireless network?

A. Disable the SSID

B. WPA encryption

C. VLAN implementation
D. WEP encryption

Answer: B

NEW QUESTION 418
- (Exam Topic 3)
Which of the following devices are MOST often responsible for 1q tagging? (Select TWO).

A. Switch

B. Router
C.IDS

D. Hub

E. IPS

F. Network tap

Answer: AB

NEW QUESTION 420
- (Exam Topic 3)
Which of the following methods limits access to a network based on characteristics of the network card?

A. IP filtering
B. MAC filtering
C. Port filtering
D. Encryption

Answer: B

NEW QUESTION 422
- (Exam Topic 3)
Zach, a technician, needs to terminate a CAT5e Ethernet cable to a 110 block. Which of the following tools should he use?

A. Toner probe
B. Punch down
C. Wire tester
D. Crimper

Answer: B

NEW QUESTION 423

- (Exam Topic 3)

A technician needs to verify an Ethernet run is functioning properly. Which of the following tools should be used?
A. Protocol analyzer

B. Crimper

C. Cable tester

D. Punch down tool

Answer: C
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NEW QUESTION 428

- (Exam Topic 3)

An administrator has received a recommendation against deploying WEP as a wireless encryption protection scheme. Which of the following is MOST likely the
reason?

A. WEP's IV is too small.

B. WEP uses RC4 which is easily accessible and not secure.
C. WEP uses plain text.

D. WEP is not well supported.

Answer: A

NEW QUESTION 432
- (Exam Topic 3)
Which of the following IP addresses would be classified as private?

A.10.100.200.0
B. 169.253.10.20
C.172.168.5.0
D. 200.100.25.0

Answer: A

NEW QUESTION 435
- (Exam Topic 3)
169.254.1.100 is an IP address which would MOST likely come from which of the following?

A. CIDR
B. DHCP
C. APIPA
D. DNS

Answer: C

NEW QUESTION 439
- (Exam Topic 3)
When configuring a WAP for a SOHO, which parameter will BEST limit access to the office area?

A. Signal strength

B. SSID enable

C. Encryption

D. Password hardening

Answer: A

NEW QUESTION 440

- (Exam Topic 3)

An analog POTS voice line is no longer working and Kim, the technician, is tasked to verify if a dial tone is present at the IDF. Which of the following tools would be
used?

A. Protocol analyzer
B. Butt set

C. OTDR

D. Toner probe

Answer: B

NEW QUESTION 442

- (Exam Topic 3)

A technician looks at an ARP table in an attempt to resolve a connectivity issue. After table of the switch is a cleared, a different MAC in the output, Which of the
following does this indicate?

A. ARP flooding

B. VLAN mismatch

C. Duplicate IP address
D. Faulty NIC

Answer: A

NEW QUESTION 445
- (Exam Topic 3)
Which of the following is networking stand-alone hardware that will permit any WiFi-compliant device to connect to a network?

A. Wireless hub

B. Wireless firewall

C. Wireless access point
D. Wireless bridge
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Answer: C

NEW QUESTION 448
- (Exam Topic 3)
A technician replaces a customer's router, and is now unable to ping the ISP's gateway. Which of the following should the technician check?

A. The arp table of the new customer's router.
B. The route table of the next-hop router.

C. The route table of the new customer's router.
D. The arp table of a network user.

Answer: C

NEW QUESTION 449

- (Exam Topic 3)

company wants the public to be able to connect to the wireless network with minimal security, but not be able to connect to the private internal network. Which of
the following firewall rules would BEST accomplish this?

A. Content filtering on the wireless access point
B. Allow traffic from the wireless access point
C. Block traffic from the wireless access point
D. Packet filtering on the wireless access point

Answer: C

NEW QUESTION 451
- (Exam Topic 3)
Which of the follow creates a secure remote connection at the OSI network layer?

A. L2TP
B. SSL

C.DTLS
D. IPSec

Answer: D

NEW QUESTION 456
- (Exam Topic 3)
The network optimization process used to allow reasonable use of data, voice, and video on the same network infrastructure is called:

A. CARP

B. QoS

C. Traffic shaping.
D. Fault tolerance.

Answer: B

NEW QUESTION 460

- (Exam Topic 3)

Lisa, a consultant, is inspecting an office that reports frequent wireless issues. Upon scanning the network broadcasting in the vicinity of the office, seven SSIDs
are found. The company's Wi-Fi network and three others all share channel six. Which of the following is MOST likely causing the issue?

A. Frequency interference
B. Low signal strength

C. Standard mismatch

D. Incorrect channel

Answer: A

NEW QUESTION 462
- (Exam Topic 3)
A supervisor requests that a technician downloads a MIB for a particular server. Which of the following protocols requires MIBs?

A. IPSec
B. SSL

C. ISAKMP
D. SNMP

Answer: D
NEW QUESTION 464
- (Exam Topic 3)

A customer wishes to network several computers throughout a large warehouse containing numerous metal shelves and concrete walls. The computers are at
least 175 meters (574 feet) apart. Which of the following media types should be recommended for the customer using only a single switch?
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A. Fiber optic
B. Wireless
C. CAT5e

D. CAT3

Answer: A

NEW QUESTION 468

- (Exam Topic 3)

A network technician is configuring user’s access to a VPN concentrator and has advised to use a protocol that supports encryption over UDP.
Which of the following protocols has the technician MOST likely configured for client use?

A. TFTP
B. DTLS
C. DNS

D. SNMP

Answer: B

NEW QUESTION 472
- (Exam Topic 3)
Which of the following protocols is used for remote management of devices?

A. SNMP
B. TFTP

C. Syslog
D. SMTP

Answer: A

NEW QUESTION 476
- (Exam Topic 3)
There is suspected virus activity on the network. Which of the following would Lisa, a technician, use to study network traffic?

A. Protocol analyzer

B. Cable tester

C. Cable certifier

D. Environmental monitor

Answer: A

NEW QUESTION 479

- (Exam Topic 3)

A network administrator has created a virtual machine in the cloud. The technician would like to connect to the server remotely using RDP.
Which of the following default ports needs to be opened?

A. 445

B. 3389
C. 5004
D. 5060

Answer: B

NEW QUESTION 484
- (Exam Topic 3)
Which of the following is used to create a secure connection between a client and a host?

A. VLAN

B. Proxy server
C. IS server

D. VPN

Answer: D

NEW QUESTION 489

- (Exam Topic 3)

Which of the following diagnostic commands relies on proper forwarding of ICMP ECHO packets?
A. ipconfig

B. ping

C. route

D. nbstat

Answer: B

NEW QUESTION 494
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- (Exam Topic 3)
Which of the following utilities would a technician use to determine the location of lost packets on a routed network?

A. ping

B. nslookup
C. route

D. tracert

Answer: D

NEW QUESTION 495
- (Exam Topic 3)
Kim, a user, cannot access the network using wireless. Which of the following is MOST likely the cause?

A. TXRX is reversed

B. Faulty crossover cable
C. Incorrect WEP key

D. A short in the cable pairs

Answer: C

NEW QUESTION 496

- (Exam Topic 3)

Several users from the same building are reporting connectivity issues. The SFP at that building's IDF switch is showing a link light, but there is no link light to the
corresponding switch's SFP at the MDF. Which of the following is the MOST likely cause?

A. A crossover cable is being used.

B. DB loss is too high on all strands.
C. Only TX or RX strand is working.
D. TX and RX are reversed.

Answer: C

NEW QUESTION 498
- (Exam Topic 3)
Which of the following devices is used to distribute network traffic equally over multiple links?

A. Content filter
B. DNS server
C. Load balancer
D. Proxy server

Answer: C

NEW QUESTION 501
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