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NEW QUESTION 1
A client receives all of the expected data from a server and sends a FIN packet signaling the end of communication. What will the server do when it receives the
FIN Packet from the client?

A. send a SYN packet

B. send an RST packet

C. Send both FIN and RST packets
D. send an ACK Packet

Answer: D

Explanation:
https://www.geeksforgeeks.org/computer-networ-tcp-connection-termination/

NEW QUESTION 2
BIG-IP Administrator runs the command ITconfig from the BIG-IP command the line end sees a high number of collisions. What is the likely cause?

A. There is a duplicate IP address on the network
B. A crossover cable has been used

C. The interface is set to hall duplex

D. Spanning Tree Protocols biochang the con

Answer: D

NEW QUESTION 3
A load balancing decision needs to be made based on custom a What is the most appropriate F5 feature (or this purpose?

A. iApps
B. Scale
C. iControl
D. iRules

Answer: D

NEW QUESTION 4
in which scenario is a full proxy TCP connection required?

A. when DNS load balancing is performed

B. When source NAT is demanded

C. when the client source IP address is sent to the server
D. when the client and server connection are decoupled

Answer: D

NEW QUESTION 5
What does HTTP status code 500 mean?

A. Service unavailable
B. Internal server error
C. Gateway timeout
D. Had gateway

Answer: B

NEW QUESTION 6
An administrator needs to assess an LTM for potential configuration issues and required security updates. Which F5 website con automate this task?

A. addf5f5.com
B. ihealth5.com
C. Devcentral f5.ccom
D. www.f5.Com

Answer: B

Explanation:
https://www f5.com/services/support/support-offerings/big-ip-ihealth-diagnostic-tool

NEW QUESTION 7
An administrator needs to allow secure access to application within the corporate data center for remote office, branch office and mobile employees.
Which F5 product provides this functionally?

A. APM

B. ASM
C.GTM
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D. AFM

Answer: A

NEW QUESTION 8
A BIG-IP Administrator wants to send packets from one subnet to another. What device is required to allow this to function?

A. switch
B. Router
C. HUP

D. Bridge

Answer: B

NEW QUESTION 9
Which OSI layer provides reliable transmission of frames between adjacent nodes and is built on top of the provides reliable transmission of frames adjacent
nodes and is built on top of the Physical layer?

A. Data link
B. Transport
C. Network

D. Application

Answer: A

NEW QUESTION 10
What should a BIG-IP Administrator configure to minimize impact during a failure?

A. MAC masquerading
B. Clone pool

C. External monitors
D. One Connect profile

Answer: A

NEW QUESTION 10
Which high availability feature allows two different BIG-IP devices to use the MAC address for the same server IP?

A. HSRP virtual MAC address
B. Device group

C. Sync- failover

D. MAC masquerade

Answer: D

NEW QUESTION 11
End users report widespread issues accessing multiple network resources
What tool should the BIG IP Administrator use to view the status of all virtual servers and associated resources in one place?

A. Pool statistics

B. Network Map

C. System performance
D. Virtual server statistics

Answer: B

Explanation:

The network map shows a list Virtual, Pools and iRules with the status of each.

NEW QUESTION 12

Which command should a BIG-IP Administrator use to resolve the domain www. F5.com?
A. grep

B. ping

C. dig

D. find

Answer: C

NEW QUESTION 16

The users in a company are unable to send and receive SMTP e-mails using the BIG-IP Virtual Server. The administrator logs into the BIG IP device to verify if the
mail pool member with an IP address of 192. 168. 10. 100. 18 is serving SMTP traffic.

Which command on the BIG-IP device should the administrator use to verify the traffic?

A. tcpdump - 0 0 host 192 168 10 100 and port 143
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B. curf - 1 smtp1/192 168 10 100
C. Icpdurnp - 0:0 host 192. 168. 10. 100 and port 25
D. telnet 192. 168. 10. 100. 143

Answer: C

NEW QUESTION 21
Which IP subnet mask can be used to send traffic to all network nodes?

A. 192 168.0. 255/23
B. 192. 168. 1. 11/31
C.172. 16. 1255/22

D. 192. 168. 0. 11/30

Answer: D

NEW QUESTION 26
What should the administrator investigate first to address this traffic slownes

A. The virtual server indicates 14 slow connections killed
B. The pool member is unchecked

C. Interface 1.2 shows 9.2K errors

D. The pool shows no current connections.

Answer: C

NEW QUESTION 27
Which protocol is used for control and session establishment for streaming media?

A.RTP
B. DTLS
C. SMB
D. RTSP

Answer: D

Explanation:
Referance: https://stackoverflow com/questions/4303439/what-is-the-difference between- rtp-or-rtst-in-streaming-server

NEW QUESTION 28
An administrator lakes a capture of five Traffic using tcpdump. The administrator notices that different ephemeral port numbers are architecture does this indicate?

A. packet-based architecture
B. full proxy architecture

C. hub and spoke architecture
D. ring network architecture

Answer: B

NEW QUESTION 32
A Network Administrator needs a new networking device can perform NAT to connect several devices on a computer network.
What is the most appropriate device for this requirement?

A. Switch

B. Router
C. Bridges
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D. Hub

Answer: B

NEW QUESTION 36

An administrator deploys a site in which the load balancer only sees the ingress traffic from the client All
egress traffic from the server bypasses the load balancer. Which type of solution is this?

A. packet forwarding architecture
B. delayed binding

C. switching

D. Full proxy architecture

Answer: A

NEW QUESTION 39

VLAN test-vlan" is configured on interface 1 1 instead of interface 1.2. Which TMSH command should be used to correct this issue?

A. modify /net test vlan interfaces {1.2}

B. modify /net test-vlan interfaces replace all with {1 2}

C. modify /net vlan test-vlan interfaces replace all with {12}
D. modify /net sian test-vlan interfaces {1 2}

Answer: C

NEW QUESTION 41

What is a primary reason to choose hardware over virtual devices?
A. failure isolation

B. HA capabilities

C. management capabilities

D. SSL performance

Answer: D

NEW QUESTION 42

User A and User B's workload are on the same VLAN, but connected through a transparent layer 2 bridge in use B's ARP table. Which MAC address is reported

for user A's workstation?

A. The physical port MAC address on the bridge for user A’s workstation
B. The MAC address of the 12 bridge

C. The MAC address of User A's workstation

D. The physical port MAC address on the bridge for user B*s workstation

Answer: D

NEW QUESTION 46
Ethernet frame FCS errors occur when which calculation fails?

A. FSCM
B. CRC
C.CSR
D. HSTS

Answer: B

NEW QUESTION 47

What are the two primary functions of the OSI 7-layer model? (Choose two)
A. to group communications into logical layers

B. to define host-to-host communications

C. to standardize HTTP communications between different vendors

D. to go interoperability between products made by different vendors

E. to define protocol behavior

Answer: AE

NEW QUESTION 49

A BIG IP virtual Server with an IP address of 10.100.43.108 must be available to public internet users. Which technology should be used to achieve this task?

A. NDP
B. DNS
C. NAT
D. ARP
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Answer: C

Explanation:

10 x.x.x/8 is an RFC 1918 reserved private IP address. It must be NATted from a publicly accessible IP for access from the internet

NEW QUESTION 50
10:20: 37 .00749:1P 199.16.255.254.36664>10.0.1.10 http : flags (s) seq 700424862, Win 29200

A website is fronted by a toad balancer that implements a full proxy architecture with SNAT enabled Behind the load balancer there are bro nodes Node 1 and

node2

She administrator is debugging an issue on node 1 using icpdump and records the above out about a received packet o watch device does the IP address 192 168

265 254" belong?

A. node2

B. node 1

C. load balancer
D. web Client

Answer: C

NEW QUESTION 52

When using LDAP for authentication, what is the purpose of the base ON?

A. the search context starting point

B. the directory's simple name

C. the base attribute in an LDAP directory

D. the fundamental naming convention

Answer: A

NEW QUESTION 56

In the context of load balancing, what does the term persistence" refer to?

A. Ensuring requests from a single source always end up being handled by the same server.
B. the ability to associate different HTTP requests to a single user so that activity can be tracked.
C. Keeping TLS session key information in memory so sessions can be quickly resumed

D. the ability to keep idle connections open as long as possible by sending dummy traffic periodically

Answer: A

NEW QUESTION 57

An administrator suspects that a BIG IP appliance is experiencing performing issue due to spikes in CPU usage checks the performance issues does to spikes in
CPU usage checks the performance report in the BIG-IP Ul on CPU spikes are evident in the graphs. Which section in the BIG IP Ul can the administrator check to

troubleshoot the issue further?

A. Statistics > Utilization
B. System . Utilization
C. Statics > Dashboard
D. System > Services

Answer: C

NEW QUESTION 61
In wh.ch layer of the OSI model is the data transported in the form of a packet?

A. Transport

B. Session

C. Network

D. Presentation

Answer: C

NEW QUESTION 63

A BIG IP Administrator is trying to reach the internal web server from a workstation

* The workstation has a MAC address of 00:00 00 00 00 01 and an IP address or 192. 168. 0. 1

* An internal web server has a MAC address of 00 00 00 00 00 02 and an IP address of 10. 10. 1. 1

* The workstations default gateway has a MAC address of 00 00 00 00 00 03 and IP address of 192 168 0 254
What is the destination hardware address of the outbound packet when it leaves the workstation?

A. 00:00.00:00:00:01
B. 00:00:00 :00:00:00
C. 00:00:00:00:00:03
D. 00:00:00:00:00 02

Answer: C
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NEW QUESTION 68
A user fails to provide credentials when requesting a web resource that requires authentication. Which HTTP response code does the server send?

A.HTTP 200
B. HTTP 302
C.HTTP 401
D. HTTP 502

Answer: C

Explanation:
https://httpstatuses.com/401

NEW QUESTION 69
An administrator needs to restore the BIG-IP configuration from a UCS file In which section in the BIG IP Configuration utility is this task performed?

A. System > Archives

B. System > Services > Backup
C. System > Backup

D. System > File Management

Answer: A

NEW QUESTION 72
Which techology can be used on a BIG-IP device to accelerate the delivery of the same content to multiple user?

A. persistence

B. SSL offloading
C. Compression
D. caching

Answer: D

NEW QUESTION 74
A messaging system digitally signs messages to ensure non-repudiation of the sender. Which component should the receiver use to validate the message?

A. Public Key

B. SSL extension

C. A negotiated security algorithm
D. private Key

Answer: A

NEW QUESTION 77
In which scenario does the client act as a server?

A. During an active FTP session
B. When an SMTP connection
C. During an SMTP connection
D. When browsing websites

Answer: A

NEW QUESTION 78
An administrator security policy defines allowed URLSs, file types and parameter values Which security model is the administrator using?

A. negative security model
B. Closed security model
C. positive Security model
D. ACL Security model

Answer: C
Explanation:

https //www owasp.org/index.php/Positive_security_model

NEW QUESTION 81
A BIG IP administrator is testing a web server behind ADC. The connection to a Virtual Server is successful but the page is still not loading Where should the
administrator test to determine if theserver is available?

A. from server-side interface in ADC.

B. from client side interface in ADC

C. from Workstation client

D. from switch connected to ADC and Server

Answer: A
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NEW QUESTION 83

For an IP of 192 168 10.10 with a subnet mask of 255 255.240 0 an administrator is asked to provide
* The first network address

» The broadcast address, and

» The number of hosts available per subnet host What should be the administrator's response'?

A. 192. 168. 0. 1 is the network addres

B. 192.168.10 255 is the broadcast addres

C. There are 16382 addressable hosts

D. 192. 168. 0. 0 is the network address 192 168 15 255 is the broadcast addres
E. There are 4094 addressable hosts

F. 192.168. 0.0 is the network addres

G. 192 168 16 255 is the broadcast addres

H. There are 1022 addressable hosts

I. 192. 168.16. 0 is the network address, 192 168 31 255 is the broadcast addres
J. There are 409J addressable hosts

Answer: B

NEW QUESTION 87

A BIG-IP Administrator needs to create a route to send traffic destined to 10.1.1 1 to another router with an address of 192 168 1 1 Which TMSH command should

the administrator use?

A. create/net route 10. 11. 1/32 gw 192 168. 1. 1
B. create met route 192 168. 1. 1/32 gw 10. 11. 1
C. add met route 192. 168. 1. 1/32gw 10. 1. 1. 1
D. add inet route 10.11.1/32 gw 192. 168.1.1
Answer: A

NEW QUESTION 90
There is no SFP plugged into the port.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

There is no SFP plugged into the port.

NEW QUESTION 93

What advantage does an active-standby configuration have over an active-active configurations?
A. Active-standby configuration allows for the backup of the peer configuration

B. Active-standby utilizes the hardware more efficiently

C. Active standby Uses significantly less power consumption than active-active

D. Active-standby is less complex to troubleshoot

Answer: D

NEW QUESTION 95

An administrator needs to prepare change control documents for operations staff To reduce possible errors the administrator killed number of default configuration

options is choose from. Which F5 feature is intended to help with this task?
A. icontrol

B. iCatl

C.iApp

D. iRules

Answer: A

Explanation:

https://devcentral.f5.com/icontrol

NEW QUESTION 96

in which scenario is a full proxy TCP connection required?

A. when compression is actuated
B. When Source NAT configured
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C. when a virtual server is configured
D. When Source IP persistence is required

Answer: A
Explanation:

https//devcentral f5 com/articles/the-full-proxy-data-center-architecture

NEW QUESTION 101
A user wishes to retries a file from an FTP server
minimum of how many TCP connections are required to perform this action?

oowp
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Answer: D

NEW QUESTION 104
What is a common use of an iRule?

A. to modify application traffic between the client and server

B. to create a reuseable application delivery template

C. to integrate a BIG IP into an enterprise orchestration tool

D. to create an accelerated session between two BIG-IP devices

Answer: A

NEW QUESTION 107

An Administrator enables HTTP keep alive. How does this affect the network?
A. HTTP connections will remain open longer

B. Fewer TCP connections will need to be opened

C. HTTP connections will close when the keep-alive times out

D. More TCP connections will need to be opened

Answer: B

Explanation:

https //en wikipedia org/wiki/HTTPpersistentconnection

NEW QUESTION 112

An administrator points the browser at h.tp://www mydomain com.The destination server listens on TCP port 8080 Which feature must be enabled on the virtual

server for this configuration to work?
A. HTTP persistence

B. source NAT

C. destination address affinity

D. port translation

Answer: D

Explanation:

https.//support f5.com/csp/article/K93G17176

NEW QUESTION 116

An administrator encounter an error while working on eBiG.IP device and contacts F5 Support to open a case. While opening the case Support of the administrator

that a BIO-IP version update is required.

Which F5 Support policy requires the administrator to upgrade the BIG-IP version.

A. End of Software Support

B. End of Support Contact Renewal
C. End of Technical Support

D. End of Return to Manufacturing

Answer: A

NEW QUESTION 120
Which of the following is a valid IP address and prefix length?

A.192. 168.:.0 177/25
B. 192 168:0. 129/25
C. 192.168:0 128/25

D. 192 168 :0 255/25
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Answer: B

NEW QUESTION 124
Wh.ch protocols .s used for control and sess.on establishment for streaming media?

A.RTP

B. RTSP
C. OTLS
D. SMB

Answer: A

Explanation:
https://enwikipedia org/wiki/Real_Time_Streaming_Protocol

NEW QUESTION 126
A server is operating on the network 10.100/24. The BIG-IP device is operating on the 192.168.0.0/24 net. What is required to enable the several and BIG-IP
device to communicate properly?

A. Firewall
B. Switch

C. Router
D. Hub

Answer: C

NEW QUESTION 128
An administrator configures secure remote access to a server's shell Given the netstal output, what did the administrator configure?

A. teinet

B. allowing connections only from IP address 10 .1. 10.46
C.ssh

D. listening on IP address 10. 1. 10.46

E. ssh

F. allowing connections only from IP address 10.1. 10. 46
G. teinetd listening on IP address 10.1. 10. 46

Answer: B

Explanation:

Although it appears telnet is configured in this example (1) it is listening on all IP addresses of the system while ssh (port 22) is only on the 10.1.10.46 address.
NEW QUESTION 130

In an administrator's environment, the administrator wants to inspect a high volume of SSL traffic What should be used for this task?

A. Big-IP Global Traffic Manager appliance

B. Big-IP standard virtual edition

C. Big-IP Local Traffic Manager appliance

D. Big-IP virtual edition with FIPS

Answer: C

NEW QUESTION 133
An administrator is given the IP Address of 192.168.100.124 and needs 64 subnets. How many hosts per network are allowed?

00w
N O 0~

Answer: D

NEW QUESTION 136
The 2001:db8: : IP6 address block is allocated to a load balancer for use as virtual server addresses. The address block is routed to a balancer self IP address
using a static route. What is the correct representation for the last address in the address block that a virtual server can use?
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A. 2001:db8

B. 2001:db8: : 255

C. 2001:db8: : ffff:ffff:ffff: fffe
D. 2001:db8: :ffff:ffff:ffff:ffff

Answer: C

NEW QUESTION 139

HTTP pool attached to a Virtual Server has three members Pool member A default HTTP monitor in red Pool member 6 custom HTTP monitor in green Pool
member C does not monitor

Which pool members participate in the load balancing?

A. Pool members A and C
B. Pool members AB and C
C. Pool members B and C
D. Pool members A and B

Answer: C

NEW QUESTION 140
Which two OSI layers map lo IP subnetting and TCP window sizing functions? (Choose two)

A. Application

B. Data Link

C. Transport

D. Network Session

Answer: D

NEW QUESTION 145
A BIG IP Administrator needs to create a virtual server for a new secure end-to-end web application After change in configuration the virtual server .3 still marked
down. The configuration of the virtual server and the pool member are correct. A quick server shows the status.

To fix the issue, what should the BIG-IP Administrator inform the web server administrator to do?

A. change web server configuration to use SSL/TLS
B. reboot the server

C. restart the web service

D. change web server configuration lo use SSH/SCP

Answer: A

Explanation:
If the application needs to be secure ‘end-to-end” the web server needs to use SSL as well. Most web servers will not required to HTTP requests when
configured with HTTPS, so the monitor is failing.

NEW QUESTION 148
Which security model provides protection from unknown attacks?

A. ACL Security model

B. closed security model
C. Negative security model
D. Positive security model

Answer: D

Explanation:
https //www.owasp.org/index.php/Posilrve_security_model

NEW QUESTION 150

ATP administrator recently added a new VLAN and needs to confirm that the BIG IP sees traffic on this VLAN. The VLAN is untagged on interface 1.1 and is
named VLAN704 in the BIG IP Configuration Unity.

Which tool should be used to generate a packet capture that shows all traffic on this VLAN?

A. netstat
B. map

C. tcpdump
D. ifconsfig

Answer: C
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NEW QUESTION 154
An application has a mix of both and short and long lived connections. Which algorithm would provide and event distributionof all connections across the pool?

A. Priority group activate
B. Least connections

C. Static ration

D. Round robin

Answer: B

NEW QUESTION 159
Layer 2 mapping information is announced by an interface without receiving a request for the mapping first. Which term describes this event?

A. ICMP

B. STP

C. gratuitous ARP
D. ARP

Answer: C

NEW QUESTION 163
Which protocol data unit (POU) is associated with the OSI model’'s Network layer

A. Segment
B. Datagram
C. Bit

D. Frame

Answer: B

NEW QUESTION 166
Which device type in the topology will forward network packets without an OSI layer 3 address assigned to a data plane interface?

A. Router
B. Firewall
C. Application Server
D. Switch

Answer: D

NEW QUESTION 167
A BIG IP Administrator configures three Network Time Protocol servers to keep the time of the devices in sync. Which tool should the administrator use to show
the synchronization status with the Network Time Protocol servers?

A. time
B. ntpdate
C. date
D. ntpq

Answer: D

Explanation:
nipg -pn will show thesynchronization status of configured ntp servers

NEW QUESTION 168

After all expected HTTP data has been sent from a server to a client, the client does not close connection. The server reaps the connection, but after that the client
sends a "Keep alive "packet to the server.

Which type of packet will the server respond with?

A. FiN

B. RST

C. ACK

D. SYN

Answer: B

NEW QUESTION 173

At which layer of the OSJ model does the DNS resolution process occur?

A. Layer 7
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B. Layer 4
C. Layer 2
D. Layer 3

Answer: A

NEW QUESTION 177
Cryptographic hash functions can be used to provide which service?

A. data modification
B. data encryption
C. data validation
D. data decryption

Answer: C

Explanation:
https ://en.wikipedia.org/wiki/Hash_function

NEW QUESTION 182
A BIG IP Administrator wants to add a new VLAN (VLAN 40) to an LACP trunk (named LACPO01) connected to the BIG-IP device Mufti VLANS exist on
LACPO1.Which TMSH command should the BIGIP Administrator issue to add the new VLAN to the existing LACP trunk?

A. create net vlan VLANA40 (interfaces add (LACPO1 {lagged)) tag 40}

B. create net vlan VLANA4O {interfaces replace-all-with {LACPO01{tagged}} tag 40}
C. create net vlan VLAN4O interfaces replace all with {LACPO1 {untagged)} tag 40}
D. create net vlan VLAN4O {interfaces add {LACPO01 {untagged}} tag 40}

Answer: B

NEW QUESTION 187
In a load balanced scenario which service would require persistence to function correctly?

A. Simple Mail Transport Protocol
B. DNS

C. Web-based email

D. HTTP

Answer: C

NEW QUESTION 191
What are two examples of network layer protocols? (Choose two)

A. ARP
B. TCP
C.IPv4
D. BGP
E. ICMP

Answer: AE

NEW QUESTION 193

Comment calculator DNS error SERVFAL. HTTP 404 and SMTP error 550 are all examples of which type of error?
A. Service

B. Application

C. Network

D. Session

Answer: B

NEW QUESTION 198

Which protocol Authenticates network traffic between hosts end without encryption?
A. PPTP

B. GRE

C. IPSec AH

D. iPSec ESP

Answer: C

Explanation:

https//developer.ibmxom/answers.questions/37253/what-is-the-difference-between-the-ah-and- esp-port/

NEW QUESTION 201
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An administrator needs to rapidly deter e newly discovered security threat to a remote desktop application. Which F5 feature provides this functionality?

A. iRules

B. SSL profiles
C. Proxy SSL
D. SPDY

Answer: A

NEW QUESTION 204
A server is capable of handling more connections than other servers in the same pool. Which load distribution method should the administrator choose?

A. Least Connections
B. Fastest

C. Ratio

D. Round Robin

Answer: C

NEW QUESTION 205
A BIG-IP administrator is interested in using some of the vCMP What should impact the administrator's decision?

A. vVCMP is available on all F5 hardware platforms.
B. vVCMP is only available on the virtual edition

C. vCMP is hardware independent

D. vCMP is only available on certain F5 platforms

Answer: D

NEW QUESTION 207
In which scenario is a packet forwarding architecture required?

A. when HTTP header must be modified

B. when cookie persistency is demanded

C. when the server responds directly to the client

D. when the number of TCP connections on the server should be reduced

Answer: C

NEW QUESTION 210

If a workstation is configured with an address of 224 0.0.1 which functionality will it allow?
A. loopback to itself

B. broadcasting to the local subnet

C. multicasting to the local subnet

D. automatic private IP addressing

Answer: C

Explanation:

https://en wikipedia org/wiki/Multicast_address

NEW QUESTION 211
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