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NEW QUESTION 1

Scenario: A Citrix Engineer creates a Responder policy to redirect users attempting to access an application protected with Citrix Web App Firewall. Instead of
being redirected, users are seeing an ‘Access Denied’ page.

This is happening because Citrix Web App Firewall is processed. (Choose the correct option to complete the sentence.)

A. before Responder, and the redirection is invalid

B. after Responder, but the violation is applied to prevent access
C. before Responder, and a violation is occurring

D. after Responder, and the redirection is invalid

Answer: C

NEW QUESTION 2
Which license must be present on the Citrix ADC for the Citrix Application Delivery Management (ADM) Service to generate HDX Insight reports that present one
year’s worth of data?

A. Advanced
B. Premium Plus
C. Premium
D. Standard

Answer: C

NEW QUESTION 3

Scenario: A Citrix Engineer is monitoring the environment with Citrix Application Delivery Management (ADM). Management has asked for a report of high-risk
traffic to protected internal websites.

Which dashboard can the engineer use to generate the requested report?

A. App Security

B. Transactions

C. Users & Endpoints
D. App

Answer: B

NEW QUESTION 4
Which Citrix Application Delivery Management (ADM) Analytics page allows a Citrix Engineer to monitor the metrics of the optimization techniques and congestion
control strategies used in Citrix ADC appliances?

A. Gateway Insight
B. TCP Insight
C. HDX Insight
D. Web Insight

Answer: B

NEW QUESTION 5

Scenario: A Citrix Engineer notices that a web page takes a long time to display. Upon further investigation, the engineer determines that the requested page
consists of a table of high-resolution pictures which are being displayed in table cells measuring 320 by 180 pixels.

Which Front End Optimization technique can the engineer enable on the Citrix ADC to improve time-to-display?

A. Shrink to Attributes
B. Make Inline

C. Extend Page Cache
D. Minify

Answer: A

NEW QUESTION 6

Scenario: A Citrix Engineer manages Citrix Application Delivery Management (ADM) for a large holding company. Each division maintains its own ADC appliances.
The engineer wants to make Citrix ADM features and benefits available to each group independently.

What can the engineer create for each division to achieve this?

A. A site

B. Arole

C. Atenant

D. A dashboard

E. A group
Answer: C

NEW QUESTION 7

What can a Citrix Engineer do to aggregate Citrix Web App Firewall log messages to a central location?

A. Enable AppFlow and forward AppFlow records to a Citrix Application Delivery Management (ADM) server.
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B. Modifythe CitrixWeb App Firewall settings.
C. Create a Citrix Web App Firewall Audit policy.
D. Create a Responder action and policy, and bind it to the virtual server.

Answer: C

NEW QUESTION 8

Scenario: A Citrix Engineer wants to protect a web application using Citrix Web App Firewall. After the Web App Firewall policy afweb_protect is bound to the
virtual server, the engineer notices that pages are displaying in plain text with graphics included.

What is the likely cause of this?

A. The Safe Objects protection is NOT properly configured.
B. The Start URL list does NOT include CSS files.

C. The Web App Firewall feature is disabled.

D. The policy expression allows for HTML files only.

Answer: B

NEW QUESTION 9
Which Front End Optimization technique can a Citrix Engineer enable on the Citrix ADC to remove all excess whitespace from a file?

A. Shrink to Attributes
B. Minify

C. Lazy Load

D. Inlining

Answer: B

NEW QUESTION 10

Scenario: A Web Application Developer asked a Citrix Engineer to implement Citrix Web App Firewall protections. To provide consistency in branding, the
developer asked that the web server provide a custom message when a violation occurs. Which profile setting does the engineer need to configure to provide the
custom message?

A. Redirect URL

B. HTML Error Object

C. RFC Profile

D. Content Type Default Response

Answer: B

NEW QUESTION 10

Scenario: A Citrix Engineer configures Citrix Web App Firewall to protect an application. Upon reviewing the log files, the engineer notices a pattern of forceful
browsing toward the configuration page for the application. To protect against this, the engineer enforces Start URL and enables Enforce URL Closure.

What is the effect of enforcing Start URL and enabling Enforce URL Closure on the application?

A. Access to the path /config.aspx is unblocked when a user clicks a referring link elsewhere on the website.

B. Non-administrative users are blocked from the path /config.aspx.Administrative users are permitted to the path /config.aspx.
C. External users are blocked from the path /config.aspx.Internal users are permitted to the path /config.aspx.

D. Access to the path /config.aspx is blocked.

Answer: A

NEW QUESTION 11
A review of purchases made at an online retailer shows that several orders were processed for items at an unpublished price.
Which protection can a Citrix Engineer implement to prevent a site visitor from modifying the unit price of a product on the shopping cart page?

A. Cross-Site Request Forgeries (CSRF)
B. Form Field Consistency

C. HTML Cross-Site Scripting (XSS)

D. HTML SQL Injection

Answer: B

NEW QUESTION 14

Scenario: During application troubleshooting, a Citrix Engineer notices that response traffic received from a protected web application is NOT matching what the
web server is sending out. The engineer is concerned that someone is trying to disrupt caching behavior.

Which action is the Citrix Web App Firewall performing that would trigger this false positive?

A. Removing the Last-Modified header

B. Inserting a hidden form field

C. Removing the Accept-Encoding header

D. Modifying and adding cookies in the response

Answer: A

NEW QUESTION 19
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Which Front End Optimization technique overcomes the parallel download limitation of web browsers?

A. Domain Sharding

B. Minify

C. Extend Page Cache
D. Lazy Load

Answer: A

NEW QUESTION 21

Scenaho: A Citrix Engineer needs to block requests from a list of IP addresses in a database maintained by the Security team. The Security team has built a web
application that will send a response of either "Blocked" or "Allowed," based on whether the given IP address is on the list. Which expression should the engineer
use to extract the status for policy processing?

A. HTTP.RES.STATUS

B. HTTP.RES.HEADERfConnection")

C. HTTP.RES.BODY/(1000)

D. HTTP.RES.CONTENT LENGTH.GT(0)

Answer: B

NEW QUESTION 25

Scenario: A Citrix Engineer wants to configure the Citrix ADC for OAuth authentication. The engineer uploads the required certificates, configure the actions, and
creates all the necessary policies. After binding the authentication policy to the application, the engineer is unable to authenticate.

What is the most likely cause of this failure?

A. The log files are full.

B. The Redirect URL is incorrect.

C. The certificates have expired.

D. The policy bindings were assigned incorrect priorities.

Answer: D

NEW QUESTION 30
Which two protections ensure that the correct data is returned by the client? (Choose two.)

A. Form Field Consistency.

B. Field Formats

C. HTML Cross-Site Scripting (XSS)

D. Cross-Site Request Forgeries (CSRF)

Answer: AD

NEW QUESTION 31
A Web Application Engineer is reviewing log files and finds that a large number of bad HTTP requests are being sent to the web application servers.
What can the Citrix ADC Engineer to do prevent bad HTTP requests from getting to the web application?

A. Create an HTTP profile and select 'Drop invalid HTTP requests’.Assign the HTTP profile to the virtual server.

B. Create an HTTP profile and select 'Drop invalid HTTP requests’.Assign the HTTP profile to the Web App Firewall policy.
C. Modify the default HTTP profile and select 'Drop invalid HTTP requests’.Bind the default HTTP profile globally.

D. Select ‘Change HTTP Parameters’ under System > Settings.Select 'Drop invalid HTTP requests’.

Answer: C

NEW QUESTION 34
A manager for a hospital billing system wants to display the last four digits of a credit card number when printing invoices.
Which credit card security action does this?

A. X-Out

B. Log

C. Transform
D. Block

Answer: A

NEW QUESTION 36

Which security model should a Citrix Engineer implement to make sure that no known attack patterns pass through Citrix Web App Firewall?
A. Hybrid

B. Static

C. Positive

D. Negative

Answer: D

NEW QUESTION 40

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 1Y0-341 dumps!
rJ CEF’ES hal"Ed https://www.certshared.com/exam/1Y0-341/ (107 Q&AS)

Scenario: A Citrix Engineer used Learning to establish the HTML SQL Injection relaxations for a critical web application. The engineer now wishes to begin working
on the protections for a different web application. The name of the Web App Profile is appfw_prof _customercare.
Which CLI command can the engineer use to empty the Learn database?

A. set appfw learningsettings appfw_prof_customercare -SQLInjectionMinThreshold 0
B. set appfw learningsettings appfw_prof_customercare -startURLMinThreshold 0

C. reset appfw learningdata

D. export appfw learningdata appfw_prof _customercare

Answer: C

NEW QUESTION 44

Scenario: A Citrix Engineer is setting up Citrix Application Delivery Management (ADM) in High Availability (HA) mode. The engineer creates both nodes and
connects them to the same subnet.

Which IP address must the engineer configure on the Citrix ADM HA pair to allow instances to reconnect to Citrix ADM after a failover?

A. Virtual

B. Cluster
C. Subnet
D. Floating

Answer: D

NEW QUESTION 47

Scenario: A Citrix Engineer is notified that improper requests are reacting the web application. While investigating, the engineer notices that the Citrix Web App
Firewall policy has zero hits.

What are two possible causes for this within the Citrix Web App Firewall policy? (Choose two.)

A. The expression is incorrect.

B. It has been assigned an Advanced HTML profile.

C. Itis NOT bound to the virtual server.

D. It has been assigned the built-in APPFW_RESET profile.

Answer: AC

NEW QUESTION 52
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