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NEW QUESTION 1
Which two statements describe how IPsec phase 1 main mode is different from aggressive mode when performing IKE negotiation? (Choose two )

A. A peer ID is included in the first packet from the initiator, along with suggested security policies.
B. XAuth is enabled as an additional level of authentication, which requires a username and password.
C. A total of six packets are exchanged between an initiator and a responder instead of three packets.
D. The use of Diffie Hellman keys is limited by the responder and needs initiator acceptance.

Answer: BC

NEW QUESTION 2
Refer to the exhibit.

Based on the exhibit, which statement about FortiGate re-evaluating traffic is true?

A. The type of traffic defined and allowed on firewall policy ID 1 is UDP.
B. FortiGate has terminated the session after a change on policy ID 1.
C. Changes have been made on firewall policy ID 1 on FortiGate.
D. Firewall policy ID 1 has source NAT disabled.

Answer: C

NEW QUESTION 3
Refer to the exhibit.

Based on output shown in the exhibit, which two commands can be used by SD-WAN rules? (Choose two.)

A. set cost 15.
B. set source 100.64.1.1.
C. set priority 10.
D. set load-balance-mode source-ip-based.

Answer: CD

NEW QUESTION 4
Refer to exhibits.

Exhibit A shows the firewall policy and exhibit B shows the traffic shaping policy.
The traffic shaping policy is being applied to all outbound traffic; however, inbound traffic is not being evaluated by the shaping policy.
Based on the exhibits, what configuration change must be made in which policy so that traffic shaping can be applied to inbound traffic?

A. The reverse shaper option must be enabled and a traffic shaper must be selected
B. The guaranteed-10mbps option must be selected as the reverse shaper option.
C. A new firewall policy must be created and SD-WAN must be selected as the incoming interface.
D. The guaranteed-10mbps option must be selected as the per-IP shaper option

Answer: B

NEW QUESTION 5
Refer to the exhibit.

What must you configure to enable ADVPN?

A. On the hub VPN, only the device needs additional phase one sett
B. ADVPN should only be enabled on unmanaged FortiGate devices.
C. Each VPN device has a unique pre-shared key configured separately on phase one
D. The protected subnets should be set to address object to all (0.0 .0. o/o).

Answer: C

NEW QUESTION 6
What are the two minimum configuration requirements for an outgoing interface to be selected once the SD-WAN logical interface is enabled? (Choose two )

A. Specify outgoing interface routing cost.
B. Configure SD-WAN rules interface preference.
C. Select SD-WAN balancing strategy.
D. Specify incoming interfaces in SD-WAN rules.

Answer: AB

NEW QUESTION 7
What are two reasons why FortiGate would be unable to complete the zero-touch provisioning process? (Choose two.)

A. The FortiGate cloud key has not been added to the FortiGate cloud portal.
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B. FortiDeploy has connected with FortiGate and provided the initial configuration to contact FortiManager
C. The zero-touch provisioning process has completed internally, behind FortiGate.
D. FortiGate has obtained a configuration from the platform template in FortiGate cloud.
E. A factory reset performed on FortiGate.

Answer: AC

NEW QUESTION 8
Refer to exhibits.

Exhibit A shows the performance SLA exhibit B shows the SD-WAN diagnostics output. Based on the exhibits, which statement is correct?

A. Both SD-WAN member interfaces have used separate SLA targets.
B. The SLA state of port1 is dead after five unanswered requests by the SLA servers.
C. Port1 became dead 1ecause no traffic was offload through the egress of port1.
D. SD-WAN member interfaces are affected by the SLA state of the inactive interface

Answer: B

NEW QUESTION 9
Refer to exhibits. Exhibit A.

Exhibit B.

Exhibit A shows the SD-WAN performance SLA and exhibit B shows the SO-WAN interface and the static
routes configuration.
Port1 and port2 are member interfaces of the SD-WAN, and port2 becomes a dead member after reaching the failure thresholds
Which statement about the dead member is correct?

A. Subnets 100 .64.1.0/23 and 172 . 20 . 0. 0/16 are reachable only through port1
B. SD-WAN interface becomes disabled and port1 becomes the WAN interface
C. Dead members require manual administrator access to bring them back alive
D. Port2 might become alive when a single response is received from an SLA server

Answer: A

NEW QUESTION 10
Which three parameters are available to configure SD-WAN rules? (Choose three.)

A. Application signatures
B. Type of physical link connection
C. URL categories
D. Source and destination IP address
E. Internet service database (ISDB) address object

Answer: BDE

NEW QUESTION 10
Which statement about using BGP routes in SD-WAN is true?

A. Adding static routes must be enabled on all ADVPN interfaces.
B. VPN topologies must be form using only BGP dynamic routing with SD-WAN
C. Learned routes can be used as dynamic destinations in SD-WAN rules
D. Dynamic routing protocols can be used only with non-encrypted traffic

Answer: C

NEW QUESTION 11
......
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