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NEW QUESTION 1
A Linux administrator needs to switch from text mode to GUI. Which of the following runlevels will start the GUI by default?

A. Runlevel 3
B. Runlevel 4
C. Runlevel 5
D. Runlevel 6

Answer: C

NEW QUESTION 2

A Linux administration is using a Linux system as a router. During the tests, the administrator discovers that IP packets are not being sent between the configured
interfaces.

Which of the following commands enables this feature for IPv4 networks?

A. cat /proc/sys/net/ipv4/ip_route > 1

B. echo “1” > /proc/sys/net/ipv4/ip_forward
C. echo “1” > /proc/sys/net/ipv4/ip_route
D. echo “1” > /proc/sys/net/ipv4/ip_net

Answer: B

NEW QUESTION 3

A Linux administrator has installed a web application firewall in front of a web server running on HTTP port 8080 and successfully started the HTTP server.
However, after opening the application URL in an Internet browser, the administrator discovered that the application does not work. The administrator performed
the following diagnostic steps:

Output of sysctl -a command:

Il
L}

kernel.sched child runs first

kernel.panic = 0

[

kernel.ftrace enabled =

kernel.sysrqg = 1

net.ipvé4.icmp echo ignore all = (
Output of iptables -L command:

ChainINPUT (policyACCEPT)

target  prot opt source destination

ACCEP" tcp e anywhere anywhere tep dpt:webcache
Chain FORWARD l[_:-:‘*li-:'-,‘ ACCEPT)

et prot opt source destination

PT tcp - anywhere anywhere dpt: webcache
Chain OUTPUT (policy ACCEPT)

target prot opt source destination

Output of netstat —nltop | grep "8080":
tep 0.0.0.0:8080 0.0.0.0* Listen 12801/httpd
Which of the following is the NEXT step the administrator should perform to permanently fix the issue at the kernel level?
A. sysctl -w net.ipv4.ip_forward=1 then run sysctl -w /etc/sysctl.conf to enable the change
B. Edit /etc/sysctl.conf file and add net.ipv4.ip_forward = 1 then run sysctl -p /etc/ sysctl.conf to enable the change
C. Add iptables rule iptables -A INPUT -m state --state NEW -p tcp --dport 8080 -j then restart httpd daemon
D. Add iptables rule iptables -A FORWARD-m state --state NEW -p tcp --dport 8080 —j ACCEPT then restart httpd daemon
Answer: D

NEW QUESTION 4
A Linux administrator is testing a new web application on a local laptop and consistently shows the following 403 errors in the laptop’s logs”

tyvpe==LVT mag=euditT(l2e552035:37232) :ravcidenied [read] for pid=243534]1 com=nginx
nme="/home/uzerl” /devs/sdal inc=Z scontext=unconfined u:system r:httpd t:s0
tcontext=sysetm u:iobject_rihttpd sys_content:ad

The web server starts properly, but an error is generated in the audit log. Which of the following settings should be enabled to prevent this audit message?

A. httpd_can_network_connect =1
B. httpd_enable_scripting = 1
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C. httpd_enable_homedirs = 1
D. httpd_enable_cgi=1

Answer: A

NEW QUESTION 5
A user has connected a Bluetooth mouse to a computer, but it is not working properly. Which of the following commands should the systems administrator use to
fix the issue?

A. Ismod —i bluetooth

B. insmod bluetooth

C. modprobe —r bluetooth
D. depmod —i bluetooth

Answer: C

NEW QUESTION 6

A systems administration team has decided to their systems as immutable instances. They keep the desired state of each of their systems in version control and
apply automation whenever they provision a new instance. If there is an issue with one of their servers, instead of troubleshooting the issue they terminate the
instance and rebuild it using automation.

Which of the following is this an example of?

A. Inventory

B. Orchestration

C. Infrastructure as code
D. Agentless deployment

Answer: C

NEW QUESTION 7

A junior systems is configuring localization option environment variables. The administrator is given a checklist of tasks with the following requirements:
View current settings of the LC_ALL environment variable only. Modify the LANG environment variable to US English Unicode.

Given this scenario, which of the following should be performed to meet these requirements? (Choose two.)

.echo $LC_ALL

. locale

.cat$LC_ALL

. export LANG = en_US.UTF-8
. export $LANG = en_US.UTF
. stty

mTmoOw>»

Answer: BD

NEW QUESTION 8
A systems administrator is unable to reach other devices on the network and the Internet. The server is configured with the IP address 192.169.1.50/24 on ethO.
The server’s router is 192.168.1.1. The administrator reviews the output of route —n:

Fernel IP routing table

Deatination Gateway senma3k Flags HMetric Ref Use Iface
0.0.0.,0 1%32.168.2.1 0.0.0.0 Iz 1024 i # ethi
192.1¢62.1.0 0.0.0.0 255.255.255.0 U o i 0 ethi

Which of the following commands should the administrator run to correct the issue?

A. route del default gw 192.168.2.1 ethO; route add default gw 192.168.1.1 ethO
B. route add —net 192.168.10.0 netmask 255.255.255.0 gw 192.168.2.1 eth0

C. route add 192.168.1.1 default 192.168.1.50 ethO

D. route host gw 192.168.1.1 ethO

Answer: B

NEW QUESTION 9
A user, jsmith, needs access to database files located on a server. Which of the following will add jsmith to the “dba” group and preserve existing group
memberships?

A. usermod —a —G dba jsmith
B. usermod —g dba jsmith

C. useradd —g dba jsmith

D. groupmod dba —u jsmith
Answer: AC

Explanation:
According to the reference given below. Both AC is correct.
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NEW QUESTION 10
A Linux server needs to be accessed, but the root password is not available.
Which of the following would BEST allow an administrator to regain access and set a new known password at the same time?

A. Boot into a single-user mode and reset the password via the passwd command.

B. Boot into a single-user mode and reset the password by editing the /etc/passwd file.
C. Boot into a single-user mode and reset the password by editing the /etc/shadow file.
D. Boot into a single-user mode and reset the password via the chage command.

Answer: A

NEW QUESTION 10

As a Systems Administrator, to reduce disk space, you were tasked to create a shell script that does the following:
Add relevant content to /tmp/script.sh, so that it finds and compresses rotated files in /var/log without recursion.
INSTRUCTIONS

Fill the blanks to build a script that performs the actual compression of rotated log files.

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.

Snippets

B! /bin/bash
Fname: script.sh

find /var/log -type f -maxdepth 1 | grep

filename $(cat

do

Lfilename

» [tmp/tempfile

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Snippets
P = £!/bin/bash
Sname: script.sh

I
L find /var/log -type f -maxdepth 1 | grep | I > [tmp/tempfile

NEW QUESTION 15
A Linux administrator needs every new file created on a directory to maintain the group permissions of the same directory. Which of the following commands would
satisfy this requirement?

A. chmod o+s <directory>
B. chmod u+s <directory>
C. chmod +s <directory>

D. chmod g+s <directory>

Answer: D

NEW QUESTION 16

The development team has automated their software build process so each time a change is submitted to the source code repository, a new software build is
compiled. They are requesting that the Linux operations team look into automating the deployment of the software build into the test environment. Which of the
following is the benefit to the development team for implementing deployment automation?

A. To ensure the build commits are also deployed to the test environment

B. To enable notifications when builds are deployed to the test environment

C. To ensure software builds in test are not accidentally deployed to production

D. To streamline the deployment process for deploying builds into test environments

Answer: D

NEW QUESTION 18
A systems administrator wants to know the current status of a series of dd jobs that were started in the background three hours ago.
Which of the following commands will achieve this task?

A. sudo killall -HUP dd
B. sudo killall dd

C. sudo killall =TERM dd
D. sudo killall -USR1 dd

Answer: D

NEW QUESTION 22

Which of the following configuration management tools is considered agentless?
A. Ouppet

B. Salt
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C. Ansible
D. Chef

Answer: C

NEW QUESTION 23

Ann, a junior Linux administrator, needs to copy software from her local machine to assist in developing a software application on a remote machine with the IP
address 192.168.3.22. The file needs to be placed on the /tmp directory. After downloading the RPM to the local machine, which of the following commands would
be BEST to use to copy the software?

A. scp ~/software.rpm USER@192.168.3.22:/tmp
B. scp ~/software.rpm USER@192.168.3.22: /tmp
C. wget USER@192.168.3.22:/tmp -f ~/software.rpm
D. scp USER@192.168.3.22 ~/software.rpm :/tmp

Answer: C

NEW QUESTION 28
A Linux administrator wants to fetch a Git repository from a remote Git server. Which of the following is the BEST command to perform this task?

A. git checkout
B. git clone

C. git merge
D. git config

Answer: B

NEW QUESTION 32

Which of the following BEST describes the purpose of the X11 system?
A. X11 provides graphical display capabilities

B. X11 provides command line capabilities

C. X11 provides networking capabilities

D. X11 provides telephony capabilities.

Answer: A

NEW QUESTION 34
Given the output below:

drwxr—xr-x. 40%& userl userl Documents

drwxr—-xr-=x. 40%& userl userl Music

lrwxrwxrwx. 1 root root MyPhoto.jpg —-=/Pictures/photo.jpg
drwxr—-xr-=x. 40%& userl userl FPictures

—rw-r—zxr—-—. 2356 userl userl text.txt

SENCE L, e DO userl userl tmp.tmp

Which of the following commands can be used to remove MyPhoto.jpg from the current directory?

A. unlink ./MyPhoto.jpg

B. del Pictures/photo.jpg

C. rm —rf ./Pictures

D. rm —f MyPhoto.jpg

E. In —rm ./Pictures/photo.jpg

Answer: E

NEW QUESTION 37
Which of the following is modified to reconfigure the boot environment?

A. grub-mkconfig
B. grub.cfg

C. update-grub

D. grub2-mkconfig

Answer: C
NEW QUESTION 39
A networked has been crashing intermittently. A Linux administrator would like to write a shell script that will attempt to ping the server and email an alert if the

server fails to respond. The script will later be scheduled via cron job.
Which of the following scripts would BEST accomplish this task?
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A
SERVER=/r102_ 168.1.50'"
RESULT="ping -C 2 SSERVER'
i { 'SRESULT j; then
echo “Server is down”™ mail -5 “Server down” &dmi:@emall_ﬂidress.:cm
fi
B
SERVER="10zZ.168.1.50"
ping -c 2 S§SERVER >/dewv/null 2>/dev/null
if [ 5§52 -ge 1 ]J; then
acho “Server is down”™ mail -3 “Server down”™ &d:::%email_aﬁdreﬂs.ccx
fi
C
SERVER="18Z.168.1.50"
RESULT="ping -c 2 SSERVER >/ /dev/null Z>/dev/null’
while SRESOLT != 1 ];
do
echo “"Server is down"™ mail -2 “Server down” adminfemail address.com
done
D
SERVER="192.168.1. 50"
ping -c 2 S5ERVER »/dev/null Z>/tmp/fail.log
if [ -f /tmp/faliflog 1: then
echo "Server is down”™ mail -= “Server down” admin@email address.com
3
A. Option A
B. Option B
C. Option C
D. Option D
Answer: D

NEW QUESTION 40
Which of the following is the purpose of the vmlinux file on a Linux system?

A. To prevent a Linux kernel panic

B. To start a Linux virtual machine

C. To provide the executable kernel for the system
D. To enable resource access to the network

Answer: C

NEW QUESTION 44
A Linux administrator needs to back up the folder /usr/domain, and the output must be a gzip compressed tar. Which of the following commands should be used?

A. tar —cv domain.tar.gz /usr/domain
B. tar —cvf /usr/domain domain.tar.gz
C. tar —czvf domain.tar.gz /usr/domain
D. tar —cxzv /usr/domain domain.tar.gz

Answer: C

NEW QUESTION 46
A junior Linux administrator is optimizing a system in which an application needs to take priority 0 when running the process. The administrator runs the ps

command and receives the following output:
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PID PPID TTY Times CMD
o481 Z pts/17 1le:40:00 app
94z4 0 pts/17 1€:40:00 ps

Given this scenario, which of the following steps will address this issue?

A. Issue the command ronice —n 0 —p 8481
B. Issue the command renice —p 8481
C. Issue the command renice —p 0 ~n 8481
D. Issue the command renice —n 8481

Answer: D

NEW QUESTION 48
A systems administrator needs to retrieve specific fields from a csv file. Which of the following tools would accomplish this task?

A. awk
B. sort
C. print
D. echo

Answer: A

NEW QUESTION 52
An administrator has written the following Bash script:

Jhome /user/test.sh

#!/usr/bin/sh
for i in “cat /home/user/iplist.txt’
do
nslookup 51
done
echo

All necessary files exist in the correct locations. However, when the administrator executes /home/user/test.sh the following error is received:
No such file or directory
Which of the following is the MOST likely cause of the error?

A. The shebang points to the wrong path.
B. The script is not executable.

C. The formatting of the file is incorrect.
D. Nslookup is not installed.

Answer: A

NEW QUESTION 57
A company wants to ensure that all newly created files can be modified only by their owners and that all new directory content can be changed only by the creator
of the directory. Which of the following commands will help achieve this task?

A. umask 0022
B. umask 0012
C. chmod —R 0644 /
D. chmod —R 0755 /

Answer: A

NEW QUESTION 58
An administrator needs to deploy 100 identical CentOS workstations via PXE boot. Which of the following should the administrator use to minimize the amount of
interaction with the consoles needed?

A. Kickstart script

B. Ghost image on a distribution server
C. Hard disk duplicator

D. Hard disk duplicator

E. Ubiquity script

Answer: A
NEW QUESTION 59
A four-drive Linux NAS has been improperly configured. Each drive has a capacity of 6TB, for a total storage capacity of 24TB. To reconfigure this unit to be not

pluggable for drive replacement and provide total storage of 11TB to 12TB, which of the following would be the correct RAID configuration?
D18912E1457D5D1DDCBD40AB3BF70D5D
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A. RAID 01
B. RAID 03
C. RAID 10
D. RAID 50

Answer: C

NEW QUESTION 61
A Linux server has multiple IPs. A Linux administrator needs to verify if the HTTP server port is bound to the correct IP.
Which of the following commands would BEST accomplish this task?

route
host

. hslookup
. netstat

ip

moowy»

Answer: D

NEW QUESTION 64
A Linux administrator needs to schedule a cron job to run at 1:15 p.m. every Friday to report the amount of free disk space on the system and to send the output to
a file named “freespace”. Which of the following would meet this requirement?

A. 13 15 ** 5 df > /freespace
B. 15 13 * * 5 df > /freespace
C. 151 ** 6 df > /freespace

D. 1513 6 * * df > /freespace

Answer: A

NEW QUESTION 69
A systems administrator needs to install a new piece of hardware that requires a new driver. The driver should be manually installed. Which of the following
describes the order of commands required to obtain module information, install the module, and check the log for any errors during module installation?

A. Ismod, modprobe, modinfo
B. modinfo, insmod, modprobe
C. modinfo, insmod, dmesg

D. Ismod, insmod, dmesg

Answer: A

NEW QUESTION 73
An operator finds a user is having issues with opening certain files.
Which of the following commands would allow the security administrator to list and check the SELinux context?

A.ls-D
B.Is-a
C.ls-Z
D.Is-1

Answer: C

NEW QUESTION 77
Which of the following is the purpose of the monitoring server role?

A. To aggregate web traffic to watch which websites employees are visiting

B. To collect status and performance information about the servers in an environment
C. To provide user authentication services to a network

D. To provide real-time analysis of potential threats to the organization

Answer: B

NEW QUESTION 80

After starting a long-running script, a systems administrator needs to verify the frequency of what is filling up the /var partition and kill it because it is consuming too
much space.

Which of the following is the correct sequence given only a terminal is available?

A. 1. CTRL-C2. bg3. watch df /var4. CTRL-C5. fg6. CTRL-Z
B. 1. CTRL-C2. fg3. watch df /var4. CTRL-Z5. bg6. CTRL-Z
C. 1. CTRL-Z2. bg3. watch df /var4. CTRL-C5. fg6. CTRL-C
D. 1. CTRL-Z2. bg3. watch df /var4. CTRL-Z5. fg6. CTRL-C

Answer: D

NEW QUESTION 82
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Find the file named core and remove it from the system. INSTRUCTIONS
Type “help” to display a list of available commands.
If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.

[comptia@localhost -] $

A. Mastered
B. Not Mastered

Answer: A

Explanation:

i £ - 1 . i

d by b w O Ty J sl a' Y \'In. \ A

:I -.1f - I_Ih .Jlllq. i -II:JE--.“_' [.nn_.- "-l..nl"r 11.1||J -ta‘hl-_‘-_
L -

rootetryit-sougnt:~# -type [ -core FILE-TO-FIND -exec

-
i TS L Py
i

NEW QUESTION 87
A Linux system is running normally when the systems administrator receives an alert that one application spawned many processes. The application is consuming
a lot of memory, and it will soon cause the machine to become unresponsive. Which of the following commands will stop each application process?

A. kill ‘pidof application’

B. killall application

C. kill -9 ‘ps —aux | grep application’
D. pkill -9 application

Answer: B

NEW QUESTION 88

A systems administrator configured a new kernel module, but it stopped working after reboot. Which of the following will allow the systems administrator to check
for module problems during server startup?

A. Ismod

B. modprobe

C. modinfo

D. dmesg

Answer: C

NEW QUESTION 90
An administrator needs to change the IP address on a server remotely. After updating the configuration files, a network restart is needed. However, the
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administrator fears that when the network connection drops, the network restart script will be killed before the new IP address has been set.
Which of the following commands would prevent the script from being killed?

A. nohup service network restart

B. service network restart &

C. echo “service network restart” | at now
D. dg service network restart

Answer: A

NEW QUESTION 95
A new corporate policy states that Bluetooth should be disabled on all company laptops. Which of the following commands would disable the use of Bluetooth?

A. echo “blacklist bluetooth” > /etc/modprobe.d/blacklist-bluetooth

B. echo “kill bluetooth” > /etc/modprobe.d/kill-bluetooth

C. echo “modprobe bluetooth” > /etc/modprobe.d/modprbe-bluetooth
D. echo “rmod bluetooth” > /etc/modprobe.d/rmmod-bluetooth

Answer: C

NEW QUESTION 98
While creating a file on a volume, the Linux administrator receives the following message: No space left on device. Running the df -m command, the administrator
notes there is still 50% of usage left. Which of the following is the NEXT step the administrator should take to analyze the issue without losing data?

A. Run the df —i command and notice the inode exhaustion

B. Run the df —-h command and notice the space exhaustion
C. Run the df -B command and notice the block size

D. Run the df —k command and notice the storage exhaustion

Answer: A

NEW QUESTION 103
An administrator reviews the following configuration file provided by a DevOps engineer:

Tasks:

- name:Install php-frm from repo
yum:
name: php-fom
state: present
- name:Install mysgl from repo
yum:
name: mysgl-server
state: present

Which of the following would the application parsing this file MOST likely have to support?

A. YAML
B. AJAX
C. JSON
D. SOAP

Answer: C

NEW QUESTION 107
A Linux administrator needs to take stock of USB devices attached to the system. Which of the following commands would be BEST to complete this task?

A. Ispci

B. Isusb

C. cat /proc/USB
D. modprobe -—usb

Answer: B

NEW QUESTION 108

A junior Linux administrator is installing patches using YUM. The administrator issues the following command:
yum list installed

The output of the command is as follows:

Loaded plugins: fastmirror, langpacks

Existing lock /var/run/yum.pid: another copy 1s running as pid 5180.
Ancther app is currently holding the yum lock; waiting for it to exit..
The other application is yum

Memcry: 26 M B33 (r4l> MB VB3)

Started: Fri Jun 15 08:05:15 2018 — 2:18:48 ago

State: Traced/Stopped pid: 5180

Given this scenario and the output, which of the following should the administrator do to address this issue?
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A. renice —-n 9 —p 5180
B. killall yum

C. ps —ef | grep yum
D. top | grep yum

Answer: C

NEW QUESTION 111
A new HTTPS web service is being deployed on a server. Which of the following commands should the Linux administrator use to ensure traffic is able to flow
through the system firewall to the new service?

A. iptables —| OUTPUT —p tcp --sport 443 —j ACCEPT
B. iptables —A INPUT —p tcp --dport 443 —] ACCEPT
C. iptables —I INPUT --dport 443 —) ACCEPT

D. iptables —A OUTPUT —p tcp --dport 443 —j ACCEPT

Answer: C

NEW QUESTION 112

A member of the production group issues the following command:

echo "Monday through Friday" > /production_docs/days

The command fails to execute, so the user obtains the following output: drwxr--r-- root production 0 Jun 16 2018 production
-rw-r--r-- production production 4096 Jun 14 2018 days

Which of the following commands should the user execute to BEST fix the issue?

A. chmod g+w production to change the permissions of the days file

B. chgrp root production_docs/days to change the group ownership of the production_docs/ days file
C. chmod g+S production to set the GUID on the production_docs directory

D. chown production to change the ownership of the production_docs directory

Answer: D

NEW QUESTION 113
A Linux administrator opens a ticket to have an external hard drive mounted. As a security policy, external storage kernel modules are disabled.
Which of the following is the BEST command for adding the proper kernel module to enable external storage modules?

A. rmmaod /lib/modules/3.6.12-100-generic/kernel/drivers/usb/storage/usb-storage.ko
B. modinfo /lib/modules/3.6.12-100-generic/kernel/drivers/usb/storage/usb-storage.ko
C. depmod /lib/modules/3.6.12-100-generic/kernel/drivers/usb/storage/usb-storage.ko
D. insmod /lib/modules/3.6.12-100-generic/kernel/drivers/usb/storage/usb-storage.ko

Answer: D

NEW QUESTION 116
A junior Linux administrator needs to access production servers using a secure SSH protocol. Which of the following files should contain the public key to gain
remote access to the server?

A. ~/ssh/authorized-keys
B. /etc/authorized_keys
C. /etc/sshd/ssh.conf

D. ~/.ssh/authorized_keys

Answer: D

NEW QUESTION 121
An administrator is troubleshooting an application that has failed to start after the server was rebooted. Noticing the data volume is not mounted, the administrator
attempts to mount it and receives this error:

[root@localhost comptia]# mount /dev/datavg/datalv /data
mount: specilal device /dev/datavg/datalv does not exist

Upon checking the logical volume status, the administrator receives this information:

[root@localhost comptial# 1lvs

LV VG Attr LSize Pool Origin Data% Meta% Move Log Cpy%Sync Convert
root centos -wi-ao---- <6.20g

|

swap centos -wi-ao---- 820.00m
datalv datavg -wi-----——- 500.00m
[root@localhost comptial#

Which of the following can be said about the data logical volume, and how can this problem be resolved?

A. The logical volume is not activ
B. The administrator should make it active with lvchange -ay /dev/ datavg/datalv and then mount it.
C. The logical volume file system has become corrupte
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D. The administrator should repair it with xfs_repair/dev/datavg/datalv and then mount it.

E. The logical volume is OK but the /dev special files are missin

F. The administrator should recreate them by running /dev/MAKEDEV.

G. The file system is read-onl

H. The administrator should remount it as read-write with the command mount - o remount.rw /data.

Answer: A

NEW QUESTION 123
Which of the following configuration files should be modified to disable Ctrl-Alt-Del in Linux?

A. letc/inittab

B. ~/.bash_profile

C. letc/securetty

D. /etc/security/limits.conf

Answer: A

NEW QUESTION 126
A systems administrator is configuring options on a newly installed Linux VM that will be deployed to the Pacific time zone. Which of the following sets of
commands should the administrator execute to accurately configure the correct time settings?

A. cd /etcln —s /usr/share/zoneinfo/US/Pacific localtime

B. cd /usr/localln —s /usr/share/zoneinfo/US/Pacific zoneinfo

C. cd /etc/localln —s /usr/share/zoneinfo/US/Pacific localtime

D. cd /usr/share/localln —s /usr/share/zoneinfo/US/Pacific localectl

Answer: A

NEW QUESTION 129

A systems administrator is enabling quotas on the /home directory of a Linux server. The administrator makes the appropriate edits to the /etc/fstab file and
attempts to issue the commands to enable quotas on the desired directory. However, the administrator receives an error message stating the filesystem does not
support quotas. Which of the following commands should the administrator perform to proceed?

A. mount —o remount /home
B. quotacheck -cg
C. edquota /home
D. quotaon /home

Answer: D

NEW QUESTION 131

A junior administrator of a physical server receives log messages indicating the out-of-memory killer has been active. All memory slots are in use on the
motherboard, but additional disk space is available. Space has been allocated for a swap file.

Which of the following should the administrator use to reduce the output of memory messages?

A. free : swapoff / swapfile ; swapon -a

B. mkswap /swapfile; swapon —a

C. fallocate —| 2G /swapfile && swapon —a

D. echo “1” > /proc/meninfo ; swapon / swapfile

Answer: A

NEW QUESTION 135
A junior administrator is migrating a virtual machine from a Type 1 hypervisor to a Type 2 hypervisor. To ensure portability, which of the following formats should
the administrator export from the Type 1 hypervisor to ensure compatibility?

A. OWASP
B. VDI

C. VMDK
D. OVA

Answer: D

NEW QUESTION 136

A system administrator has deployed a Linux server based on an Anaconda process with all packages and custom configurations necessary to install a web server
role.

Which of the following could be used to install more Linux servers with the same characteristics?

A. /etc/sysconfig/anaconda/cfg
B. /root/anaconda.auto

C. /root/anaconda-ks.cfg

D. /etc/sysconfig/installation.cfg

Answer: C
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NEW QUESTION 137
All users are reporting that they cannot connect to the SFTP server. The administrator runs a scan:

starting nmap 4.11 at 2018-06-1c EST
not shown: 1456 closed port

PORT STATE SERVICE
53/tcp open dns
80/tcp open http
957/tcp  open unknown

MAC Address 08:00:00:00:00:00 ( computer systems )

nmap finished = 1 1p address ( 1 host up ) scanned 1in 1.49/ seconds

You have mail in /var/spool/mail/root

Which of the following would allow the administrator to fix the problem?

A. Allow SFTP connections on port 22 using /etc/sysconfig/iptables.

B. Allow SFTP connections on port 20 and 21 using /etc/sysconfig/iptables.
C. Allow SFTP connections on port 25 using /etc/sysconfig/iptables.

D. Allow SFTP connections on port 1456 using /etc/sysconfig/iptables.

Answer: A

NEW QUESTION 138

A junior systems administrator created a new filesystem /dev/sdal with mountpoint /data and added it to the
/etc/fstab for auto-mounting.

When the systems administrator tries to mount the file system, the system refuses. Given the output below:

/dev/mapper/VolGroup00-Log-Vol00 / xfs defaults 0 0

J/dev/sdal /data xfs noauto,dev, sync, ro,nosuid
/dev/mapper/VolGroup00-Log-Voll0l swap swap defaults0 0
/dev/sdaZ2 /mine extd auto, suid, sync, rw,dev

Which of the following steps is necessary?

A. Change the filesystem from /dev/sdal to /dev/sda2 and reboot.

B. Change the options to auto,dev,sync,rw,nosuid and run the mount -a command.
C. Change the mount point to data and reboot.

D. Change the dump column to 1 and run the mount -a command.

Answer: B

NEW QUESTION 139

The lead Linux has added a disk, /dev/sdd, to a VM that is running out of disk space. Place the following steps in the correct order from first (1) to last (4) to add

the disk to the existing LVM.
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lvextend -L +10GB

wereate /dev/sdd
/dev/mapper/vgdata-data :

fs /dev/mapper/vgdata- vgextend vgdata /dev/sdd

A. Mastered
B. Not Mastered

Answer: A

Explanation:

pvcreate /dev/sdd

vgextend vgdata /dev/sdd

lvextend -L +10GB
/dev/mapper/vgdata-data

resize2fs /dev/mapper/vgdata
data

lvextend -L +10GB
/dev/mapper/vgdata-data

pvcreate /dev/sdd

resize2fs /dev/mapper/vgdata

vgextend vgdata /dev/sdd
data

NEW QUESTION 144

An engineer is working on a production application deployment that requires changing a web application property file called server.property that is managed by the
Git version control system. A cloned copy of the remote repository in which the server.property file exists is on the local desktop computer. The engineer makes
appropriate changes to the files, saves it as server.property, and executes git commit —m “changed the property file” server.property. Which of the following
commands did the engineer fail to perform?

A. git init server.property
B. git merge server.property
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C. git add server.property
D. git push server.property

Answer: D

NEW QUESTION 146
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NEW QUESTION 1
A Linux administrator needs to switch from text mode to GUI. Which of the following runlevels will start the GUI by default?

A. Runlevel 3
B. Runlevel 4
C. Runlevel 5
D. Runlevel 6

Answer: C

NEW QUESTION 2

A Linux administration is using a Linux system as a router. During the tests, the administrator discovers that IP packets are not being sent between the configured
interfaces.

Which of the following commands enables this feature for IPv4 networks?

A. cat /proc/sys/net/ipv4/ip_route > 1

B. echo “1” > /proc/sys/net/ipv4/ip_forward
C. echo “1” > /proc/sys/net/ipv4/ip_route
D. echo “1” > /proc/sys/net/ipv4/ip_net

Answer: B

NEW QUESTION 3

A Linux administrator has installed a web application firewall in front of a web server running on HTTP port 8080 and successfully started the HTTP server.
However, after opening the application URL in an Internet browser, the administrator discovered that the application does not work. The administrator performed
the following diagnostic steps:

Output of sysctl -a command:

Il
L}

kernel.sched child runs first

kernel.panic = 0

[

kernel.ftrace enabled =

kernel.sysrqg = 1

net.ipvé4.icmp echo ignore all = (
Output of iptables -L command:

ChainINPUT (policyACCEPT)

target  prot opt source destination

ACCEP" tcp e anywhere anywhere tep dpt:webcache
Chain FORWARD l[_:-:‘*li-:'-,‘ ACCEPT)

et prot opt source destination

PT tcp - anywhere anywhere dpt: webcache
Chain OUTPUT (policy ACCEPT)

target prot opt source destination

Output of netstat —nltop | grep "8080":
tep 0.0.0.0:8080 0.0.0.0* Listen 12801/httpd
Which of the following is the NEXT step the administrator should perform to permanently fix the issue at the kernel level?
A. sysctl -w net.ipv4.ip_forward=1 then run sysctl -w /etc/sysctl.conf to enable the change
B. Edit /etc/sysctl.conf file and add net.ipv4.ip_forward = 1 then run sysctl -p /etc/ sysctl.conf to enable the change
C. Add iptables rule iptables -A INPUT -m state --state NEW -p tcp --dport 8080 -j then restart httpd daemon
D. Add iptables rule iptables -A FORWARD-m state --state NEW -p tcp --dport 8080 —j ACCEPT then restart httpd daemon
Answer: D

NEW QUESTION 4
A Linux administrator is testing a new web application on a local laptop and consistently shows the following 403 errors in the laptop’s logs”

tyvpe==LVT mag=euditT(l2e552035:37232) :ravcidenied [read] for pid=243534]1 com=nginx
nme="/home/uzerl” /devs/sdal inc=Z scontext=unconfined u:system r:httpd t:s0
tcontext=sysetm u:iobject_rihttpd sys_content:ad

The web server starts properly, but an error is generated in the audit log. Which of the following settings should be enabled to prevent this audit message?

A. httpd_can_network_connect =1
B. httpd_enable_scripting = 1
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C. httpd_enable_homedirs = 1
D. httpd_enable_cgi=1

Answer: A

NEW QUESTION 5
A user has connected a Bluetooth mouse to a computer, but it is not working properly. Which of the following commands should the systems administrator use to
fix the issue?

A. Ismod —i bluetooth

B. insmod bluetooth

C. modprobe —r bluetooth
D. depmod —i bluetooth

Answer: C

NEW QUESTION 6

A systems administration team has decided to their systems as immutable instances. They keep the desired state of each of their systems in version control and
apply automation whenever they provision a new instance. If there is an issue with one of their servers, instead of troubleshooting the issue they terminate the
instance and rebuild it using automation.

Which of the following is this an example of?

A. Inventory

B. Orchestration

C. Infrastructure as code
D. Agentless deployment

Answer: C

NEW QUESTION 7

A junior systems is configuring localization option environment variables. The administrator is given a checklist of tasks with the following requirements:
View current settings of the LC_ALL environment variable only. Modify the LANG environment variable to US English Unicode.

Given this scenario, which of the following should be performed to meet these requirements? (Choose two.)

.echo $LC_ALL

. locale

.cat$LC_ALL

. export LANG = en_US.UTF-8
. export $LANG = en_US.UTF
. stty

mTmoOw>»

Answer: BD

NEW QUESTION 8
A systems administrator is unable to reach other devices on the network and the Internet. The server is configured with the IP address 192.169.1.50/24 on ethO.
The server’s router is 192.168.1.1. The administrator reviews the output of route —n:

Fernel IP routing table

Deatination Gateway senma3k Flags HMetric Ref Use Iface
0.0.0.,0 1%32.168.2.1 0.0.0.0 Iz 1024 i # ethi
192.1¢62.1.0 0.0.0.0 255.255.255.0 U o i 0 ethi

Which of the following commands should the administrator run to correct the issue?

A. route del default gw 192.168.2.1 ethO; route add default gw 192.168.1.1 ethO
B. route add —net 192.168.10.0 netmask 255.255.255.0 gw 192.168.2.1 eth0

C. route add 192.168.1.1 default 192.168.1.50 ethO

D. route host gw 192.168.1.1 ethO

Answer: B

NEW QUESTION 9
A user, jsmith, needs access to database files located on a server. Which of the following will add jsmith to the “dba” group and preserve existing group
memberships?

A. usermod —a —G dba jsmith
B. usermod —g dba jsmith

C. useradd —g dba jsmith

D. groupmod dba —u jsmith
Answer: AC

Explanation:
According to the reference given below. Both AC is correct.
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NEW QUESTION 10
A Linux server needs to be accessed, but the root password is not available.
Which of the following would BEST allow an administrator to regain access and set a new known password at the same time?

A. Boot into a single-user mode and reset the password via the passwd command.

B. Boot into a single-user mode and reset the password by editing the /etc/passwd file.
C. Boot into a single-user mode and reset the password by editing the /etc/shadow file.
D. Boot into a single-user mode and reset the password via the chage command.

Answer: A

NEW QUESTION 10

As a Systems Administrator, to reduce disk space, you were tasked to create a shell script that does the following:
Add relevant content to /tmp/script.sh, so that it finds and compresses rotated files in /var/log without recursion.
INSTRUCTIONS

Fill the blanks to build a script that performs the actual compression of rotated log files.

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.

Snippets

B! /bin/bash
Fname: script.sh

find /var/log -type f -maxdepth 1 | grep

filename $(cat

do

Lfilename

» [tmp/tempfile

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Snippets
P = £!/bin/bash
Sname: script.sh

I
L find /var/log -type f -maxdepth 1 | grep | I > [tmp/tempfile

NEW QUESTION 15
A Linux administrator needs every new file created on a directory to maintain the group permissions of the same directory. Which of the following commands would
satisfy this requirement?

A. chmod o+s <directory>
B. chmod u+s <directory>
C. chmod +s <directory>

D. chmod g+s <directory>

Answer: D

NEW QUESTION 16

The development team has automated their software build process so each time a change is submitted to the source code repository, a new software build is
compiled. They are requesting that the Linux operations team look into automating the deployment of the software build into the test environment. Which of the
following is the benefit to the development team for implementing deployment automation?

A. To ensure the build commits are also deployed to the test environment

B. To enable notifications when builds are deployed to the test environment

C. To ensure software builds in test are not accidentally deployed to production

D. To streamline the deployment process for deploying builds into test environments

Answer: D

NEW QUESTION 18
A systems administrator wants to know the current status of a series of dd jobs that were started in the background three hours ago.
Which of the following commands will achieve this task?

A. sudo killall -HUP dd
B. sudo killall dd

C. sudo killall =TERM dd
D. sudo killall -USR1 dd

Answer: D

NEW QUESTION 22

Which of the following configuration management tools is considered agentless?
A. Ouppet

B. Salt
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C. Ansible
D. Chef

Answer: C

NEW QUESTION 23

Ann, a junior Linux administrator, needs to copy software from her local machine to assist in developing a software application on a remote machine with the IP
address 192.168.3.22. The file needs to be placed on the /tmp directory. After downloading the RPM to the local machine, which of the following commands would
be BEST to use to copy the software?

A. scp ~/software.rpm USER@192.168.3.22:/tmp
B. scp ~/software.rpm USER@192.168.3.22: /tmp
C. wget USER@192.168.3.22:/tmp -f ~/software.rpm
D. scp USER@192.168.3.22 ~/software.rpm :/tmp

Answer: C

NEW QUESTION 28
A Linux administrator wants to fetch a Git repository from a remote Git server. Which of the following is the BEST command to perform this task?

A. git checkout
B. git clone

C. git merge
D. git config

Answer: B

NEW QUESTION 32

Which of the following BEST describes the purpose of the X11 system?
A. X11 provides graphical display capabilities

B. X11 provides command line capabilities

C. X11 provides networking capabilities

D. X11 provides telephony capabilities.

Answer: A

NEW QUESTION 34
Given the output below:

drwxr—xr-x. 40%& userl userl Documents

drwxr—-xr-=x. 40%& userl userl Music

lrwxrwxrwx. 1 root root MyPhoto.jpg —-=/Pictures/photo.jpg
drwxr—-xr-=x. 40%& userl userl FPictures

—rw-r—zxr—-—. 2356 userl userl text.txt

SENCE L, e DO userl userl tmp.tmp

Which of the following commands can be used to remove MyPhoto.jpg from the current directory?

A. unlink ./MyPhoto.jpg

B. del Pictures/photo.jpg

C. rm —rf ./Pictures

D. rm —f MyPhoto.jpg

E. In —rm ./Pictures/photo.jpg

Answer: E

NEW QUESTION 37
Which of the following is modified to reconfigure the boot environment?

A. grub-mkconfig
B. grub.cfg

C. update-grub

D. grub2-mkconfig

Answer: C
NEW QUESTION 39
A networked has been crashing intermittently. A Linux administrator would like to write a shell script that will attempt to ping the server and email an alert if the

server fails to respond. The script will later be scheduled via cron job.
Which of the following scripts would BEST accomplish this task?
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A
SERVER=/r102_ 168.1.50'"
RESULT="ping -C 2 SSERVER'
i { 'SRESULT j; then
echo “Server is down”™ mail -5 “Server down” &dmi:@emall_ﬂidress.:cm
fi
B
SERVER="10zZ.168.1.50"
ping -c 2 S§SERVER >/dewv/null 2>/dev/null
if [ 5§52 -ge 1 ]J; then
acho “Server is down”™ mail -3 “Server down”™ &d:::%email_aﬁdreﬂs.ccx
fi
C
SERVER="18Z.168.1.50"
RESULT="ping -c 2 SSERVER >/ /dev/null Z>/dev/null’
while SRESOLT != 1 ];
do
echo “"Server is down"™ mail -2 “Server down” adminfemail address.com
done
D
SERVER="192.168.1. 50"
ping -c 2 S5ERVER »/dev/null Z>/tmp/fail.log
if [ -f /tmp/faliflog 1: then
echo "Server is down”™ mail -= “Server down” admin@email address.com
3
A. Option A
B. Option B
C. Option C
D. Option D
Answer: D

NEW QUESTION 40
Which of the following is the purpose of the vmlinux file on a Linux system?

A. To prevent a Linux kernel panic

B. To start a Linux virtual machine

C. To provide the executable kernel for the system
D. To enable resource access to the network

Answer: C

NEW QUESTION 44
A Linux administrator needs to back up the folder /usr/domain, and the output must be a gzip compressed tar. Which of the following commands should be used?

A. tar —cv domain.tar.gz /usr/domain
B. tar —cvf /usr/domain domain.tar.gz
C. tar —czvf domain.tar.gz /usr/domain
D. tar —cxzv /usr/domain domain.tar.gz

Answer: C

NEW QUESTION 46
A junior Linux administrator is optimizing a system in which an application needs to take priority 0 when running the process. The administrator runs the ps

command and receives the following output:
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PID PPID TTY Times CMD
o481 Z pts/17 1le:40:00 app
94z4 0 pts/17 1€:40:00 ps

Given this scenario, which of the following steps will address this issue?

A. Issue the command ronice —n 0 —p 8481
B. Issue the command renice —p 8481
C. Issue the command renice —p 0 ~n 8481
D. Issue the command renice —n 8481

Answer: D

NEW QUESTION 48
A systems administrator needs to retrieve specific fields from a csv file. Which of the following tools would accomplish this task?

A. awk
B. sort
C. print
D. echo

Answer: A

NEW QUESTION 52
An administrator has written the following Bash script:

Jhome /user/test.sh

#!/usr/bin/sh
for i in “cat /home/user/iplist.txt’
do
nslookup 51
done
echo

All necessary files exist in the correct locations. However, when the administrator executes /home/user/test.sh the following error is received:
No such file or directory
Which of the following is the MOST likely cause of the error?

A. The shebang points to the wrong path.
B. The script is not executable.

C. The formatting of the file is incorrect.
D. Nslookup is not installed.

Answer: A

NEW QUESTION 57
A company wants to ensure that all newly created files can be modified only by their owners and that all new directory content can be changed only by the creator
of the directory. Which of the following commands will help achieve this task?

A. umask 0022
B. umask 0012
C. chmod —R 0644 /
D. chmod —R 0755 /

Answer: A

NEW QUESTION 58
An administrator needs to deploy 100 identical CentOS workstations via PXE boot. Which of the following should the administrator use to minimize the amount of
interaction with the consoles needed?

A. Kickstart script

B. Ghost image on a distribution server
C. Hard disk duplicator

D. Hard disk duplicator

E. Ubiquity script

Answer: A
NEW QUESTION 59
A four-drive Linux NAS has been improperly configured. Each drive has a capacity of 6TB, for a total storage capacity of 24TB. To reconfigure this unit to be not

pluggable for drive replacement and provide total storage of 11TB to 12TB, which of the following would be the correct RAID configuration?
D18912E1457D5D1DDCBD40AB3BF70D5D
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A. RAID 01
B. RAID 03
C. RAID 10
D. RAID 50

Answer: C

NEW QUESTION 61
A Linux server has multiple IPs. A Linux administrator needs to verify if the HTTP server port is bound to the correct IP.
Which of the following commands would BEST accomplish this task?

route
host

. hslookup
. netstat

ip

moowy»

Answer: D

NEW QUESTION 64
A Linux administrator needs to schedule a cron job to run at 1:15 p.m. every Friday to report the amount of free disk space on the system and to send the output to
a file named “freespace”. Which of the following would meet this requirement?

A. 13 15 ** 5 df > /freespace
B. 15 13 * * 5 df > /freespace
C. 151 ** 6 df > /freespace

D. 1513 6 * * df > /freespace

Answer: A

NEW QUESTION 69
A systems administrator needs to install a new piece of hardware that requires a new driver. The driver should be manually installed. Which of the following
describes the order of commands required to obtain module information, install the module, and check the log for any errors during module installation?

A. Ismod, modprobe, modinfo
B. modinfo, insmod, modprobe
C. modinfo, insmod, dmesg

D. Ismod, insmod, dmesg

Answer: A

NEW QUESTION 73
An operator finds a user is having issues with opening certain files.
Which of the following commands would allow the security administrator to list and check the SELinux context?

A.ls-D
B.Is-a
C.ls-Z
D.Is-1

Answer: C

NEW QUESTION 77
Which of the following is the purpose of the monitoring server role?

A. To aggregate web traffic to watch which websites employees are visiting

B. To collect status and performance information about the servers in an environment
C. To provide user authentication services to a network

D. To provide real-time analysis of potential threats to the organization

Answer: B

NEW QUESTION 80

After starting a long-running script, a systems administrator needs to verify the frequency of what is filling up the /var partition and kill it because it is consuming too
much space.

Which of the following is the correct sequence given only a terminal is available?

A. 1. CTRL-C2. bg3. watch df /var4. CTRL-C5. fg6. CTRL-Z
B. 1. CTRL-C2. fg3. watch df /var4. CTRL-Z5. bg6. CTRL-Z
C. 1. CTRL-Z2. bg3. watch df /var4. CTRL-C5. fg6. CTRL-C
D. 1. CTRL-Z2. bg3. watch df /var4. CTRL-Z5. fg6. CTRL-C

Answer: D

NEW QUESTION 82
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Find the file named core and remove it from the system. INSTRUCTIONS
Type “help” to display a list of available commands.
If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.

[comptia@localhost -] $

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 87
A Linux system is running normally when the systems administrator receives an alert that one application spawned many processes. The application is consuming
a lot of memory, and it will soon cause the machine to become unresponsive. Which of the following commands will stop each application process?

A. kill ‘pidof application’

B. killall application

C. kill -9 ‘ps —aux | grep application’
D. pkill -9 application

Answer: B

NEW QUESTION 88

A systems administrator configured a new kernel module, but it stopped working after reboot. Which of the following will allow the systems administrator to check
for module problems during server startup?

A. Ismod

B. modprobe

C. modinfo

D. dmesg

Answer: C

NEW QUESTION 90
An administrator needs to change the IP address on a server remotely. After updating the configuration files, a network restart is needed. However, the
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administrator fears that when the network connection drops, the network restart script will be killed before the new IP address has been set.
Which of the following commands would prevent the script from being killed?

A. nohup service network restart

B. service network restart &

C. echo “service network restart” | at now
D. dg service network restart

Answer: A

NEW QUESTION 95
A new corporate policy states that Bluetooth should be disabled on all company laptops. Which of the following commands would disable the use of Bluetooth?

A. echo “blacklist bluetooth” > /etc/modprobe.d/blacklist-bluetooth

B. echo “kill bluetooth” > /etc/modprobe.d/kill-bluetooth

C. echo “modprobe bluetooth” > /etc/modprobe.d/modprbe-bluetooth
D. echo “rmod bluetooth” > /etc/modprobe.d/rmmod-bluetooth

Answer: C

NEW QUESTION 98
While creating a file on a volume, the Linux administrator receives the following message: No space left on device. Running the df -m command, the administrator
notes there is still 50% of usage left. Which of the following is the NEXT step the administrator should take to analyze the issue without losing data?

A. Run the df —i command and notice the inode exhaustion

B. Run the df —-h command and notice the space exhaustion
C. Run the df -B command and notice the block size

D. Run the df —k command and notice the storage exhaustion

Answer: A

NEW QUESTION 103
An administrator reviews the following configuration file provided by a DevOps engineer:

Tasks:

- name:Install php-frm from repo
yum:
name: php-fom
state: present
- name:Install mysgl from repo
yum:
name: mysgl-server
state: present

Which of the following would the application parsing this file MOST likely have to support?

A. YAML
B. AJAX
C. JSON
D. SOAP

Answer: C

NEW QUESTION 107
A Linux administrator needs to take stock of USB devices attached to the system. Which of the following commands would be BEST to complete this task?

A. Ispci

B. Isusb

C. cat /proc/USB
D. modprobe -—usb

Answer: B

NEW QUESTION 108

A junior Linux administrator is installing patches using YUM. The administrator issues the following command:
yum list installed

The output of the command is as follows:

Loaded plugins: fastmirror, langpacks

Existing lock /var/run/yum.pid: another copy 1s running as pid 5180.
Ancther app is currently holding the yum lock; waiting for it to exit..
The other application is yum

Memcry: 26 M B33 (r4l> MB VB3)

Started: Fri Jun 15 08:05:15 2018 — 2:18:48 ago

State: Traced/Stopped pid: 5180

Given this scenario and the output, which of the following should the administrator do to address this issue?
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A. renice —-n 9 —p 5180
B. killall yum

C. ps —ef | grep yum
D. top | grep yum

Answer: C

NEW QUESTION 111
A new HTTPS web service is being deployed on a server. Which of the following commands should the Linux administrator use to ensure traffic is able to flow
through the system firewall to the new service?

A. iptables —| OUTPUT —p tcp --sport 443 —j ACCEPT
B. iptables —A INPUT —p tcp --dport 443 —] ACCEPT
C. iptables —I INPUT --dport 443 —) ACCEPT

D. iptables —A OUTPUT —p tcp --dport 443 —j ACCEPT

Answer: C

NEW QUESTION 112

A member of the production group issues the following command:

echo "Monday through Friday" > /production_docs/days

The command fails to execute, so the user obtains the following output: drwxr--r-- root production 0 Jun 16 2018 production
-rw-r--r-- production production 4096 Jun 14 2018 days

Which of the following commands should the user execute to BEST fix the issue?

A. chmod g+w production to change the permissions of the days file

B. chgrp root production_docs/days to change the group ownership of the production_docs/ days file
C. chmod g+S production to set the GUID on the production_docs directory

D. chown production to change the ownership of the production_docs directory

Answer: D

NEW QUESTION 113
A Linux administrator opens a ticket to have an external hard drive mounted. As a security policy, external storage kernel modules are disabled.
Which of the following is the BEST command for adding the proper kernel module to enable external storage modules?

A. rmmaod /lib/modules/3.6.12-100-generic/kernel/drivers/usb/storage/usb-storage.ko
B. modinfo /lib/modules/3.6.12-100-generic/kernel/drivers/usb/storage/usb-storage.ko
C. depmod /lib/modules/3.6.12-100-generic/kernel/drivers/usb/storage/usb-storage.ko
D. insmod /lib/modules/3.6.12-100-generic/kernel/drivers/usb/storage/usb-storage.ko

Answer: D

NEW QUESTION 116
A junior Linux administrator needs to access production servers using a secure SSH protocol. Which of the following files should contain the public key to gain
remote access to the server?

A. ~/ssh/authorized-keys
B. /etc/authorized_keys
C. /etc/sshd/ssh.conf

D. ~/.ssh/authorized_keys

Answer: D

NEW QUESTION 121
An administrator is troubleshooting an application that has failed to start after the server was rebooted. Noticing the data volume is not mounted, the administrator
attempts to mount it and receives this error:

[root@localhost comptia]# mount /dev/datavg/datalv /data
mount: specilal device /dev/datavg/datalv does not exist

Upon checking the logical volume status, the administrator receives this information:

[root@localhost comptial# 1lvs

LV VG Attr LSize Pool Origin Data% Meta% Move Log Cpy%Sync Convert
root centos -wi-ao---- <6.20g

|

swap centos -wi-ao---- 820.00m
datalv datavg -wi-----——- 500.00m
[root@localhost comptial#

Which of the following can be said about the data logical volume, and how can this problem be resolved?

A. The logical volume is not activ
B. The administrator should make it active with lvchange -ay /dev/ datavg/datalv and then mount it.
C. The logical volume file system has become corrupte
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D. The administrator should repair it with xfs_repair/dev/datavg/datalv and then mount it.

E. The logical volume is OK but the /dev special files are missin

F. The administrator should recreate them by running /dev/MAKEDEV.

G. The file system is read-onl

H. The administrator should remount it as read-write with the command mount - o remount.rw /data.

Answer: A

NEW QUESTION 123
Which of the following configuration files should be modified to disable Ctrl-Alt-Del in Linux?

A. letc/inittab

B. ~/.bash_profile

C. letc/securetty

D. /etc/security/limits.conf

Answer: A

NEW QUESTION 126
A systems administrator is configuring options on a newly installed Linux VM that will be deployed to the Pacific time zone. Which of the following sets of
commands should the administrator execute to accurately configure the correct time settings?

A. cd /etcln —s /usr/share/zoneinfo/US/Pacific localtime

B. cd /usr/localln —s /usr/share/zoneinfo/US/Pacific zoneinfo

C. cd /etc/localln —s /usr/share/zoneinfo/US/Pacific localtime

D. cd /usr/share/localln —s /usr/share/zoneinfo/US/Pacific localectl

Answer: A

NEW QUESTION 129

A systems administrator is enabling quotas on the /home directory of a Linux server. The administrator makes the appropriate edits to the /etc/fstab file and
attempts to issue the commands to enable quotas on the desired directory. However, the administrator receives an error message stating the filesystem does not
support quotas. Which of the following commands should the administrator perform to proceed?

A. mount —o remount /home
B. quotacheck -cg
C. edquota /home
D. quotaon /home

Answer: D

NEW QUESTION 131

A junior administrator of a physical server receives log messages indicating the out-of-memory killer has been active. All memory slots are in use on the
motherboard, but additional disk space is available. Space has been allocated for a swap file.

Which of the following should the administrator use to reduce the output of memory messages?

A. free : swapoff / swapfile ; swapon -a

B. mkswap /swapfile; swapon —a

C. fallocate —| 2G /swapfile && swapon —a

D. echo “1” > /proc/meninfo ; swapon / swapfile

Answer: A

NEW QUESTION 135
A junior administrator is migrating a virtual machine from a Type 1 hypervisor to a Type 2 hypervisor. To ensure portability, which of the following formats should
the administrator export from the Type 1 hypervisor to ensure compatibility?

A. OWASP
B. VDI

C. VMDK
D. OVA

Answer: D

NEW QUESTION 136

A system administrator has deployed a Linux server based on an Anaconda process with all packages and custom configurations necessary to install a web server
role.

Which of the following could be used to install more Linux servers with the same characteristics?

A. /etc/sysconfig/anaconda/cfg
B. /root/anaconda.auto

C. /root/anaconda-ks.cfg

D. /etc/sysconfig/installation.cfg

Answer: C
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NEW QUESTION 137
All users are reporting that they cannot connect to the SFTP server. The administrator runs a scan:

starting nmap 4.11 at 2018-06-1c EST
not shown: 1456 closed port

PORT STATE SERVICE
53/tcp open dns
80/tcp open http
957/tcp  open unknown

MAC Address 08:00:00:00:00:00 ( computer systems )

nmap finished = 1 1p address ( 1 host up ) scanned 1in 1.49/ seconds

You have mail in /var/spool/mail/root

Which of the following would allow the administrator to fix the problem?

A. Allow SFTP connections on port 22 using /etc/sysconfig/iptables.

B. Allow SFTP connections on port 20 and 21 using /etc/sysconfig/iptables.
C. Allow SFTP connections on port 25 using /etc/sysconfig/iptables.

D. Allow SFTP connections on port 1456 using /etc/sysconfig/iptables.

Answer: A

NEW QUESTION 138

A junior systems administrator created a new filesystem /dev/sdal with mountpoint /data and added it to the
/etc/fstab for auto-mounting.

When the systems administrator tries to mount the file system, the system refuses. Given the output below:

/dev/mapper/VolGroup00-Log-Vol00 / xfs defaults 0 0

J/dev/sdal /data xfs noauto,dev, sync, ro,nosuid
/dev/mapper/VolGroup00-Log-Voll0l swap swap defaults0 0
/dev/sdaZ2 /mine extd auto, suid, sync, rw,dev

Which of the following steps is necessary?

A. Change the filesystem from /dev/sdal to /dev/sda2 and reboot.

B. Change the options to auto,dev,sync,rw,nosuid and run the mount -a command.
C. Change the mount point to data and reboot.

D. Change the dump column to 1 and run the mount -a command.

Answer: B

NEW QUESTION 139

The lead Linux has added a disk, /dev/sdd, to a VM that is running out of disk space. Place the following steps in the correct order from first (1) to last (4) to add

the disk to the existing LVM.
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lvextend -L +10GB

wereate /dev/sdd
/dev/mapper/vgdata-data :

fs /dev/mapper/vgdata- vgextend vgdata /dev/sdd

A. Mastered
B. Not Mastered

Answer: A

Explanation:

pvcreate /dev/sdd

vgextend vgdata /dev/sdd

lvextend -L +10GB
/dev/mapper/vgdata-data

resize2fs /dev/mapper/vgdata
data

lvextend -L +10GB
/dev/mapper/vgdata-data

pvcreate /dev/sdd

resize2fs /dev/mapper/vgdata

vgextend vgdata /dev/sdd
data

NEW QUESTION 144

An engineer is working on a production application deployment that requires changing a web application property file called server.property that is managed by the
Git version control system. A cloned copy of the remote repository in which the server.property file exists is on the local desktop computer. The engineer makes
appropriate changes to the files, saves it as server.property, and executes git commit —m “changed the property file” server.property. Which of the following
commands did the engineer fail to perform?

A. git init server.property
B. git merge server.property
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C. git add server.property
D. git push server.property

Answer: D

NEW QUESTION 146
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