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Cisco

Exam Questions 300-720
Securing Email with Cisco Email Security Appliance (SESA)
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NEW QUESTION 1
Which SMTP extension does Cisco ESA support for email security?

A. ETRN

B. UTF8SMTP

C. PIPELINING
D. STARTTLS

Answer: D

NEW QUESTION 2
Which two action types are performed by Cisco ESA message filters? (Choose two.)

A. non-final actions
B. filter actions

C. discard actions

D. final actions

E. quarantine actions

Answer: AD

NEW QUESTION 3
What is the order of virus scanning when multilayer antivirus scanning is configured?

A. The default engine scans for viruses first and the McAfee engine scans for viruses second.
B. The Sophos engine scans for viruses first and the McAfee engine scans for viruses second.
C. The McAfee engine scans for viruses first and the default engine scans for viruses second.
D. The McAfee engine scans for viruses first and the Sophos engine scans for viruses second.

Answer: C

NEW QUESTION 4
Which antispam feature is utilized to give end users control to allow emails that are spam to be delivered to their inbox, overriding any spam verdict and action on
the Cisco ESA?

A. end user allow list

B. end user spam quarantine access
C. end user passthrough list

D. end user safelist

Answer: B

NEW QUESTION 5
Which action must be taken before a custom quarantine that is being used can be deleted?

A. Delete the quarantine that is assigned to a filter.

B. Delete the quarantine that is not assigned to a filter.

C. Delete only the unused quarantine.

D. Remove the quarantine from the message action of a filter.

Answer: D

NEW QUESTION 6

What is the maximum message size that can be configured for encryption on the Cisco ESA?
A. 20 MB

B. 25 MB

C.15MB

D. 30 MB

Answer: A

NEW QUESTION 7

Which process is skipped when an email is received from safedomain.com, which is on the safelist?
A. message filter

B. antivirus scanning

C. outbreak filter

D. antispam scanning

Answer: A

NEW QUESTION 8
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Which two statements about configuring message filters within the Cisco ESA are true? (Choose two.)

A. The filters command executed from the CLI is used to configure the message filters.

B. Message filters configuration within the web user interface is located within Incoming Content Filters.
C. The filterconfig command executed from the CLI is used to configure message filters.

D. Message filters can be configured only from the CLI.

E. Message filters can be configured only from the web user interface.

Answer: AD

NEW QUESTION 9
Which two configurations are used on multiple LDAP servers to connect with Cisco ESA? (Choose two.)

A. load balancing
B. SLA monitor
C. active-standby
D. failover

E. active-active

Answer: AD

NEW QUESTION 10
Which two components must be configured to perform DLP scanning? (Choose two.)

A. Add a DLP policy on the Incoming Mail Policy.

B. Add a DLP policy to the DLP Policy Manager.

C. Enable a DLP policy on the Outgoing Mail Policy.

D. Enable a DLP policy on the DLP Policy Customizations.
E. Add a DLP policy to the Outgoing Content Filter.

Answer: BC

NEW QUESTION 10
Which two certificate authority lists are available in Cisco ESA? (Choose two.)

A. default
B. system
C. user
D. custom
E. demo

Answer: BD

NEW QUESTION 14
Which two components form the graymail management solution in Cisco ESA? (Choose two.)

. cloud-based unsubscribe service

. uniform unsubscription management interface for end users
. secure subscribe option for end users

. integrated graymail scanning engine

. improved malil efficacy
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Answer: AD

NEW QUESTION 19
When virtual gateways are configured, which two distinct attributes are allocated to each virtual gateway address? (Choose two.)

A. domain

B. IP address

C. DNS server address

D. DHCP server address

E. external spam quarantine

Answer: AB
NEW QUESTION 22
Which scenario prevents a message from being sent to the quarantine as an action in the scan behavior on Cisco ESA?

A. A policy quarantine is missing.
B. More than one email pipeline is defined.

Answer: A

NEW QUESTION 23
What are two primary components of content filters? (Choose two.)
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A. conditions
B. subject
C. content
D. actions
E. policies

Answer: AD

NEW QUESTION 26
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