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NEW QUESTION 1
You need to recommend a solution for the user administrators that meets the security requirements for auditing.
Which blade should you recommend using from the Azure Active Directory admin center?

A. Sign-ins

B. Azure AD Identity Protection
C. Authentication methods

D. Access review

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-sign-ins

NEW QUESTION 2

HOTSPOT

You plan to configure an access review to meet the security requirements for the workload administrators. You create an access review policy and specify the
scope and a group.

Which other settings should you configure? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Set the frequency to:

One time v
Weekly
Monthly

To ensure that access is removed if an administrator fails to respond, configure the:

Upon completion settings v
Advanced settings
Programs
Reviewers

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Set the frequency to:

One time W

Weekly
Monthly

To ensure that access is removed if an administrator fails to respond, confiZure the:

Upon completion settings W
Advanced settings
Programs
Reviewers

NEW QUESTION 3
You need to recommend a solution to protect the sign-ins of Adminl and Admin2. What should you include in the recommendation?

A. a device compliance policy
B. an access review

C. a user risk policy

D. a sign-in risk policy

Answer: C
Explanation:

References:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-user-risk-policy

NEW QUESTION 4
You need to recommend a solution that meets the technical and security requirements for sharing data with the partners.
What should you include in the recommendation? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Create an access review.
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B. Assign the Global administrator role to Userl.
C. Assign the Guest inviter role to User1.
D. Modify the External collaboration settings in the Azure Active Directory admin center.

Answer: AC

NEW QUESTION 5
DRAG DROP
You need to configure threat detection for Active Directory. The solution must meet the security requirements.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
Actions Answer Area

Configure the Directory services setting in Azure
ATP

Download and mstall the ATA Gateway on
DC1, DC2, and DC3

‘Download and install the Azure ATP sensor
package on DC1, DC2, and DC3

Configure a site-to-site VPN

| Create a workspace in Azure ATP

Download and install the ATA Center on
Serverl

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Create a workspace in Azure ATP

Download and install the Azure ATP sensor
package on DC1, DC2, and DC3

Configure the Directory services setting in Azure
ATP

NEW QUESTION 6

HOTSPOT

You are evaluating which finance department users will be prompted for Azure MFA credentials. For each of the following statements, select Yes if the statement is
true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No
A fmance department 1ser who has an [P address from the Montreal office will be prompted for Azure {:} O
MFA credentials
A fmance department user who works from home and who has an [P address of 193.77.140.140 will '::) O

be prompted for Anwe MEA credentals,

A finance department user who has an [P address from the New York office will be prompted for Anme
MFA credentials. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Statements Yes No
A finance department user who has an [P address from the Montreal office will be prompted for Azure O @
MFA credentials
A fnance department user who works from home and whe has an [P address of 193.77.140.140 will ®) O

be prompted for Azure MFA credentials

A finance department user who has an [P address from the New York office will be prompted for Anme
MFA credentials O O

NEW QUESTION 7
What should User6 use to meet the technical requirements?

A. Supervision in the Security & Compliance admin center

B. Service requests in the Microsoft 365 admin center

C. Security & privacy in the Microsoft 365 admin center

D. Data subject requests in the Security & Compliance admin center

Answer: B

NEW QUESTION 8

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription that contains the users shown in the following table.

Name Role
User1 Compliance Manager Contributor
User2 Compliance Manager Assessor
User3 Compliance Manager Administrator
Userd Portal Admin

You discover that all the users in the subscription can access Compliance Manager reports. The Compliance Manager Reader role is not assigned to any users.
You need to recommend a solution to prevent a user named User5 from accessing the Compliance Manager reports.
Solution: You recommend assigning the Compliance Manager Reader role to User5. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 9

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these

guestions will not appear in the review screen.

You have a Microsoft 365 subscription that contains the users shown in the following table.

Name Role
User Compliance Manager Contributor
User2 Compliance Manager Assessor
User3 Compliance Manager Administrator
Userd Portal Admin

You discover that all the users in the subscription can access Compliance Manager reports. The Compliance Manager Reader role is not assigned to any users.
You need to recommend a solution to prevent a user named User5 from accessing the Compliance Manager reports.
Solution: You recommend assigning the Compliance Manager Reader role to Userl. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 10

You have a Microsoft 365 subscription.

You need to ensure that all users who are assigned the Exchange administrator role have multi-factor authentication (MFA) enabled by default.
What should you use to achieve the goal?

A. Security & Compliance permissions

B. Microsoft Azure Active Directory (Azure AD) Privileged Identity Management
C. Microsoft Azure AD group management

D. Microsoft Office 365 user management
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Answer: B

NEW QUESTION 10

You have a Microsoft 365 Enterprise E5 subscription.

You use Windows Defender Advanced Threat Protection (Windows Defender ATP). You plan to use Microsoft Office 365 Attack simulator.
What is a prerequisite for running Attack simulator?

A. Enable multi-factor authentication (MFA)

B. Configure Advanced Threat Protection (ATP)

C. Create a Conditional Access App Control policy for accessing Office 365
D. Integrate Office 365 Threat Intelligence and Windows Defender ATP

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/office365/securitycompliance/attack-simulator

NEW QUESTION 14

You have a Microsoft 365 E5 subscription and a hybrid Microsoft Exchange Server organization.

Each member of a group named Executive has an on-premises mailbox. Only the Executive group members have multi-factor authentication (MFA) enabled. Each
member of a group named Research has a mailbox in Exchange Online.

You need to use Microsoft Office 365 Attack simulator to model a spear-phishing attack that targets the Research group members.

The email address that you intend to spoof belongs to the Executive group members. What should you do first?

A. From Azure ATP admin center, configure the primary workspace settings

B. From the Microsoft Azure portal, configure the user risk settings in Azure AD ldentity Protection
C. Enable MFA for the Research group members

D. Migrate the Executive group members to Exchange Online

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/office365/securitycompliance/attack-simulator

NEW QUESTION 16

You have a Microsoft 365 tenant.

You have 500 computers that run Windows 10.

You plan to monitor the computers by using Windows Defender Advanced Threat Protection (Windows Defender ATP) after the computers are enrolled in
Microsoft Intune.

You need to ensure that the computers connect to Windows Defender ATP. How should you prepare Intune for Windows Defender ATP?

A. Configure an enrollment restriction

B. Create a device configuration profile

C. Create a conditional access policy

D. Create a Windows Autopilot deployment profile

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/intune/advanced-threat-protection

NEW QUESTION 20

Your company has 500 computers.

You plan to protect the computers by using Windows Defender Advanced Threat Protection (Windows

Defender ATP). Twenty of the computers belong to company executives.

You need to recommend a remediation solution that meets the following requirements: Windows Defender ATP administrators must manually approve all
remediation for the executives

Remediation must occur automatically for all other users

What should you recommend doing from Windows Defender Security Center?

A. Configure 20 system exclusions on automation allowed/block lists

B. Configure two alert notification rules

C. Download an offboarding package for the computers of the 20 executives
D. Create two machine groups

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/machine-groupswindows-defender-advanced-threat-protection

NEW QUESTION 23
HOTSPOT
Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the groups shown in the following table.
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Name Tvype

Email address

Groupl St;_:curitj,' Group — Domain Local

{Groupl @ contoso.com

Group2 securty Group — Universal

Mone

Group3 Distribution Group — Global

Mone

Group4 Distribution Group — Universal

roupd/@contoso.com

The domain is synced to a Microsoft Azure Active Directory (Azure AD) tenant that contains the groups shown in the following table.

Name Tyvpe Membership type
Groupll Security group Assigned
Groupl2 Security group Dynamic
Groupl3 Office Assigned
Groupl4 Mail-enabled secunty group | Assigned

You create an Azure Information Protection policy named Policyl. You need to apply Policyl.

To which groups can you apply Policyl? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

On-premises Active Directory groups:

Group4 only v
Groupl and Group4 only

Group3 and Group4 only

Groupl. Group3, and Group4 only
Groupl, Group2, Group3, and Group4

Azure AD groups:

Groupl3 only

Groupl3 and Groupl4 only

Groupl1 and Groupl2 only

Groupll, Groupl3, and Groupl4 only
Groupll. Groupl2.Groupl3.and Groupl4 only

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/information-protection/prepare

NEW QUESTION 26
HOTSPOT

Your company has a Microsoft 365 subscription, a Microsoft Azure subscription, and an Azure Active Directory (Azure AD) tenant named contoso.com.

The company has the offices shown in the following table

Location IP address space | Public NAT segment
Montreal 10.10.0.0/16 190.15.1.0/24
Seattle 172.16.0.0/16 194.25.2.0/24
New York 192.168.0.0/16 198.35.3.0/24

The tenant contains the users shown in the following table.

Name Email address
Userl Userl (@contoso.com
User2 User? (@ contoso.com

You create the Microsoft Cloud App Security policy shown in the following exhibit.
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Create Niters for the policy
Acl on:

Single activir:
Every actnity that matches the flters

Repeated activiry:
Repeated activity by a single user

Mmimum repeated acﬁﬁmﬁ:
Within timeframe: [ Tjminutes
[ 1n a single app

[] Count only unique target files or folders per user
© Edit and preview results

ACTIVITIES MATCHING ALL OF THE FOLLOWING

| 1P address | v | [ Raw 1P address | [oamats [ |
C—0
OR |194.26.2.024 O®
| Aciivity type | v | [equais [ | [Download me [ v |
| User L | [From group | v | [oauts v ]

|App!icaj|:bon[(:‘hm:i App Stmmwi v ‘ as i.ﬁ.:tor only vl ]

©)

Alerts

(/] Create alert Use your organization's defaull settings
Daily alert it $

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes
In the Monreal office. if Userl downloads 40 files in 30 seconds. an O
alert will be created.

In the Seattle, if User2 downloads one file per second for two minutes, O
an alert will be created.

In the New York office, if Userl downloads 40 files in 10 seconds, an O
alert will be created.

A. Mastered

B. Not Mastered
Answer: A

Explanation:

Statements Yes

In the Monreal office, if Userl downloads 40 files in 30 seconds. an
alert will be created.

an alert will be created.

In the Seattle. if User2 downloads one file per second for two minutes, O |
O

In the New York office. if Userl downloads 40 files in 10 seconds. an
alert will be created.

NEW QUESTION 29
You have a Microsoft 365 subscription.

You need to create data loss prevention (DLP) queries in Microsoft SharePoint Online to find sensitive data stored in sites.

Which type of site collection should you create first?

A. Records Center

B. Compliance Policy Center
C. eDiscovery Center

D. Enterprise Search Center
E. Document Center
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Answer: C

Explanation:
Reference:

https://support.office.com/en-us/article/overview-of-data-loss-prevention-in-sharepoint-server-2016-80f907bbb944-448d-b83d-8fec4abcc24c

NEW QUESTION 31
You have a Microsoft 365 subscription.

All computers run Windows 10 Enterprise and are managed by using Microsoft Intune. You plan to view only security-related Windows telemetry data.

You need to ensure that only Windows security data is sent to Microsoft. What should you create from the Intune admin center?

A. a device configuration profile that has device restrictions configured

B. a device configuration profile that has the Endpoint Protection settings configured
C. a device configuration policy that has the System Security settings configured

D. a device compliance policy that has the Device Health settings configured

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/intune/device-restrictions-windows-10#reporting-and-telemetry

NEW QUESTION 36
You have a Microsoft 365 subscription that includes a user named Adminl.

You need to ensure that Adminl can preserve all the mailbox content of users, including their deleted items.

The solution must use the principle of least privilege. What should you do?

A. From the Microsoft 365 admin center, assign the Exchange administrator role to Admin1.

B. From the Exchange admin center, assign the Discovery Management admin role to Admin1.

C. From the Azure Active Directory admin center, assign the Service administrator role to Admin1.
D. From the Exchange admin center, assign the Recipient Management admin role to Admin1.

Answer: B

NEW QUESTION 39

You have a hybrid Microsoft 365 environment.

All computers run Windows 10 Enterprise and have Microsoft Office 365 ProPlus installed. All the
computers are joined to Active Directory.

You have a server named Serverl that runs Windows Server 2016. Serverl hosts the telemetry database. You need to prevent private details in the telemetry data

from being transmitted to Microsoft.
What should you do?

A. On Serverl, run readinessreportcreator.exe
B. Configure a registry on Serverl

C. Configure a registry on the computers

D. On the computers, run tdadm.exe

Answer: C

NEW QUESTION 42

?SUTE;/(ZE Microsoft Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.
I. Name [ Member - Multi-factor authentication
(MFA) status
| User1 |Groupl Disabled
i User2 Groupl, Group2 Enabled

You create and enforce an Azure AD ldentity Protection user risk policy that has the following settings:
*Assignments: Include Groupl, Exclude Group2

«Conditions: Sign in risk of Low and above

*Access: Allow access, Require password change

You need to identify how the policy affects Userl and User2.

What occurs when Userl and User2 sign in from an unfamiliar location? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Must change their password: v

User1 only

User2 only

Both User1 and User2
Neither User1 not User2

Prompted for MFA: v

User1 only

UserZ only

Both User1 and User2
Meither User1 not User2

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Must change their password: A 4
User1 only
User2 only
Both User1 and User2

Meither User] not User?

Prompted for MFA: v

User1 only

User2 only

Both User1 and User2
Neither User1 not User2

NEW QUESTION 43

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some questions sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

You have a user named Userl. Several users have full access to the mailbox of Userl.

Some email messages sent to Userl appear to have been read and deleted before the user viewed them.

When you search the audit log in Security & Compliance to identify who signed in to the mailbox of Userl, the results are blank.

You need to ensure that you can view future sign-ins to the mailbox of Userl.

You run the Set-AdminAuditLogConfig -AdminAuditLogEnabled $true-AdminAuditLogCmdlets *Mailbox* command. Does that meet the goal?

A. Yes
B. No

Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/powershell/module/exchange/policy-and-compliance-audit/setadminauditlogconfig?view=exchange-ps

NEW QUESTION 46

HOTSPOT

You have a Microsoft 365 subscription.

You create a retention label named Labell as shown in the following exhibit.

The Leader of IT Certification visit - https://www.certleader.com



CertLeader@ 100% Valid and Newest Version MS-500 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/MS-500-dumps.html (114 Q&As)

Review your settings
Mame kit
g Parme yins ksl =
Labell
‘E Laksel seettirgs Descriptions for admins i it

Fimwienas £t _—
® it Deserpbion Tor users Eit

Redemntion it

You publish Labell to SharePoint sites.
Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

If you create a file in a Microsoft SharePoint ' [
library on January 1, 2019, you can [answer choice], | '

never delete the file.
delete the file before January 1, 2021.
delete the file after January 1, 2021.

If you create a file in a Microsoft SharePoint :v
library on March 15, 2019, the file will [answer choice].

always remain in the library.
remain in the library until you delete the file,
be deleted automatically on March 15, 2021.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/labels

NEW QUESTION 51
Several users in your Microsoft 365 subscription report that they received an email message without the attachment. You need to review the attachments that were
removed from the messages. Which two tools can you use? Each correct answer presents a complete solution. NOTE: Each correct selection is worth one point.

A. the Exchange admin center

B. the Azure ATP admin center

C. Microsoft Azure Security Center

D. the Security & Compliance admin center
E. Outlook on the web

Answer: AD

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/manage-quarantined-messages- and-files

NEW QUESTION 54

You have a Microsoft 365 subscription. You enable auditing for the subscription.

You plan to provide a user named Auditor with the ability to review audit logs. You add Auditor to the Global administrator role group.
Several days later, you discover that Auditor disabled auditing.

You remove Auditor from the Global administrator role group and enable auditing.

A. Security operator

B. Security reader

C. Security administrator

D. Compliance administrator

Answer: D
NEW QUESTION 55
You have a hybrid Microsoft Exchange Server organization. All users have Microsoft 365 E5 licenses. You plan to implement an Advanced Threat Protection (ATP)

anti-phishing policy. You need to enable mailbox intelligence for all users. What should you do first?

A. Configure attribute filtering in Microsoft Azure Active Directory Connect (Azure AD Connect).
B. Purchase the ATP add-on.
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C. Select Directory extension attribute sync in Microsoft Azure Active Directory Connect {Azure AD Connect).
D. Migrate the on-premises mailboxes to Exchange Online.

Answer: B

NEW QUESTION 59
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