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NEW QUESTION 1
Which antispam feature is utilized to give end users control to allow emails that are spam to be delivered to their inbox, overriding any spam verdict and action on
the Cisco ESA?

A. end user allow list

B. end user spam quarantine access
C. end user passthrough list

D. end user safelist

Answer: B

NEW QUESTION 2
Which action must be taken before a custom quarantine that is being used can be deleted?

A. Delete the quarantine that is assigned to a filter.

B. Delete the quarantine that is not assigned to a filter.

C. Delete only the unused quarantine.

D. Remove the quarantine from the message action of a filter.

Answer: D

NEW QUESTION 3
An analyst creates a new content dictionary to use with Forged Email Detection.
Which entry will be added into the dictionary?

A. mycompany.com

B. Alpha Beta

C. MAlpha\ Beta$

D. Alpha.Beta@mycompany.com

Answer: A

NEW QUESTION 4
Which process is skipped when an email is received from safedomain.com, which is on the safelist?

A. message filter
B. antivirus scanning
C. outbreak filter
D. antispam scanning

Answer: A

NEW QUESTION 5
Which two query types are available when an LDAP profile is configured? (Choose two.)

A. proxy consolidation
B. user

C. recursive

D. group

E. routing

Answer: DE

NEW QUESTION 6

What occurs when configuring separate incoming mail policies?
A. message splintering

B. message exceptions

C. message detachment

D. message aggregation

Answer: A

NEW QUESTION 7

Which type of query must be configured when setting up the Spam Quarantine while merging notifications?
A. Spam Quarantine Alias Routing Query

B. Spam Quarantine Alias Consolidation Query

C. Spam Quarantine Alias Authentication Query

D. Spam Quarantine Alias Masquerading Query

Answer: B
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NEW QUESTION 8
When outbreak filters are configured, which two actions are used to protect users from outbreaks? (Choose two.)

A. redirect
B. return
C. drop

D. delay

E. abandon

Answer: AD

NEW QUESTION 9
What must be configured to allow the Cisco ESA to encrypt an email using the Cisco Registered Envelope Service?

A. provisioned email encryption profile

B. message encryption from a content filter that select "Message Encryption” over TLS
C. message encryption from the mail flow policies with "CRES" selected

D. content filter to forward the email to the Cisco Registered Envelope server

Answer: B

NEW QUESTION 10
What is the default port to deliver emails from the Cisco ESA to the Cisco SMA using the centralized Spam Quarantine?

A. 8025
B. 6443
C. 6025
D. 8443

Answer: C

NEW QUESTION 10

DRAG DROP

Drag and drop the AsyncOS methods for performing DMARC verification from the left into the correct order on the right.
Select and Place:

AsyncOS pertorms DMARC verification on the message. step 1
P |

A listener configured on AsyncOS receives an SMTP | step 2

connection. i

AsyncOS performs SPF and DKIM verification on | step 3

the message.

AsyncOS fetches the DMARC record for the sender i

. step 4
domain from the DNS. ‘ P

A. Mastered
B. Not Mastered

Answer: A

Explanation:
AsyncOS performs DMARC verification on the message, | - listener configured on AsyncOS receives an SMTP

conneciion.

A listener configured on AsyncOS receives an SMTP AsyncOS performs SPF and DKIM verification on
connection. | the message.
AsyncOS performs SPF and DKIM verification on AsyncOS fetches the DMARC record for the sender
the message. domain from the DNS.
AsyncOS fetches the DMARC record for the sender

domain from the DNS.

AsyncOS performs DMARC verification on the message.

NEW QUESTION 12
What is the default HTTPS port when configuring spam quarantine on Cisco ESA?

A. 83
B. 82
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C. 443
D. 80

Answer: A

NEW QUESTION 15

H : [ Intermet )
10.1.10.23 10.1.10.1 § 199.209.31.21 @ N
'C"ﬁ . '1‘&_,-’;“ e

email.mycompany.com

o | 199.209.31.2

El'ﬂ'ﬁ.lﬁ-l&lm 172.16.18.1 §

email. mydomain.com

Refer to the exhibit. Which SPF record is valid for mycompany.com?

A. v=spfl a mx ip4:199.209.31.2 -all
B. v=spfl a mx ip4:10.1.10.23 -all

C. v=spfl a mx ip4:199.209.31.21 -all
D. v=spfl a mx ip4:172.16.18.230 -all

Answer: B

Explanation:

54 What is a valid content filter action?
A. decrypt on delivery

B. quarantine

C. skip antispam

D. archive

NEW QUESTION 19
Which scenario prevents a message from being sent to the quarantine as an action in the scan behavior on Cisco ESA?

A. A policy quarantine is missing.
B. More than one email pipeline is defined.

Answer: A

NEW QUESTION 24
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