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NEW QUESTION 1

- (Exam Topic 1)

Which of the following BEST provides an early warning that network access of terminated employees is not being revoked in accordance with the service level
agreement (SLA)?

A. Updating multi-factor authentication

B. Monitoring key access control performance indicators
C. Analyzing access control logs for suspicious activity
D. Revising the service level agreement (SLA)

Answer: B

NEW QUESTION 2
- (Exam Topic 1)
From a business perspective, which of the following is the MOST important objective of a disaster recovery test?

A. The organization gains assurance it can recover from a disaster

B. Errors are discovered in the disaster recovery process.

C. All business critical systems are successfully tested.

D. All critical data is recovered within recovery time objectives (RTOs).

Answer: B

NEW QUESTION 3
- (Exam Topic 1)
The PRIMARY objective of testing the effectiveness of a new control before implementation is to:

A. ensure that risk is mitigated by the control.

B. measure efficiency of the control process.

C. confirm control alignment with business objectives.
D. comply with the organization's policy.

Answer: C

NEW QUESTION 4

- (Exam Topic 1)

In an organization dependent on data analytics to drive decision-making, which of the following would BEST help to minimize the risk associated with inaccurate
data?

A. Establishing an intellectual property agreement

B. Evaluating each of the data sources for vulnerabilities
C. Periodically reviewing big data strategies

D. Benchmarking to industry best practice

Answer: C

NEW QUESTION 5

- (Exam Topic 1)

A risk practitioner is assisting with the preparation of a report on the organization s disaster recovery (DR) capabilities. Which information would have the MOST
impact on the overall recovery profile?

A. The percentage of systems meeting recovery target times has increased.
B. The number of systems tested in the last year has increased.

C. The number of systems requiring a recovery plan has increased.

D. The percentage of systems with long recovery target times has decreased.

Answer: D

NEW QUESTION 6
- (Exam Topic 1)
Establishing and organizational code of conduct is an example of which type of control?

A. Preventive

B. Directive

C. Detective

D. Compensating

Answer: B

NEW QUESTION 7

- (Exam Topic 1)

What is the BEST information to present to business control owners when justifying costs related to controls?

A. Loss event frequency and magnitude
B. The previous year's budget and actuals
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C. Industry benchmarks and standards
D. Return on IT security-related investments

Answer: D

NEW QUESTION 8
- (Exam Topic 1)
When using a third party to perform penetration testing, which of the following is the MOST important control to minimize operational impact?

A. Perform a background check on the vendor.

B. Require the vendor to sign a nondisclosure agreement.
C. Require the vendor to have liability insurance.

D. Clearly define the project scope

Answer: D

NEW QUESTION 9
- (Exam Topic 1)
The acceptance of control costs that exceed risk exposure is MOST likely an example of:

A. low risk tolerance.

B. corporate culture misalignment.
C. corporate culture alignment.

D. high risk tolerance

Answer: B

NEW QUESTION 10
- (Exam Topic 1)
A risk heat map is MOST commonly used as part of an IT risk analysis to facilitate risk:

A. identification.
B. treatment.

C. communication.
D. assessment

Answer: C

NEW QUESTION 10

- (Exam Topic 1)

The head of a business operations department asks to review the entire IT risk register. Which of the following would be the risk manager s BEST approach to this
request before sharing the register?

A. Escalate to senior management

B. Require a nondisclosure agreement.
C. Sanitize portions of the register

D. Determine the purpose of the request

Answer: D

NEW QUESTION 14

- (Exam Topic 1)

Which of the following is the BEST indication of an improved risk-aware culture following the implementation of a security awareness training program for all
employees?

A. A reduction in the number of help desk calls

B. An increase in the number of identified system flaws
C. Areduction in the number of user access resets

D. An increase in the number of incidents reported

Answer: B

NEW QUESTION 18

- (Exam Topic 1)

Which of the following should be the risk practitioner s PRIMARY focus when determining whether controls are adequate to mitigate risk?
A. Sensitivity analysis

B. Level of residual risk

C. Cost-benefit analysis

D. Risk appetite

Answer: C

NEW QUESTION 23
- (Exam Topic 1)
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The PRIMARY benefit of maintaining an up-to-date risk register is that it helps to:

A. implement uniform controls for common risk scenarios.
B. ensure business unit risk is uniformly distributed.

C. build a risk profile for management review.

D. quantify the organization's risk appetite.

Answer: C

NEW QUESTION 28
- (Exam Topic 1)
Which of the following should be the HIGHEST priority when developing a risk response?

A. The risk response addresses the risk with a holistic view.

B. The risk response is based on a cost-benefit analysis.

C. The risk response is accounted for in the budget.

D. The risk response aligns with the organization's risk appetite.

Answer: D

NEW QUESTION 30
- (Exam Topic 1)
Which of the following is the MOST important consideration when multiple risk practitioners capture risk scenarios in a single risk register?

A. Aligning risk ownership and control ownership

B. Developing risk escalation and reporting procedures
C. Maintaining up-to-date risk treatment plans

D. Using a consistent method for risk assessment

Answer: D

NEW QUESTION 31
- (Exam Topic 1)
Calculation of the recovery time objective (RTO) is necessary to determine the:

A. time required to restore files.
B. point of synchronization

C. priority of restoration.

D. annual loss expectancy (ALE).

Answer: A

NEW QUESTION 33
- (Exam Topic 1)
Which of the following is the MOST important requirement for monitoring key risk indicators (KRIs) using log analysis?

A. Obtaining logs m an easily readable format

B. Providing accurate logs m a timely manner

C. Collecting logs from the entire set of IT systems
D. implementing an automated log analysis tool

Answer: B

NEW QUESTION 35
- (Exam Topic 1)
Risk mitigation procedures should include:

A. buying an insurance policy.

B. acceptance of exposures

C. deployment of counter measures.

D. enterprise architecture implementation.

Answer: C

NEW QUESTION 40

- (Exam Topic 1)

The PRIMARY advantage of implementing an IT risk management framework is the:
A. establishment of a reliable basis for risk-aware decision making.

B. compliance with relevant legal and regulatory requirements.

C. improvement of controls within the organization and minimized losses.

D. alignment of business goals with IT objectives.

Answer: A

NEW QUESTION 41
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- (Exam Topic 1)
Which of the following is the BEST key performance indicator (KPI) to measure the maturity of an organization's security incident handling process?

A. The number of security incidents escalated to senior management
B. The number of resolved security incidents

C. The number of newly identified security incidents

D. The number of recurring security incidents

Answer: B

NEW QUESTION 45

- (Exam Topic 1)

A risk practitioner discovers several key documents detailing the design of a product currently in development have been posted on the Internet. What should be
the risk practitioner's FIRST course of action?

A. invoke the established incident response plan.
B. Inform internal audit.

C. Perform a root cause analysis

D. Conduct an immediate risk assessment

Answer: A

NEW QUESTION 46
- (Exam Topic 1)
Which of the following would be MOST helpful when estimating the likelihood of negative events?

A. Business impact analysis
B. Threat analysis

C. Risk response analysis
D. Cost-benefit analysis

Answer: B

NEW QUESTION 49
- (Exam Topic 1)
Whether the results of risk analyses should be presented in quantitative or qualitative terms should be based PRIMARILY on the:

A. requirements of management.

B. specific risk analysis framework being used.
C. organizational risk tolerance

D. results of the risk assessment.

Answer: A

NEW QUESTION 53
- (Exam Topic 1)
Which of the following should be the PRIMARY consideration when assessing the automation of control monitoring?

A. impact due to failure of control

B. Frequency of failure of control

C. Contingency plan for residual risk
D. Cost-benefit analysis of automation

Answer: D

NEW QUESTION 56
- (Exam Topic 1)
Which of the following is the GREATEST benefit of incorporating IT risk scenarios into the corporate risk register?

A. Corporate incident escalation protocols are established.
B. Exposure is integrated into the organization's risk profile.
C. Risk appetite cascades to business unit management

D. The organization-wide control budget is expanded.

Answer: B

NEW QUESTION 59

- (Exam Topic 1)

Which of the following is the MAIN reason for documenting the performance of controls?
A. Obtaining management sign-off

B. Demonstrating effective risk mitigation

C. Justifying return on investment

D. Providing accurate risk reporting

Answer: D
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NEW QUESTION 64
- (Exam Topic 1)
Which of the following attributes of a key risk indicator (KRI) is MOST important?

A. Repeatable
B. Automated
C. Quantitative
D. Qualitative

Answer: A

NEW QUESTION 65
- (Exam Topic 1)
A risk practitioner is organizing risk awareness training for senior management. Which of the following is the MOST important topic to cover in the training session?

A. The organization's strategic risk management projects

B. Senior management roles and responsibilities

C. The organizations risk appetite and tolerance

D. Senior management allocation of risk management resources

Answer: B

NEW QUESTION 67
- (Exam Topic 1)
Which of the following is the MOST important consideration for a risk practitioner when making a system implementation go-live recommendation?

A. Completeness of system documentation

B. Results of end user acceptance testing

C. Variances between planned and actual cost
D. availability of in-house resources

Answer: B

NEW QUESTION 70
- (Exam Topic 1)
Which of the following roles is BEST suited to help a risk practitioner understand the impact of IT-related events on business objectives?

A. IT management

B. Internal audit

C. Process owners

D. Senior management

Answer: C

NEW QUESTION 73
- (Exam Topic 1)
Which of the following should be the PRIMARY input when designing IT controls?

A. Benchmark of industry standards

B. Internal and external risk reports

C. Recommendations from IT risk experts
D. Outcome of control self-assessments

Answer: B

NEW QUESTION 74
- (Exam Topic 1)
Which of the following is the PRIMARY reason to perform ongoing risk assessments?

A. Emerging risk must be continuously reported to management.
B. New system vulnerabilities emerge at frequent intervals.

C. The risk environment is subject to change.

D. The information security budget must be justified.

Answer: C

NEW QUESTION 77

- (Exam Topic 1)

Which of the following is the BEST way for a risk practitioner to help management prioritize risk response?
A. Align business objectives to the risk profile.

B. Assess risk against business objectives

C. Implement an organization-specific risk taxonomy.

D. Explain risk details to management.

Answer: B
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NEW QUESTION 82
- (Exam Topic 1)
The BEST way to justify the risk mitigation actions recommended in a risk assessment would be to:

A. align with audit results.

B. benchmark with competitor s actions.
C. reference best practice.

D. focus on the business drivers

Answer: D

NEW QUESTION 86
- (Exam Topic 1)
Which of the following would provide the BEST guidance when selecting an appropriate risk treatment plan?

A. Risk mitigation budget

B. Business Impact analysis
C. Cost-benefit analysis

D. Return on investment

Answer: B

NEW QUESTION 88
- (Exam Topic 1)
The BEST reason to classify IT assets during a risk assessment is to determine the:

A. priority in the risk register.

B. business process owner.

C. enterprise risk profile.

D. appropriate level of protection.

Answer: D

NEW QUESTION 92
- (Exam Topic 1)
Itis MOST appropriate for changes to be promoted to production after they are;

A. communicated to business management
B. tested by business owners.

C. approved by the business owner.

D. initiated by business users.

Answer: B

NEW QUESTION 97
- (Exam Topic 1)

Which of the following issues should be of GREATEST concern when evaluating existing controls during a risk assessment?

A. A high number of approved exceptions exist with compensating controls.

B. Successive assessments have the same recurring vulnerabilities.

C. Redundant compensating controls are in place.

D. Asset custodians are responsible for defining controls instead of asset owners.

Answer: D

NEW QUESTION 101
- (Exam Topic 1)

An audit reveals that several terminated employee accounts maintain access. Which of the following should be the FIRST step to address the risk?

A. Perform a risk assessment

B. Disable user access.

C. Develop an access control policy.
D. Perform root cause analysis.

Answer: B

NEW QUESTION 105

- (Exam Topic 1)

Risk management strategies are PRIMARILY adopted to:
A. take necessary precautions for claims and losses.

B. achieve acceptable residual risk levels.

C. avoid risk for business and IT assets.

D. achieve compliance with legal requirements.

Answer:
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B

NEW QUESTION 109
- (Exam Topic 1)
Which of the following is the BEST method for assessing control effectiveness?

A. Ad hoc control reporting
B. Control self-assessment
C. Continuous monitoring
D. Predictive analytics

Answer: C

NEW QUESTION 110
- (Exam Topic 1)
Which of the following should be the PRIMARY consideration when implementing controls for monitoring user activity logs?

A. Ensuring availability of resources for log analysis

B. Implementing log analysis tools to automate controls

C. Ensuring the control is proportional to the risk

D. Building correlations between logs collected from different sources

Answer: C

NEW QUESTION 114
- (Exam Topic 1)
What is the PRIMARY reason to periodically review key performance indicators (KPIs)?

A. Ensure compliance.

B. Identify trends.

C. Promote a risk-aware culture.

D. Optimize resources needed for controls

Answer: B

NEW QUESTION 117
- (Exam Topic 1)
When determining which control deficiencies are most significant, which of the following would provide the MOST useful information?

A. Risk analysis results

B. Exception handling policy

C. Vulnerability assessment results
D. Benchmarking assessments

Answer: C

NEW QUESTION 119
- (Exam Topic 1)
A risk heat map is MOST commonly used as part of an IT risk analysis to facilitate risk:

A. communication
B. identification.
C. treatment.

D. assessment.

Answer: D

NEW QUESTION 120

- (Exam Topic 1)

Management has noticed storage costs have increased exponentially over the last 10 years because most users do not delete their emails. Which of the following
can BEST alleviate this issue while not sacrificing security?

A. Implementing record retention tools and techniques

B. Establishing e-discovery and data loss prevention (DLP)
C. Sending notifications when near storage quota

D. Implementing a bring your own device 1BVOD) policy

Answer: A

NEW QUESTION 123

- (Exam Topic 1)

Improvements in the design and implementation of a control will MOST likely result in an update to:
A. inherent risk.

B. residual risk.
C. risk appetite
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D. risk tolerance

Answer: B

NEW QUESTION 125

- (Exam Topic 1)

A risk practitioner observes that hardware failure incidents have been increasing over the last few months. However, due to built-in redundancy and fault-tolerant
architecture, there have been no interruptions to business operations. The risk practitioner should conclude that:

A. aroot cause analysis is required
B. controls are effective for ensuring continuity
C. hardware needs to be upgraded
D. no action is required as there was no impact

Answer: A

NEW QUESTION 129
- (Exam Topic 1)
Who is BEST suited to determine whether a new control properly mitigates data loss risk within a system?

A. Data owner
B. Control owner
C. Risk owner
D. System owner

Answer: B

NEW QUESTION 132
- (Exam Topic 2)
When reviewing a risk response strategy, senior management's PRIMARY focus should be placed on the:

A. cost-benefit analysis.

B. investment portfolio.

C. key performance indicators (KPIs).
D. alignment with risk appetite.

Answer: A

NEW QUESTION 137

- (Exam Topic 2)

An organization has initiated a project to implement an IT risk management program for the first time. The BEST time for the risk practitioner to start populating the
risk register is when:

A. identifying risk scenarios.

B. determining the risk strategy.

C. calculating impact and likelihood.
D. completing the controls catalog.

Answer: A

NEW QUESTION 140
- (Exam Topic 2)
Which of the following BEST indicates whether security awareness training is effective?

A. User self-assessment

B. User behavior after training
C. Course evaluation

D. Quality of training materials

Answer: B

NEW QUESTION 145
- (Exam Topic 2)
Which of the following is the PRIMARY responsibility of the first line of defense related to computer-enabled fraud?

A. Providing oversight of risk management processes

B. Implementing processes to detect and deter fraud

C. Ensuring that risk and control assessments consider fraud
D. Monitoring the results of actions taken to mitigate fraud

Answer: C

NEW QUESTION 147
- (Exam Topic 2)
The BEST key performance indicator (KPI) to measure the effectiveness of a vulnerability remediation program is the number of:
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A. vulnerability scans.

B. recurring vulnerabilities.

C. vulnerabilities remediated,
D. new vulnerabilities identified.

Answer: C

NEW QUESTION 149

- (Exam Topic 2)

An organization's financial analysis department uses an in-house forecasting application for business projections. Who is responsible for defining access roles to
protect the sensitive data within this application?

A. IT risk manager
B. IT system owner
C. Information security manager
D. Business owner

Answer: D

NEW QUESTION 151
- (Exam Topic 2)
Which of the following should be the MOST important consideration when performing a vendor risk assessment?

A. Results of the last risk assessment of the vendor

B. Inherent risk of the business process supported by the vendor
C. Risk tolerance of the vendor

D. Length of time since the last risk assessment of the vendor

Answer: B

NEW QUESTION 154
- (Exam Topic 2)
Which of the following is MOST helpful in aligning IT risk with business objectives?

A. Introducing an approved IT governance framework

B. Integrating the results of top-down risk scenario analyses
C. Performing a business impact analysis (BIA)

D. Implementing a risk classification system

Answer: A

NEW QUESTION 156
- (Exam Topic 2)
Which of the following should be the PRIMARY objective of a risk awareness training program?

A. To enable risk-based decision making

B. To promote awareness of the risk governance function
C. To clarify fundamental risk management principles

D. To ensure sufficient resources are available

Answer: A

NEW QUESTION 161
- (Exam Topic 2)
Which of the following is MOST important to review when determining whether a potential IT service provider s control environment is effective?

A. Independent audit report

B. Control self-assessment

C. Key performance indicators (KPIs)
D. Service level agreements (SLAS)

Answer: A

NEW QUESTION 165

- (Exam Topic 2)

A bank wants to send a critical payment order via email to one of its offshore branches. Which of the following is the BEST way to ensure the message reaches the
intended recipient without alteration?

A. Add a digital certificate

B. Apply multi-factor authentication

C. Add a hash to the message

D. Add a secret key

Answer: C

NEW QUESTION 167

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy CRISC dumps

@ 2 P QasseaqQs LJ https://www.2passeasy.com/dumps/CRISC/ (285 New Questions)

- (Exam Topic 2)
A new policy has been published to forbid copying of data onto removable media. Which type of control has been implemented?

A. Preventive
B. Detective
C. Directive
D. Deterrent

Answer: C

NEW QUESTION 168
- (Exam Topic 2)
The GREATEST concern when maintaining a risk register is that:

A. impacts are recorded in qualitative terms.

B. executive management does not perform periodic reviews.
C. IT risk is not linked with IT assets.

D. significant changes in risk factors are excluded.

Answer: D

NEW QUESTION 172
- (Exam Topic 2)
Which of the following BEST measures the efficiency of an incident response process?

A. Number of incidents escalated to management

B. Average time between changes and updating of escalation matrix
C. Average gap between actual and agreed response times

D. Number of incidents lacking responses

Answer: C

NEW QUESTION 176

- (Exam Topic 2)

A risk practitioner observes that the fraud detection controls in an online payment system do not perform as expected. Which of the following will MOST likely
change as a result?

A. Impact

B. Residual risk
C. Inherent risk
D. Risk appetite

Answer: B

NEW QUESTION 178

- (Exam Topic 2)

A third-party vendor has offered to perform user access provisioning and termination. Which of the following control accountabilities is BEST retained within the
organization?

A. Reviewing access control lists

B. Authorizing user access requests

C. Performing user access recertification
D. Terminating inactive user access

Answer: B

NEW QUESTION 182
- (Exam Topic 2)
The PRIMARY objective of The board of directors periodically reviewing the risk profile is to help ensure:

A. the risk strategy is appropriate

B. KRIs and KPlIs are aligned

C. performance of controls is adequate

D. the risk monitoring process has been established

Answer: B

NEW QUESTION 187

- (Exam Topic 2)

Which of the following is MOST important to the integrity of a security log?
A. Least privilege access

B. Inability to edit

C. Ability to overwrite

D. Encryption

Answer: A
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NEW QUESTION 192
- (Exam Topic 2)
Which of the following BEST promotes commitment to controls?

A. Assigning control ownership

B. Assigning appropriate resources

C. Assigning a quality control review

D. Performing regular independent control reviews

Answer: A

NEW QUESTION 195
- (Exam Topic 2)
Implementing which of the following will BEST help ensure that systems comply with an established baseline before deployment?

A. Vulnerability scanning

B. Continuous monitoring and alerting
C. Configuration management

D. Access controls and active logging

Answer: C

NEW QUESTION 198
- (Exam Topic 2)
Which of the following is MOST helpful in verifying that the implementation of a risk mitigation control has been completed as intended?

A. An updated risk register

B. Risk assessment results

C. Technical control validation
D. Control testing results

Answer: D

NEW QUESTION 199
- (Exam Topic 2)
Which of the following is MOST important for a risk practitioner to consider when evaluating plans for changes to IT services?

A. Change testing schedule

B. Impact assessment of the change
C. Change communication plan

D. User acceptance testing (UAT)

Answer: D

NEW QUESTION 204
- (Exam Topic 2)
Which of the following would provide the MOST objective assessment of the effectiveness of an organization's security controls?

A. An internal audit

B. Security operations center review
C. Internal penetration testing

D. A third-party audit

Answer: A

NEW QUESTION 207
- (Exam Topic 2)
Which of the following BEST helps to balance the costs and benefits of managing IT risk?

A. Prioritizing risk responses

B. Evaluating risk based on frequency and probability
C. Considering risk factors that can be quantified

D. Managing the risk by using controls

Answer: A

NEW QUESTION 209
- (Exam Topic 2)
Who should be responsible for strategic decisions on risk management?

A. Chief information officer (CIO)
B. Executive management team
C. Audit committee

D. Business process owner

Answer:
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D

NEW QUESTION 212
- (Exam Topic 2)
Which of the following would BEST enable mitigation of newly identified risk factors related to internet of Things (IoT)?

A. Introducing control procedures early in the life cycle
B. Implementing loT device software monitoring

C. Performing periodic risk assessments of loT

D. Performing secure code reviews

Answer: A

NEW QUESTION 217
- (Exam Topic 2)
When updating a risk register with the results of an IT risk assessment, the risk practitioner should log:

A. high impact scenarios.
B. high likelihood scenarios.
C. treated risk scenarios.
D. known risk scenarios.

Answer: D

NEW QUESTION 218
- (Exam Topic 2)
The PRIMARY purpose of using control metrics is to evaluate the:

A. amount of risk reduced by compensating controls.
B. amount of risk present in the organization.

C. variance against objectives.

D. number of incidents.

Answer: C

NEW QUESTION 223
- (Exam Topic 2)
Which of The following is the PRIMARY consideration when establishing an organization's risk management methodology?

A. Business context

B. Risk tolerance level

C. Resource requirements
D. Benchmarking information

Answer: A

NEW QUESTION 226
- (Exam Topic 2)
Which of the following is the MOST effective way to integrate business risk management with IT operations?

A. Perform periodic IT control self-assessments.

B. Require a risk assessment with change requests.
C. Provide security awareness training.

D. Perform periodic risk assessments.

Answer: D

NEW QUESTION 230
- (Exam Topic 2)
The BEST way to demonstrate alignment of the risk profile with business objectives is through:

A. risk scenarios.
B. risk tolerance.
C. risk policy.

D. risk appetite.

Answer: B

NEW QUESTION 235
- (Exam Topic 2)
Which of the following provides the MOST up-to-date information about the effectiveness of an organization's overall IT control environment?

A. Key performance indicators (KPIs)
B. Risk heat maps

C. Internal audit findings

D. Periodic penetration testing
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Answer: A

NEW QUESTION 239

- (Exam Topic 2)

A risk practitioner is reviewing the status of an action plan to mitigate an emerging IT risk and finds the risk level has increased. The BEST course of action would
be to:

A. implement the planned controls and accept the remaining risk.
B. suspend the current action plan in order to reassess the risk.
C. revise the action plan to include additional mitigating controls.
D. evaluate whether selected controls are still appropriate.

Answer: D

NEW QUESTION 240
- (Exam Topic 2)
Which of the following is MOST effective in continuous risk management process improvement?

A. Periodic assessments
B. Change management
C. Awareness training

D. Policy updates

Answer: C

NEW QUESTION 245
- (Exam Topic 2)
Which of the following is the GREATEST risk associated with the use of data analytics?

A. Distributed data sources
B. Manual data extraction
C. Incorrect data selection
D. Excessive data volume

Answer: C

NEW QUESTION 248
- (Exam Topic 2)
A risk practitioner has just learned about new done FIRST?

A. Notify executive management.

B. Analyze the impact to the organization.
C. Update the IT risk register.

D. Design IT risk mitigation plans.

Answer: B

NEW QUESTION 251

- (Exam Topic 2)

Due to a change in business processes, an identified risk scenario no longer requires mitigation. Which of the following is the MOST important reason the risk
should remain in the risk register?

A. To support regulatory requirements

B. To prevent the risk scenario in the current environment
C. To monitor for potential changes to the risk scenario

D. To track historical risk assessment results

Answer: D

NEW QUESTION 256

- (Exam Topic 2)

Which of the following provides the BEST evidence that risk mitigation plans have been implemented effectively?
A. Self-assessments by process owners
B. Mitigation plan progress reports

C. Risk owner attestation

D. Change in the level of residual risk
Answer: D

NEW QUESTION 258

- (Exam Topic 2)

Which of the following will BEST help an organization select a recovery strategy for critical systems?

A. Review the business impact analysis.
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B. Create a business continuity plan.
C. Analyze previous disaster recovery reports.
D. Conduct a root cause analysis.

Answer: A

NEW QUESTION 260
- (Exam Topic 2)
Which of the following is the MOST effective way to mitigate identified risk scenarios?

A. Assign ownership of the risk response plan

B. Provide awareness in early detection of risk.

C. Perform periodic audits on identified risk.

D. areas Document the risk tolerance of the organization.

Answer: A

NEW QUESTION 263

- (Exam Topic 2)

The BEST key performance indicator (KPI) to measure the effectiveness of a vendor risk management
program is the percentage of:

A. vendors providing risk assessments on time.

B. vendor contracts reviewed in the past year.

C. vendor risk mitigation action items completed on time.
D. vendors that have reported control-related incidents.

Answer: C

NEW QUESTION 267

- (Exam Topic 2)

A business manager wants to leverage an existing approved vendor solution from another area within the organization. Which of the following is the risk
practitioner's BEST course of action?

A. Recommend allowing the new usage based on prior approval.
B. Request a new third-party review.

C. Request revalidation of the original use case.

D. Assess the risk associated with the new use case.

Answer: D

NEW QUESTION 268

- (Exam Topic 2)

During a risk assessment, the risk practitioner finds a new risk scenario without controls has been entered into the risk register. Which of the following is the MOST
appropriate action?

A. Include the new risk scenario in the current risk assessment.

B. Postpone the risk assessment until controls are identified.

C. Request the risk scenario be removed from the register.

D. Exclude the new risk scenario from the current risk assessment

Answer: A

NEW QUESTION 272
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