Certshared now are offering 100% pass ensure CFR-410 dumps!
r_! CEF’EShﬂI‘Ed https://www.certshared.com/exam/CFR-410/ (100 Q&AS)

Guaranteed success with Our exam guides

ﬁ
CertNexus

Exam Questions CFR-410
CyberSec First Responder (CFR) Exam

visit - https://www.certshared.com



Certshared now are offering 100% pass ensure CFR-410 dumps!
rJ CEI"tShEI,I"Ed https://www.certshared.com/exam/CFR-410/ (100 Q&AS)

NEW QUESTION 1
A company website was hacked via the following SQL query: email, passwd, login_id, full_name FROM members WHERE emalil = “attacker@somewhere.com”;
DROP TABLE members; —” Which of the following did the hackers perform?

A. Cleared tracks of attacker@somewhere.com entries
B. Deleted the entire members table

C. Deleted the email password and login details

D. Performed a cross-site scripting (XSS) attack

Answer: C

NEW QUESTION 2

A security investigator has detected an unauthorized insider reviewing files containing company secrets. Which of the following commands could the investigator
use to determine which files have been opened by

this user?

A ls

B. Isof

C. ps

D. netstat

Answer: B

NEW QUESTION 3
Nmap is a tool most commonly used to:

A. Map a route for war-driving

B. Determine who is logged onto a host
C. Perform network and port scanning
D. Scan web applications

Answer: C

NEW QUESTION 4
A security administrator needs to review events from different systems located worldwide. Which of the following is MOST important to ensure that logs can be
effectively correlated?

A. Logs should be synchronized to their local time zone.

B. Logs should be synchronized to a common, predefined time source.
C. Logs should contain the username of the user performing the action.
D. Logs should include the physical location of the action performed.

Answer: A

NEW QUESTION 5
According to company policy, all accounts with administrator privileges should have suffix _ja. While reviewing Windows workstation configurations, a security
administrator discovers an account without the suffix in the administrator’s group. Which of the following actions should the security administrator take?

A. Review the system log on the affected workstation.
B. Review the security log on a domain controller.
C. Review the system log on a domain controller.
D. Review the security log on the affected workstation.

Answer: B

NEW QUESTION 6
A company has noticed a trend of attackers gaining access to corporate mailboxes. Which of the following would be the BEST action to take to plan for this kind of
attack in the future?

A. Scanning email server for vulnerabilities
B. Conducting security awareness training
C. Hardening the Microsoft Exchange Server
D. Auditing account password complexity

Answer: A

NEW QUESTION 7
A security operations center (SOC) analyst observed an unusually high number of login failures on a particular database server. The analyst wants to gather
supporting evidence before escalating the observation to management. Which of the following expressions will provide login failure data for 11/24/20157?

A. grep 20151124 security_log | grep —c “login failure”
B. grep 20150124 security_log | grep “login_failure”
C. grep 20151124 security_log | grep “login”

D. grep 20151124 security_log | grep — “login”
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Answer: C

NEW QUESTION 8
During the forensic analysis of a compromised computer image, the investigator found that critical files are missing, caches have been cleared, and the history and
event log files are empty. According to this scenario, which of the following techniques is the suspect using?

A. System hardening techniques
B. System optimization techniques
C. Defragmentation techniques

D. Anti-forensic techniques

Answer: D

NEW QUESTION 9
Which of the following are common areas of vulnerabilities in a network switch? (Choose two.)

A. Default port state
B. Default credentials
C. Default protocols
D. Default encryption
E. Default IP address

Answer: AB

NEW QUESTION 10
Which of the following describes United States federal government cybersecurity policies and guidelines?

A. NIST
B. ANSI
C. NERC
D. GDPR

Answer: A

NEW QUESTION 10
A network administrator has determined that network performance has degraded due to excessive use of social media and Internet streaming services. Which of
the following would be effective for limiting access to these types of services, without completely restricting access to a site?

A. Whitelisting

B. Web content filtering
C. Network segmentation
D. Blacklisting

Answer: B

NEW QUESTION 11
A security administrator is investigating a compromised host. Which of the following commands could the investigator use to display executing processes in real
time?

A. ps

B. top

C. nice
D. pstree

Answer: B

NEW QUESTION 12
A Linux system administrator found suspicious activity on host IP 192.168.10.121. This host is also establishing a connection to IP 88.143.12.123. Which of the
following commands should the administrator use to capture only the traffic between the two hosts?

A. # tcpdump -i ethO host 88.143.12.123
B. # tcpdump -i ethO dst 88.143.12.123
C. # tcpdump -i ethO host 192.168.10.121
D. # tcpdump -i ethO src 88.143.12.123

Answer: B

NEW QUESTION 13

A company help desk is flooded with calls regarding systems experiencing slow performance and certain Internet sites taking a long time to load or not loading at
all. The security operations center (SOC) analysts who receive these calls take the following actions:

-Running antivirus scans on the affected user machines

-Checking department membership of affected users

-Checking the host-based intrusion prevention system (HIPS) console for affected user machine alerts

-Checking network monitoring tools for anomalous activities

Which of the following phases of the incident response process match the actions taken?
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A. Identification
B. Preparation
C. Recovery

D. Containment

Answer: A

NEW QUESTION 16
A company that maintains a public city infrastructure was breached and information about future city projects was leaked. After the post-incident phase of the
process has been completed, which of the following would be PRIMARY focus of the incident response team?

A. Restore service and eliminate the business impact.
B. Determine effective policy changes.

C. Inform the company board about the incident.

D. Contact the city police for official investigation.

Answer: B

NEW QUESTION 17
Which common source of vulnerability should be addressed to BEST mitigate against URL redirection attacks?

A. Application

B. Users

C. Network infrastructure
D. Configuration files

Answer: A

NEW QUESTION 22

An incident at a government agency has occurred and the following actions were taken:

-Users have regained access to email accounts

-Temporary VPN services have been removed

-Host-based intrusion prevention system (HIPS) and antivirus (AV) signatures have been updated
-Temporary email servers have been decommissioned

Which of the following phases of the incident response process match the actions taken?

A. Containment
B. Post-incident
C. Recovery

D. Identification

Answer: A

NEW QUESTION 26
An incident responder has collected network capture logs in a text file, separated by five or more data fields. Which of the following is the BEST command to use if
the responder would like to print the file (to terminal/ screen) in numerical order?

A. cat | tac
B. more

C. sort—n
D. less

Answer: C

NEW QUESTION 28

When attempting to determine which system or user is generating excessive web traffic, analysis of which of the following would provide the BEST results?
A. Browser logs

B. HTTP logs

C. System logs

D. Proxy logs

Answer: D

NEW QUESTION 32

An unauthorized network scan may be detected by parsing network sniffer data for:
A. IP traffic from a single IP address to multiple IP addresses.

B. IP traffic from a single IP address to a single IP address.

C. IP traffic from multiple IP addresses to a single IP address.

D. IP traffic from multiple IP addresses to other networks.

Answer: C

NEW QUESTION 34
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The Key Reinstallation Attack (KRACK) vulnerability is specific to which types of devices? (Choose two.)

A. Wireless router
B. Switch

C. Firewall

D. Access point
E. Hub

Answer: AE

NEW QUESTION 39
Which of the following are part of the hardening phase of the vulnerability assessment process? (Choose two.)

A. Installing patches

B. Updating configurations
C. Documenting exceptions
D. Conducting audits

E. Generating reports

Answer: AB

NEW QUESTION 44
An organization recently suffered a breach due to a human resources administrator emailing employee names and Social Security numbers to a distribution list.
Which of the following tools would help mitigate this risk from recurring?

A. Data loss prevention (DLP)
B. Firewall

C. Web proxy

D. File integrity monitoring

Answer: A

NEW QUESTION 46
An organization recently suffered a data breach involving a server that had Transmission Control Protocol (TCP) port 1433 inadvertently exposed to the Internet.
Which of the following services was vulnerable?

A. Internet Message Access Protocol (IMAP)

B. Network Basic Input/Output System (NetBIOS)
C. Database

D. Network Time Protocol (NTP)

Answer: C

NEW QUESTION 47
Which of the following, when exposed together, constitutes PII? (Choose two.)

A. Full name

B. Birth date

C. Account balance
D. Marital status

E. Employment status

Answer: AC

NEW QUESTION 49
A security analyst has discovered that an application has failed to run. Which of the following is the tool MOST likely used by the analyst for the initial discovery?

A. syslog

B. MSConfig

C. Event Viewer

D. Process Monitor

Answer: C

NEW QUESTION 51

An incident responder discovers that the CEO logged in from their New York City office and then logged in from a location in Beijing an hour later. The incident
responder suspects that the CEO’s account has been compromised. Which of the following anomalies MOST likely contributed to the incident responder’s
suspicion?

A. Geolocation

B. False positive

C. Geovelocity

D. Advanced persistent threat (APT) activity

Answer: C

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure CFR-410 dumps!
rJ CEFtShal"Ed https://www.certshared.com/exam/CFR-410/ (100 Q&AS)

NEW QUESTION 52
Which of the following are legally compliant forensics applications that will detect an alternative data stream (ADS) or a file with an incorrect file extension?
(Choose two.)

A. Disk duplicator

B. EnCase

C.dd

D. Forensic Toolkit (FTK)
E. Write blocker

Answer: BD

NEW QUESTION 54
Which of the following data sources could provide indication of a system compromise involving the exfiltration of data to an unauthorized destination?

A. IPS logs

B. DNS logs
C. SQL logs
D. SSL logs

Answer: A

NEW QUESTION 59
Which of the following enables security personnel to have the BEST security incident recovery practices?

A. Crisis communication plan
B. Disaster recovery plan
C. Occupant emergency plan
D. Incident response plan

Answer: B

NEW QUESTION 60
An incident responder was asked to analyze malicious traffic. Which of the following tools would be BEST for this?

A. Hex editor
B. tcpdump
C. Wireshark
D. Snort

Answer: C

NEW QUESTION 64
During which phase of a vulnerability assessment would a security consultant need to document a requirement to retain a legacy device that is no longer
supported and cannot be taken offline?

A. Conducting post-assessment tasks
B. Determining scope

C. Identifying critical assets

D. Performing a vulnerability scan

Answer: C

NEW QUESTION 67
Which of the following security best practices should a web developer reference when developing a new web- based application?

A. Control Objectives for Information and Related Technology (COBIT)
B. Risk Management Framework (RMF)

C. World Wide Web Consortium (W3C)

D. Open Web Application Security Project (OWASP)

Answer: D

NEW QUESTION 69
Which of the following are well-known methods that are used to protect evidence during the forensics process? (Choose three.)

A. Evidence bags

B. Lock box

C. Caution tape

D. Security envelope
E. Secure rooms

F. Faraday boxes

Answer: ACD
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NEW QUESTION 72
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