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NEW QUESTION 1
What are two capabilities of Cisco's NGFW Identity Based Policy Control feature? (Choose two.)

A. security enforced at the DNS layer

B. access to multiple data layers

C. access to Trojan downloader

D. see and share malware details

E. threats stopped from getting in and spreading

Answer: AB

NEW QUESTION 2
What two areas present a security challenge for customers? (Choose two.)

A. IT departments

B. OT environments
C. Corporate priorities
D. loT devices

E. Email

Answer: DE

NEW QUESTION 3
What are two solutions Cisco offers for web security? (Choose two.)

A. CRES

B. NGFW

C. Cloudlock

D. AMP for Web Security
E. Cognitive Intelligence

Answer: DE

NEW QUESTION 4
What are two result of utilizing a fragmented security model? (Choose two.)

A. Individual components pieced together to meet requirements.

B. Increased identity controls.

C. Reduced malicious file risk through additional segmentation.

D. Decreased network accessibility through multiple applications
E. Decreased visibility and limited understand of security coverage.

Answer: DE

NEW QUESTION 5
How do AMP's device trajectory capabilities help address customers' breach remediation issues?

A. It tracks file behavior across the network to see which devices it enters and exits

B. It analyzes the data from suspicious files to provide a new level of threat intelligence
C. It searches for potential threats based on identified activities and behaviors

D. It determines the scope and cause of an outbreak and tracks suspicious files

Answer: A

NEW QUESTION 6
What are the main features of Umbrella for Cloud-Delivered Security?

A. Protects users against DDOS attacks

B. Blocks malware, C2 callbacks & phishing over any port/protocol
C. Runs suspicious cloud applications in a sandbox environment
D. Handles 130B+ DNS requests daily with 99% uptime

Answer: D

NEW QUESTION 7

What are two ways that Cisco helps customers secure IoT deployments? (Choose two.)
A. network analysis

B. secure remote access

C. segmentation & visibility

D. cross-architecture automation

E. limited access points

Answer: CE
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NEW QUESTION 8
What does remote access use to verify identity?

A. MFA

B. Agents

C. Remote Access VPN
D. AMP for Endpoints

Answer: C

NEW QUESTION 9
Which two Cisco products help manage data access policy consistently? (Choose two.)

A. Duo

B. Cloudlock

C. AMPforEndpoints
D. pxGrid

E. Steathwatch

Answer: BD

NEW QUESTION 10
In which two ways has digitization transformed today's security threat landscape'? (Choose two.)

A. Decreasing 3rd party applications
B. Expanding complexity

C. Growing ecosystem

D. Decreasing endpoint ecosystem
E. Increasing access points

Answer: AB

NEW QUESTION 10
What are the competing IT and Operation Technology (OT) priorities that make securing loT difficult?

A. Hackers vs safety

B. Malfunctions v

C. output

D. Security vs availability
E. Innovation v

F. manufacturing

Answer: A

NEW QUESTION 11
Which three customer business objectives does Cisco's Advanced Threat solutions address? (Choose three.)

A. Accelerated firewall implementation

B. Lower TCO through intelligent APl management
C. Complete protection with holistic defense

D. Visibility and control with a managed environment
E. Comprehensive support with flexible solutions

F. Secure communications with advanced access

Answer: DE

NEW QUESTION 16
Which feature of Cognitive Intelligence can separate statistically normal traffic from anomalous traffic?

A. Event classification
B. Anomaly detection
C. Anomaly modeling
D. Trust modeling

Answer: B

NEW QUESTION 19

What are two features provided by ISE? (Choose two.)
A. Guest Management

B. DDOS attack prevention

C. Network visibility

D. Centralized policy management

E. Device Firewalling

Answer:
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BD

NEW QUESTION 22
Which feature of ISE has the capability to encounter a device new on the market, and correctly profile it to onboard it quickly and easily?

A. Centralized policy management
B. Platform exchange grid

C. Context-aware access

D. Device profiling

Answer: C

NEW QUESTION 26
Which two security risks are created by legacy approaches to networking'? (Choose two.)

A. slow containment
B. user vulnerability
C. large attack surface
D. network downtime
E. access points

Answer: CD

NEW QUESTION 30
Which two attack vectors are protected by Malware Protection? (Choose two.)

A. Voicemail
B. Email

C. Web

D. Mobile

E. Data Center

Answer: BD

NEW QUESTION 32
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