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NEW QUESTION 1

- (Exam Topic 3)

Your company has a main office and a branch office. The two offices are connected by using a WAN link. Each office contains a firewall that filters WAN traffic.
The network in the branch office contains 10 servers that run Windows Server. All servers are administered from the main office only.

You plan to manage the servers in the branch office by using a Windows Admin Center gateway.

On a server in the branch office, you install the Windows Admin Center gateway by using the defaults settings.

You need to configure the firewall in the branch office to allow the required inbound connection to the Windows Admin Center gateway.

Which inbound TCP port should you allow?

A. 443

B. 3389
C. 5985
D. 6516

Answer: A

NEW QUESTION 2

- (Exam Topic 3)

You have an on-premises server named Serverl that runs Windows Server. You have an Azure virtual network that contains an Azure virtual network gateway.
You need to connect only Serverl to the Azure virtual network. What should you use?

A. Azure Network Adapter
B. a Site-to-SiteVPN

C. an ExpressRoute circuit
D. Azure Extended Network

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows-server/manage/windows-admin-center/azure/use-azure-network-adap

NEW QUESTION 3

- (Exam Topic 3)

You have five tile servers that run Windows Server.

You need to block users from uploading video files that have the .mov extension to shared folders on the file servers. All other types of files must be allowed. The
solution must minimize administrative effort.

What should you create?

A. a Dynamic Access Control central access policy
B. afile screen

C. a Dynamic Access Control central access rule
D. a data loss prevention (DLP) policy

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/windows-server/storage/fsrm/file-screening-management

NEW QUESTION 4

- (Exam Topic 3)

Your network contains an Active Directory Domain Services (AD DS) forest named contoso.com. The forest contains a child domain named east.contoso.com.
in the contoso.com domain, you create two users named Adminl and Admin2. You need to ensure that the users can perform the following tasks:

» Adminl can create and manage Active Directory sites.

» Admin2 can deploy domain controller to the easl.conloso.com domain. The solution must use the principle of least privilege.

To which group should you add each user? To answer, select the appropriate options in the answer area. NOTE Each correct selection is worth one point.
Arawer Area

A. Mastered
B. Not Mastered

Answer: A
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Explanation:
Reference:
https://docs.microsoft.com/en-us/windows-server/remote/remote-access/ras/multisite/configure/step-2-configure

NEW QUESTION 5

- (Exam Topic 3)

Your network contains an on-premises Active Directory Domain Services (AD DS) domain named contoso.com The domain contains three servers that run
Windows Server and have the Hyper-V server rote installed. Each server has a Switch Embedded Teaming (SET) team

You need to verity that Remote Direct Memory Access (RDMA) and all the required Windows Server settings are configured properly on each server.
What should you use?

A. Server Manager

B. the validate-DCB cmdtet
C. the Get-NetAdaptor cmdlet
D. Failover Cluster Manager

Answer: B

Explanation:
Reference: https://github.com/Microsoft/Validate-DCB

NEW QUESTION 6

- (Exam Topic 3)

Your network contains a single domain Active Directory Domain Services (AD DS) forest named contoso.com. The forest contains a single Active Directory site.
You plan to deploy a read only domain controller (RODC) to a new datacenter on a server named Serverl. A user named Userl is a member of the local
Administrators group on Serverl.

You need to recommend a deployment plan that meets the following requirements:

> Ensures that a user named Userl can perform the RODC installation on Serverl
> Ensures that you can control the AD DS replication schedule to the Serverl
> Ensures that Serverl is in a new site named RemoteSitel

> Uses the principle of least privilege
Which three actions should you recommend performing in sequence? To answer, move the appropriate actions from the list of actions to the answer area and
arrange them in the correct order.

Actions Answer Area

Instruct Userl to run the Active Directory
Domain Services installation Wizard on Serverl.

Create a site and a subnet.

Create a site link,

O

Pre-create an RODC account.

Add Userl to the Contoso\Administrators
group.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Application Description automatically generated with medium confidence

Box 1.

We need to create a site and subnet for the remote site. The new site will be added to the Default IP Site Link so we don't need to create a new site link. You
configure the replication schedule on the site link.

Box 2.

When we pre-create an RODC account, we can specify who is allowed to attach the server to the prestaged account. This means that the Userl does not need to
be added to the Domain Admins group.

Box3.

Userl can connect the RODC to the prestaged account by running the AD DS installation wizard. Reference:
https://mehic.se/2018/01/02/how-to-install-and-configure-read-only-domain-controller-rodc-2016/

NEW QUESTION 7

- (Exam Topic 3)

You have a server named Serverl.

You plan to use Storage Spaces to expand the storage available to Serverl. You attach eight physical disks to Serverl. Four disks are HDDs and four are SSDs.
You need to create a volume on Serverl that will use the storage on all the new disks. The solution must provide the fastest read performance for frequently used
files.
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Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Create a virtual disk.

Convert each new disk into a dynamic disk.

Create a storage pool. @

Create a spanned volume.
Convert each new disk into a GPT disk.

Create a simple volume

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:

https://redmondmag.com/articles/2018/07/31/storage-spaces-windows-server-2016-1.aspx https://redmondmag.com/articles/2018/08/02/storage-spaces-windows-
server-2016-2.aspx

NEW QUESTION 8
- (Exam Topic 3)
Your company has offices in Boston and Montreal. The offices are connected by using a 10-Mbps WAN link that is often saturated The office in Boston contains
the following:
 An Active Directory Domain Services (AD DS) domain controller named DCL1.
* A server named Serverl that runs Windows Server and has the File Server role installed
The office in Montreal contains 20 client computers that run Windows 10 Montreal does NOT have any servers.
The company plans to deploy a new line of business (LOB) application to all the client computers. The installation source files for the application are in
\\Server\Apps.
Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

NEW QUESTION 9

- (Exam Topic 3)

You plan to deploy an Azure virtual machine that will run Windows Server.

You need to ensure that an Azure Active Directory (Azure AD) user nameduserl@contoso.com can connect 10 the virtual machine by using the Azure Serial
Console.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

orhgure on the AZure wiiual machng |

Assion the followeng noke 1o Lised ]

Virtual Machme Contnbutod

Vintual Machene Adonestiaton Login

Virtual Madhine User Logm

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/troubleshoot/azure/virtual-machines/serial-console-overview

NEW QUESTION 10

- (Exam Topic 3)

Your network contains an Active Directory Domain Services (AD DS) domain named adatum.com The domain contains a server named Serverl and the users
shown In the following table.

—

Name Member of
Lseri Groupl
liserd Groupd
Lsard Groyp?

Serverl contains a folder named D:\Folderl. The advanced security settings for Folder 1 are configured as shown in the Permissions exhibit. (Click the
Permissions lab.)
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Ak dnced Securtty Settings for Felder) 0 )
Hamme D:\Folder |

Cner Adrrinntraters (SFRVER ! Admiristraters) @

Permavon share fuditing Effectre Accens

For pddonal wmformatiaon, double- chick a permisson entry, To modiy 8 permassor ertny select the entry and chick Edit (f avedabie

Pesminson entnes

Type Pnncipal Aooes nhented fram Applies to
! Allow  Admenrtretors (SERVER D Admenestrators]  Full cantro tone This foider, sublfoiders and Files
RL Aliows Group ) (ADATURS. Graup ) Fead Nese Thuid fedder subfoiders amd Files
B Allaw Grougd (ADATUN. Grounld) Weite HNHene Thit foider, subfeiders and Niles
Auhd

Enable mhertanie

L | Replac e all cMeld byt permition entnes with mmhetaple perrmsdon énthies from s object

O Cencel
Folderl is shared by using the following configurations
Group Permission
Group! Allow - Change
o2 Aliow - Full Control
Path : Di\Folderl
Hams : Sharel
ShareType : FileSystemDirectary
FolderEnum=rationMode : Unrestricted
Answer Area
Statements Yes Ne
Uiser1 can read the files in Sharel,
User3 can defete files in Sharel
f Liser? connects 1o\ Semver ] adatumwcom from File Exploners
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes No
Uiser1 can resd the files in Sharel. j_ |
Ulserd can defete files in Share r I

I Userd conmets to ) Senveradatum.oom from File Explones |

NEW QUESTION 10

- (Exam Topic 3)

You have a server named Serverl that runs Windows Server. You plan to host applications in Windows containers.
You need to configure Serverl to run containers. What should you install?

A. Windows Admin Center

B. the Windows Subsystem for Linux
C. Doctor

D. Hyper-V

Answer: C
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NEW QUESTION 15

- (Exam Topic 3)

Your network contains an Active Directory Domain Services (AD DS) domain named contoso.com. The domain contains the VPN servers shown in the following
table.

 Name | IP address
|VPN1 [ 172160254
VPR2 | 131.10015.254

VPN3 | 10.10.0.254

You have a server named NPS1 that has Network Policy Server (NPS) installed. NPS1 has the following RADIUS clients:

Hane lientl

Address v 172.16.8.254
AuthattrlbvteRequlired @ False
Sharedsecret ¢ Pas5w.ro
Vendorfame = RADTUS Standard
Enabled : False

Hame : HPSclient2
Address P 131.18.15.254
AuthattrlbiuteRaqulred & False
EharedSecret : PaSSw. rd
VendorHame v RADIUS Stamdard
Enabled T

Hame : NPSelient
Addrecs r 172.16.1.254
Auth? Lllj.."n.ll:r':q.-i":'.' r False
SharedSecret ¢ Pa5S5w. rd
vendoriame ¢ RADIUE Standard
Enablad s True

VPN1, VPN2, and VPN3 use NPS1 for RADIUS authentication. All the users in contoso.com are allowed to establish VPN connections. For each of the following
statements, select Yes If the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Arswer Arca

Statements Yes MNo

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Text, letter Description automatically generated

NEW QUESTION 20

- (Exam Topic 3)

Your network contains an Active Directory Domain Services (AD DS) domain.

You have a Group Policy Object (GPO) named GPO1 that contains Group Policy preferences. You plan to link GPOL1 to the domain.

You need to ensure that the preference in GPO1 apply only to domain member servers and NOT to domain controllers or client computers. All the other Group
Policy settings in GPO1 must apply to all the computers. The solution must minimize administrative effort.

Which type of item level targeting should you use?

A. Domain

B. Operating System

C. Security Group

D. Environment Variable

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/dn78918

NEW QUESTION 23

- (Exam Topic 3)

You have an on-premises Active Directory Domain Services (AD DS) domain that syncs with an Azure Active Directory (Azure AD) tenant Group writeback is
enabled in Azure AD Connect.

The AD DS domain contains a server named Serverl Server 1 contains a shared folder named sharel.

You have an Azure Storage account named storage2 that uses Azure AD-based access control. The storage2 account contains a share named shared

You need to create a security group that meets the following requirements:

 Can contain users from the AD DS domain

» Can be used to authorize user access to share 1 and share2 What should you do?

A. in the AD DS domain, create a universal security group
B. in the Azure AD tenant create a security group that has assigned membership
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C. in the Azure AD Tenant create a security group that has dynamic membership.
D. in the Azure AD tenant create a Microsoft 365 group

Answer: B

NEW QUESTION 25

- (Exam Topic 3)

You plan to deploy a containerized application that requires .NET Core.

You need to create a container image for the application. T he image must be as small as possible. Which base image should you use?

A. Nano Server

B. Server Cote

C. Windows Server
D. Windows

Answer: A

Explanation:
Reference:
https://techcommunity.microsoft.com/t5/containers/nano-server-x-server-core-x-server-which-base-image-is-the

NEW QUESTION 26
- (Exam Topic 3)
You have a server named Serverl that runs Windows Server. Serverl has the storage pools shown in the following table.

Name | Number of 7,200- | Number of 10,000- | Number of
RPM HDDs RPMHDDs |  sSDs |
Pooit | 4 4 . MNone .
Pool? | None -
| Poci3 | 8 Nene 4

You plan to create a virtual disk named VDisk1 that will use storage tiers. Which pools can you use to create VDisk1 ?

A. Pool2 and Pool3 only
B. Pool 2only

C. Pool only

D. Pool, Pool2, and Pool3
E. Pooll and Pool2 only
F. Pooll and Pool3 only
G. Pool3 only

Answer: A

Explanation:
Storage tiering requires both standard HDDs and SSDs. We cannot use Pooll because it does not have any SSDs.

NEW QUESTION 30

- (Exam Topic 3)

You need to sync files from an on-premises server named Serverl to Azure by using Azure File Sync You have a cloud tiering policy that is configured for 30
percent free space and 70 days.

Volume f on Serverl is 500 GB.

A year ago. you configured E:\Oata on Serverl to sync by using Azure File Sync. The files that are visible in E:\Data are shown in the following table.

Mame Size Last accessed
File 200 GB days a0
Files 100 GB 10 days ago
Fite3 208 B 60 days ago
File4 50 GB 100 days ago

Volume E does NOT contain any other files.
Where are Filel and flle3 located? To answer, select the appropriate options In the answer area.
Answer Area

\ ;
rie _
vETeT | Onily

The Azure file share ondy

Sacer | and the Arure file chare

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

gy | Li
-

e Anure file share only

Swarver] and the Arure file share

NEW QUESTION 33

- (Exam Topic 3)

Your network contains an Active Directory Domain Services (AD DS) domain named contoso.com. The domain contains a DNS server named Serverl. Serverl
hosts a DNS zone named fabrikam.com that was signed by DNSSEC.

You need to ensure that all the member servers in the domain perform DNSSEC validation for the fabrikam.com namespace.

What should you do?

A. On Served, run the Add-DnsServerTrustAnchor cmdlet.

B. On each member server, run the Add-DnsServerTrustAnchor cmdlet.

C. From a Group Policy Object (GPO). add a rule to the Name Resolution Policy Table (NRPT).
D. From a Group Policy Object (GPO). modify the Network List Manager policies.

Answer: C

NEW QUESTION 34

- (Exam Topic 3)

Your network contains an Active Directory Domain Services (AD DS) forest. The forest contains three Active Directory sites named Sitel, Site2, and Site3. Each
site contains two domain controllers. The sites are connected by using DEFAULTIPSITELINK.

You open a new branch office that contains only client computers.

You need to ensure that the client computers in the new office are primarily authenticated by the domain controllers in Sitel.

Solution: You create a new subnet object that is associated to Sitel. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 37

- (Exam Topic 3)

You have an Azure subscription named subl and 500 on-premises virtual machines that run Windows Server. You plan to onboard the on-premises virtual
machines to Azure Arc by running the Azure Arc deployment script

You need to create an identity that mil be used by the script to authenticate access to subl. The solution must use the principle of least privilege.

How should you complete the command? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Answer Area

ure Lonnected Machne Onboardang

WVirtual Machane Conliniuton

Wirtial Machane Lice 11ig]

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Text Description automatically generated

Reference:
https://docs.microsoft.com/en-us/azure/azure-arc/servers/onboard-service-principal

NEW QUESTION 42

- (Exam Topic 3)

You have a Windows Server container host named Serverl and an Azure subscription. You deploy an Azure container registry named Registryl to the
subscription.

On Serverl, you create a container image named imagel. You need to store imager in Registryl.

Which command should you run on Serverl ? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/container-registry/container-registry-get-started-docker-cli?tabs=azure-cl

NEW QUESTION 45

- (Exam Topic 3)

You have a Group Policy Object (GPO) named GPO1 that contains user settings only. You plan to apply GPOL to a global security group named Groupl.

You link GPOL1 to the domain, and you remove all the permissions granted to the Authenticated Users group. You need to configure permissions for GP0O1 to meet
the following requirements.

* GPO1 must apply only to the users in Group 1.

* The solution must use the principle of least privilege

Answer Area
i w
- - i
= -II [} 1 ] I 1 II
ADMMY OF J 8l
Head on
'-T-_‘_ f [ S Jl_,n. - |
Lo I'r'" Ui L i 3l Hl':.
A ond
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
-:— ] -
| APPly QIOUD PORCY &na w ]
ADPY QIrou) ' !
=830 Onl
ma ST 1 1 v |

NEW QUESTION 48

- (Exam Topic 3)

You have a server named Serverl that runs Windows Server Serverl has a just-a-bunch-of-disks (JBOD) enclosure attached.

You plan to create a storage pool on Serverl and a virtual disk that will use a mirror layout. You are considering whether to use a two-way or a three-way mirror
layout.

What is the minimum number of disks required for each type of minor layout? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Answer Area
T SO ¥ MUrTeH [ w
i
Three-way mirror: | b/
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
'Ill‘.q_ W ay l'ﬁlu'_ I I v ’
|
|
-"'f."f' J.'la'r!ﬂlr" . -;'-

-

NEW QUESTION 51
- (Exam Topic 3)
You have a file server named Serverl that runs Windows Server and contains the volumes shown in the following table.

Name | File system
( NTES
D NTES
£ REFS

On which volumes can you use BitLocker Drive Encryption (BitLocker) and disk quotas? To answer select the appropriate options in the answer area. NOTE Each
correct selection is worth one point.
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Answer Arca

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Table Description automatically generated

Reference:
https://docs.microsoft.com/en-us/windows-server/storage/refs/refs-overview

NEW QUESTION 52

- (Exam Topic 3)

Your network contains an Active Directory Domain Services (AD DS) domain named contoso.com. You need to identify which server is the PDC emulator for the
domain.

Solution: From Active Directory Sites and Services, you right-click Default-First-Site-Name in the console tree, and then select Properties.

Does this meet the goal?

A.Yes
B. No

Answer: B

NEW QUESTION 55
- (Exam Topic 3)

Your network contains an on -premises Active Directory Domain Services (AD DS) domain named contoso.com The domain contains the objects shown in the
following table.

MName Type

SMOLID. Domam local securnty

Computerl | Computer

You plan to sync contoso.com with an Azure Active Directory (Azure AD) tenant by using Azure AD Connect You need to ensure that all the objects can be used in
Conditional Access policies What should you do?

A. Change the scope of Group2 to Universal

B. Clear the Configure device writeback option.

C. Change the scope o' Groupl and Group2 to Global
D. Select the Configure Hybrid Azure AD join option.

Answer: D

Explanation:
Hybrid Azure AD join needs to be configured to enable Computerl to be used in Conditional Access Policies. Synchronized users, universal groups and domain
local groups can be used in Conditional Access Policies.

NEW QUESTION 59

- (Exam Topic 3)

Your network contains a Active Directory Domain Service (AD DS) forest named contoso.com. The forest root domain contains a server named serverl.
contoso.com.

A two-way forest trust exists between the contoso.com forest and an AD DS forest named fabrikam.com. The fabrikam.com forest contains 10 child domains.
You need to ensure that only the members of a group named fabrikam\Groupl can authenticate to serverl.contoso.com.

What should you do first?

A. Change the trust to a one-way external trust.

B. Add fabrikam\Groupl to the local Users group on serverl.contoso.com.
C. Enable SID filtering for the trust.

D. Enable Selective authentication for the trust.

Answer: B

NEW QUESTION 63
- (Exam Topic 3)
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You have a server named Serverl that runs Windows Server and has the Hyper-V server role installed. You need 10 limit which Hyper-V module cmdlets helpdesk
users can use when administering Server 1

remotely.

You configure Just Enough Administration (JEA) and successfully build the role capabilities and session configuration files.

How should you complete the PowerShell command? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

Reference:
https://docs.microsoft.com/en-us/powershell/scripting/learn/remoting/jea/register-jea?view=powershell-7.2

NEW QUESTION 66
- (Exam Topic 2)
You need to configure remote administration to meet the security requirements. What should you use?

A. just in time (JIT) VM access

B. Azure AD Privileged Identity Management (PIM)

C. the Remote Desktop extension for Azure Cloud Services
D. an Azure Bastion host

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/defender-for-cloud/just-in-time-access-usage ?tabs=jit-config-asc%2Cijit

NEW QUESTION 70

- (Exam Topic 3)

Your network contains an Active Directory Domain Services (AD DS) domain named conioso.com. You need to identify which server is the PDC emulator for the
domain.

Solution: from Active Directory Users and Computers, you right-click contoso.com in the console tree, and then select Operations Master

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 71

- (Exam Topic 2)

You are planning the implementation Azure Arc to support the planned changes. You need to configure the environment to support configuration management
policies. What should you do?

A. Hybrid Azure AD join all the servers.

B. Create a hybrid runbook worker m Azure Automation.

C. Deploy the Azure Connected Machine agent to all the servers.
D. Deploy the Azure Monitor agent to all the servers.

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/azure-arc/servers/plan-at-scale-deployment

NEW QUESTION 75

- (Exam Topic 2)

You need to configure the Group Policy settings to ensure that the Azure Virtual Desktop session hosts meet the security requirements. What should you
configure?

A. security filtering for the link of GP04

B. security filtering for the link of GPO1

C. loopback processing in GPO4

D. the Enforced property for the link of GP0O1
E. loopback processing in GPO1

F. the Enforced property for the link of GP04
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Answer: C

NEW QUESTION 79
- (Exam Topic 1)
You need to meet the technical requirements for the site links. Which users can perform the required tasks?

A. Adminl only

B. Adminl and Admin3 only

C. Adminl and Admin2 only

D. Admin3 only

E. Adminl, Adrrun2. and Admin3

Answer: C
Explanation:

Membership in the Enterprise Admins group or the Domain Admins group in the forest root domain is required.

NEW QUESTION 80

- (Exam Topic 1)

You need to meet the technical requirements for VM2. What should you do?
A. Implement shielded virtual machines.

B. Enable the Guest services integration service.

C. Implement Credential Guard.

D. Enable enhanced session mode.

Answer: B

NEW QUESTION 81
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