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NEW QUESTION 1
Refer to the exhibit.

aaa new-model

radius-server host 10.0.0.12 key secreti2

Which statement about the authentication protocol used in the configuration is true?

A. The authentication request contains only a password

B. The authentication request contains only a username

C. The authentication and authorization requests are grouped in a single packet.
D. There are separate authentication and authorization request packets.

Answer: C

NEW QUESTION 2
Which two preventive measures are used to control cross-site scripting? (Choose two.)

A. Enable client-side scripts on a per-domain basis.

B. Incorporate contextual output encoding/escaping.

C. Disable cookie inspection in the HTML inspection engine.

D. Run untrusted HTML input through an HTML sanitization engine.
E. SameSite cookie attribute should not be used.

Answer: AB

NEW QUESTION 3
An engineer is configuring a Cisco ESA and wants to control whether to accept or reject email messages to a recipient address. Which list contains the allowed
recipient addresses?

A. SAT
B. BAT
C. HAT
D. RAT

Answer: D

NEW QUESTION 4
Which two capabilities does TAXII support? (Choose two.)

A. exchange

B. pull messaging
C. binding

D. correlation

E. mitigating

Answer: BC

NEW QUESTION 5
What are two Detection and Analytics Engines of Cognitive Threat Analytics? (Choose two.)

A. data exfiltration

B. command and control communication
C. intelligent proxy

D. snort

E. URL categorization

Answer: AB

Explanation:

Reference: https://www.cisco.com/c/dam/en/us/products/collateral/security/cognitive-threat-analytics/at-a-glance-c45-736555.pdf
NEW QUESTION 6

Which exfiltration method does an attacker use to hide and encode data inside DNS requests and queries?

A. DNS tunneling

B. DNSCrypt

C. DNS security

D. DNSSEC

Answer: A

Explanation:
Reference: https://learn-umbrella.cisco.com/cloud-security/dns-tunneling
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NEW QUESTION 7
Which algorithm provides encryption and authentication for data plane communication?

A. AES-GCM
B. SHA-96
C. AES-256
D. SHA-384

Answer: A

NEW QUESTION 8

Which technology reduces data loss by identifying sensitive information stored in public computing environments?
A. Cisco SDA

B. Cisco Firepower

C. Cisco HyperFlex

D. Cisco Cloudlock

Answer: D

Explanation:

Reference: https://www.cisco.com/c/dam/en/us/products/collateral/security/cloudlock/cisco-cloudlock-cloud-data-security-datasheet.pdf

NEW QUESTION 9
Refer to the exhibit.

snmp-server group SNMP v3 auth access 15

What does the number 15 represent in this configuration?

A. privilege level for an authorized user to this router

B. access list that identifies the SNMP devices that can access the router
C. interval in seconds between SNMPv3 authentication attempts

D. number of possible failed attempts until the SNMPv3 user is locked out

Answer: B

NEW QUESTION 10
What is the result of running the crypto isakmp key ciscXXXXXXXX address 172.16.0.0 command?

A. authenticates the IKEv2 peers in the 172.16.0.0/16 range by using the key ciSCXXXXXXXX
B. authenticates the IP address of the 172.16.0.0/32 peer by using the key CiSCXXXXXXXX
C. authenticates the IKEv1 peers in the 172.16.0.0/16 range by using the key cisSCXXXXXXXX
D. secures all the certificates in the IKE exchange by using the key ciSCXXXXXXXX

Answer: B

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/al/sec-al-cr-book/sec-cr-c4.html#wp6039879000

NEW QUESTION 10
Which two probes are configured to gather attributes of connected endpoints using Cisco Identity Services Engine? (Choose two.)

A. RADIUS
B. TACACS+
C. DHCP

D. sFlow

E. SMTP

Answer: AC
Explanation:

Reference: https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_prof_pol.html

NEW QUESTION 15
DRAG DROP

Drag and drop the Firepower Next Generation Intrustion Prevention System detectors from the left onto the correct definitions on the right.
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PortScan Detection many-to-one PortScan in which multiple hosts query a
single host for open ports
Port Sweep one-to-one PortScan, attacker mixes spoofed source

IP addresses with the actual scanning IP address

Decoy PortScan one-to-many port sweep, an attacker against one or a
few hosts to scan a single port on multiple target hosts

one-to-one PortScan, an attacker against one or a

Disinbuted PortScan few hosts to scan one or multiple ports

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-v64/detecting_specific_threats.html

NEW QUESTION 20
DRAG DROP
Drag and drop the capabilities from the left onto the correct technologies on the right.

defection, blocking, fracking, analysis,

crs : Next Generation
and remediation to protect against ; ;
targeted persistent malware attacks Intrusion Prevention System
superior threat prevention and mitigation Advanced Malware
for known and unknown threats Protection
application-layer control and ability to application

enforce usage and tailor detection policies
based on custom applications and URLs

compined Iintegrated solution of strong

defense and web protection, visibility, and
controlling solutions

control and URL filtering

Cisco
Web Security Appliance

A. Mastered
B. Not Mastered

Answer: A

Explanation:
gi@ﬁﬁ%ﬂﬁ'}g.lﬁ:&%&?ﬁf = superior threat prevention and mitigation
targeted persistent malware attacks for known and unknown threats

superior threat prevention and mitigation detection, blocking, tracking, analysis,

and remediation to protect against
for known and unknown threats targeted persistent malware attacks
application-layer control and ability to application-layer control and ability to

enforce usage and tailor detection policies| |enforce usage and tailor detection policies
based on custom applications and URLs based on custom applications and URLS

combined integrated solufion of strong combined integrated solufion of sfrong
defense and web protection, visibility, and | |defense and web protection, visibility, and
controlling solutions controlling solutions

NEW QUESTION 24
How does Cisco Umbrella archive logs to an enterprise- owned storage?
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A. by using the Application Programming Interface to fetch the logs

B. by sending logs via syslog to an on-premises or cloud-based syslog server

C. by the system administrator downloading the logs from the Cisco Umbrella web portal
D. by being configured to send logs to a self-managed AWS S3 bucket

Answer: D

Explanation:
Reference: https://docs.umbrella.com/deployment-umbrella/docs/log-management

NEW QUESTION 26
In which cloud services model is the tenant responsible for virtual machine OS patching?

A. laaS
B. UCaaS
C. PaaS
D. SaaS

Answer: A

Explanation:
Reference: https://www.cmswire.com/cms/information-management/cloud-service-models-iaas-saas-paas-how-microsoft-office-365-azure-fit-in-021672.php

NEW QUESTION 30
An engineer configured a new network identity in Cisco Umbrella but must verify that traffic is being routed through the Cisco Umbrella network. Which action tests
the routing?

A. Ensure that the client computers are pointing to the on-premises DNS servers.

B. Enable the Intelligent Proxy to validate that traffic is being routed correctly.

C. Add the public IP address that the client computers are behind to a Core Identity.
D. Browse to http://welcome.umbrella.com/ to validate that the new identity is working.

Answer: B

NEW QUESTION 34
Which statement about IOS zone-based firewalls is true?

A. An unassigned interface can communicate with assigned interfaces
B. Only one interface can be assigned to a zone.

C. An interface can be assigned to multiple zones.

D. An interface can be assigned only to one zone.

Answer: D

Explanation:
Reference: https://www.cisco.com/c/en/us/support/docs/security/ios-firewall/98628-zone-design-guide.html

NEW QUESTION 36
Which two activities can be done using Cisco DNA Center? (Choose two.)

A. DHCP

B. design

C. accounting
D. DNS

E. provision

Answer: BE

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-
center/1-2-1/user_guide/b_dnac ug 1 2 1/b dnac_ug 1 2 chapter_00.pdf

NEW QUESTION 38
What is the difference between deceptive phishing and spear phishing?

A. Deceptive phishing is an attacked aimed at a specific user in the organization who holds a C-level role.

B. A spear phishing campaign is aimed at a specific person versus a group of people.

C. Spear phishing is when the attack is aimed at the C-level executives of an organization.

D. Deceptive phishing hijacks and manipulates the DNS server of the victim and redirects the user to a false webpage.

Answer: B

NEW QUESTION 42
Which solution combines Cisco 10S and I0S XE components to enable administrators to recognize applications, collect and send network metrics to Cisco Prime
and other third-party management tools, and prioritize application traffic?
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A. Cisco Security Intelligence

B. Cisco Application Visibility and Control
C. Cisco Model Driven Telemetry

D. Cisco DNA Center

Answer: B

NEW QUESTION 44
Why would a user choose an on-premises ESA versus the CES solution?

A. Sensitive data must remain onsite.

B. Demand is unpredictable.

C. The server team wants to outsource this service.
D. ESA is deployed inline.

Answer: A

NEW QUESTION 47
What is the purpose of the Decrypt for Application Detection feature within the WSA Decryption options?

A. It decrypts HTTPS application traffic for unauthenticated users.
B. It alerts users when the WSA decrypts their traffic.

C. It decrypts HTTPS application traffic for authenticated users.

D. It provides enhanced HTTPS application detection for AsyncOS.

Answer: D

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-7/user_guide/b_ WSA UserGuide 11 7/b_ WSA_UserGuide 11 7 chapter_01011.html

NEW QUESTION 48
Which cloud service model offers an environment for cloud consumers to develop and deploy applications without needing to manage or maintain the underlying
cloud infrastructure?

A. PaaS
B. XaaS
C. laaS
D. SaaS

Answer: A

NEW QUESTION 53
What is a characteristic of traffic storm control behavior?

A. Traffic storm control drops all broadcast and multicast traffic if the combined traffic exceeds the level within the interval.

B. Traffic storm control cannot determine if the packet is unicast or broadcast.

C. Traffic storm control monitors incoming traffic levels over a 10-second traffic storm control interval.

D. Traffic storm control uses the Individual/Group bit in the packet source address to determine if the packet is unicast or broadcast.

Answer: A

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/routers/7600/ios/12-1E/configuration/guide/storm.html

NEW QUESTION 57
Which two request of REST API are valid on the Cisco ASA Platform? (Choose two.)

A. put

B. options
C. get

D. push

E. connect

Answer: AC

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/asa/api/qsg-asa-api.html

NEW QUESTION 60
What can be integrated with Cisco Threat Intelligence Director to provide information about security threats, which allows the SOC to proactively automate
responses to those threats?

A. Cisco Umbrella

B. External Threat Feeds
C. Cisco Threat Grid

D. Cisco Stealthwatch
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Answer: C

NEW QUESTION 64
An engineer must force an endpoint to re-authenticate an already authenticated session without disrupting the endpoint to apply a new or updated policy from ISE.
Which CoA type achieves this goal?

A. Port Bounce

B. CoA Terminate

C. CoA Reauth

D. CoA Session Query

Answer: C

NEW QUESTION 69
Which two application layer preprocessors are used by Firepower Next Generation Intrusion Prevention System? (Choose two.)

A. SIP

B. inline normalization
C.SSL

D. packet decoder

E. modbus

Answer: AC

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config-guide-v60/Application_Layer Preprocessors.html

NEW QUESTION 73
Which two services must remain as on-premises equipment when a hybrid email solution is deployed? (Choose two.)

A. DDoS

B. antispam
C. antivirus
D. encryption
E. DLP

Answer: DE

Explanation:

Reference: https://www.cisco.com/c/dam/en/us/td/docs/security/ces/overview_guide/Cisco_Cloud_Hybrid_Email_Security_Overview_Guide.pdf
NEW QUESTION 76

Which two kinds of attacks are prevented by multifactor authentication? (Choose two.)

A. phishing

B. brute force

C. man-in-the-middle

D. DDOS

E. tear drop

Answer: BC

NEW QUESTION 77
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NEW QUESTION 1
Refer to the exhibit.

aaa new-model

radius-server host 10.0.0.12 key secreti2

Which statement about the authentication protocol used in the configuration is true?

A. The authentication request contains only a password

B. The authentication request contains only a username

C. The authentication and authorization requests are grouped in a single packet.
D. There are separate authentication and authorization request packets.

Answer: C

NEW QUESTION 2
Which two preventive measures are used to control cross-site scripting? (Choose two.)

A. Enable client-side scripts on a per-domain basis.

B. Incorporate contextual output encoding/escaping.

C. Disable cookie inspection in the HTML inspection engine.

D. Run untrusted HTML input through an HTML sanitization engine.
E. SameSite cookie attribute should not be used.

Answer: AB

NEW QUESTION 3
An engineer is configuring a Cisco ESA and wants to control whether to accept or reject email messages to a recipient address. Which list contains the allowed
recipient addresses?

A. SAT
B. BAT
C. HAT
D. RAT

Answer: D

NEW QUESTION 4
Which two capabilities does TAXII support? (Choose two.)

A. exchange

B. pull messaging
C. binding

D. correlation

E. mitigating

Answer: BC

NEW QUESTION 5
What are two Detection and Analytics Engines of Cognitive Threat Analytics? (Choose two.)

A. data exfiltration

B. command and control communication
C. intelligent proxy

D. snort

E. URL categorization

Answer: AB

Explanation:

Reference: https://www.cisco.com/c/dam/en/us/products/collateral/security/cognitive-threat-analytics/at-a-glance-c45-736555.pdf
NEW QUESTION 6

Which exfiltration method does an attacker use to hide and encode data inside DNS requests and queries?

A. DNS tunneling

B. DNSCrypt

C. DNS security

D. DNSSEC

Answer: A

Explanation:
Reference: https://learn-umbrella.cisco.com/cloud-security/dns-tunneling
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NEW QUESTION 7
Which algorithm provides encryption and authentication for data plane communication?

A. AES-GCM
B. SHA-96
C. AES-256
D. SHA-384

Answer: A

NEW QUESTION 8

Which technology reduces data loss by identifying sensitive information stored in public computing environments?
A. Cisco SDA

B. Cisco Firepower

C. Cisco HyperFlex

D. Cisco Cloudlock

Answer: D

Explanation:

Reference: https://www.cisco.com/c/dam/en/us/products/collateral/security/cloudlock/cisco-cloudlock-cloud-data-security-datasheet.pdf

NEW QUESTION 9
Refer to the exhibit.

snmp-server group SNMP v3 auth access 15

What does the number 15 represent in this configuration?

A. privilege level for an authorized user to this router

B. access list that identifies the SNMP devices that can access the router
C. interval in seconds between SNMPv3 authentication attempts

D. number of possible failed attempts until the SNMPv3 user is locked out

Answer: B

NEW QUESTION 10
What is the result of running the crypto isakmp key ciscXXXXXXXX address 172.16.0.0 command?

A. authenticates the IKEv2 peers in the 172.16.0.0/16 range by using the key ciSCXXXXXXXX
B. authenticates the IP address of the 172.16.0.0/32 peer by using the key CiSCXXXXXXXX
C. authenticates the IKEv1 peers in the 172.16.0.0/16 range by using the key cisSCXXXXXXXX
D. secures all the certificates in the IKE exchange by using the key ciSCXXXXXXXX

Answer: B

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/al/sec-al-cr-book/sec-cr-c4.html#wp6039879000

NEW QUESTION 10
Which two probes are configured to gather attributes of connected endpoints using Cisco Identity Services Engine? (Choose two.)

A. RADIUS
B. TACACS+
C. DHCP

D. sFlow

E. SMTP

Answer: AC
Explanation:

Reference: https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_prof_pol.html

NEW QUESTION 15
DRAG DROP

Drag and drop the Firepower Next Generation Intrustion Prevention System detectors from the left onto the correct definitions on the right.
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PortScan Detection many-to-one PortScan in which multiple hosts query a
single host for open ports
Port Sweep one-to-one PortScan, attacker mixes spoofed source

IP addresses with the actual scanning IP address

Decoy PortScan one-to-many port sweep, an attacker against one or a
few hosts to scan a single port on multiple target hosts

one-to-one PortScan, an attacker against one or a

Disinbuted PortScan few hosts to scan one or multiple ports

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-v64/detecting_specific_threats.html

NEW QUESTION 20
DRAG DROP
Drag and drop the capabilities from the left onto the correct technologies on the right.

defection, blocking, fracking, analysis,

crs : Next Generation
and remediation to protect against ; ;
targeted persistent malware attacks Intrusion Prevention System
superior threat prevention and mitigation Advanced Malware
for known and unknown threats Protection
application-layer control and ability to application

enforce usage and tailor detection policies
based on custom applications and URLs

compined Iintegrated solution of strong

defense and web protection, visibility, and
controlling solutions

control and URL filtering

Cisco
Web Security Appliance

A. Mastered
B. Not Mastered

Answer: A

Explanation:
gi@ﬁﬁ%ﬂﬁ'}g.lﬁ:&%&?ﬁf = superior threat prevention and mitigation
targeted persistent malware attacks for known and unknown threats

superior threat prevention and mitigation detection, blocking, tracking, analysis,

and remediation to protect against
for known and unknown threats targeted persistent malware attacks
application-layer control and ability to application-layer control and ability to

enforce usage and tailor detection policies| |enforce usage and tailor detection policies
based on custom applications and URLs based on custom applications and URLS

combined integrated solufion of strong combined integrated solufion of sfrong
defense and web protection, visibility, and | |defense and web protection, visibility, and
controlling solutions controlling solutions

NEW QUESTION 24
How does Cisco Umbrella archive logs to an enterprise- owned storage?
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A. by using the Application Programming Interface to fetch the logs

B. by sending logs via syslog to an on-premises or cloud-based syslog server

C. by the system administrator downloading the logs from the Cisco Umbrella web portal
D. by being configured to send logs to a self-managed AWS S3 bucket

Answer: D

Explanation:
Reference: https://docs.umbrella.com/deployment-umbrella/docs/log-management

NEW QUESTION 26
In which cloud services model is the tenant responsible for virtual machine OS patching?

A. laaS
B. UCaaS
C. PaaS
D. SaaS

Answer: A

Explanation:
Reference: https://www.cmswire.com/cms/information-management/cloud-service-models-iaas-saas-paas-how-microsoft-office-365-azure-fit-in-021672.php

NEW QUESTION 30
An engineer configured a new network identity in Cisco Umbrella but must verify that traffic is being routed through the Cisco Umbrella network. Which action tests
the routing?

A. Ensure that the client computers are pointing to the on-premises DNS servers.

B. Enable the Intelligent Proxy to validate that traffic is being routed correctly.

C. Add the public IP address that the client computers are behind to a Core Identity.
D. Browse to http://welcome.umbrella.com/ to validate that the new identity is working.

Answer: B

NEW QUESTION 34
Which statement about IOS zone-based firewalls is true?

A. An unassigned interface can communicate with assigned interfaces
B. Only one interface can be assigned to a zone.

C. An interface can be assigned to multiple zones.

D. An interface can be assigned only to one zone.

Answer: D

Explanation:
Reference: https://www.cisco.com/c/en/us/support/docs/security/ios-firewall/98628-zone-design-guide.html

NEW QUESTION 36
Which two activities can be done using Cisco DNA Center? (Choose two.)

A. DHCP

B. design

C. accounting
D. DNS

E. provision

Answer: BE

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-
center/1-2-1/user_guide/b_dnac ug 1 2 1/b dnac_ug 1 2 chapter_00.pdf

NEW QUESTION 38
What is the difference between deceptive phishing and spear phishing?

A. Deceptive phishing is an attacked aimed at a specific user in the organization who holds a C-level role.

B. A spear phishing campaign is aimed at a specific person versus a group of people.

C. Spear phishing is when the attack is aimed at the C-level executives of an organization.

D. Deceptive phishing hijacks and manipulates the DNS server of the victim and redirects the user to a false webpage.

Answer: B

NEW QUESTION 42
Which solution combines Cisco 10S and I0S XE components to enable administrators to recognize applications, collect and send network metrics to Cisco Prime
and other third-party management tools, and prioritize application traffic?
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A. Cisco Security Intelligence

B. Cisco Application Visibility and Control
C. Cisco Model Driven Telemetry

D. Cisco DNA Center

Answer: B

NEW QUESTION 44
Why would a user choose an on-premises ESA versus the CES solution?

A. Sensitive data must remain onsite.

B. Demand is unpredictable.

C. The server team wants to outsource this service.
D. ESA is deployed inline.

Answer: A

NEW QUESTION 47
What is the purpose of the Decrypt for Application Detection feature within the WSA Decryption options?

A. It decrypts HTTPS application traffic for unauthenticated users.
B. It alerts users when the WSA decrypts their traffic.

C. It decrypts HTTPS application traffic for authenticated users.

D. It provides enhanced HTTPS application detection for AsyncOS.

Answer: D

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-7/user_guide/b_ WSA UserGuide 11 7/b_ WSA_UserGuide 11 7 chapter_01011.html

NEW QUESTION 48
Which cloud service model offers an environment for cloud consumers to develop and deploy applications without needing to manage or maintain the underlying
cloud infrastructure?

A. PaaS
B. XaaS
C. laaS
D. SaaS

Answer: A

NEW QUESTION 53
What is a characteristic of traffic storm control behavior?

A. Traffic storm control drops all broadcast and multicast traffic if the combined traffic exceeds the level within the interval.

B. Traffic storm control cannot determine if the packet is unicast or broadcast.

C. Traffic storm control monitors incoming traffic levels over a 10-second traffic storm control interval.

D. Traffic storm control uses the Individual/Group bit in the packet source address to determine if the packet is unicast or broadcast.

Answer: A

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/routers/7600/ios/12-1E/configuration/guide/storm.html

NEW QUESTION 57
Which two request of REST API are valid on the Cisco ASA Platform? (Choose two.)

A. put

B. options
C. get

D. push

E. connect

Answer: AC

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/asa/api/qsg-asa-api.html

NEW QUESTION 60
What can be integrated with Cisco Threat Intelligence Director to provide information about security threats, which allows the SOC to proactively automate
responses to those threats?

A. Cisco Umbrella

B. External Threat Feeds
C. Cisco Threat Grid

D. Cisco Stealthwatch
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Answer: C

NEW QUESTION 64
An engineer must force an endpoint to re-authenticate an already authenticated session without disrupting the endpoint to apply a new or updated policy from ISE.
Which CoA type achieves this goal?

A. Port Bounce

B. CoA Terminate

C. CoA Reauth

D. CoA Session Query

Answer: C

NEW QUESTION 69
Which two application layer preprocessors are used by Firepower Next Generation Intrusion Prevention System? (Choose two.)

A. SIP

B. inline normalization
C.SSL

D. packet decoder

E. modbus

Answer: AC

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config-guide-v60/Application_Layer Preprocessors.html

NEW QUESTION 73
Which two services must remain as on-premises equipment when a hybrid email solution is deployed? (Choose two.)

A. DDoS

B. antispam
C. antivirus
D. encryption
E. DLP

Answer: DE

Explanation:

Reference: https://www.cisco.com/c/dam/en/us/td/docs/security/ces/overview_guide/Cisco_Cloud_Hybrid_Email_Security_Overview_Guide.pdf
NEW QUESTION 76

Which two kinds of attacks are prevented by multifactor authentication? (Choose two.)

A. phishing

B. brute force

C. man-in-the-middle

D. DDOS

E. tear drop

Answer: BC

NEW QUESTION 77
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