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NEW QUESTION 1
What are two benefits of network automation? (Choose two)

A. reduced operational costs

B. reduced hardware footprint

C. faster changes with more reliable results
D. fewer network failures

E. increased network security

Answer: AC

NEW QUESTION 2
Which command enables a router to become a DHCP client?

A. ip address dhcp
B. ip helper-address
C. ip dhcp pool

D. ip dhcp client

Answer: A

NEW QUESTION 3
Which IPv6 address type provides communication between subnets and cannot route on the Internet?

A. global unicast
B. unique local
C. link-local

D. multicast

Answer: B

NEW QUESTION 4
Which command prevents passwords from being stored in the configuration as plain text on a router or switch?

A. enable secret

B. service password-encryption

C. username Cisco password encrypt
D. enable password

Answer: B

NEW QUESTION 5
Which two actions are performed by the Weighted Random Early Detection mechanism? (Choose two)

A. It drops lower-priority packets before it drops higher-priority packets
B. It can identify different flows with a high level of granularity

C. It guarantees the delivery of high-priority packets

D. It can mitigate congestion by preventing the queue from filling up

E. IT supports protocol discovery

Answer: BD

NEW QUESTION 6
A frame that enters a switch fails the Frame Check Sequence. Which two interface counters are incremented? (Choose two)

A. runts

B. giants

C. frame
D.CRC

E. input errors

Answer: DE

NEW QUESTION 7

How do TCP and UDP differ in the way that they establish a connection between two endpoints?

A. TCP uses synchronization packets, and UDP uses acknowledgment packets.

B. UDP uses SYN, SYN ACK and FIN bits in the frame header while TCP uses SYN, SYN ACK and ACK bits
C. UDP provides reliable message transfer and TCP is a connectionless protocol

D. TCP uses the three-way handshake and UDP does not guarantee message delivery

Answer: D
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NEW QUESTION 8
Refer to the exhibit.

Atlantafeant T

Atlanta (config) faaa new-modsl

Atlanta (config) faia anthanticartion login default local
Atlanta (config) #line vty 0 4
Atlanta(config-line)#login authentication default
Atlanta (config-line) faxitc

Atlanta (config) fusernane ciscoadmin ]:r;‘.*!l!ln-q'u 15
Atlanta (config) fenable password ciscalll
Atlanta (config) fenable sscret testingllld4
Atlanta (config) fand

Enter configuration commands, one per line. End with CNTL/Z.

Atlanta (config) fusername ciscoadmin password adminadminll)

Which password must an engineer use to enter the enable mode?

A. adminadmin123
B. default

C. testing 1234

D. ciscol123

Answer: C

NEW QUESTION 9

What is the primary different between AAA authentication and authorization?

A. Authentication verifies a username and password, and authorization handles the communication between the authentication agent and the user database.

B. Authentication identifies a user who is attempting to access a system, and authorization validates the users password

C. Authentication identifies and verifies a user who is attempting to access a system, and authorization controls the tasks the user can perform.

D. Authentication controls the system processes a user can access and authorization logs the activities the user initiates

Answer: C

NEW QUESTION 10

An engineer must configure a/30 subnet between two routers. Which usable IP address and subnet mask combination meets this criteria?

interface &0/0
description to HQ-AJ37T1:10875
ip address 172.16.1.4 255.255.255.248

interface «0/0
description to HQ-AJ371:10975
ip address 10.2.1.3 255.255.2565.252

interface 0/0
description to HQ-A371:10975
ip address 192.168.1.1 255.255.255.248

interface &0/0
description to HQ-A371:10875
ip address 209.165.201.2 255.293.255.252

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 10

Which unified access point mode continues to serve wireless clients after losing connectivity to the Cisco Wireless LAN Controller?

A. sniffer

B. mesh

C. flexconnect
D. local

Answer: B

NEW QUESTION 13

Which two encoding methods are supported by REST APIs? (Choose two)

A. YAML
B. JSON
C. EBCDIC
D. SGML
E. XML

Answer: AE
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NEW QUESTION 17
What is the primary effect of the spanning-tree portfast command?

A. it enables BPDU messages

B. It minimizes spanning-tree convergence time

C. It immediately puts the port into the forwarding state when the switch is reloaded
D. It immediately enables the port in the listening state

Answer: A

NEW QUESTION 18
Refer to the exhibit.

ip Arp inspection vian 5-10

interface fastethernet 0/1
switchport mode access
switchport access wian S

What is the effect of this configuration?

A. All ARP packets are dropped by the switch

B. Egress traffic is passed only if the destination is a DHCP server.

C. All ingress and egress traffic is dropped because the interface is untrusted

D. The switch discard all ingress ARP traffic with invalid MAC-to-IP address bindings.

Answer: D

NEW QUESTION 21
Refer to the exhibit.

Rl§ show 1p route

192 168.16.0/26 [90/2679326] wvwia 152.168.1.1
192 168 .16.0/24 [120/3) wia 192 .168.1.2
192.168.16.0/21 [110G/2)] wia 1% .1608.1.23

Ll 192 168 .16.0/27 [115/30] wvia 192 168.1. 4

= 0O W 0

Which route does R1 select for traffic that is destined to 192 168.16.27?

A. A.-192.168.16.0/21B.192.168.16.0/24C.192.168 26.0/26D.192.168.16.0/27

Answer: B

NEW QUESTION 26

Which IPv6 address block sends packets to a group address rather than a single address?
A. 2000::/3

B. FC00::/7

C. FE80::/10

D. FF00::/8

Answer: C

NEW QUESTION 31
Refer to the exhibit.

[root@HEsstTass ~]§ 1p route

dafavlt via 192.168.1.1%3 dev sthl proto static

192.168.1.0/26 dav ethl proto kernel scops link src 192.168.1.200 metric 1
[root@HostTest ~]# ip addr show ethl

athl: mtu 1300 qdisc pfifo fast glen 1000
lirk/ather 00:0C:22:83:79:A3 brd #2:F¢-#7.#2-£¢ 27
inet 192.168.1.200/26 brd 152 .1668.1.25% scope glcbal ethl
inets fel0;: :20c:29ff . fef3: 7903 /64 scope link
'U'I;:.d._lfl faravar pflf‘.ff‘ﬂ._:.f'_ faravar

Drag and drop the networking parameters from the left onto the correct values on the right. Check the answer below.
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NIC MAC address

SNt mLEsa

host [P zd¢ress

T':F I.-H.-:'::- I'..

A. Mastered
B. Not Mastered

Answer: A
Explanation:

NIC MAC ad0ress
l .J; T -"d. -

SNt mLEsa

host [P aGCress

T':F I.-H.-:'::- I'..

NEW QUESTION 34

Drag and drop the AAA functions from the left onto the correct AAA services on the right
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Iauthentication

recoras user actvities

restricts the senvices that are available to a user

identifies the user

controls the actions that 3 user can perform

provides analytical nformation for the network admenistrator

verfies the password assoCated with & user

A. Mastered
B. Not Mastered

Answer: A

Explanation:

L

records user actvities |
-—-—-—-—-—-—-—&-—-—-—-—-—-—-—-—-——L

restricts the sennices that are available to 3 user

_________________ |
: identifies the user I recorcs user acovines I
i. _________________ S — — — == — — — — — — — — . m— — — —_ *

r — — dem — — mmam — — — — | — — — — | — — —
controls the achons that a user can perform J | restricts the services that are available to 3 user
' I
provides analytical mformation for the network adminstrator ﬂ T AR e

—_;__'"__,______“__j__'___:__;____;__l

| verfies the password asso0ated with 2 user |

|

-

NEW QUESTION 37
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Which two values or settings must be entered when configuring a new WLAN in the Cisco Wireless LAN Controller GUI? (Choose two)

A. management interface settings

B. QoS settings

C. Ip address of one or more access points
D. SSID

E. Profile name

Answer: DE

NEW QUESTION 41
Refer to Exhibit.

SWiI:
interface FastEthernet0/1

switchport trunk encapsulation dotlqg
switchport trunk native vlan 999

switchport mode trunk

interface FastEthernet(0/1

switchport trunk encapsulation dotlq
switchport trunk native vlan 99
switchport mode trunk

Which action do the switches take on the trunk link?

A. The trunk does not form and the ports go into an err-disabled status.

B. The trunk forms but the mismatched native VLANs are merged into a single broadcast domain.
C. The trunk does not form, but VLAN 99 and VLAN 999 are allowed to traverse the link.

D. The trunk forms but VLAN 99 and VLAN 999 are in a shutdown state.

Answer: C

NEW QUESTION 43
Refer to the exhibit.
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10.10.10.0/730

Site B ; =

R2&sh run router ospf

router ospf 1

router-id 2.2.2.2
og-adjacency-changes

auto-cost reference-bandwidth 10000
network 10.10.10.1 0.0.0.0 area 0

L
network 10.10.13.1 0.0.0.0 area 0

Lo

R2#show ip route
Gateway of last resort is not set

10.0.0.0/8 is 3 subnets, 3 masks

variably subnetteg,

C 10.10.10.0/30 is directly connected
C 10.10.13.0/25 is directly connected, Vian20

C 10.10.13.144/28 is directly connected, Viand0

N

i

"

1010.10.16

Rig#show ip route

Gateway of last resort is not et

10.0.0.0/8 is variably subnetted, 4 subnets, 3 masks
10. 0/30 is directly connected, FastEthernet0/1
10.1 0/25 |110/6576] via 10.10.10.1, 01:37:0
10.10.10.16/20 is directly connected, FastEthernat(/24

10 44/28 [110/110] via 10.10.10.1, 01:37:03

10 10
e w a

s B B |

At e A P

O OO0 N

(F- B |
AV.12.1

Ri#sh run | b router ospf
router ospf

1
router-id 1.1.1.1
og-adjacency-changes
auto-cost reference-bandwidth 10000

-
‘B

network 10.10.10.2 0.0.0.0 area 0

default-information originate

An engineer is bringing up a new circuit to the MPLS provider on the Gi0/1 interface of Routerl The new circuit uses eBGP and teams the route to VLAN25 from
the BGP path What s the expected behavior for the traffic flow for route 10.10.13.0/25?

A. Traffic to 10.10.13.0.25 is load balanced out of multiple interfaces

B. Route 10.10.13.0/25 is updated in the routing table as being learned from interface Gi0/1.

C. Traffic to 10.10.13.0/25 is asymmeteical

D. Route 10.10.13.0/25 learned via the GiO/0 interface remains in the routing table

Answer: D

NEW QUESTION 48
Refer to the exhibit.

10 10.10 16730

M1
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Which type of route does R1 use to reach host 10.10.13.10/327
A. floating static route

B. host route

C. default route

D. network route

Answer: D

NEW QUESTION 50

Two switches are connected and using Cisco Dynamic Trunking Protocol SW1 is set to Dynamic Desirable What is the result of this configuration?

A. The link is in a down state.

B. The link is in an error disables state
C. The link is becomes an access port.
D. The link becomes a trunk port.

Answer: D

NEW QUESTION 55

A user configured OSPF in a single area between two routers A serial interface connecting R1 and R2 is running encapsulation PPP By default which OSPF

network type is seen on this interface when the user types show ip ospf interface on R1 or R2?
A. port-to-multipoint

B. broadcast

C. point-to-point

D. nonbroadcast

Answer: C

NEW QUESTION 56
Refer to the exhibit.

SW1#sh lacp neighbor
Flags: S - Device 1is requesting Slow LACPDUs
F - Device 1s requesting Fast LACPDUs

Channel group 35 neighbors
Partner's information:

LACP port
Port Flags Priority Dev ID Age
Et1/0 SP 32768 aabb.cc80.7000  8s
Etl/1 SP 32768 aabb,cc80.7000 8s

Admin
key
0x0
0x0

A - Device 1s 1n Active mode P - Device 1s 1n Passive mode

Oper
Key

Ox23
0x23

Port Port
Number State
0x101  @x3C
0x102  Ox3C

Based on the LACP neighbor status, in which mode is the SW1 port channel configured?
A. passive

B. mode on

C. auto

D. active

Answer: A

NEW QUESTION 59

An organization has decided to start using cloud-provided services. Which cloud service allows the organization to install its own operating system on a virtual

machine?

A. platform-as-a-service
B. software-as-a-service
C. network-as-a-service
D. infrastructure-as-a-service
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Answer: D

NEW QUESTION 62

Drag and drop the IPv4 network subnets from the left onto the correct usable host ranges on the right

&
==

A. Mastered
B. Not Mastered

Answer: A

Explanation:

—_— F e — e

| - — —

NEW QUESTION 65

Which two tasks must be performed to configure NTP to a trusted server in client mode on a single network device? (Choose two)

A. Enable NTP authentication.
B. Verify the time zone.
C. Disable NTP broadcasts

D. Specify the IP address of the NTP server

E. Set the NTP server private key

Answer: DE

NEW QUESTION 66

When a floating static route is configured, which action ensures that the backup route is used when the primary route fails?

A. The floating static route must have a higher administrative distance than the primary route so it is used as a backup
B. The administrative distance must be higher on the primary route so that the backup route becomes secondary.

C. The floating static route must have a lower administrative distance than the primary route so it is used as a backup
D. The default-information originate command must be configured for the route to be installed into the routing table
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Answer: A

NEW QUESTION 68
What makes Cisco DNA Center different from traditional network management applications and their management of networks?

A. It only supports auto-discovery of network elements in a greenfield deployment.

B. It modular design allows someone to implement different versions to meet the specific needs of an organization
C. IT abstracts policy from the actual device configuration

D. It does not support high availability of management functions when operating in cluster mode

Answer: A

NEW QUESTION 71
Refer to the exhibit.

TR o ~——__ Routert Router2 — ~.

Site A

Router2#show ip route
Gateway of last resort is not set

10.0.0.0/8 s vanably subnetted, 4 subnets, 2 masks
C 10.10.10.8/30 is directly connected, FastEthernat(/2
C 10 10 .10 12/30 15 directly connecied, FasiEthemet(/1
O 10.10.13.0/25[110/11] wia 10.10.10.9, 00:00.03, FastEthermnet0/2
[110/11] via 10.10.10.13, 00:00:03, FastEthermnet(/1
C 10 10 10 4/30 s directly connected, FastEthemet(/2

If OSPF is running on this network, how does Router 2 handle traffic from Site B to 10.10.13/25 at Site A?

A. It sends packets out of interface Fa0/2 only.
B. It sends packets out of interface Fa0/1 only.
C. It cannot send packets to 10.10.13 128/25

D. It load-balances traffic out of Fa0/1 and Fa0/2

Answer: D

NEW QUESTION 76
Drag drop the descriptions from the left onto the correct configuration-management technologies on the right.

ARSI S

1 s

Chet

- a T T E T .l For T T = - - -
- o 3 et | e b

W
g e &

A. Mastered
B. Not Mastered
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Answer: A
Explanation:
Knstis
El el e T {,.,J'.. b e gl pebe e o8 a4 =y 3 rar Jh.p
S ) - - ) o 'll-l'\ll'-: 1000 F, "L.,‘-' r '“-!' -
| - - - o ¥
- B = Fom .
Fa mw = L 3 r CLr = i '\-.r .
- { uSes TCP 81430 for communCation
| |
1—_- _l—il
Chef
uses Rudy tor fundamental configuraton dements
\ ISeS Fudy Tor Jundaments LONMGUN S0 0N eamans
[]
|
uSes SSH for remote device COMMUNCIoON uses SSH for remote device communcabon
L
uSes TCP 8140 for COMMUMCIDIOr Pugoet ,
uses YAML for fundamental configuration dements
usas YAML for fundamental configurabion slements
| funcamenta nfiguration slements are stored in 2 maniest
i 1
NEW QUESTION 81
Refer to the exhibit.
— .
- g
,,_,f" ] —— -

Gi 0/2 Gi 0/1

'f Internet x GO 1@

"\H_‘ r

N _ Gi 03
==

éw

10.0.20.0/26 10.0.10.0/26

= = & =
= =T N . -
q.a_.'r 0 I
-
- = = - - - = -
T l.L L. - ——— - - -y ¥ 3
o " -.-+d-—:.l}-a-'-v'-:--- 4 A o b - .j-"\: | e B - W w s W W e S « U3
& - - - - - - - — - .
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An extended ACL has been configured and applied to router R2 The configuration farted to work as intended Which two changes stop outbound traffic on TCP
ports 25 and 80 to 10.0 20 026 from the 10.0.10 0/26 subnet while still allowing all other traffic? (Choose two)

A. Add a "permit ip any any" statement to the begining of ACL 101 for allowed traffic.
B. Add a "permit ip any any" statement at the end of ACL 101 for allowed traffic

C. The source and destination IPs must be swapped in ACL 101

D. The ACL must be configured the Gi0/2 interface inbound on R1

E. The ACL must be moved to the Gi0/1 interface outbound on R2
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Answer: AE

NEW QUESTION 85
A router running EIGRP has learned the same route from two different paths Which parameter does the router use to select the best path?

A. cost

B. adminstrative distance
C. metric

D. as-path

Answer: C

NEW QUESTION 89
R1 has learned route 192.168.12.0/24 via I1S-IS. OSPF, RIP. and Internal EIGRP Under normal operating conditions, which routing protocol is installed in the
routing table?

A.1S-IS

B. RIP

C. Internal EIGRP
D. OSPF

Answer: C

NEW QUESTION 93

If a notice-level messaging is sent to a syslog server, which event has occurred?
A. A network device has restarted

B. An ARP inspection has failed

C. Arouting instance has flapped

D. A debug operation is running

Answer: A

NEW QUESTION 94
Refer to the exhibit.

Gateway of last resort is 10.12.0.1 to network ©0.0.0.0

O"EL 0.0.0.0/0 [110/1) wia 10.02.0 .1, 00:00:01, GigabitEthernet0/0
10.0.0.0/8 13 variably subnetted, 2 subnets, 2 masks
10 0.0/24 1is directly connectad, GlgabltEcthaernetl/0
10.0.0.2/32 is directly connected, GigabitEthernetd/0
C 10.13.0.0/24 1s directly connected, GigabitEtharnet0/l
L 10.13.0.2/32 is directly connected, GigabitEthernet(/l

If configuring a static default route on the router with the ip route 0.0.0.0 0.0.0.0 10.13.0.1 120 command how does the router respond?

A. It ignores the new static route until the existing OSPF default route is removed

B. It immediately replaces the existing OSPF route in the routing table with the newly configured static route
C. It starts load-balancing traffic between the two default routes

D. It starts sending traffic without a specific matching entry in the routing table to GigabitEthernetO/1

Answer: D

NEW QUESTION 98
An engineer must configure a WLAN using the strongest encryption type for WPA2- PSK. Which cipher fulfills the configuration requirement?

A. WEP
B. RC4
C. AES
D. TKIP

Answer: D

NEW QUESTION 99

Which statement about Link Aggregation when implemented on a Cisco Wireless LAN Controller is true?
A. To pass client traffic two or more ports must be configured.

B. The EtherChannel must be configured in "mode active"

C. When enabled the WLC bandwidth drops to 500 Mbps

D. One functional physical port is needed to pass client traffic

Answer: C
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NEW QUESTION 101
When configuring a WLAN with WPA2 PSK in the Cisco Wireless LAN Controller GUI, which two formats are available to select? (Choose two)

A. ASCII

B. base64

C. binary

D. decimal

E. hexadecimal

Answer: AE

NEW QUESTION 106
Drag and drop the functions from the left onto the correct network components on the right

DHCP Server
hoids the TCP/IP sethings 0 De dstnbuted to the Chents
resolves web URLe mo IP aocresses
stores 3 kst of P addresses mapped o names
2s5gns 3 0efault gateway 10 3 chent BiEs
assgns TP addresses to enabed Chents
A. Mastered
B. Not Mastered
Answer: A
Explanation:
DHCP Server
haids the TCP/IP setungs to be dstnduted to the chents | | hoias the TCP'IP s&mngs 10 D¢ JSTNDULEd 10 the Chents |

—— e e

!

-
resolves web URLs T [P aodresses |

NEW QUESTION 108
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