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NEW QUESTION 1
A network technician needs to correlate security events to analyze a suspected intrusion Which of the following should the technician use?

A. SNMP

B. Log review

C. Vulnerability scanning
D. SIEM

Answer: D

NEW QUESTION 2
A network technician has multimode fiber optic cable available in an existing IDF. Which of the following Ethernet standards should the technician use to connect
the network switch to the existing fiber?

A. 10GBaseT
B. 1000BaseT
C. 1000BaseSX
D. 1000BaselLX

Answer: A

NEW QUESTION 3

A network technician was troubleshooting an issue for a user who was being directed to cloned websites that were stealing credentials. The URLs were correct for
the websites but an incorrect IP address was revealed when the technician used ping on the user's PC After checking the is setting, the technician found the DNS
server address was incorrect Which of the following describes the issue?

A. Rogue DHCP server
B. Misconfigured HSRP
C. DNS poisoning

D. Exhausted IP scope

Answer: D

NEW QUESTION 4
An attacker is attempting to find the password to a network by inputting common words and phrases in plaintext to the password prompt. Which of the following
attack types BEST describes this action?

A. Pass-the-hash attack
B. Rainbow table attack
C. Brute-force attack

D. Dictionary attack

Answer: D

NEW QUESTION 5
A network technician is observing the behavior of an unmanaged switch when a new device is added to the network and transmits data. Which of the following
BEST describes how the switch processes this information?

A. The data is flooded out of every por

B. including the one on which it came in.

C. The data is flooded out of every port but only in the VLAN where it is located.
D. The data is flooded out of every port, except the one on which it came in

E. The data is flooded out of every port, excluding the VLAN where it is located

Answer: C

NEW QUESTION 6
A network technician needs to ensure outside users are unable to telnet into any of the servers at the datacenter. Which of the following ports should be blocked
when checking firewall configuration?

A. 22
B. 23
C. 80
D. 3389
E. 8080

Answer: B

NEW QUESTION 7

A network technician is installing new software on a Windows-based server in a different geographical location. Which of the following would be BEST for the
technician to use to perform this task?

A. RDP

B. SSH
C.FTP
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D. DNS

Answer: A

NEW QUESTION 8
Which of the following would MOST likely be used to review previous upgrades to a system?

A. Business continuity plan

B. Change management

C. System life cycle

D. Standard operating procedures

Answer: B

NEW QUESTION 9
An engineer is configuring redundant network links between switches. Which of thefollowing should the engineer enable to prevent network stability issues?

A. 802.1Q

B. STP

C. Flow control
D. CSMA/CD

Answer: B

NEW QUESTION 10
An engineer notices some late collisions on a half-duplex link. The engineer verifies that the devices on both ends of the connection are configured for half duplex.
Which of the following is the MOST likely cause of this issue?

A. The link is improperly terminated

B. One of the devices is misconfigured

C. The cable length is excessive

D. One of the devices has a hardware issue

Answer: C

NEW QUESTION 10

A network technician is investigating an issue with a desktop that is not connecting to the network. The desktop was connecting successfully the previous day, and
no changes were made to the environment. The technician locates the switchport where the device is connected and observes the LED status light on the
switchport is not lit even though the desktop is turned on Other devices that arc plugged into the switch are connecting to the network successfully Which of the
following is MOST likely the cause of the desktop not connecting?

A. Transceiver mismatch
B. VLAN mismatch

C. Port security

D. Damaged cable

E. Duplex mismatch

Answer: C

NEW QUESTION 12
A firewall administrator is implementing a rule that directs HTTP traffic to an internal server listening on a non-standard socket Which of the following types of rules
is the administrator implementing?

A. NAT
B. PAT
C.STP
D. SNAT
E. ARP

Answer: D

NEW QUESTION 14
A client recently added 100 users who are using VMs. All users have since reported slow or unresponsive desktops. Reports show minimal network congestion,
zero packet loss, and acceptable packet delay. Which of the following metrics will MOST accurately show the underlying performance issues? (Choose two.)

A. CPU usage
B. Memory

C. Temperature
D. Bandwidth
E. Latency

F. Jitter

Answer: AB

NEW QUESTION 16
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An ITdirector is setting up new disaster and HA policies for a company. Limited downtime is critical to operations. To meet corporate requirements, the director set
up two different datacenters across the country that will stay current on data and applications.In the event of an outage, the company can immediately switch from
one datacenter to another. Which of the following does this BEST describe?

A. A warm site

B. Data mirroring
C. Multipathing

D. Load balancing
E. A hot site

Answer: E

NEW QUESTION 18
An organization with one core and five distribution switches is transitioning from a star to a full-mesh topology Which of the following is the number of additional
network connections needed?

0

.5
.7
1
.15

o0 w>

Answer: A

NEW QUESTION 19
A technician is assisting a user who cannot connect to a network resource. The technician first checks for a link light. According to troubleshooting methodology,
this is an example of:

A. using a bottom-to-top approach.
B. establishing a plan of action.

C. documenting a finding.

D. questioning the obvious.

Answer: D

NEW QUESTION 23
An IDS was installed behind the edge firewall after a network was breached. The network was then breached again even though the IDS logged the attack. Which
of the following should be used in place of these devices to prevent future attacks?

A. A network tap

B. A proxy server

C. AUTM appliance
D. A content filter

Answer: C

NEW QUESTION 25
A company wants to implement a large number of WAPSs throughout its building and allow users to be able to move around the building without dropping their
connections Which of the following pieces of equipment would be able to handle this requirement?

A. A VPN concentrator
B. A load balancer

C. A wireless controller
D. A RADIUS server

Answer: A

NEW QUESTION 28
A technician is writing documentation regarding a company’s server farm. The technician needs to confirm the server name for all Linux servers. Which of the
following commands should the technician run?

A. ipconfig
B. nslookup
C.arp

D. route

Answer: B

NEW QUESTION 32

Which of the following systems would MOST likely be found in ascreened subnet?
A. RADIUS

B. FTP

C.SQL

D. LDAP

Answer: B
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NEW QUESTION 35
An ARP request is broadcasted and sends the following request. "Who is 192.168.1.200? Tell 192.168.1.55"
At which of the following layers of the OSI model does this request operate?

A. Application
B. Data link
C. Transport
D. Network
E. Session

Answer: B

NEW QUESTION 36
Which of the following is MOST likely to generate significant East-West traffic in a datacenter?

A. A backup of a large video presentation to cloud storage for archival purposes

B. A duplication of a hosted virtual server to another physical server for redundancy
C. A download of navigation data to a portable device for offline access

D. A query from an IoT device to a cloud-hosted server for a firmware update

Answer: B

NEW QUESTION 40
A technician is troubleshooting a wireless connectivity issue in a small office located in a high-rise building. Several APs are mounted in this office. The users
report that the network connections frequently disconnect and reconnect throughout the day. Whichof the following is the MOST likely cause of this issue?

A. The AP association time is set too low
B. EIRP needs to be boosted

C. Channel overlap is occurring

D. The RSSI is misreported

Answer: B

NEW QUESTION 45
There are two managed legacy switches running that cannot be replaced or upgraded. These switches do not support cryptographic functions, but they are
password protected. Which of the following should a network administrator configure to BEST prevent unauthorized access?

A. Enable a management access list

B. Disable access to unnecessary services.
C. Configure a stronger password for access
D. Disable access to remote management
E. Use an out-of-band access method.

Answer: A

NEW QUESTION 49

A city has hired a new employee who needs to be able to work when traveling at home and at the municipal sourcing of a neighboring city that snares services.
The employee is issued a laptop, and a technician needs to train the employee on the appropriate solutions for secure access to the network from all the possible
locations On which of the following solutions would the technician MOST likely train the employee?

A. Site-to-site VPNs between the two city locations and client-to-site software on the employee's laptop tor all other remote access

B. Client-to-site VPNs between the travel locations and site-to-site software on the employee's laptop for all other remote access

C. Client-to-site VPNs between the two city locations and site-to-site software on the employee's laptop for all other remote access

D. Site-to-site VPNs between the home and city locations and site-to-site software on the employee's laptop for all other remote access

Answer: A

NEW QUESTION 53
Which of thefollowing DNS records works as an alias to another record?

A. AAAA
B. CNAME
C. MX

D. SOA

Answer: B

NEW QUESTION 56

A technician is installing multiple UPS units in a major retail store. The technician is required to keep track of all changes to new and old equipment. Which of the
following will allow the technician to record these changes?

A. Asset tags

B. A smart locker

C. An access control vestibule

D. A camera

Answer:
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NEW QUESTION 57
A technician is searching for a device that is connected to the network and has the device’sphysical network address. Which of the following should the technician
review on the switch to locate the device’s network port?

A. IP route table
B. VLAN tag

C. MAC table
D. QoS tag

Answer: C

NEW QUESTION 59
According to troubleshooting methodology, which of the following should the technician doNEXT after determining the most likely probable cause of an issue?

A. Establish a plan of action to resolve the issue and identify potential effects

B. Verify full system functionality and, if applicable, implement preventive measures
C. Implement the solution or escalate as necessary

D. Test the theory to determine the cause

Answer: D

NEW QUESTION 61
A network administrator discovers that users in an adjacent building areconnecting to the company’s guest wireless network to download inappropriate material.
Which of the following can the administrator do to MOST easily mitigate this issue?

A. Reduce the wireless power levels
B. Adjust the wireless channels

C. Enablewireless client isolation

D. Enable wireless port security

Answer: A

NEW QUESTION 62

A network administrator is setting up several IoT devices on a new VLAN and wants to accomplish the following
* 1. Reduce manual configuration on each system

* 2. Assign a specific IP address to each system

* 3. Allow devices to move to different switchports on the same VLAN

Which of the following should the network administrator do to accomplish these requirements?

A. Set up a reservation for each device

B. Configure a static IP on each device

C. Implement private VLANS for each device

D. Use DHCP exclusions to address each device

Answer: C

NEW QUESTION 67
Which of the following is used to prioritize Internet usage per application and per user on the network?

A. Bandwidth management
B. Load balance routing

C. Border Gateway Protocol
D. Administrative distance

Answer: A

NEW QUESTION 69
Which of the following is a system that is installed directly on a server's hardware and abstracts the hardware from any guest machines?

A. Storage array

B. Type 1 hypervisor
C. Virtual machine
D. Guest QS

Answer: A

NEW QUESTION 74
Which of the following protocol types describes secure communication on port 443?

A. ICMP
B. UDP
C.TCP
D.IP
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Answer: C

NEW QUESTION 79
A network administrator wants to improve the security of the management console on the company's switches and ensure configuration changes made can be
correlated to the administrator who conformed them Which of the following should the network administrator implement?

A. Port security

B. Local authentication
C. TACACS+

D. Access control list

Answer: C

NEW QUESTION 80
Atechnician is installing a high-density wireless network and wants to use an available frequency that supports the maximum number of channels to reduce
interference. Which of the following standard 802.11 frequency ranges should the technician look for while reviewing WAP specifications?

A. 2.4GHz
B. 5GHz
C. 6GHz
D. 900MHz

Answer: B

NEW QUESTION 81
A network technician is reviewing the interface counters on a router interface. The technician is attempting to confirm a cable issue. Given the following
information:

Which of the following metrics confirms there is a cablingissue?

A. Last cleared

B. Number of packets output
C. CRCs

D. Giants

E. Multicasts

Answer: C

NEW QUESTION 82
A user tries to ping 192.168.1.100 from the command prompt on the 192.168.2.101 network but gets the following response: U.U.U.U. Which of the following
needs to be configured for these networks to reach each other?

A. Network address translation
B. Default gateway

C. Loopback

D. Routing protocol

Answer: B

NEW QUESTION 87

The management team needs to ensure unnecessary modifications to the corporate network are not permitted and version control is maintained. Which of the
following documents would BEST support this?

A. An incident response plan

B. A business continuity plan

C. Achange management policy

D. An acceptable use policy

Answer: C
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NEW QUESTION 90
A technician wants to deploy a new wireless network that comprises 30 WAPs installed throughout a
three-story office building. All the APs will broadcast the sameSSID for client access. Which of the following BEST describes this deployment?

A. Extended service set

B. Basic service set

C. Unified service set

D. Independent basic service set

Answer: A

NEW QUESTION 94

A user reports a weak signal when walking 20ft (61 m) away from the WAP in one direction, but a strong signal when walking 20ft in the opposite direction The
technician has reviewed the configuration and confirmed the channel type is correct There is no jitter or latency on the connection Which of the following would be
the MOST likely cause of the issue?

A. Antenna type
B. Power levels
C. Frequency

D. Encryption type

Answer: A

NEW QUESTION 99
Anetwork administrator is configuring a load balancer for two systems. Which of the following must the administrator configure to ensure connectivity during a
failover?

A. VIP

B. NAT

C. APIPA

D. IPv6 tunneling
E. Broadcast IP

Answer: A

NEW QUESTION 103
A network technician is manually configuring the network settings for a new device and is told the network block is 192.168.0.0/20. Which of the following subnets
should the technician use?

A. 255.255.128.0
B. 255.255.192.0
C. 255.255.240.0
D. 255.255.248.0

Answer: C

NEW QUESTION 106
A network administrator is designing a new datacenter in a different region that will need to communicate to the old datacenter with a secure connection. Which of
the following access methods would provide the BEST security for this new datacenter?

A. Virtual network computing
B. Secure Socket Shell

C. In-band connection

D. Site-to-site VPN

Answer: D

NEW QUESTION 110
Which of the following TCP ports is used by the Windows OS for file sharing?

A. 53
B. 389
C. 445
D. 1433

Answer: C

NEW QUESTION 111

Given the following output:

Which of the following attacks is this MOST likely an example of?
A. ARP poisoning

B. VLAN hopping

C. Rogue access point
D. Amplified DoS
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Answer: A

NEW QUESTION 115
A network administrator is implementing OSPF on all of a company’s network devices. Which of the following will MOST likely replace all the company’s hubs?

A. A Layer 3 switch
B. A proxy server

C. ANGFW

D. A WLAN controller

Answer: A

NEW QUESTION 116

A network technician is investigating an IP phone that does not register in the VolP system Although it received an IP address, it did not receive the necessary
DHCP options The information that is needed for the registration is distributes by the OHCP scope All other IP phones are working properly. Which of the following
does the technician need to verify?

A. VLAN mismatch

B. Transceiver mismatch
C. Latency

D. DHCP exhaustion

Answer: A

NEW QUESTION 120
A technician needs to configure a Linux computer for network monitoring. The technician has the following information:
Linux computer details:

Switch mirror port details:
After connecting the Linux computer to the mirror port on the switch, which of the following commands should the technician run on the Linux computer?

A. ifconfig ecthO promisc

B. ifconfig ethl up

C. ifconfig eth0 10.1.2.3

D. ifconfig ethl hw ether A1:B2:C3:D4:E5:F6

Answer: A

NEW QUESTION 123
A systems administrator needs to improve WiFi performance in a densely populated office tower and use the latest standard. There is a mix of devices that use 2.4
GHz and 5 GHz. Which of the followingshould the systems administrator select to meet this requirement?

A. 802.11ac
B. 802.11ax
C.802.11g
D. 802.11n

Answer: B

NEW QUESTION 127

At which of the following OSI model layers would a technician find an IP header?
A. Layer 1

B. Layer 2

C. Layer 3

D. Layer 4

Answer: C
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NEW QUESTION 132
Which of the following policies is MOST commonly used for guest captive portals?

A. AUP
B. DLP
C.BYOD
D. NDA

Answer: A

NEW QUESTION 136
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