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NEW QUESTION 1
Consider the CLI command:

# configure system global
set log-checksum md>
end

What is the purpose of the command?

A. To add a unique tag to each log to prove that it came from this FortiAnalyzer
B. To add the MD5 hash value and authentication code

C. To add a log file checksum

D. To encrypt log communications

Answer: C

Explanation:
https://docs.fortinet.com/document/fortianalyzer/6.2.5/cli-reference/849211/global

NEW QUESTION 2
What does the disk status Degraded mean for RAID management?

A. One or more drives are missing from the FortiAnalyzer uni

B. The drive is no longer available to the operating system.

C. The FortiAnalyzer device is writing to all the hard drives on the device in order to make the array fault tolerant.

D. The FortiAnalyzer device is writing data to a newly added hard drive in order to restore the hard drive to an optimal state.
E. The hard driveils no longer being used by the RAID controller

Answer: D

NEW QUESTION 3
Refer to the exhibit.
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Which two statements are true regarding enabling auto-cache on FortiAnalyzer? (Choose two.)

A. Report size will be optimized to conserve disk space on FortiAnalyzer.

B. Reports will be cached in the memory.

C. This feature is automatically enabled for scheduled reports.

D. Enabling auto-cache reduces report generation time for reports that require a long time to assemble datasets.

Answer: CD

NEW QUESTION 4
Refer to the exhibit.
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* Frame 58: 345 bytes on wire (2760 bits), 345 bytes captured (2760 bits)

* Ethernet II, Src: Vware aB:79:eb (00:0¢129:/a8;79:06), Dst: VMware cO:81:79 (00:0c:29:c0:81:79)
¢ ITnternet Protocol Version 4, Src: 10.200.3.1, 'Dst: 19.200.1.210

* User Datagram Protocol, Src Port: 15864, Dst Port: 514
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Which image corresponds to the packet capture shown in the exhibit?
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 5
Which statement is true about sending notifications with incident updates?

A. Notifications can be sent only when an incident is updated or deleted.

B. If you use multiple fabric connectors, all connectors must have the same notification settings
C. Notifications can be sent only by email.

D. You can send notifications to multiple external platforms

Answer: A

NEW QUESTION 6
What FortiGate process caches logs when FortiAnalyzer is not reachable?

A. logdfiled

B. sqlplugind
C. oftpd

D. miglogd
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Answer: D

NEW QUESTION 7
You've moved a registered logging device out of one ADOM and into a new ADOM. What happens when you rebuild the new ADOM database?

A. FortiAnalyzer resets the disk quota of the new ADOM to default.
B. FortiAnalyzer migrates archive logs to the new ADOM.

C. FortiAnalyzer migrates analytics logs to the new ADOM.

D. FortiAnalyzer removes logs from the old ADOM.

Answer: C

Explanation:
https://kb.fortinet.com/kb/documentLink.do?externallD=FD40383

NEW QUESTION 8
How does FortiAnalyzer retrieve specific log data from the database?

A. SQL FROM statement

B. SQL GET statement

C. SQL SELECT statement
D. SQL EXTRACT statement

Answer: A

Explanation:
https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/137bb60e-ff37-11e8-8524-f8bc1258b8

NEW QUESTION 9
After you have moved a registered logging device out of one ADOM and into a new ADOM, what is the purpose of running the following CLI command?
execute sql-local rebuild-adom <new-ADOM-name>

A. To reset the disk quota enforcement to default

B. To remove the analytics logs of the device from the old database

C. To migrate the archive logs to the new ADOM

D. To populate the new ADOM with analytical logs for the moved device, so you can run reports

Answer: D

Explanation:

- Are the device's analytics logs required for reports in the new ADOM? If so, rebuild
the new ADOM database:

NEW QUESTION 10
Which two statements are true regarding fabric connectors? (Choose two.)

A. Configuring fabric connectors to send notification to ITSM platform upon incident creation Is more efficient than third-party information from the FortiAnalyzer
API.

B. Fabric connectors allow to save storage costs and improve redundancy.

C. Storage connector service does not require a separate license to send logs to cloud platform.

D. Cloud-Out connections allow you to send real-time logs to pubic cloud accounts like Amazon S3, Azure Blob , and Google Cloud.

Answer: AD

NEW QUESTION 10
What happens when a log file saved on FortiAnalyzer disks reaches the size specified in the device log settings?

A. The log file is stored as a raw log and is available for analytic support.
B. The log file rolls over and is archived.

C. The log file is purged from the database.

D. The log file is overwritten.

Answer: B

NEW QUESTION 12

An administrator has configured the following settings: config system fortiview settings
set resolve-ip enable end

What is the significance of executing this command?

A. Use this command only if the source IP addresses are not resolved on FortiGate.

B. It resolves the source and destination IP addresses to a hostname in FortiView on FortiAnalyzer.

C. You must configure local DNS servers on FortiGate for this command to resolve IP addresses on Forti Analyzer.
D. It resolves the destination IP address to a hostname in FortiView on FortiAnalyzer.
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Answer: D

NEW QUESTION 13
Which two statements are true regarding high availability (HA) on FortiAnalyzer? (Choose two.)

A. FortiAnalyzer HA can function without VRR

B. and VRRP is required only if you have more than two FortiAnalyzer devices in a cluster.

C. FortiAnalyzer HA supports synchronization of logs as well as some system and configuration settings.

D. All devices in a FortiAnalyzer HA cluster must run in the same operation mode: analyzer or collector.

E. FortiAnalyzer HA implementation is supported by many public cloud infrastructures such as AWS, Microsoft Azure, and Google Cloud.

Answer: BC

NEW QUESTION 17
What purposes does the auto-cache setting on reports serve? (Choose two.)

A. To reduce report generation time

B. To automatically update the hcache when new logs arrive
C. To reduce the log insert lag rate

D. To provide diagnostics on report generation time

Answer: AB

NEW QUESTION 22

A rogue administrator was accessing FortiAnalyzer without permission, and you are tasked to see what activity was performed by that rogue administrator on
FortiAnalyzer.

What can you do on FortiAnalyzer to accomplish this?

A. Click FortiView and generate a report for that administrator.

B. Click Task Monitor and view the tasks performed by that administrator.
C. Click Log View and generate a report for that administrator.

D. View the tasks performed by the rogue administrator in Fabric View.

Answer: B

NEW QUESTION 24
Which statement is true when you are upgrading the firmware on an HA cluster made up of two FortiAnalyzer devices?

A. First, upgrade the secondary device, and then upgrade the primary device.

B. Both FortiAnalyzer devices will be upgraded at the same time.

C. You can enable uninterruptible-upgrade so that the normal FortiAnalyzer operations are not interrupted while the cluster firmware upgrades.
D. You can perform the firmware upgrade using only a console connection.

Answer: D

NEW QUESTION 26
What FortiView tool can you use to automatically build a dataset and chart based on a filtered search result?

A. Chart Builder

B. Export to Report Chart
C. Dataset Library

D. Custom View

Answer: A

Explanation:
https://docs.fortinet.com/document/fortianalyzer/6.2.0/cookbook/989203/building-charts-with-chart-builder

NEW QUESTION 29
Which daemon is responsible for enforcing the log file size?

A. sqlplugind
B. logfiled

C. miglogd
D. ofrpd

Answer: B

NEW QUESTION 32
Which tabs do not appear when FortiAnalyzer is operating in Collector mode?

A. FortiView

B. Event Management
C. Device Manger

D. Reporting
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Answer: B

NEW QUESTION 37

An administrator has configured the following settings:
config system global

set log-checksum md5-auth end

What is the significance of executing this command?

A. This command records the log file MD5 hash value.

B. This command records passwords in log files and encrypts them.

C. This command encrypts log transfer between FortiAnalyzer and other devices.
D. This command records the log file MD5 hash value and authentication code.

Answer: D

NEW QUESTION 41
The admin administrator is failing to register a FortiClient EMS on the FortiAnalyzer device. What can be the reason for this failure?

A. FortiAnalyzer is in an HA cluster.

B. ADOM mode should be set to advanced, in order to register the FortiClient EMS device.

C. ADOMs are not enabled on FortiAnalyzer.

D. A separate license is required on FortiAnalyzer in order to register the FortiClient EMS device.

Answer: C

NEW QUESTION 45
On FortiAnalyzer, what is a wildcard administrator account?

A. An account that permits access to members of an LDAP group

B. An account that allows guest access with read-only privileges

C. An account that requires two-factor authentication

D. An account that validates against any user account on a FortiAuthenticator

Answer: A

Explanation:
https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/747268/configuring-wildcard-admin-accounts

NEW QUESTION 49
Which two statements are true regarding FortiAnalyzer log forwarding? (Choose two.)

A. In aggregation mode, you can forward logs to syslog and CEF servers as well.

B. Forwarding mode forwards logs in real time only to other FortiAnalyzer devices.

C. Aggregation mode stores logs and content files and uploads them to another FortiAnalyzer device at a scheduled time.
D. Both modes, forwarding and aggregation, support encryption of logs between devices.

Answer: BC

NEW QUESTION 53
Which statements are true regarding securing communications between FortiAnalyzer and FortiGate with SSL? (Choose two.)

A. SSL is the default setting.

B. SSL communications are auto-negotiated between the two devices.

C. SSL can send logs in real-time only.

D. SSL encryption levels are globally set on FortiAnalyzer.

E. FortiAnalyzer encryption level must be equal to, or higher than, FortiGate.

Answer: AD

NEW QUESTION 54
Logs are being deleted from one of your ADOMs earlier that the configured setting for archiving in your data policy. What is the most likely problem?

A. The total disk space is insufficient and you need to add other disk.

B. CPU resources are too high.

C. The ADOM disk quota is set too low based on log rates.

D. Logs in that ADOM are being forwarded in real-time to another FortiAnalyzer device.

Answer: C
Explanation:

https://help.fortinet.com/fmgr/50hlp/56/5-6-1/FMG FAZ/1100_Storage/0017_Deleted%20device%?20logs.htm
https://docs.fortinet.com/document/fortianalyzer/6.2.5/administration-guide/87802/automatic-deletion

NEW QUESTION 56
For which two SAML roles can the FortiAnalyzer be configured? (Choose two.)
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A. Principal

B. Service provider
C. Identity collector
D. Identity provider

Answer: BD

NEW QUESTION 58
Which two settings must you configure on FortiAnalyzer to allow non-local administrators to authenticate to FortiAnalyzer with any user account in a single LDAP
group? (Choose two.)

A. A local wildcard administrator account

B. A remote LDAP server

C. A trusted host profile that restricts access to the LDAP group
D. An administrator group

Answer: AB

NEW QUESTION 60
In FortiAnalyzer's FormView, source and destination IP addresses from FortiGate devices are not resolving to a hostname. How can you resolve the source and
destination IPs, without introducing any additional performance impact to FortiAnalyzer?

A. Configure local DNS servers on FortiAnalyzer

B. Resolve IPs on FortiGate

C. Configure # set resolve-ip enable in the system FortiView settings

D. Resolve IPs on a per-ADOM basis to reduce delay on FortiView while IPs resolve

Answer: B

NEW QUESTION 63
Refer to the exhibit.
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What is the purpose of using the Chart Builder feature on FortiAnalyzer?

A. In Log View, this feature allows you to build a dataset and chart automatically, based on the filtered search results.
B. In Log View, this feature allows you to build a chart and chart automatically, on the top 100 log entries.

C. This feature allows you to build a chart under FortiView.

D. You can add charts to generated reports using this feature.

Answer: A

NEW QUESTION 64

What can the CLI command # diagnose test application oftpd 3 help you to determine?
A. What devices and IP addresses are connecting to FortiAnalyzer

B. What logs, if any, are reaching FortiAnalyzer

C. What ADOMs are enabled and configured

D. What devices are registered and unregistered

Answer: A

Explanation:

https://docs.fortinet.com/document/fortianalyzer/6.2.5/cli-reference/395556/test#test_application

NEW QUESTION 66
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