Welcome to download the Newest 2passeasy N10-008 dumps

@ 2 P QsseaQs lJ https://lwww.2passeasy.com/dumps/N10-008/ (201 New Questions)

Exam Questions N10-008

CompTIA Network+Exam

https:/lwww.2passeasy.com/dumps/N10-008/

Passing Certification Exams Made Easy visit - https://www.2PassEasy.com



Welcome to download the Newest 2passeasy N10-008 dumps

@ 2 P QsseaQs LJ https://lwww.2passeasy.com/dumps/N10-008/ (201 New Questions)

NEW QUESTION 1
Wireless users are reporting intermittent internet connectivity. Connectivity is restored when the users disconnect and reconnect, utilizing the web authentication
process each time. The network administrator can see the devices connected to the APs at all times. Which of the following steps will MOST likelydetermine the
cause of the issue?

A. Verify the session time-out configuration on the captive portal settings

B. Check for encryption protocol mismatch on the client’s wireless settings

C. Confirm that a valid passphrase is being used during the web authentication
D. Investigate for a client’s disassociation caused by an evil twin AP

Answer: A

NEW QUESTION 2
A company hired a technician to find all the devices connected within a network. Which of the following software tools would BEST assist the technician in
completing this task?

A. IP scanner

B. Terminal emulator
C. NetFlow analyzer
D. Port scanner

Answer: A

NEW QUESTION 3
An engineer is configuring redundant network links between switches. Which of thefollowing should the engineer enable to prevent network stability issues?

A. 802.1Q

B. STP

C. Flow control
D. CSMA/CD

Answer: B

NEW QUESTION 4
A technician is connecting multiple switches to create a large network for a new office. The switches are unmanaged Layer 2 switches with multiple connections
between each pair. The network is experiencing an extreme amount of latency. Which of the following is MOST likely occurring?

A. Ethernet collisions
B. A DDoS attack

C. A broadcast storm
D. Routing loops

Answer: C

NEW QUESTION 5

A network technician is investigating an issue with a desktop that is not connecting to the network. The desktop was connecting successfully the previous day, and
no changes were made to the environment. The technician locates the switchport where the device is connected and observes the LED status light on the
switchport is not lit even though the desktop is turned on Other devices that arc plugged into the switch are connecting to the network successfully Which of the
following is MOST likely the cause of the desktop not connecting?

A. Transceiver mismatch
B. VLAN mismatch

C. Port security

D. Damaged cable

E. Duplex mismatch

Answer: C

NEW QUESTION 6
Which of the following BEST describes a network appliance that warns of unapproved devices that are accessing the network?

A. Firewall

B. AP

C. Proxyserver
D. IDS

Answer: D

NEW QUESTION 7

A client recently added 100 users who are using VMs. All users have since reported slow or unresponsive desktops. Reports show minimal network congestion,
zero packet loss, and acceptable packet delay. Which of the following metrics will MOST accurately show the underlying performance issues? (Choose two.)

A. CPU usage

B. Memory
C. Temperature

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy N10-008 dumps

@ 2 P QsseaQs LJ https://lwww.2passeasy.com/dumps/N10-008/ (201 New Questions)

D. Bandwidth
E. Latency
F. Jitter

Answer: AB

NEW QUESTION 8

An ITdirector is setting up new disaster and HA policies for a company. Limited downtime is critical to operations. To meet corporate requirements, the director set
up two different datacenters across the country that will stay current on data and applications.In the event of an outage, the company can immediately switch from
one datacenter to another. Which of the following does this BEST describe?

A. A warm site

B. Data mirroring
C. Multipathing

D. Load balancing
E. A hot site

Answer: E

NEW QUESTION 9
An IDS was installed behind the edge firewall after a network was breached. The network was then breached again even though the IDS logged the attack. Which
of the following should be used in place of these devices to prevent future attacks?

A. A network tap
B. A proxy server
C. AUTM appliance
D. A content filter

Answer: C

NEW QUESTION 10
A company wants to implement a large number of WAPs throughout its building and allow users to be able to move around the building without dropping their
connections Which of the following pieces of equipment would be able to handle this requirement?

A. A VPN concentrator
B. A load balancer

C. A wireless controller
D. A RADIUS server

Answer: A

NEW QUESTION 10
A technician is writing documentation regarding a company’s server farm. The technician needs to confirm the server name for all Linux servers. Which of the
following commands should the technician run?

A. ipconfig
B. nslookup
C.arp

D. route

Answer: B

NEW QUESTION 14
Which of the following is MOST likely to generate significant East-West traffic in a datacenter?

A. A backup of a large video presentation to cloud storage for archival purposes

B. A duplication of a hosted virtual server to another physical server for redundancy
C. A download of navigation data to a portable device for offline access

D. A query from an IoT device to a cloud-hosted server for a firmware update

Answer: B

NEW QUESTION 17

Which of the following would be BEST to use to detect a MAC spoofing attack?
A. Internet Control MessageProtocol

B. Reverse Address Resolution Protocol

C. Dynamic Host Configuration Protocol

D. Internet Message Access Protocol

Answer: B

NEW QUESTION 22

There are two managed legacy switches running that cannot be replaced or upgraded. These switches do not support cryptographic functions, but they are
password protected. Which of the following should a network administrator configure to BEST prevent unauthorized access?
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A. Enable a management access list

B. Disable access to unnecessary services.
C. Configure a stronger password for access
D. Disable access to remote management
E. Use an out-of-band access method.

Answer: A

NEW QUESTION 25

Which of the following routing protocols is used to exchange routeinformation between public autonomous systems?

A. OSPF
B. BGP
C. EGRIP
D. RIP

Answer: B

NEW QUESTION 27

Which of the following types of devices can provide content filtering and threat protection, and manage multiple IPSec site-to-site connections?

A. Layer 3 switch
B. VPN headend

C. Next-generation firewall

D. Proxy server

E. Intrusion prevention

Answer: C

NEW QUESTION 29

An organization wants to implement a method of centrally managing logins to network services. Which of the following protocols should the organization use to
allow for authentication, authorization and auditing?

A. MS-CHAP
B. RADIUS
C. LDAPS
D. RSTP

Answer: A

NEW QUESTION 33

Which of the following is a system that is installed directly on a server's hardware and abstracts the hardware from any guest machines?

A. Storage array

B. Type 1 hypervisor
C. Virtual machine
D. Guest QS

Answer: A

NEW QUESTION 36

Several WIFI users are reporting the inability to connect to the network. WLAN users on the guest network are able to access all network resources without any

performance issues. The following table summarizes the findings after a site survey of the area in question:

Location AP 1 AP 2 AP 3 AP 4

SSID Corp1 Corp1 Corp1/Guest Corp1/Guest
Channel 2 1 S 11

RSSI -81dBm -8§2dBm -44dBm -41dBm
Antenna type Omni Omni Directional Directional

Which of the following should a wireless technician do NEXT to troubleshoot this issue?

A. Reconfigure the channels to reduce overlap

B. Replace the omni antennas with directional antennas

C. Update the SSIDs on all the APs
D. Decrease power in AP 3 and AP 4

Answer: A

NEW QUESTION 39

You are tasked with verifying the following requirements are met in order to ensure network security. Requirements:

Datacenter

Ensure network is subnetted to allow all devices to communicate properly whileminimizing address space usage

Provide a dedicated server to resolve IP addresses and hostnames correctly and handle port 53 traffic Building A
Ensure network is subnetted to allow all devices to communicate properly while minimizing address space usage
Provide devices to support 5 additional different office users Add an additional mobile user
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Replace the Telnet server with a more secure solution Screened subnet
Ensure network is subnetted to allow all devices to communicate properly while minimizing address space usage

Provide a server to handle external 80/443 traffic Provide a server to handle port 20/21 traffic INSTRUCTIONS

Drag and drop objects onto the appropriate locations. Objects can be used multiple times and not all placeholders need to be filled.
Available objects are located in both the Servers and Devices tabs of the Drag & Drop menu.
If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.
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Screened Subnet devices — Web server, FTP server
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NEW QUESTION 43

A company that uses VolIP telephones is experiencing intermittent issues with one-way audio and dropped conversations The manufacturer says the system will

work if ping times are less than 50ms. The company has recorded the following ping times:

[10ms [10ms [10ms [100ms|70ms [Sms [5ms  [80ms [100ms|Sms

bms

Which of the following is MOST likely causing the issue?

A. Attenuation

B. Latency

C. VLAN mismatch
D. Jitter

Answer: A

NEW QUESTION 48

A new cabling certification is being requested every time a network technician rebuilds one end of a Cat 6 (vendor-certified)cable to create a crossover connection

that is used to connect switches. Which of the following would address this issue by allowing the use of the original cable?

A. CSMA/CD
B. LACP
C. PoE+
D. MDIX

Answer: D

NEW QUESTION 52

A network technician is reviewing the interface counters on a router interface. The technician is attempting to confirm a cable issue. Given the following

information:
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Metric Value

Last cleared 7 minutes, 34 seconds
# of packets output | 6915

# of packets input 270

CRCs 183

Giants 0

Runts 0

Multicasts 14

Which of the following metrics confirms there is a cablingissue?

A. Last cleared

B. Number of packets output
C.CRCs

D. Giants

E. Multicasts

Answer: C

NEW QUESTION 53

A user tries to ping 192.168.1.100 from the command prompt on the 192.168.2.101 network but gets the following response: U.U.U.U. Which of the following
needs to be configured for these networks to reach each other?

A. Network address translation
B. Default gateway

C. Loopback

D. Routing protocol

Answer: B

NEW QUESTION 57

Which of the following is the LARGEST MTU for a standard Ethernet frame?

A. 1452
B. 1492
C. 1500
D. 2304

Answer: C

NEW QUESTION 59

An IT organization needs to optimize speeds for globalcontent distribution and wants to reduce latency in high-density user locations. Which of the following
technologies BEST meets the organization’s requirements?

A. Load balancing

B. Geofencing

C. Public cloud

D. Content delivery network
E. Infrastructure as a service

Answer: D

NEW QUESTION 63

A network administrator is downloading a large patch that will be uploaded to several enterprise switches simultaneously during the day's upgrade cycle. Which of
the following should the administrator do to help ensure the upgrade process will be less likely to cause problems with the switches?

A. Confirm the patch's MD5 hash prior to the upgrade

B. Schedule the switches to reboot after an appropriate amount of time.
C. Download each switch's current configuration before the upgrade

D. Utilize FTP rather than TFTP to upload the patch

Answer: C

NEW QUESTION 67

Which of the following can be used to centrally manage credentials for various types of administrative privileges on configured network devices?

A. SSO

B. TACACS+

C. Zero Trust

D. Separation of duties

E. Multifactor authentication

Answer: B
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NEW QUESTION 69

A network technician is investigating an IP phone that does not register in the VolP system Although it received an IP address, it did not receive the necessary
DHCP options The information that is needed for the registration is distributes by the OHCP scope All other IP phones are working properly. Which of the following
does the technician need to verify?

A. VLAN mismatch

B. Transceiver mismatch
C. Latency

D. DHCP exhaustion

Answer: A

NEW QUESTION 73
A workstation is configured with the following network details:

IP address | Subnet mask Default gateway
101223 [10.1.2.027 10121

Software on the workstation needs to send a query tothe local subnet broadcast address. To which of the following addresses should the software be configured to
send the query?

A.10.1.2.0
B.10.1.2.1
C.10.1.2.23
D. 10.1.2.255
E.10.1.2.31

Answer: E

NEW QUESTION 78
A user reports being unable to access network resources after making some changes in the office. Which of the following should a network technician do FIRST?

A. Check the system’s IP address

B. Do a ping test against the servers

C. Reseat the cables into the back of the PC
D. Ask what changes were made

Answer: D

NEW QUESTION 82
A technician is installing a cable modem in a SOHO. Which of the following cable types will the technician MOST likely use to connect a modem to the ISP?

A. Coaxial

B. Single-mode fiber
C. Cat 6e

D. Multimode fiber

Answer: A

NEW QUESTION 86
Which of the following ports is commonly used byVolP phones?

A. 20
B. 143
C. 445
D. 5060

Answer: D

NEW QUESTION 90
Which of the following security devices would be BEST to use to provide mechanical access control to the MDF/IDF?

A. A smart card

B. A key fob

C. An employee badge
D. A door lock

Answer: B

NEW QUESTION 94

During the security audit of a financial firm the Chief Executive Officer (CEQO) questions why there are three employees who perform very distinct functions on the
server. There is an administrator for creating users another for assigning the users lo groups and a third who is the only administrator to perform file rights
assignment Which of the following mitigation techniques is being applied’

A. Privileged user accounts

B. Role separation
C. Container administration
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D. Job rotation

Answer: B

NEW QUESTION 98

Which of the following policies is MOST commonly used for guest captive portals?
A. AUP

B. DLP

C.BYOD

D. NDA

Answer: A

NEW QUESTION 101
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