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NEW QUESTION 1
- (Exam Topic 1)

You need to ensure that computer objects can be created as part of the Windows Autopilot deployment. The solution must meet the technical requirements.
To what should you grant the right to create the computer objects?

A. Server2
B. Serverl
C. GroupA
D. DC1

Answer: B

Explanation:
Reference:

https://blog.matrixpost.net/set-up-windows-autopilot-production-environment-part-2/

NEW QUESTION 2
- (Exam Topic 1)
Which users can purchase and assign Appl?

A. User3 only

B. Userl and User3 only

C. Userl, User2, User3, and User4
D. Userl, User3, and User4 only
E. User3 and User4 only

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-store/acquire-apps-microsoft-store-for-business https://docs.microsoft.com/en-us/microsoft-store/assign-apps-to-

employees

NEW QUESTION 3
- (Exam Topic 1)

Userl and User2 plan to use Sync your settings.
On which devices can the users use Sync your settings? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Angweer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Mo dences

Deaced and Dev0ed only

Device 1, Device and Device3 ondy

Dévicel, Device Dewcel, Dewiced, and Dewviced

Mo dences

Ueaced and D'y anly

Device 1, Device?2 and Device3 only

Dewice 1, Deviced, Deviced, Denviced, and Device

Graphical user interface, text, application, email Description automatically generated

Reference:

https://www.jeffgilb.com/managing-local-administrators-with-azure-ad-and-intune/

NEW QUESTION 4
- (Exam Topic 1)

You implement the planned changes for Connection1 and Connection2
How many VPN connections will there be for Userl when the user signs in to Device 1 and Devke2? To answer select the appropriate options in the answer area.

NOTE; Each correct selection is worth one point.
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Answer Area
Device 1 [ NN
DeviceZ |,
-
Deacez [N
4
l\’
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Graphical user interface, table Description automatically generated

NEW QUESTION 5

- (Exam Topic 1)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Device1 is marked as compliant. O S
Device4 is marked as compliant. O O
Device5 Is marked as compliant. O *

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Text Description automatically generated

NEW QUESTION 6

- (Exam Topic 1)

You implement Boundaryl based on the planned changes.

Which devices have a network boundary of 192.168.1.0/24 applied?

A. Device2 only

B. Device3 only

C. Device 1. Device2. and Device5 only

D. Device 1, Device2, Device3, and Device4 only

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/configuration/network-boundary-windows

NEW QUESTION 7
- (Exam Topic 2)
You need to meet the device management requirements for the developers. What should you implement?

A. folder redirection

B. Enterprise State Roaming

C. home folders

D. known folder redirection in Microsoft OneDrive

Answer: B

Explanation:

Litware identifies the following device management requirements:

® Ensure that Microsoft Edge Favorites are accessible from all computers to which the developers sign in. Enterprise State Roaming allows for the
synchronization of Microsoft Edge browser setting, including

favorites and reading list, across devices.
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Reference:
https://docs.microsoft.com/en-us/azure/active-directory/devices/enterprise-state-roaming-windows-settings-refer

NEW QUESTION 8

- (Exam Topic 2)

You need to capture the required information for the sales department computers to meet the technical requirements.
Which Windows PowerShell command should you run first?

A. Install-Module WindowsAutoPilotintune
B. Install-Script Get-WindowsAutoPilotinfo
C. Import-AutoPilotCSV

D. Get-WindowsAutoPilotInfo

Answer: B

Explanation:

References:

https://docs.microsoft.com/en-us/windows/deployment/windows-autopilot/existing-devices

"This topic describes how to convert Windows 7 or Windows 8.1 domain-joined computers to Windows 10 devices joined to either Azure Active Directory or Active
Directory (Hybrid Azure AD Join) by using Windows Autopilot"

NEW QUESTION 9
- (Exam Topic 2)
What should you use to meet the technical requirements for Azure DevOps?

A. An app protection policy

B. Windows Information Protection (WIP)
C. Conditional access

D. A device configuration profile

Answer: C

Explanation:
References:
https://docs.microsoft.com/en-us/azure/devops/organizations/accounts/manage-conditional-access? view=azure-devops

NEW QUESTION 10
- (Exam Topic 2)
What should you upgrade before you can configure the environment to support co-management?

A. the domain functional level

B. Configuration Manager

C. the domain controllers

D. Windows Server Update Services (WSUS)

Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/sccm/comanage/tutorial-co-manage-clients

NEW QUESTION 10

- (Exam Topic 3)

You have a Microsoft 365 subscription.

You have 10 computers that run Windows 10 and are enrolled in mobile device management (MDM). You need to deploy the Microsoft 36S Apps for enterprise
suite to all the computers.

What should you do?

A. From the Microsoft Intune admin center, create a Windows 10 device profile.
B. From Azure AD, add an app registration.

C. From Azure A

D. add an enterprise application.

E. From the Microsoft Intune admin center, add an app.

Answer: D

Explanation:

To deploy Microsoft 365 Apps for enterprise to Windows 10 devices that are enrolled in Intune, you need to add an app of type “Windows 10 app (Win32)" in the
Microsoft Intune admin center and configure the app settings. You can then assign the app to groups of users or devices. References:
https://docs.microsoft.com/en-us/mem/intune/apps/apps-win32-app-management

NEW QUESTION 14
- (Exam Topic 3)
You have the on-premises servers shown in the following table.
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Name Description

DC1T Domain controller that runs Windows Server 2022
Server1 | Standalone server that runs Windows Server 202
Server2 | Member server that runs Windows Server 2022 and has
the Remote Access role installed

Server3 | Member server that runs Windows Server 2019

Serverd | Red Hat Enterpnise Linux (RHEL) 8.4 server

You have a Microsoft 365 E5 subscription that contains Android and iOS devices. All the devices are managed by using Microsoft Intune.

You need to implement Microsoft Tunnel for Intune. The solution must minimize the number of open firewall ports.

To which server can you deploy a Tunnel Gateway server, and which inbound ports should be allowed on the server to support Microsoft Tunnel connections? To
answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Server: v

wt

A

Serverl
Serverz2

Server3
Serverd

Ports: hd

r ]
TCP 443 only

UDP 443 only

TCP 1723 only

TCP 443 and UDP 443 only

TCP 443, TCP 1723, and UDP 443

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Server4d

Microsoft Tunnel is a VPN gateway solution for Microsoft Intune that runs in a container on Linux and allows access to on-premises resources from iOS/iPadOS
and Android Enterprise devices using modern authentication and Conditional Access.

Box 2: TCP 443 and UDP 443 only

Some traffic goes to your public facing IP address for the Tunnel. The VPN channel will use TCP, TLS, UDP, and DTLS over port 443.

By default, port 443 is used for both TCP and UDP, but this can be customized via the Intune Saerver Configuration — Server port setting. If changing the default
port (443) ensure your inbound firewall rules are adjusted to the custom port.

Incorrect:

TCP 1723 is not used.

Reference: https://docs.microsoft.com/en-us/mem/intune/protect/microsoft-tunnel-overview

NEW QUESTION 17

- (Exam Topic 3)

You have 100 computers that run Windows 10 and connect to an Azure Log Analytics workspace.

Which three types of data can you collect from the computers by using Log Analytics? Each correct answer a complete solution.
NOTE: Each correct selection is worth one point.

A. error events from the System log

B. failure events from the Security log

C. third-party application logs stored as text files
D. the list of processes and their execution times
E. the average processor utilization

Answer: ACE

Explanation:

You can collect error events from the System log, third-party application logs stored as text files, and the average processor utilization from the computers by using
Log Analytics. These are some of the types of data that you can collect by using data sources such as Windows event logs, custom logs, and performance
counters. You cannot collect failure events from the Security log or the list of processes and their execution times by using Log Analytics. References:
https://docs.microsoft.com/en-us/azure/azure-monitor/agents/data-sources-overview

NEW QUESTION 21

- (Exam Topic 3)

You have 100 computers that run Windows 10.

You plan to deploy Windows 11 to the computers by performing a wipe and load installation. You need to recommend a method to retain the user settings and the
user data.

Which three actions should you recommend be performed in sequence? To answer, move the appropriate actions from the list of actions to the answer area and
arrange them in the correct order.
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Actions Andwes Area

P

.--\.'lllj;!‘lF oar foache recemchon i M rosol Ol
Fur scheatate. oy

Rt Ladstate.eme

Bepiore & nystem moge Bachg

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 24
- (Exam Topic 3)
You have a server named Serverl and computers that run Windows 8.1. Serverl has the Microsoft Deployment Toolkit (MDT) installed.
You plan to upgrade the Windows 8.1 computers to Windows 10 by using the MDT deployment wizard. You need to create a deployment share on Serverl.
What should you do on Serverl, and what are the minimum components you should add to the MDT deployment share? To answer, select the appropriate options
in the answer area.
NOTE: Each correct selection is worth one point.
Arswer Area

Import the Deployment Image Seracing and Managerment (DISM) PowerShedl module,
Irmport the WindowsAutopilotintune Windows PowerShell module

Install the Windows Assessment and Deployment Kit (Windows ADK)

Install the Windows Deployment Senvices server rode,

Add 1o the MOT deployment share:

Windows 10image and package only

Windows 10iimage and task sequence only
Windows 10 image cnly

Windows 10image, task sequence, and package

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Install the Windows Deployment Services role. Install and initialize Windows Deployment Services (WDS) On the server:

Open an elevated Windows PowerShell prompt and enter the following command: Install-WindowsFeature -Name WDS -IncludeManagementTools
WDSUTIL /Verbose /Progress /Initialize-Server /Server:MDTO01 /Reminst:"D:\Remotelnstall” WDSUTIL /Set-Server /AnswerClients:All

Box 2: Windows 10 image and task sequence only Create the reference image task sequence

In order to build and capture your Windows 10 reference image for deployment using MDT, you will create a task sequence.

Reference:

https://docs.microsoft.com/en-us/windows/deployment/deploy-windows-mdt/prepare-for-windows-deployment
https://docs.microsoft.com/en-us/windows/deployment/deploy-windows-mdt/create-a-windows-10-reference-im

NEW QUESTION 25

- (Exam Topic 3)

You have a Microsoft 365 E5 subscription that contains a user named User! and a web app named Appl. Appl must only accept modern authentication requests.
You plan to create a Conditional Access policy named CAPolicyl that will have the following settings:

» Assignments

° Users or workload identities: Userl

° Cloud apps or actions: Appl

* Access controls

° Grant: Block access

You need to block only legacy authentication requests to Appl. Which condition should you add to CAPolicy1?

A. Filter for devices
B. Device platforms
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C. User risk
D. Sign-in risk
E. Client apps

Answer: E

Explanation:

you can use the client apps condition to block legacy authentication requests to Appll. Legacy authentication is a term that refers to authentication protocols that
do not support modern authentication features such as multi-factor authentication or conditional access2. Examples of legacy authentication protocols include
Basic Authentication, Digest Authentication, NTLM, and Kerberos2. To block legacy authentication requests, you need to configure the client apps condition to
include Other clients, which covers any client that uses legacy authentication protocols13. References: 1: Conditional Access: Block legacy authentication |
Microsoft Learn https://learn.microsoft.com/en-us/mem/identity-protection/conditional-access/block-legacy-authentication 2:

What is legacy authentication? | Microsoft Learn

https://learn.microsoft.com/en-us/mem/identity-protection/conditional-access/legacy-authentication 3: Client apps condition in Azure Active Directory Conditional
Access | Microsoft Learn https://learn.microsoft.com/en-us/mem/identity-protection/conditional-access/client-apps-condition

NEW QUESTION 28

- (Exam Topic 3)

You have a Microsoft 365 subscription. The subscription contains computers that run Windows 11 and are enrolled in Microsoft Intune. You need to create a
compliance policy that meets the following requirements:

* Requires BitLocker Drive Encryption (BitLocker) on each device

» Requires a minimum operating system version

Which setting of the compliance policy should you configure for each requirement? To answer, drag the appropriate settings to the correct requirements. Each
setting may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point,

Settings Arswer Area

RAQUINES 3 Manimu Operaling Systerm wariaon
Liie 5 Plhigmelgor -
fh L0y Lt
3 :l““ .';“::_-- |
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Settings Answeer Area
= 5 - - P 3 m e o e =i
ficrascht Deten 1 Endp N

NEW QUESTION 31

- (Exam Topic 3)

You have a Microsoft 365 subscription.

All users have Microsoft 365 apps deployed.

You need to configure Microsoft 365 apps to meet the following requirements:

» Enable the automatic installation of WebView2 Runtime.

* Prevent users from submitting feedback.

Which two settings should you configure in the Microsoft 365 Apps admin center? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area
(il Home
He SETVICING ™
Monthly Enterpnse q
4 Customization -
Lewice Configuralion
[ Polcy Management ﬂ
What's New Management
& Health ~
Apps Health
Security Update Status |
CrneDirive Synic [ PrEviEw | .
Service Heailth .
B Inventory
Ll Learmn More "
£ Sstup
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

{nl Home

.

M2 Servicing "‘
Monthly Enterprise

@ Customization A~

Device Configuration

I Policy Management q

What's New Managemeénl

=Y Health a
Apps Health
Security Update Status
CneDrive Sync | PREVIEW ) .

Service Health
B iwentory

I} Learn More w

5t

setup

NEW QUESTION 36

- (Exam Topic 3)

You have a Microsoft 365 E5 subscription that contains 500 macOS devices enrolled in Microsoft Intune. You need to ensure that you can apply Microsoft
Defender for Endpoint antivirus policies to the macOS

devices. The solution must minimize administrative effort. What should you do?

A. From the Microsoft Endpoint Manager admin center, create a configuration profile.
B. From the Microsoft Endpoint Manager admin center, create a security baseline.

C. Onboard the macOS devices to the Microsoft 365 compliance center.

D. Install Defender for Endpoint on the macOS devices.

Answer: D
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Explanation:
Just install, and use Defender for Endpoint on Mac. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/microsoft-defender-endpoint-mac

NEW QUESTION 38

- (Exam Topic 3)

You have a Microsoft 365 tenant and an internal certification authority (CA).

You need to use Microsoft Intune to deploy the root CA certificate to managed devices.

Which type of Intune policy and profile should you use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Policy type: -

App configuration policy
App protection policy
Compliance policy
Configuration profile

Profile: -

Imported public key pair (PKCS) certificate

Public key pair (PKCS) certificate

Simple Certificate Enrollment Protocol (SCEP) certificate
Trusted certificate

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Configuration profile Create a trusted certificate profile. Box 2: Trusted certificate

When using Intune to provision devices with certificates to access your corporate resources and network, use a trusted certificate profile to deploy the trusted root
certificate to those devices. Trusted root certificates establish a trust from the device to your root or intermediate (issuing) CA from which the other certificates are

issued.
Reference: https://docs.microsoft.com/en-us/mem/intune/protect/certificates-trusted-root

NEW QUESTION 39
- (Exam Topic 3)

Your network contains an on-premises Active Directory Domain Services {AD DS) domain that syncs with an Azure AD tenant by using Azure AD Connect.

You use Microsoft Intune and Configuration Manager to manage devices.

You need to recommend a deployment plan for new Windows 11 devices. The solution must meet the following requirements:

« Devices for the marketing department must be joined to the AD DS domain only. The IT department will install complex applications on the devices at build time,

before giving the devices to the marketing department users.

« Devices for The sales department must be Azure AD joined. The devices will be shipped directly from the manufacturer to The homes of the sales department

users.
* Administrative effort must be minimized.

Which deployment method should you recommend for each department? To answer, select the appropriate options in the answer area. NOTE: Each correct

selection is worth one point.

Ansgwer Area
Sales ! Windos Autopilot with automatc registration - T J
Configuration Manager ~J
Windows Autoplol with manual registraton
Windowes Autapilat with OEM reqrtration
Marketing:  Configuranion Manager 2al
Windows Autopilo? with Jutamanc registration
Windows Autopdiot with manual registration
Windows Autopilot with OEM regrstration
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area

Sales |‘ t with At tic PeGISTr Ao '...:'_l

figuration Manager et

[oimak

reeEl ratio

R WA Miafiud lr'-_||.f:.|"’

-

Windows Autopilot waith OeM réegriration

..-'1_.”‘_'-_.".‘; anf ranon Mananer -

Windows AUTCEIor with automatic registration
Windows Autopilof with manual registratcn

Windows Autcpilof with DEM regratration

NEW QUESTION 44

- (Exam Topic 3)

You have a Microsoft 365 E5 subscription that contains 150 hybrid Azure AD joined Windows devices. All the devices are enrolled in Microsoft Intune. You need to
configure Delivery Optimization on the devices to meet the following requirements:

« Allow downloads from the internet and from other computers on the local network.

« Limit the percentage of used bandwidth to 50. What should you use?

A. a configuration profile

B. a Windows Update for Business Group Policy setting

C. a Microsoft Peer-to-Peer Networking Services Group Policy setting
D. an Update ring for Windows 10 and later profile

Answer: A

Explanation:

A configuration profile is the correct answer because it allows you to configure Delivery Optimization settings for Windows devices in Intune. You can specify the
download mode, bandwidth limit, caching options, and more. A configuration profile is a template that contains one or more settings that you can apply to groups of
devices. References:

» Windows 10 Delivery Optimization settings for Intune - Microsoft Intune | Microsoft Learn

> Delivery Optimization settings in Microsoft Intune

NEW QUESTION 49

- (Exam Topic 3)

You have a Microsoft 365 E5 subscription. The subscription contains 25 computers that run Windows 11 and are enrolled in Microsoft Intune. You need to onboard
the devices to Microsoft Defender for Endpoint. What should you create in the Microsoft Intune admin center?

A. an attack surface reduction (ASR) policy

B. a security baseline

C. an endpoint detection and response (EDR) policy
D. an account protection policy

E. an antivirus policy

Answer: C

Explanation:

To onboard the devices to Microsoft Defender for Endpoint, you need to create an endpoint detection and response (EDR) policy in the Microsoft Intune admin
center. This policy enables EDR capabilities on devices that are enrolled in Intune and allows you to configure various settings for EDR functionality. You can then
assign the policy to groups of users or devices. References:

https://docs.microsoft.com/en-us/mem/intune/protect/edr-windows

NEW QUESTION 53

- (Exam Topic 3)

You use Microsoft Intune and Intune Data Warehouse.

You need to create a device inventory report that includes the data stored in the data warehouse. What should you use to create the report?

A. the Azure portal app

B. Endpoint analytics

C. the Company Portal app
D. Microsoft Power Bl

Answer: D

Explanation:

You can use the Power Bl Compliance app to load interactive, dynamically generated reports for your Intune tenant. Additionally, you can load your tenant data in
Power Bl using the OData link. Intune provides connection settings to your tenant so that you can view the following sample reports and charts related to:
Devices Enrollment

App protection policy Compliance policy

Device configuration profiles Software updates

Device inventory logs

Note: Load the data in Power Bl using the OData link

With a client authenticated to Azure AD, the OData URL connects to the RESTful endpoint in the Data Warehouse API that exposes the data model to your
reporting client. Follow these instructions to use Power Bl Desktop to connect and create your own reports.

> Sign in to the Microsoft Endpoint Manager admin center.

> Select Reports > Intune Data warehouse > Data warehouse.

> Retrieve the custom feed URL from the reporting blade, for example:

3“0pen Power Bl Desktop.
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® Choose File > Get Data. Select OData feed.

» Choose Basic.

> Type or paste the OData URL into the URL box.

> Select OK.

> If you have not authenticated to Azure AD for your tenant from the Power Bl desktop client, type your credentials. To gain access to your data, you must
authorize with Azure Active Directory (Azure AD) using OAuth 2.0.

> Select Organizational account.

> Type your username and password.

> Select Sign In.

> Select Connect.

> Select Load.

Reference: https://docs.microsoft.com/en-us/mem/intune/developer/reports-proc-get-a-link-powerbi

NEW QUESTION 57
- (Exam Topic 3)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Role

Admin1 | Application admin |

Admin2 | Cloud application admin |
. 1

Admin3 | Office apps admin |

Admind J Security admin |

In the Microsoft 365 Apps admin center, you create a Microsoft Office customization. Which users can download the Office customization file from the admin
center?

A. Adminl, Admin2, Admin3. and Admin4
B. Adminl, Admin2, and Admin3 only

C. Admin3 only

D. Admin3 and Admin4 only

E. Adminl and Admin3 only

Answer: B

Explanation:

* Adminl

An application admin has full access to enterprise applications, applications registrations, and application proxy settings.

* Admin2

Mark your app as publisher verified.

In Azure AD this user must be a member of one of the following roles: Application Admin, Cloud Application Admin, or Global Admin.
* Admin3

Office Apps admin - Assign the Office Apps admin role to users who need to do the following:

- Use the Office cloud policy service to create and manage cloud-based policies for Office

- Create and manage service requests

- Manage the What's New content that users see in their Office apps

- Monitor service health

Reference:

Office Apps admin - Assign the Office Apps admin role to users who need to do the following https://docs.microsoft.com/en-us/azure/active-directory/develop/mark-
app-as-publisher-verified

NEW QUESTION 62

- (Exam Topic 3)

You have a Microsoft 365 E5 subscription that contains 100 iOS devices enrolled in Microsoft Intune. You need to ensure that notifications of iOS updates are
deferred for 30 days after the updates are released. What should you create?

A. a device configuration profile based on the Device features template

B. a device configuration profile based on the Device restrictions template
C. an update policy for iOS/iPadOS

D. an iOS app provisioning profile

Answer: C

Explanation:

Manage i0OS/iPadOS software update policies in Intune, delay visibility of software updates.

When you use update policies for iOS, you might have need to delay visibility of an iOS software update. Reasons to delay visibility include:
Prevent users from updating the OS manually

To deploy an older update while preventing users from installing a more recent one

To delay visibility, deploy a device restriction template that configures the following settings: Defer software updates = Yes

This doesn't affect any scheduled updates. It represents days before software updates are visible to end users after release.

Delay default visibility of software updates = 1 to 90 90 days is the maximum delay that Apple supports.

Reference: https://docs.microsoft.com/en-us/mem/intune/protect/software-updates-ios

NEW QUESTION 66

- (Exam Topic 3)

You have an Azure AD tenant and 100 Windows 10 devices that are Azure AD joined and managed by using Microsoft Intune.

You need to configure Microsoft Defender Firewall and Microsoft Defender Antivirus on the devices. The solution must minimize administrative effort.
Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.
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A. To configure Microsoft Defender Antivirus, create a Group Policy Object (GPO) and configure the Windows Defender Antivirus settings.

B. To configure Microsoft Defender Firewall, create a device configuration profile and configure the Device restrictions settings.

C. To configure Microsoft Defender Antivirus, create a device configuration profile and configure the Endpoint protection settings.

D. To configure Microsoft Defender Antivirus, create a device configuration profile and configure the Device restrictions settings.

E. To configure Microsoft Defender Firewall, create a device configuration profile and configure the Endpoint protection settings.

F. To configure Microsoft Defender Firewall, create a Group Policy Object (GPO) and configure Windows Defender Firewall with Advanced Security.

Answer: CE

Explanation:

To configure Microsoft Defender Firewall and Microsoft Defender Antivirus on Azure AD joined devices that are managed by Intune, you need to create a device
configuration profile and configure the Endpoint protection settings. You can use this profile to configure various settings for firewall and antivirus protection on the
devices. References:

https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-protection-windows-10

NEW QUESTION 71

- (Exam Topic 3)

You have computer that run Windows 10 and connect to an Azure Log Analytics workspace. The workspace is configured to collect all available events from
Windows event logs.

The computers have the logged events shown in the foIIowmg table.
TN .
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Which events are collected in the Log Analytics workspace?

A. 1 only

B. 2 and 3 only
C.1and 3 only
D.1,2,and 4 on
E.1, 2,3 and 4

Answer: E

Explanation:
All events from Windows event logs are collected in the Log Analytics workspace, regardless of the event level or source. Therefore, events 1, 2, 3, and 4 are all
collected in the workspace. References: https://docs.microsoft.com/en-us/azure/azure-monitor/agents/data-sources-windows-events

NEW QUESTION 76
- (Exam Topic 3)
You have an Azure AD tenant that contains the users shown in the following table.

Name Multi-factor authentication (MFA) status
User1 Disabled
UserZ2 Enabled

You have the devices shown in the following table.
Name Platform |

Device 1 Android

Device2 | 10S |

You have a Conditional Access policy named CAPolicyl that has the following settings:

* Assignments

0 Users or workload identities: User 1. Userl

o Cloud apps or actions: Office 365 Exchange Online o Conditions: Device platforms: Windows, iOS
* Access controls

o Grant Require multi-factor authentication

You have a Conditional Access policy named CAPolicy?2 that has the following settings:
Assignments

0 Users or workload identities: Used, User2 o Cloud apps or actions: Office 365 Exch

o Conditions

Device platforms: Android, iOS Filter for devices

Device matching the rule: Exclude filtered devices from policy Rule syntax: device. displayName- contains "1"
Access controls Grant Block access

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
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Answer Area

Statements Yes No

If User1 connects to Microsoft Exchange Online from Device1, the user is prompted for MFA
If User2 connects to Microsoft Exchange Online from Devicel, the user is prompted for MFA,

User2 can access Microsoft Exchange Online from Device?

A. Mastered
B. Not Mastered

Answer: A

Explanation:
A screen shot of a computer Description automatically generated with low confidence

NEW QUESTION 81

- (Exam Topic 3)

You have a Microsoft Deployment Toolkit (MDT) server named MDT1.
When computers start from the LiteTouchPE_x64.Iso image and connect to MDT1. the welcome screen appears as shown In the following exhibit.
r*jﬁnmﬂuaj—hm ]

ﬁ Run the Deployment Wizard
to install a new Operating System

Exit to Command Prompt
CFSSE LEyout | Unmed Tuanel e
Configure Stats @ Corfigure with Jus F Addria

You need to prevent the welcome screen from appearing when the computers connect to MDT1.

Which three actions should you perform in sequence? To answer move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Arwer Area
Ity e {ustombettngs ins e

Updase the depioyment thae

Miodfy the Bootsirapani file. @
Raplace the [50) image @

Moy the tatk Sequeece,

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Modify the Bootstrap.ini file.

Add this to your bootstrap.ini file and then update the deployment share and use the new boot media created in that process:
SkipBDDWelcome=YES

Box 2: Modify the CustomSettings.ini file. SkipBDDWelcome
Indicates whether the Welcome to Windows Deployment wizard page is skipped.

For this property to function properly it must be configured in both CustomSettings.ini and BootStrap.ini. BootStrap.ini is processed before a deployment share
(which contains CustomSettings.ini) has been selected.

Box 3: Update the deployment share. Reference:
https://docs.microsoft.com/en-us/mem/configmgr/mdt/toolkit-reference#table-6-deployment-wizard-pages

NEW QUESTION 84

- (Exam Topic 3)

You have a Microsoft 365 subscription that contains 1,000 Windows 11 devices enrolled in Microsoft Intune.

You plan to create and monitor the results of a compliance policy used to validate the BIOS version of the devices.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
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correct order.
ctions Anwwer Area

R P Compllance cashiand for nesuite
Cowste and a5iagn & Compluance poficy Tt hurk Syiiem Secunty Semmngs condgured
R e Congitiongl ACTess infigihty and Reparing wivkbiook for ety
Creane 3 PowwerShell decovery srept and 3 JSCN fie
Uphoaed the PosweShedl sonpt 5o Intuse
ol the SO Sle o Agure AD

Crease ang ats O i (L0 COTERINCE Poicy

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Actions Aeepwer Ared

b e It caRboad for nulty I ______.._ _________ .L_. ________________ |

= = YR 2 LR ﬂl T F g ¢

| i

Create and ¥tkgh 4 comphiance pofcy that o Syitemn Securdy settingt confipured. | '::::::_::::::::::::::::::::::::::::I
] B 0

e The Con Ty Bepors R I - - R e T e e e e e Rl L o o I

NEW QUESTION 89
- (Exam Topic 3)
You have a Microsoft 365 subscription that contains the devices shown in the following table.

Name Type
Device1 Windows 10
Devicel 105
Device3 | Android Enterprise

You need to ensure that only devices running trusted firmware or operating system builds can access network resources.

Which compliance policy setting should you configure for each device? To answer, drag the appropriate settings to the correct devices. Each setting may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Settings Answer Area
Require Brlocker. Dewcel: Setting
Prevent jarbroken devices from hawing corporate access
Dewice2: Setting
Prevent rooted devices from having corporate access.
Devices: Setting

Resguire Secure Boot 1o be enabled on the device,

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1:

Device Compliance settings for Windows 10/11 in Intune

There are the different compliance settings you can configure on Windows devices in Intune. As part of your mobile device management (MDM) solution, use
these settings to require BitLocker, set a minimum and maximum operating system, set a risk level using Microsoft Defender for Endpoint, and more.

Note: Windows Health Attestation Service evaluation rules Require BitLocker:

Windows BitLocker Drive Encryption encrypts all data stored on the Windows operating system volume. BitLocker uses the Trusted Platform Module (TPM) to help
protect the Windows operating system and user

data. It also helps confirm that a computer isn't tampered with, even if its left unattended, lost, or stolen. If the computer is equipped with a compatible TPM,
BitLocker uses the TPM to lock the encryption keys that protect the data. As a result, the keys can't be accessed until the TPM verifies the state of the computer.
Not configured (default) - This setting isn't evaluated for compliance or non-compliance.

Require - The device can protect data that's stored on the drive from unauthorized access when the system is off, or hibernates.

Box 2: Prevent jailbroken devices from having corporate access Device Compliance settings for iOS/iPadOS in Intune

There are different compliance settings you can configure on iOS/iPadOS devices in Intune. As part of your mobile device management (MDM) solution, use these
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settings to require an email, mark rooted (jailbroken) devices as not compliant, set an allowed threat level, set passwords to expire, and more.
Device Health Jailbroken devices

Supported for iOS 8.0 and later

Not configured (default) - This setting isn't evaluated for compliance or non-compliance. Block - Mark rooted (jailbroken) devices as not compliant.
Box 3: Prevent rooted devices from having corporate access. Device compliance settings for Android Enterprise in Intune

There are different compliance settings you can configure on Android Enterprise devices in Intune. As part of your mobile device management (MDM) solution, use
these settings to mark rooted devices as not compliant, set an allowed threat level, enable Google Play Protect, and more.

Device Health - for Personally-Owned Work Profile Rooted devices

Not configured (default) - This setting isn't evaluated for compliance or non-compliance. Block - Mark rooted devices as not compliant.

Reference: https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-create-windows https://docs.microsoft.com/en-
us/mem/intune/protect/compliance-policy-create-android-for-work https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-create-ios

NEW QUESTION 90
- (Exam Topic 3)
You have a Microsoft 365 E5 subscription that uses Microsoft Intune. You have the Windows 11 devices shown in the following table.

| Name | Member of BitLocker Drive Encryption (BitLocker)

}
|-H'” ITOUD | ou abled
¥

k1) D& cnaciad

You deploy the device compliance policy shown in the exhibit. (Click the Exhibit tab.)

Baslcs £

Comphance tettings

i o Haalth

i

Actions Tor noncomphanoe

action Scheduls Mesmage template Additional red geents (via smal)
Scope tlags

& < ¥ T h L

L .'|||'_|.|'|1'|.|.d. 5

Ine lugedd s [ {10

L

Excluded groups

Group

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Answer Area

Staterments Yes ]

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Angwer Arca

Staterments Yes No

NEW QUESTION 92

- (Exam Topic 3)

You have a Microsoft 365 E5 subscription.

You need to download a report that lists all the devices that are NOT enrolled in Microsoft Intune and are assigned an app protection policy.
What should you select in the Microsoft Endpoint Manager admin center?

A. App

B. and then App protection policies

C. App

D. and then Monitor

E. Devices, and then Monitor

F. Reports, and the Device compliance

Answer: A

Explanation:

App report: You can search by platform and app, and then this report will provide two different app protection statuses that you can select before generating the
report. The statuses can be Protected or Unprotected.

Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/app-protection-policies-monitor

NEW QUESTION 97

- (Exam Topic 3)

You have a Microsoft 365 E5 subscription that contains 100 Windows 10 devices enrolled in Microsoft Intune. You plan to use Endpoint analytics.
You need to create baseline metrics. What should you do first?

A. Create an Azure Monitor workbook.
B. Onboard 10 devices to Endpoint analytics.
C. Create a Log Analytics workspace.
D. Modify the Baseline regression threshold.

Answer: B

Explanation:
Onboarding from the Endpoint analytics portal is required for Intune managed devices. Reference: https://docs.microsoft.com/en-us/mem/analytics/enroll-intune

NEW QUESTION 100

- (Exam Topic 3)

You have 100 computers that run Windows 10. You have no servers. All the computers are joined to Microsoft Azure Active Directory (Azure AD).

The computers have different update settings, and some computers are configured for manual updates. You need to configure Windows Update. The solution
must meet the following requirements:

> The configuration must be managed from a central location.

> Internet traffic must be minimized.

» Costs must be minimized.

How should you configure Windows Update? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Windows Update technology to use:

Windows Server Update Services (WSLIS)
Microsoft Endpoint Configuration Manager
Windows Update for Business

Manage the configuration by using: [
A Group Policy object (GPO)

Microsoft Endpoint Configuration Manager
Microsoft Intune

Manage the traffic by using: [

Delrvery Optimization
BranchCache
Peer cache

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Box 1: Windows Server Update Services (WSUS)

Windows Server Update Services (WSUS) enables information technology administrators to deploy the latest Microsoft product updates. You can use WSUS to
fully manage the distribution of updates that are released through Microsoft Update to computers on your network.

Windows Server Update Services is a built-in server role that includes the following enhancements: Can be added and removed by using the Server Manager
Includes Windows PowerShell cmdlets to manage the most important administrative tasks in WSUS Etc.

Box 2: A Group Policy object

In an Active Directory environment, you can use Group Policy to define how computers and users can interact with Windows Update to obtain automatic updates
from Windows Server Update Services (WSUS).

Box 3: BranchCache

BranchCache is a bandwidth-optimization feature that has been available since the Windows Server 2008 R2 and Windows 7 operating systems. Each client has a
cache and acts as an alternate source for content that devices on its own network request. Windows Server Update Services (WSUS) and Microsoft Endpoint
Manager can use BranchCache to optimize network bandwidth during update deployment, and it's easy to configure for either of them. BranchCache has two
operating modes: Distributed Cache mode and Hosted Cache mode.

Reference: https://docs.microsoft.com/en-us/windows/deployment/update/waas-branchcache https://docs.microsoft.com/en-us/windows-
server/administration/windows-server-update-services/deploy/4-conf

NEW QUESTION 102

- (Exam Topic 3)

You have an Azure AD group named Groupl. Group! contains two Windows 10 Enterprise devices named Devicel and Device2. You create a device
configuration profile named Profilel. You assign Profile! to Groupl. You need to ensure that Profile! applies to Devicel only. What should you modify in Profile 1?

A. Assignments

B. Settings

C. Scope (Tags)

D. Applicability Rules

Answer: D

Explanation:

To ensure that Profilel applies to Devicel only, you need to modify the Applicability Rules in Profilel. You can use applicability rules to filter which devices receive
a profile based on criteria such as device model, manufacturer, or operating system version. You can create an applicability rule that matches Devicel's
properties and excludes Device2’s properties. References:

https://docs.microsoft.com/en-us/mem/intune/configuration/device-profile-assign#applicability-rules

NEW QUESTION 107
- (Exam Topic 3)
You have devices enrolled in Microsoft Intune as shown in the following table.

Name Platform
Device1 Windows 8.1
Device2 Windows 10
Device3 Android
Deviced i0S

On which devices can you apply app configuration policies?

A. Device2 only

B. Devicel and Device2 only

C. Device3 and Device4 only

D. Device2, Device3, and Device4 only

E. Devicel, Device2, Device B, and Device4d

Answer: D

Explanation:

The correct answer is D because app configuration policies can be applied to managed devices and managed appsl. Managed devices are enrolled and managed
by Intune, while managed apps are integrated with Intune App SDK or wrapped using the Intune Wrapping Tooll. Device2, Device3, and Device4 are either
enrolled in Intune or have managed apps installed, so they can receive app configuration policies2. Devicel is not enrolled in any MDM solution and does not have
any managed apps installed, so it cannot receive app configuration policies2. References: 1: App configuration policies for Microsoft Intune | Microsoft Learn
https://learn.microsoft.com/en-us/mem/intune/apps/app-configuration-policies-overview 2: Policy sets - Microsoft Intune | Microsoft Learn
https://learn.microsoft.com/en-us/mem/intune/fundamentals/policy-sets

NEW QUESTION 111

- (Exam Topic 3)

You have a Microsoft 365 E5 subscription that contains a user named Userl and uses Microsoft Intune Suite. You use Microsoft Intune to manage devices.
You have a device named Devicel that is enrolled in Intune.

You need to ensure that Userl can use Remote Help from the Intune admin center for Devicel. Which three actions should you perform? Each correct answer
presents part of the solution. NOTE: Each correct selection is worth one point.

A. Deploy the Remote Help app to Devicel.

B. Assign the Help Desk Operator role to Userl.

C. Assign the Intune Administrator role to Userl.

D. Assign a Microsoft 365 E5 license to Userl.

E. Rerun device onboarding on Devicel.

F. Assign the Remote Help add-on license to Userl.

Answer: ABF
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NEW QUESTION 112
- (Exam Topic 3)
Your company uses Microsoft Defender for Endpoint Microsoft Defender for Endpoint includes the device groups shown in the following table.

Rank Name Members

1 Group1 Tag Equals demo And 05 In Windows 1@

2 Groupd Tag Equals demo

3 Group3 Domain Equals adatum.com
4 Groupd Domain Equals adatum.com And 05 In Windows 1@
5 Groups Name storts with COMP

Ungrou machines .
Last ( drﬁau] t;mj Mot applicable

You onboard a computer to Microsoft Defender for Endpoint as shown in the following exhibit.

computeri

ACTIONS o

Domain: adatum.com
05 Windews10 B4-bit (Build 17134)

Machine IP addresses ¥

What is the effect of the Microsoft Defender for Endpoint configuration? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
Computer1 will be a member of: v
aroups only
Group4 only
Grou5 only
Group3, Group4, and Group5 only
If you add the tag demo to Computer1, v
Computer! will be a member of Group1 only
Group2 only
Group1 and Group2 only
Group1, Group2, Group3, Groupd, and Group5
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Computeri will be a member of: v
Group3 only

Group4 only

Groud only

Group3, Group4, and Group5 only

if you add the tag demo to Computer, i'
Computer1 will be a member of. Group1 only
Group2 only

Group1 and Group2 only
Group1, Group2, Group3, Groupd, and Groups

NEW QUESTION 117

- (Exam Topic 3)

You have a Microsoft 365 E5 subscription.

You create a new update rings policy named Policyl as shown in the following exhibit.
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Update ring settings |

pdate settings

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point,

Anmwer Area
Updates that conien floes and mprovements b exstng Windows | in b defemed for 30 days 6

furictionality [answer choleel.  :un ne defemed indefinite
can be defemred for 30 o
wall e installed immadiately

Updatas that contain new Windows funcionality wall beinstalied 1 day v
s iy
B0 d iy
A. Mastered

B. Not Mastered
Answer: A

Explanation:

*Updates that contain fixes and improvements to existing Windows functionality can be deferred for 30 days. This is because the update rings policy named
Policyl has the “Quality updates deferral period (days)” setting set to 30. This means that quality updates, which include fixes and improvements to existing
Windows functionality, can be deferred for up to 30 days from the date they are released by Microsoft. After 30 days, the devices will automatically install the
guality updates. References:

https://docs.microsoft.com/en-us/mem/intune/protect/windows-update-for-business-configure

*Updates that contain new Windows functionality will be installed within 60 days of release.

This is because the update rings policy named Policyl has the “Feature updates deferral period (days)” setting set to 60. This means that feature updates, which
include new Windows functionality, can be deferred for up to 60 days from the date they are released by Microsoft. After 60 days, the devices will automatically
install the feature updates. References:

https://docs.microsoft.com/en-us/mem/intune/protect/windows-update-for-business-configure

NEW QUESTION 120

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. The domain contains a computer named Computerl that runs Windows 8.1.

Computerl has apps that are compatible with Windows 10.

You need to perform a Windows 10 in-place upgrade on Computerl.

Solution: You copy the Windows 10 installation media to a Microsoft Deployment Toolkit (MDT) deployment share. You create a task sequence, and then you run
the MDT deployment wizard on Computerl.

Does this meet the goal?

A. Yes
B. No

Answer: B
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NEW QUESTION 123
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