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NEW QUESTION 1
What are two benefits of network automation? (Choose two)

A. reduced operational costs

B. reduced hardware footprint

C. faster changes with more reliable results
D. fewer network failures

E. increased network security

Answer: AC

NEW QUESTION 2
Which command enables a router to become a DHCP client?

A. ip address dhcp
B. ip helper-address
C. ip dhcp pool

D. ip dhcp client

Answer: A

NEW QUESTION 3
When configuring IPv6 on an interface, which two IPv6 multicast groups are joined? (Choose two)

A. 2000::/3
B. 2002::5
C. FC00::/7
D. FF02::1
E. FF02::2

Answer: DE

NEW QUESTION 4
Which IPv6 address type provides communication between subnets and cannot route on the Internet?

A. global unicast
B. unigue local
C. link-local

D. multicast

Answer: B

NEW QUESTION 5
What are two southbound APIs? (Choose two )

A. OpenFlow
B. NETCONF
C. Thrift

D. CORBA
E. DSC

Answer: CD

NEW QUESTION 6
Which two capacities of Cisco DNA Center make it more extensible? (Choose two)

A. adapters that support all families of Cisco 10S software

B. SDKs that support interaction with third-party network equipment

C. customized versions for small, medium, and large enterprises

D. REST APIs that allow for external applications to interact natively with Cisco DNA Center
E. modular design that is upgradable as needed

Answer: BD

NEW QUESTION 7

An email user has been lured into clicking a link in an email sent by their company's security organization. The webpage that opens reports that it was safe but the
link could have contained malicious code. Which type of security program is in place?

A. Physical access control

B. Social engineering attack

C. brute force attack

D. user awareness

Answer: B
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NEW QUESTION 8
Which type of wireless encryption is used for WPA2 in preshared key mode?

A. TKIP with RC4
B. RC4

C. AES-128

D. AES-256

Answer: D

NEW QUESTION 9
Which two must be met before SSH can operate normally on a Cisco I10S switch? (Choose two)

A. The switch must be running a k9 (crypto) 10S image

B. The Ip domain-name command must be configured on the switch
C. IP routing must be enabled on the switch

D. A console password must be configured on the switch

E. Telnet must be disabled on the switch

Answer: BC

NEW QUESTION 10
How does HSRP provide first hop redundancy?

A. It load-balances traffic by assigning the same metric value to more than one route to the same destination m the IP routing table.

B. It load-balances Layer 2 traffic along the path by flooding traffic out all interfaces configured with the same VLAN.
C. It forwards multiple packets to the same destination over different routed links n the data path
D. It uses a shared virtual IMC and a virtual IP address to a group of routers that serve as the default gateway for hosts on a LAN

Answer: C

NEW QUESTION 10
in Which way does a spine and-leaf architecture allow for scalability in a network when additional access ports are required?

A. A spine switch and a leaf switch can be added with redundant connections between them
B. A spine switch can be added with at least 40 GB uplinks

C. A leaf switch can be added with a single connection to a core spine switch.

D. A leaf switch can be added with connections to every spine switch

Answer: D

NEW QUESTION 13

Which two actions are performed by the Weighted Random Early Detection mechanism? (Choose two)
A. It drops lower-priority packets before it drops higher-priority packets

B. It can identify different flows with a high level of granularity

C. It guarantees the delivery of high-priority packets

D. It can mitigate congestion by preventing the queue from filling up

E. IT supports protocol discovery

Answer: BD

NEW QUESTION 16

A network engineer must back up 20 network router configurations globally within a customer environment. Which protocol allows the engineer to perform this

function using the Cisco I0S MIB?

A. CDP
B. SNMP
C. SMTP
D. ARP

Answer: C

NEW QUESTION 20
Drag and drop the threat-mitigation techniques from the left onto the types of threat or attack they mitigate on the right.
check the answer below.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 24
What is a benefit of using a Cisco Wireless LAN Controller?

A. Central AP management requires more complex configurations
B. Unique SSIDs cannot use the same authentication method

C. It supports autonomous and lightweight APs

D. It eliminates the need to configure each access point individually

Answer: D

NEW QUESTION 26
What are two characteristics of a controller-based network? (Choose two)

A. The administrator can make configuration updates from the CLI

B. It uses northbound and southbound APIs to communicate between architectural layers

C. It moves the control plane to a central point.

D. It decentralizes the control plane, which allows each device to make its own forwarding decisions
E. It uses Telnet to report system issues.

Answer: AC

NEW QUESTION 30
Refer to Exhibit.

SW2

vip domain cisco

vip mods TrANSPATEOT

vip passwoerd ciscotest

interface fastethernetl/1
descriprion connecticn to swl
switchport mode trunk
switchport trunk encapsulation dotlg

How does SW2 interact with other switches in this VTP domain?
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A. It processes VTP updates from any VTP clients on the network on its access ports.
B. It receives updates from all VTP servers and forwards all locally configured VLANSs out all trunk ports

C. It forwards only the VTP advertisements that it receives on its trunk ports.

D. It transmits and processes VTP updates from any VTP Clients on the network on its trunk ports

Answer: C

NEW QUESTION 32
Which two encoding methods are supported by REST APIs? (Choose two)

A. YAML
B. JSON
C. EBCDIC
D. SGML
E. XML

Answer: AE

NEW QUESTION 36

Drag and drop the Cisco Wireless LAN Controller security settings from the left onto the correct security mechanism categories on the right.

Layer 2 Securty Mechansms

] i, L i
¢|F;-|*'Iu| -

Layer 3 Sacurity Machanisms (for WLAN)

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 41

Laver 2 Securty Mechanesms
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Laver 3 Securty Mechanssms (for WLAN)
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Router A learns the same route from two different neighbors, one of the neighbor routers is an OSPF neighbor and the other is an EIGRP neighbor. What is the

administrative distance of the route that will be installed in the routing table?
A. 20

B. 90

C. 110

D. 115

Answer: B
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NEW QUESTION 46
Drag and drop the network protocols from the left onto the correct transport services on the right.

IConnection Onented
SMTP
SNMP
TFTP
IConnectionless
SSH
ETP
A. Mastered
B. Not Mastered
Answer: A
Explanation:
|Connection Onented

NEW QUESTION 49
What is the primary effect of the spanning-tree portfast command?

A. it enables BPDU messages

B. It minimizes spanning-tree convergence time

C. It immediately puts the port into the forwarding state when the switch is reloaded
D. It immediately enables the port in the listening state

Answer: A
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NEW QUESTION 51
Refer to the exhibit.

ip Arp inspaction vian 5-10

interface fastethernet 0/1
sWitchport mods acoess
switchport access vian 5

What is the effect of this configuration?

A. All ARP packets are dropped by the switch

B. Egress traffic is passed only if the destination is a DHCP server.

C. All ingress and egress traffic is dropped because the interface is untrusted

D. The switch discard all ingress ARP traffic with invalid MAC-to-IP address bindings.

Answer: D

NEW QUESTION 52
Which IPv6 address block sends packets to a group address rather than a single address?

A. 2000::/3
B. FC00::/7
C. FE80::/10
D. FF00::/8

Answer: C

NEW QUESTION 56
Drag and drop the AAA functions from the left onto the correct AAA services on the right

muthentcation

Authorization

Accounting

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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records user acovities |

restnicts the sannices that are available to a ysar

controls the achons that 2 user can perform
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NEW QUESTION 60

kuthentication

| dentifies the user

—————-————-——————1

controls the actions that 3 user Can pertorm I

T R R . . l

luthorization. _

I restncts the senoces that are avalable to a yser
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provides analvtical information for the network administrator

Which two values or settings must be entered when configuring a new WLAN in the Cisco Wireless LAN Controller GUI? (Choose two)

A. management interface settings

B. QoS settings

C. Ip address of one or more access points
D. SSID

E. Profile name

Answer: DE

NEW QUESTION 65
Refer to Exhibit.

SWiI:
interface FastEthernet(O/1

switchport trunk encapsulation dotlqg
switchport trunk native vlan 999

switchport mode trunk

Which action do the switches take on the trunk link?

A. The trunk does not form and the ports go into an err-disabled status.

SW2:

interface FastEthernet(0/1

switchport trunk encapsulation dotlq
switchport trunk native vlan 99
switchport mode trunk

B. The trunk forms but the mismatched native VLANs are merged into a single broadcast domain.
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C. The trunk does not form, but VLAN 99 and VLAN 999 are allowed to traverse the link.
D. The trunk forms but VLAN 99 and VLAN 999 are in a shutdown state.

Answer: C

NEW QUESTION 67

Which QoS Profile is selected in the GUI when configuring a voice over WLAN deployment?
A. Bronze

B. Platinum

C. Silver

D. Gold

Answer: B

NEW QUESTION 70

Two switches are connected and using Cisco Dynamic Trunking Protocol SW1 is set to Dynamic Desirable What is the result of this configuration?

A. The link is in a down state.

B. The link is in an error disables state
C. The link is becomes an access port.
D. The link becomes a trunk port.
Answer: D

NEW QUESTION 73
Refer to the exhibit.

SW1#sh lacp neighbor
Flags: S - Device 1s requesting Slow LACPDUs
F - Device 1s requesting Fast LACPDUs

Channel group 35 neighbors
Partner's information:

LACP port
Port Flags Priority Dev ID Age
Et1/0 SP 32768 aabb.cc80.7000 8s
Etl/1 5P 32768 aabb.cc80.7000 8s

Admin
key
0x0
0x0

A - Device 1s 1n Active mode P - Device 15 1n Passive mode

Oper
Key

Ox23
0x23

Port Port
Number State
0x101  Ox3C
0x102  Ox3C

Based on the LACP neighbor status, in which mode is the SW1 port channel configured?

A. passive
B. mode on
C. auto

D. active

Answer: A

NEW QUESTION 78

Which mode allows access points to be managed by Cisco Wireless LAN Controllers?
A. autonomous

B. lightweight

C. bridge

D. mobility express

Answer: B

NEW QUESTION 82
Refer to Exhibit.
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’ Se0/0/1 2013 1126 Se0/0/1 e
“'. 1 — g
L™ ]
o el Washington
Atlanta + Se00/0 SeQ000 - L 03 gt
Lo1 it g : :
ez Static route to Lo1 on Atlanta via SeQ/0/1
Defaut Rouwte 0 wa Se(/0/1 N
2012 /126 = :
: Configured routers |PvE addresses
Atlanta
o . Senal 00/0.2012.1/126
20231126 Serial 0/0/1 : 2013.:1/126
Loopback1 2000 :1/128
S pe e B New York.
Se0/00 e Se0/0/1 T :
\ " Senal 000 - 2012:2/126
Senal 00/1 - 2023:2/126
New-York Loopback2 2000 2/128
Lo2 - Washington

Senal 0/0/0 2023 3126
Senal 000/1 - 20133126
Loopback3 2000 3/128

An engineer is configuring the NEW York router to reach the Lol interface of the Atlanta router using interface Se0/0/0 as the primary path. Which two commands
must be configured on the New York router so that it can reach the Lol interface of the Atlanta router via Washington when the link between New York and Atlanta
goes down? (Choose two)

A. ipv6 router 2000::1/128 2012::1
B. ipv6 router 2000::1/128 2012::1 5
C. ipv6 router 2000::1/128 2012::2

D. ipv6 router 2000::1/128 2023::2 5
E. ipv6 router 2000::1/128 2023::3 5

Answer: DE

NEW QUESTION 84
Refer to the exhibit.

Router#

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, | - IGMP, r - Repeater, P - Phone,
D - Remote, C - CVTA, M - Two-port Mac Relay

Device ID Local Intrfce Holdtme Capability Platform Port ID

10.1.1.2 Gig37/3 176 R1 CPT 600 Gig36/41
10.1.1.2 Gig37/1 174 Rl CPT600 Gig36/43
10.1.1.2 Gig36/41 134 N R1 CPT600 Gig37/3
10.1.1.2 Gig36/43 134 ) R1 CPT600 Gig37/1
10.1.1.2 Ten 3/2 132 R1 CPT600 Ten4/2
10.1.1.2 Ten4/2 174 RI CPT600 Ten 3/2

L . . .

Which command provides this output?
A. show ip route

B. show ip interface

C. show interface

D. show cdp neighbor

Answer: D
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NEW QUESTION 89
Which two outcomes are predictable behaviors for HSRP? (Choose two)

A. The two routers share a virtual IP address that is used as the default gateway for devices on the LAN.

B. The two routers negotiate one router as the active router and the other as the standby router

C. Each router has a different IP address both routers act as the default gateway on the LAN, and traffic is load balanced between them.D The two routers
synchronize configurations to provide consistent packet forwarding

D. The two routed share the same IP address, and default gateway traffic is load-balanced between them

Answer: AB

NEW QUESTION 93
Which 802.11 frame type is association response?

A. management
B. protected frame
C. control

D. action

Answer: B

NEW QUESTION 95
Which two tasks must be performed to configure NTP to a trusted server in client mode on a single network device? (Choose two)

A. Enable NTP authentication.

B. Verify the time zone.

C. Disable NTP broadcasts

D. Specify the IP address of the NTP server
E. Set the NTP server private key

Answer: DE

NEW QUESTION 99

Which result occurs when PortFast is enabled on an interface that is connected to another switch?
A. Spanning tree may fail to detect a switching loop in the network that causes broadcast storms
B. VTP is allowed to propagate VLAN configuration information from switch to switch automatically.
C. Root port choice and spanning tree recalculation are accelerated when a switch link goes down
D. After spanning tree converges PortFast shuts down any port that receives BPDUSs.

Answer: A

NEW QUESTION 102
Refer to exhibit.

Router (config) #interface GigabitEthernet 1/0/1
Router (config-if) #ip address 192.168.16.143 255.255.255.240
Bad mask /28 for address 192.168.16.143

Which statement explains the configuration error message that is received?

A. Itis a broadcast IP address

B. The router does not support /28 mask.
C. It belongs to a private IP address range.
D. IT is a network IP address.

Answer: A

NEW QUESTION 107

When a floating static route is configured, which action ensures that the backup route is used when the primary route fails?
A. The floating static route must have a higher administrative distance than the primary route so it is used as a backup

B. The administrative distance must be higher on the primary route so that the backup route becomes secondary.

C. The floating static route must have a lower administrative distance than the primary route so it is used as a backup

D. The default-information originate command must be configured for the route to be installed into the routing table
Answer: A

NEW QUESTION 109

What makes Cisco DNA Center different from traditional network management applications and their management of networks?

A. It only supports auto-discovery of network elements in a greenfield deployment.
B. It modular design allows someone to implement different versions to meet the specific needs of an organization
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C. IT abstracts policy from the actual device configuration
D. It does not support high availability of management functions when operating in cluster mode

Answer: A

NEW QUESTION 111
Which network allows devices to communicate without the need to access the Internet?

A.1729.0.0/16

B. 172.28.0.0/16

C. 192.0.0.0/8

D. 209.165.201.0/24

Answer: D

NEW QUESTION 115
Refer to the exhibit.

e T T _ Routert Router? .— - ks

Router2#show ip route
Gateway of last resort is not set

10.0.0.0/8 is vanably subnetted, 4 subnets, 2 masks
10.10.10.8/30 is directly connected. FastEthernet/2
10 10 .10 12/30 15 directly connecied, FasiEthemet(/1
10.10.13.0725[110/11] wia 10.10.10.9, 00:00.03, FastEthemet0/2
[110/11] via 10.10.10.13, 00:00:03, FastEthermnet(/1
10 1010 4730 s directly connected, FastEthemet(/2

OO0

o~
W o

If OSPF is running on this network, how does Router 2 handle traffic from Site B to 10.10.13/25 at Site A?
A. It sends packets out of interface Fa0/2 only.

B. It sends packets out of interface Fa0/1 only.

C. It cannot send packets to 10.10.13 128/25

D. It load-balances traffic out of Fa0/1 and Fa0/2

Answer: D

NEW QUESTION 120
Refer to the exhibit.
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An extended ACL has been configured and applied to router R2 The configuration farted to work as intended Which two changes stop outbound traffic on TCP
ports 25 and 80 to 10.0 20 026 from the 10.0.10 0/26 subnet while still allowing all other traffic? (Choose two)

A. Add a "permit ip any any" statement to the begining of ACL 101 for allowed traffic.
B. Add a "permit ip any any" statement at the end of ACL 101 for allowed traffic

C. The source and destination IPs must be swapped in ACL 101
D. The ACL must be configured the Gi0/2 interface inbound on R1
E. The ACL must be moved to the GiO/1 interface outbound on R2

Answer: AE

NEW QUESTION 121

Which mode must be used to configure EtherChannel between two switches without using a negotiation protocol?

A.on

B. auto

C. active

D. desirable

Answer: D

NEW QUESTION 123

R1 has learned route 192.168.12.0/24 via I1S-IS. OSPF, RIP. and Internal EIGRP Under normal operating conditions, which routing protocol is installed in the

routing table?

A. IS-IS

B. RIP

C. Internal EIGRP
D. OSPF

Answer: C

NEW QUESTION 126

Which statement correctly compares traditional networks and controller-based networks?

A. Only traditional networks offer a centralized control plane
B. Only traditional networks natively support centralized management

C. Traditional and controller-based networks abstract policies from device configurations

D. Only controller-based networks decouple the control plane and the data plane

Answer: C
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NEW QUESTION 127
Drag and drop the WLAN components from the left onto the correct descriptions on the right.

- w ak W -

A. Mastered
B. Not Mastered

Answer: A

Explanation:
5:1
1:2
2:4
4:3
35

NEW QUESTION 130
Refer to the exhibit.

Gateway of last resort is 10.12.0.1 to network ©.0.0.0

QgL 0.0.0.0/0 [110/1] wia 10.02.0.1, 00:00:01, GigabitEthernet0/0
10.0.0.0/8 is variably subnetted, 2 subnets, Z masks
10.0.0.0/24 18 dlrectly connectad, GlgabitEcharnatl/
10.0.0.2/32 is directly connected, GigabitEthsrnsci/0

10,13 .0.0/24 1is directly connected, GigabitEthernet0/l
10.13.0.2/32 is directly connected, GigabitEthernet(/l

N en

If configuring a static default route on the router with the ip route 0.0.0.0 0.0.0.0 10.13.0.1 120 command how does the router respond?

A. It ignores the new static route until the existing OSPF default route is removed

B. It immediately replaces the existing OSPF route in the routing table with the newly configured static route
C. It starts load-balancing traffic between the two default routes

D. It starts sending traffic without a specific matching entry in the routing table to GigabitEthernetO/1

Answer: D

NEW QUESTION 132

Which statement about Link Aggregation when implemented on a Cisco Wireless LAN Controller is true?
A. To pass client traffic two or more ports must be configured.

B. The EtherChannel must be configured in "mode active"

C. When enabled the WLC bandwidth drops to 500 Mbps

D. One functional physical port is needed to pass client traffic

Answer: C

NEW QUESTION 136
Drag and drop the functions from the left onto the correct network components on the right
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DHCP Server

hoids the TCP/IP setungs 1o D¢ dstnbuted to the dents

resolves web URLs to IP aogresses

stores a kst of TP addresses mapped to names

255005 3 0efault gateway 10 3 Chent

DNS Server
assgns [P addresses o enabed Ciants

A. Mastered
B. Not Mastered
Answer: A
Explanation:

_— - e - s DHCP Server

1 I
hoids the TCP/IF sefbngs to De dstnbDuted to the Chents | I hoigs the TCP'IP sengs 0 De OSTnDUtad 10 the Cents

T e T e e L T T T e T

'l r — — — — — — — — — — — — — —
I : .
resohves web URLs T [P aodresses | 1 resoives web URLs to IP addresses

O — O — — — — — — —

stores 2 kst of TP addresses mapped 1o names

| | assgns [P addresses to snaped Cients
ey e e S e B B e e e R N
assgns 3 02fault gateway 10 3 Chent |
stores a bst of [P addresses mapped to names
assgns [P addresses To enabec Chents

as5gns 3 0efaul gateway 10 3 Chent

NEW QUESTION 137
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NEW QUESTION 1
What are two benefits of network automation? (Choose two)

A. reduced operational costs

B. reduced hardware footprint

C. faster changes with more reliable results
D. fewer network failures

E. increased network security

Answer: AC

NEW QUESTION 2
Which command enables a router to become a DHCP client?

A. ip address dhcp
B. ip helper-address
C. ip dhcp pool

D. ip dhcp client

Answer: A

NEW QUESTION 3
When configuring IPv6 on an interface, which two IPv6 multicast groups are joined? (Choose two)

A. 2000::/3
B. 2002::5
C. FC00::/7
D. FF02::1
E. FF02::2

Answer: DE

NEW QUESTION 4
Which IPv6 address type provides communication between subnets and cannot route on the Internet?

A. global unicast
B. unigue local
C. link-local

D. multicast

Answer: B

NEW QUESTION 5
What are two southbound APIs? (Choose two )

A. OpenFlow
B. NETCONF
C. Thrift

D. CORBA
E. DSC

Answer: CD

NEW QUESTION 6
Which two capacities of Cisco DNA Center make it more extensible? (Choose two)

A. adapters that support all families of Cisco 10S software

B. SDKs that support interaction with third-party network equipment

C. customized versions for small, medium, and large enterprises

D. REST APIs that allow for external applications to interact natively with Cisco DNA Center
E. modular design that is upgradable as needed

Answer: BD

NEW QUESTION 7

An email user has been lured into clicking a link in an email sent by their company's security organization. The webpage that opens reports that it was safe but the
link could have contained malicious code. Which type of security program is in place?

A. Physical access control

B. Social engineering attack

C. brute force attack

D. user awareness

Answer: B
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NEW QUESTION 8
Which type of wireless encryption is used for WPA2 in preshared key mode?

A. TKIP with RC4
B. RC4

C. AES-128

D. AES-256

Answer: D

NEW QUESTION 9
Which two must be met before SSH can operate normally on a Cisco I10S switch? (Choose two)

A. The switch must be running a k9 (crypto) 10S image

B. The Ip domain-name command must be configured on the switch
C. IP routing must be enabled on the switch

D. A console password must be configured on the switch

E. Telnet must be disabled on the switch

Answer: BC

NEW QUESTION 10
How does HSRP provide first hop redundancy?

A. It load-balances traffic by assigning the same metric value to more than one route to the same destination m the IP routing table.

B. It load-balances Layer 2 traffic along the path by flooding traffic out all interfaces configured with the same VLAN.
C. It forwards multiple packets to the same destination over different routed links n the data path
D. It uses a shared virtual IMC and a virtual IP address to a group of routers that serve as the default gateway for hosts on a LAN

Answer: C

NEW QUESTION 10
in Which way does a spine and-leaf architecture allow for scalability in a network when additional access ports are required?

A. A spine switch and a leaf switch can be added with redundant connections between them
B. A spine switch can be added with at least 40 GB uplinks

C. A leaf switch can be added with a single connection to a core spine switch.

D. A leaf switch can be added with connections to every spine switch

Answer: D

NEW QUESTION 13

Which two actions are performed by the Weighted Random Early Detection mechanism? (Choose two)
A. It drops lower-priority packets before it drops higher-priority packets

B. It can identify different flows with a high level of granularity

C. It guarantees the delivery of high-priority packets

D. It can mitigate congestion by preventing the queue from filling up

E. IT supports protocol discovery

Answer: BD

NEW QUESTION 16

A network engineer must back up 20 network router configurations globally within a customer environment. Which protocol allows the engineer to perform this

function using the Cisco I0S MIB?

A. CDP
B. SNMP
C. SMTP
D. ARP

Answer: C

NEW QUESTION 20
Drag and drop the threat-mitigation techniques from the left onto the types of threat or attack they mitigate on the right.
check the answer below.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 24
What is a benefit of using a Cisco Wireless LAN Controller?

A. Central AP management requires more complex configurations
B. Unique SSIDs cannot use the same authentication method

C. It supports autonomous and lightweight APs

D. It eliminates the need to configure each access point individually

Answer: D

NEW QUESTION 26
What are two characteristics of a controller-based network? (Choose two)

A. The administrator can make configuration updates from the CLI

B. It uses northbound and southbound APIs to communicate between architectural layers

C. It moves the control plane to a central point.

D. It decentralizes the control plane, which allows each device to make its own forwarding decisions
E. It uses Telnet to report system issues.

Answer: AC

NEW QUESTION 30
Refer to Exhibit.

SW2

vip domain cisco

vip mods TrANSPATEOT

vip passwoerd ciscotest

interface fastethernetl/1
descriprion connecticn to swl
switchport mode trunk
switchport trunk encapsulation dotlg

How does SW2 interact with other switches in this VTP domain?
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A. It processes VTP updates from any VTP clients on the network on its access ports.
B. It receives updates from all VTP servers and forwards all locally configured VLANSs out all trunk ports

C. It forwards only the VTP advertisements that it receives on its trunk ports.

D. It transmits and processes VTP updates from any VTP Clients on the network on its trunk ports

Answer: C

NEW QUESTION 32
Which two encoding methods are supported by REST APIs? (Choose two)

A. YAML
B. JSON
C. EBCDIC
D. SGML
E. XML

Answer: AE

NEW QUESTION 36

Drag and drop the Cisco Wireless LAN Controller security settings from the left onto the correct security mechanism categories on the right.

Layer 2 Securty Mechansms

] i, L i
¢|F;-|*'Iu| -

Layer 3 Sacurity Machanisms (for WLAN)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

= === === === === = s e e e  2See 2Se s g

E passthrough

I.I.:’;'- Ii‘i F.l:!:_

4|

802.1X

p—r

NEW QUESTION 41

Laver 2 Securty Mechanesms

h'l:ll..;h

(1]
W
e

ens ; - X

- -

Laver 3 Securty Mechanssms (for WLAN)

.'.':*-'i - I-‘l-p;ll_:

Router A learns the same route from two different neighbors, one of the neighbor routers is an OSPF neighbor and the other is an EIGRP neighbor. What is the

administrative distance of the route that will be installed in the routing table?
A. 20

B. 90

C. 110

D. 115

Answer: B
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NEW QUESTION 46
Drag and drop the network protocols from the left onto the correct transport services on the right.

IConnection Onented
SMTP
SNMP
TFTP
IConnectionless
SSH
ETP
A. Mastered
B. Not Mastered
Answer: A
Explanation:
|Connection Onented

NEW QUESTION 49
What is the primary effect of the spanning-tree portfast command?

A. it enables BPDU messages

B. It minimizes spanning-tree convergence time

C. It immediately puts the port into the forwarding state when the switch is reloaded
D. It immediately enables the port in the listening state

Answer: A
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NEW QUESTION 51
Refer to the exhibit.

ip Arp inspaction vian 5-10

interface fastethernet 0/1
sWitchport mods acoess
switchport access vian 5

What is the effect of this configuration?

A. All ARP packets are dropped by the switch

B. Egress traffic is passed only if the destination is a DHCP server.

C. All ingress and egress traffic is dropped because the interface is untrusted

D. The switch discard all ingress ARP traffic with invalid MAC-to-IP address bindings.

Answer: D

NEW QUESTION 52
Which IPv6 address block sends packets to a group address rather than a single address?

A. 2000::/3
B. FC00::/7
C. FE80::/10
D. FF00::/8

Answer: C

NEW QUESTION 56
Drag and drop the AAA functions from the left onto the correct AAA services on the right

muthentcation

Authorization

Accounting

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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records user acovities |

restnicts the sannices that are available to a ysar

controls the achons that 2 user can perform

provides anaybeal nformation for the network admunstrator

— bt — — — = — — — —_— —_— — — - _— _— —_— _—

vorfies the password assocated with a user

- - il —— g i - e - i

NEW QUESTION 60

kuthentication

| dentifies the user

—————-————-——————1

controls the actions that 3 user Can pertorm I

T R R . . l

luthorization. _

I restncts the senoces that are avalable to a yser

Etm-_-_——_!————?_-_—-——-_-——

provides analvtical information for the network administrator

Which two values or settings must be entered when configuring a new WLAN in the Cisco Wireless LAN Controller GUI? (Choose two)

A. management interface settings

B. QoS settings

C. Ip address of one or more access points
D. SSID

E. Profile name

Answer: DE

NEW QUESTION 65
Refer to Exhibit.

SWiI:
interface FastEthernet(O/1

switchport trunk encapsulation dotlqg
switchport trunk native vlan 999

switchport mode trunk

Which action do the switches take on the trunk link?

A. The trunk does not form and the ports go into an err-disabled status.

SW2:

interface FastEthernet(0/1

switchport trunk encapsulation dotlq
switchport trunk native vlan 99
switchport mode trunk

B. The trunk forms but the mismatched native VLANs are merged into a single broadcast domain.
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C. The trunk does not form, but VLAN 99 and VLAN 999 are allowed to traverse the link.
D. The trunk forms but VLAN 99 and VLAN 999 are in a shutdown state.

Answer: C

NEW QUESTION 67

Which QoS Profile is selected in the GUI when configuring a voice over WLAN deployment?
A. Bronze

B. Platinum

C. Silver

D. Gold

Answer: B

NEW QUESTION 70

Two switches are connected and using Cisco Dynamic Trunking Protocol SW1 is set to Dynamic Desirable What is the result of this configuration?

A. The link is in a down state.

B. The link is in an error disables state
C. The link is becomes an access port.
D. The link becomes a trunk port.
Answer: D

NEW QUESTION 73
Refer to the exhibit.

SW1#sh lacp neighbor
Flags: S - Device 1s requesting Slow LACPDUs
F - Device 1s requesting Fast LACPDUs

Channel group 35 neighbors
Partner's information:

LACP port
Port Flags Priority Dev ID Age
Et1/0 SP 32768 aabb.cc80.7000 8s
Etl/1 5P 32768 aabb.cc80.7000 8s

Admin
key
0x0
0x0

A - Device 1s 1n Active mode P - Device 15 1n Passive mode

Oper
Key

Ox23
0x23

Port Port
Number State
0x101  Ox3C
0x102  Ox3C

Based on the LACP neighbor status, in which mode is the SW1 port channel configured?

A. passive
B. mode on
C. auto

D. active

Answer: A

NEW QUESTION 78

Which mode allows access points to be managed by Cisco Wireless LAN Controllers?
A. autonomous

B. lightweight

C. bridge

D. mobility express

Answer: B

NEW QUESTION 82
Refer to Exhibit.

Your Partner of IT Exam

visit - https://www.exambible.com



We recommend you to try the PREMIUM 200-301 Dumps From Exambible
exam blbk—.‘ https://www.exambible.com/200-301-exam/ (103 Q&AS)

’ Se0/0/1 2013 1126 Se0/0/1 e
“'. 1 — g
L™ ]
o el Washington
Atlanta + Se00/0 SeQ000 - L 03 gt
Lo1 it g : :
ez Static route to Lo1 on Atlanta via SeQ/0/1
Defaut Rouwte 0 wa Se(/0/1 N
2012 /126 = :
: Configured routers |PvE addresses
Atlanta
o . Senal 00/0.2012.1/126
20231126 Serial 0/0/1 : 2013.:1/126
Loopback1 2000 :1/128
S pe e B New York.
Se0/00 e Se0/0/1 T :
\ " Senal 000 - 2012:2/126
Senal 00/1 - 2023:2/126
New-York Loopback2 2000 2/128
Lo2 - Washington

Senal 0/0/0 2023 3126
Senal 000/1 - 20133126
Loopback3 2000 3/128

An engineer is configuring the NEW York router to reach the Lol interface of the Atlanta router using interface Se0/0/0 as the primary path. Which two commands
must be configured on the New York router so that it can reach the Lol interface of the Atlanta router via Washington when the link between New York and Atlanta
goes down? (Choose two)

A. ipv6 router 2000::1/128 2012::1
B. ipv6 router 2000::1/128 2012::1 5
C. ipv6 router 2000::1/128 2012::2

D. ipv6 router 2000::1/128 2023::2 5
E. ipv6 router 2000::1/128 2023::3 5

Answer: DE

NEW QUESTION 84
Refer to the exhibit.

Router#

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, | - IGMP, r - Repeater, P - Phone,
D - Remote, C - CVTA, M - Two-port Mac Relay

Device ID Local Intrfce Holdtme Capability Platform Port ID

10.1.1.2 Gig37/3 176 R1 CPT 600 Gig36/41
10.1.1.2 Gig37/1 174 Rl CPT600 Gig36/43
10.1.1.2 Gig36/41 134 N R1 CPT600 Gig37/3
10.1.1.2 Gig36/43 134 ) R1 CPT600 Gig37/1
10.1.1.2 Ten 3/2 132 R1 CPT600 Ten4/2
10.1.1.2 Ten4/2 174 RI CPT600 Ten 3/2

L . . .

Which command provides this output?
A. show ip route

B. show ip interface

C. show interface

D. show cdp neighbor

Answer: D
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NEW QUESTION 89
Which two outcomes are predictable behaviors for HSRP? (Choose two)

A. The two routers share a virtual IP address that is used as the default gateway for devices on the LAN.

B. The two routers negotiate one router as the active router and the other as the standby router

C. Each router has a different IP address both routers act as the default gateway on the LAN, and traffic is load balanced between them.D The two routers
synchronize configurations to provide consistent packet forwarding

D. The two routed share the same IP address, and default gateway traffic is load-balanced between them

Answer: AB

NEW QUESTION 93
Which 802.11 frame type is association response?

A. management
B. protected frame
C. control

D. action

Answer: B

NEW QUESTION 95
Which two tasks must be performed to configure NTP to a trusted server in client mode on a single network device? (Choose two)

A. Enable NTP authentication.

B. Verify the time zone.

C. Disable NTP broadcasts

D. Specify the IP address of the NTP server
E. Set the NTP server private key

Answer: DE

NEW QUESTION 99

Which result occurs when PortFast is enabled on an interface that is connected to another switch?
A. Spanning tree may fail to detect a switching loop in the network that causes broadcast storms
B. VTP is allowed to propagate VLAN configuration information from switch to switch automatically.
C. Root port choice and spanning tree recalculation are accelerated when a switch link goes down
D. After spanning tree converges PortFast shuts down any port that receives BPDUSs.

Answer: A

NEW QUESTION 102
Refer to exhibit.

Router (config) #interface GigabitEthernet 1/0/1
Router (config-if) #ip address 192.168.16.143 255.255.255.240
Bad mask /28 for address 192.168.16.143

Which statement explains the configuration error message that is received?

A. Itis a broadcast IP address

B. The router does not support /28 mask.
C. It belongs to a private IP address range.
D. IT is a network IP address.

Answer: A

NEW QUESTION 107

When a floating static route is configured, which action ensures that the backup route is used when the primary route fails?
A. The floating static route must have a higher administrative distance than the primary route so it is used as a backup

B. The administrative distance must be higher on the primary route so that the backup route becomes secondary.

C. The floating static route must have a lower administrative distance than the primary route so it is used as a backup

D. The default-information originate command must be configured for the route to be installed into the routing table
Answer: A

NEW QUESTION 109

What makes Cisco DNA Center different from traditional network management applications and their management of networks?

A. It only supports auto-discovery of network elements in a greenfield deployment.
B. It modular design allows someone to implement different versions to meet the specific needs of an organization
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C. IT abstracts policy from the actual device configuration
D. It does not support high availability of management functions when operating in cluster mode

Answer: A

NEW QUESTION 111
Which network allows devices to communicate without the need to access the Internet?

A.1729.0.0/16

B. 172.28.0.0/16

C. 192.0.0.0/8

D. 209.165.201.0/24

Answer: D

NEW QUESTION 115
Refer to the exhibit.

e T T _ Routert Router? .— - ks

Router2#show ip route
Gateway of last resort is not set

10.0.0.0/8 is vanably subnetted, 4 subnets, 2 masks
10.10.10.8/30 is directly connected. FastEthernet/2
10 10 .10 12/30 15 directly connecied, FasiEthemet(/1
10.10.13.0725[110/11] wia 10.10.10.9, 00:00.03, FastEthemet0/2
[110/11] via 10.10.10.13, 00:00:03, FastEthermnet(/1
10 1010 4730 s directly connected, FastEthemet(/2

OO0

o~
W o

If OSPF is running on this network, how does Router 2 handle traffic from Site B to 10.10.13/25 at Site A?
A. It sends packets out of interface Fa0/2 only.

B. It sends packets out of interface Fa0/1 only.

C. It cannot send packets to 10.10.13 128/25

D. It load-balances traffic out of Fa0/1 and Fa0/2

Answer: D

NEW QUESTION 120
Refer to the exhibit.
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________

An extended ACL has been configured and applied to router R2 The configuration farted to work as intended Which two changes stop outbound traffic on TCP
ports 25 and 80 to 10.0 20 026 from the 10.0.10 0/26 subnet while still allowing all other traffic? (Choose two)

A. Add a "permit ip any any" statement to the begining of ACL 101 for allowed traffic.
B. Add a "permit ip any any" statement at the end of ACL 101 for allowed traffic

C. The source and destination IPs must be swapped in ACL 101
D. The ACL must be configured the Gi0/2 interface inbound on R1
E. The ACL must be moved to the GiO/1 interface outbound on R2

Answer: AE

NEW QUESTION 121

Which mode must be used to configure EtherChannel between two switches without using a negotiation protocol?

A.on

B. auto

C. active

D. desirable

Answer: D

NEW QUESTION 123

R1 has learned route 192.168.12.0/24 via I1S-IS. OSPF, RIP. and Internal EIGRP Under normal operating conditions, which routing protocol is installed in the

routing table?

A. IS-IS

B. RIP

C. Internal EIGRP
D. OSPF

Answer: C

NEW QUESTION 126

Which statement correctly compares traditional networks and controller-based networks?

A. Only traditional networks offer a centralized control plane
B. Only traditional networks natively support centralized management

C. Traditional and controller-based networks abstract policies from device configurations

D. Only controller-based networks decouple the control plane and the data plane

Answer: C
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NEW QUESTION 127
Drag and drop the WLAN components from the left onto the correct descriptions on the right.

- w ak W -

A. Mastered
B. Not Mastered

Answer: A

Explanation:
5:1
1:2
2:4
4:3
35

NEW QUESTION 130
Refer to the exhibit.

Gateway of last resort is 10.12.0.1 to network ©.0.0.0

QgL 0.0.0.0/0 [110/1] wia 10.02.0.1, 00:00:01, GigabitEthernet0/0
10.0.0.0/8 is variably subnetted, 2 subnets, Z masks
10.0.0.0/24 18 dlrectly connectad, GlgabitEcharnatl/
10.0.0.2/32 is directly connected, GigabitEthsrnsci/0

10,13 .0.0/24 1is directly connected, GigabitEthernet0/l
10.13.0.2/32 is directly connected, GigabitEthernet(/l

N en

If configuring a static default route on the router with the ip route 0.0.0.0 0.0.0.0 10.13.0.1 120 command how does the router respond?

A. It ignores the new static route until the existing OSPF default route is removed

B. It immediately replaces the existing OSPF route in the routing table with the newly configured static route
C. It starts load-balancing traffic between the two default routes

D. It starts sending traffic without a specific matching entry in the routing table to GigabitEthernetO/1

Answer: D

NEW QUESTION 132

Which statement about Link Aggregation when implemented on a Cisco Wireless LAN Controller is true?
A. To pass client traffic two or more ports must be configured.

B. The EtherChannel must be configured in "mode active"

C. When enabled the WLC bandwidth drops to 500 Mbps

D. One functional physical port is needed to pass client traffic

Answer: C

NEW QUESTION 136
Drag and drop the functions from the left onto the correct network components on the right
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DHCP Server

hoids the TCP/IP setungs 1o D¢ dstnbuted to the dents

resolves web URLs to IP aogresses

stores a kst of TP addresses mapped to names

255005 3 0efault gateway 10 3 Chent

DNS Server
assgns [P addresses o enabed Ciants

A. Mastered
B. Not Mastered
Answer: A
Explanation:

_— - e - s DHCP Server

1 I
hoids the TCP/IF sefbngs to De dstnbDuted to the Chents | I hoigs the TCP'IP sengs 0 De OSTnDUtad 10 the Cents

T e T e e L T T T e T

'l r — — — — — — — — — — — — — —
I : .
resohves web URLs T [P aodresses | 1 resoives web URLs to IP addresses

O — O — — — — — — —

stores 2 kst of TP addresses mapped 1o names

| | assgns [P addresses to snaped Cients
ey e e S e B B e e e R N
assgns 3 02fault gateway 10 3 Chent |
stores a bst of [P addresses mapped to names
assgns [P addresses To enabec Chents

as5gns 3 0efaul gateway 10 3 Chent

NEW QUESTION 137
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