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NEW QUESTION 1
Refer to the exhibit.

config system virtual-wan-link

set status enable

set load-balance-mode source-ip-based

config members

edit 1

interface “portl”
gateway 100.64.1.254
source 100.64.1.1
cost 15

interface “port2”
gateway 100.64.2.254
pricrity 10

Based on the output shown in the exhibit, which two criteria on the SD-WAN member configuration can be used to select an outgoing interface in an SD-WAN
rule? (Choose two.)

A. Set priority 10.

B. Set cost 15.

C. Set load-balance-mode source-ip-ip-based.
D. Set source 100.64.1.1.

Answer: AB

NEW QUESTION 2
Refer to the exhibit, which shows the IPsec phase 1 configuration of a spoke.

What must you configure on the IPsec phase 1 configuration for ADVPN to work with SD-WAN?

A. You must set ike-version to 1.

B. You must enable net-device.

C. You must enable auto-discovery-sender.
D. You must disable idle-timeout.

Answer: B

NEW QUESTION 3
Which two performance SLA protocols enable you to verify that the server response contains a specific value? (Choose two.)

A. http

B. icmp
C. twamp
D. dns

Answer: AD

NEW QUESTION 4

Which CLI command do you use to perform real-time troubleshooting for ADVPN negotiation?
A. get router info routing-table all

B. diagnose debug application ike
C. diagnose vpn tunnel list
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D. get ipsec tunnel list

Answer: B

NEW QUESTION 5
Refer to the exhibits.

Exhibit A
branchl fgt (3) # show
config service
adit 3
sat name "Corp"
set mode sla
set dst "Corp-net”
set src "LAN-net
config =la
edit "VPN PING®
set id 1
next
edit “VPN HTTPE"
""'T- 10
nexc
&ndad
set priority-members 3 4 5
set gateway enable
F"I'-l. T
= i:
Exhibit B
branchl fgt + diagncse sys sduan service
Service (3): Addr Mode (IFVY) flags=(0x se-shorteut-sla
' en(l), TOS({0x0/ }, Protocol +£5535), Mode{sla), sla-compare-crdet
Membera(Z):
1; Seq num|{3 T MPLS 0}, ive, s1a(0x3), gidi0), cig orderil), ¢ {0), selected
2: Seq num(d4 T INET , alive, sla(0xl), gid(0), cfg order(l), [ select
S0 num{ T INE § al L FF sia (0w , gia(i), -::- arder | ), COSL| . selact
address (1)
10.0.1.0= 255
L address (1) :
10.0 -10,.255.255.25
branchl fgt # get router info routing-table all | grep T
g | f 1a T IMET unnel £d.
f0] via T INET 1 0 tunnel 100.64.1.%
8 .201.1,2 54/32 [15/0) via T INET nel 100.64,1.1
3 54/ 3; via T INET UAne B4
§  10.203.1.2° 4/32 [15/0) via 7 MPLS 0 tunmel 172.16.1
| |
branchl fgt & diagnoze sys sdwan member | grep
Memberi(s): interface; ‘_ WE N, flagssux4 , gateway 64 s Ppeer:
priorit 1024, weight
Member(4): interface: T INET I flags=(xd , gaveway: 100.64.1.5, peer: 10.202.1,254,
priority: 0 1024, weight:
Member(S): interface; T MPLS 0, flags=0x4 , gatewa 12.16.1.5, peer: 3 24,
| priority: §, weigh

Exhibit A shows the configuration for an SD-WAN rule and exhibit B shows the respective rule status, the routing table, and the member status.
The administrator wants to understand the expected behavior for traffic matching the SD-WAN rule. Based on the exhibits, what can the administrator expect for

traffic matching the SD-WAN rule?

A. The traffic will be load balanced across all three overlays.

B. The traffic will be routed over T_INET_0_O.
C. The traffic will be routed over T_MPLS_0.
D. The traffic will be routed over T_INET_1 0.

Answer: C

NEW QUESTION 6

Which best describes the SD-WAN traffic shaping mode that bases itself on a percentage of available

bandwidth?

A. Interface-based shaping mode
B. Reverse-policy shaping mode
C. Shared-policy shaping mode
D. Per-IP shaping mode

Answer: A
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Explanation:
Interface-based shaping goes further, enabling traffic controls based on percentage of the interface bandwidth.

NEW QUESTION 7
What are two reasons why FortiGate would be unable to complete the zero-touch provisioning process? (Choose two.)

A. The FortiGate cloud key has not been added to the FortiGate cloud portal.

B. FortiDeploy has connected with FortiGate and provided the initial configuration to contact FortiManager
C. The zero-touch provisioning process has completed internally, behind FortiGate.

D. FortiGate has obtained a configuration from the platform template in FortiGate cloud.

E. A factory reset performed on FortiGate.

Answer: AC

NEW QUESTION 8
Which two protocols in the IPsec suite are most used for authentication and encryption? (Choose two.)

A. Encapsulating Security Payload (ESP)
B. Secure Shell (SSH)

C. Internet Key Exchange (IKE)

D. Security Association (SA)

Answer: AC

NEW QUESTION 9
Which two settings can you configure to speed up routing convergence in BGP? (Choose two.)

A. update-source

B. set-route-tag

C. holdtime-timer

D. link-down-failover

Answer: CD
NEW QUESTION 10

Refer to the exhibits.
Exhibit A

190.1.0.7

dcl nhost SSH server)

ports
R L —
. @
Original traffic
Reply traffic
@1 _INET
ac e

Exhibit B
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Exhibit A shows a site-to-site topology between two FortiGate devices: branchl_fgt and dcl_fgt. Exhibit B shows the system global and system settings
configuration on dcl_fgt.

When branchl_client establishes a connection to dc1_host, the administrator observes that, on dcl_fgt, the reply traffic is routed over T_INET_0_0, even though
T_INET_1_0is the preferred member in the matching SD-WAN rule.

Based on the information shown in the exhibits, what configuration change must be made on dcl1_fgt so dcl_fgt routes the reply traffic over T_INET_1_07?

A. Enable auxiliary-session under config system settings.

B. Disable tp-session-without-syn under config system settings.
C. Enable snat-route-change under config system global.

D. Disable allow-subnet-overlap under config system settings.

Answer: A

Explanation:

Controlling return path with auxiliary session When multiple incoming or outgoing interfaces are used in ECMP or for load balancing, changes to routing, incoming,
or return traffic interfaces impacts how an existing sessions handles the traffic. Auxiliary sessions can be used to handle these changes to traffic
patterns.https://docs.fortinet.com/document/fortigate/7.0.11/administration-guide/14295/controlling-return-path

NEW QUESTION 10
Which are three key routing principles in SD-WAN? (Choose three.)

A. FortiGate performs route lookups for new sessions only.

B. Regular policy routes have precedence over SD-WAN rules.

C. SD-WAN rules have precedence over ISDB routes.

D. By default, SD-WAN members are skipped if they do not have a valid route to the destination.

E. By default, SD-WAN rules are skipped if the best route to the destination is not an SD-WAN member.

Answer: BDE

NEW QUESTION 12
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