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NEW QUESTION 1
Which three methods are used by the collector agent for AD polling? (Choose three.)

A. FortiGate polling
B. NetAPI

C. Novell API

D. WMI

E. WinSecLog

Answer: BDE

NEW QUESTION 2
Which timeout setting can be responsible for deleting SSL VPN associated sessions?

A. SSL VPN idle-timeout

B. SSL VPN http-request-body-timeout
C. SSL VPN login-timeout

D. SSL VPN dtls-hello-timeout

Answer: A

NEW QUESTION 3
Which statement correctly describes the use of reliable logging on FortiGate?

A. Reliable logging is enabled by default in all configuration scenarios.
B. Reliable logging is required to encrypt the transmission of logs.

C. Reliable logging can be configured only using the CLI.

D. Reliable logging prevents the loss of logs when the local disk is full.

Answer: D

NEW QUESTION 4
FortiGate is operating in NAT mode and is configured with two virtual LAN (VLAN) subinterfaces added to the same physical interface.
In this scenario, what are two requirements for the VLAN ID? (Choose two.)

A. The two VLAN subinterfaces can have the same VLAN ID, only if they have IP addresses in the same subnet.
B. The two VLAN subinterfaces can have the same VLAN ID, only if they belong to different VDOMSs.

C. The two VLAN subinterfaces must have different VLAN IDs.

D. The two VLAN subinterfaces can have the same VLAN ID, only if they have IP addresses in different subnets.

Answer: CD

NEW QUESTION 5

Refer to the exhibits.

The exhibits show the SSL and authentication policy (Exhibit A) and the security policy (Exhibit B) for Facebook.
Users are given access to the Facebook web application. They can play video content hosted on

Facebook, but they are unable to leave reactions on videos or other types of posts.

Exhibit A [ Exhibit B

Edit Policy

Name © Facebook SSL Inspection

Incoming Interface ™ port2 -
Outgoing Interface ™ port1 v
Source = an x
Destination B all *»
Service @ ALL X

Firewall / Network Options

entral NAT is enabled so NAT settings from matching Centra
) Central NAT bl B tt f tcl Central
SMAT policies will be applied

Security Profiles

sSL Inspection 9 certificate-inspection - &
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Exhibit A'| Exhibit B

Edit Policy

Name © Facebook Access
Policy Mode € SERGE M Learn Mode

Incoming Interface ™ port2 X
+
Outgoing Interface ™ port1 X
+
Source &= all x
+
Destination = all x
+
Schedule (o always -
Service LY ETE Specify
Application [7 Facebook x
K3 Facebook_Like.Button X
3 Facebook_Video.Play x
+
URL Category +
Action Y a3l @ DENY
Firewall/Network Options
Protocol Options default v &

Which part of the policy configuration must you change to resolve the issue?

A. Force access to Facebook using the HTTP service.

B. Make the SSL inspection a deep content inspection.

C. Add Facebook in the URL category in the security policy.

D. Get the additional application signatures required to add to the security policy.

Answer: B

NEW QUESTION 6

Which two configuration settings are synchronized when FortiGate devices are in an active-active HA
cluster? (Choose two.)

A. FortiGuard web filter cache

B. FortiGate hostname

C.NTP

D. DNS

Answer: CD

NEW QUESTION 7

Which of the following statements is true regarding SSL VPN settings for an SSL VPN portal?
A. By default, FortiGate uses WINS servers to resolve names.

B. By default, the SSL VPN portal requires the installation of a client's certificate.

C. By default, split tunneling is enabled.

D. By default, the admin GUI and SSL VPN portal use the same HTTPS port.

Answer: D

NEW QUESTION 8

What is the limitation of using a URL list and application control on the same firewall policy, in NGFW policy-based mode?

A. It limits the scanning of application traffic to the DNS protocol only.
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B. It limits the scanning of application traffic to use parent signatures only.
C. It limits the scanning of application traffic to the browser-based technology category only.
D. It limits the scanning of application traffic to the application category only.

Answer: C

Explanation:
https://docs.fortinet.com/document/fortigate/5.6.0/cookbook/38324/ngfw-policy-based-mode

NEW QUESTION 9
Which statement about video filtering on FortiGate is true?

A. Full SSL Inspection is not required.

B. It is available only on a proxy-based firewall policy.

C. It inspects video files hosted on file sharing services.

D. Video filtering FortiGuard categories are based on web filter FortiGuard categories.

Answer: B

NEW QUESTION 10

An administrator is configuring an Ipsec between site A and siteB. The Remotes Gateway setting in both sites has been configured as Static IP Address. For site
A, the local quick mode selector is 192.168. 1.0/24 and the remote quick mode selector is 192.168.2.0/24. Which subnet must the administrator configure for the
local quick mode selector for site B?

A. 192.168.3.0/24
B. 192.168.2.0/24
C. 192.168. 1.0/24
D. 192.168.0.0/8

Answer: C

NEW QUESTION 10
Which statements about the firmware upgrade process on an active-active HA cluster are true? (Choose two.)

A. The firmware image must be manually uploaded to each FortiGate.

B. Only secondary FortiGate devices are rebooted.

C. Uninterruptable upgrade is enabled by default.

D. Traffic load balancing is temporally disabled while upgrading the firmware.

Answer: CD

NEW QUESTION 13
An administrator has configured outgoing Interface any in a firewall policy. Which statement is true about the policy list view?

A. Policy lookup will be disabled.
B. By Sequence view will be disabled.
C. Search option will be disabled
D. Interface Pair view will be disabled.

Answer: D
Explanation:

https://kb.fortinet.com/kb/documentLink.do?externallD=FD47821

NEW QUESTION 16
Refer to the exhibits.
Exhibit A.
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& Q

Upstream Intemnet =

Sln S

Local-FortiGate

ISFW

Fabric Root
Edit Address
Marme Met_Add_1
Color E Change
Type
IP/Metmask 1.1.1.0 255.255.255.0
Interface ] any *

Fabric syncronization L @

Matic route configuration O

Comments

":'\.:\

Exhibit B.

Local-FortiGa

w full-configuration system csf

An administrator creates a new address object on the root FortiGate (Local-FortiGate) in the security fabric. After synchronization, this object is not available on the
downstream FortiGate (ISFW).
What must the administrator do to synchronize the address object?

A. Change the csf setting on Local-FortiGate (root) to set configuration-sync local.

B. Change the csf setting on ISFW (downstream) to set configuration-sync local.

C. Change the csf setting on Local-FortiGate (root) to set fabric-object-unification default.
D. Change the csf setting on ISFW (downstream) to set fabric-object-unification default.

Answer: C

NEW QUESTION 18
Which of the following are valid actions for FortiGuard category based filter in a web filter profile ui proxy-based inspection mode? (Choose two.)

A. Warning
B. Exempt
C. Allow
D. Learn

Answer: AC
NEW QUESTION 20
Refer to exhibit.

An administrator configured the web filtering profile shown in the exhibit to block access to all social networking sites except Twitter. However, when users try to
access twitter.com, they are redirected to a FortiGuard web filtering block page.
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Mame Allows_Twatter
Comments
Featureset WEETE O Prowy-based

L FortiGuard Category Based Filter

Mame
Medicine
Mews and Media
Social Networking
Political Organizations
Reference
Global Religwon
Shopping
Society and Lifestyles

Sports

/255

& Allow
S Allow
@ Block
© Allow
S Allow
& Allow
© Allow
© Alow
@ Allow

Action

B static URL Filter
Block imvalid URLs O

URL Filter L &
*CreateMew | # [
URL Type Action
twitter.com Wildcard & Miow

|| Block malicious URLs discovered by FortiSandbox »
Content Filter »

Status

@ Enable

Based on the exhibit, which configuration change can the administrator make to allow Twitter while blocking all other social networking sites?

A. On the FortiGuard Category Based Filter configuration, set Action to Warning for Social Networking

B. On the Static URL Filter configuration, set Type to Simple
C. On the Static URL Filter configuration, set Action to Exempt.
D. On the Static URL Filter configuration, set Action to Monitor.

Answer: C

NEW QUESTION 21
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