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NEW QUESTION 1

A help desk technician runs the following script: Inventory.py. The technician receives the following error message:
How do you want to Open this file?

Which of the following is the MOST likely reason this script is unable to run?

A. Scripts are not permitted to run.

B. The script was not built for Windows.

C. The script requires administrator privileges,
D. The runtime environment is not installed.

Answer: D

Explanation:

The error message is indicating that the script is not associated with any program on the computer that can open and run it. This means that the script requires a
runtime environment, such as Python, to be installed in order for it to execute properly. Without the appropriate runtime environment, the script will not be able to
run.

NEW QUESTION 2
Which of the following could be used to implement secure physical access to a data center?

A. Geofence

B. Alarm system
C. Badge reader
D. Motion sensor

Answer: C

Explanation:

Badge readers are used to implement secure physical access to a data center. They are used to read the identification information on an employee’s badge and
grant access to the data center if the employee is authorized2.

This system requires individuals to have an access badge that contains their identification information or a unique code that can be scanned by a reader. After the
badge is scanned, the system compares the information on the badge with the authorized personnel database to authenticate if the individual has the required
clearance to enter that area. The other options listed, such as a geofence, alarm system, or motion sensor are security measures that may be used in conjunction
with badge readers, but do not provide identification and authentication features.

NEW QUESTION 3
A technician is troubleshooting a customer's PC and receives a phone call. The technician does not take the call and sets the phone to silent. Which of the
following BEST describes the technician's actions?

A. Avoid distractions

B. Deal appropriately with customer's confidential material
C. Adhere to user privacy policy

D. Set and meet timelines

Answer: A

Explanation:

The technician has taken the appropriate action by not taking the call and setting the phone to silent in order to avoid any distractions and remain focused on the
task at hand. This is a good example of how to maintain focus and productivity when working on a customer's PC, and will help to ensure that the job is completed
in a timely and efficient manner.

NEW QUESTION 4
A user is experiencing frequent malware symptoms on a Windows workstation. The user has tried several times to roll back the state but the malware persists.
Which of the following would MOST likely resolve the issue?

A. Quarantining system files
B. Reimaging the workstation
C. Encrypting the hard drive
D. Disabling TLS 1.0 support

Answer: C
Explanation:

Encrypting the hard drive would most likely resolve the issuel

NEW QUESTION 5
A user is having issues with document-processing software on a Windows workstation. Other users that log in to the same device do not have the same issue.
Which of the following should a technician do to remediate the issue?

A. Roll back the updates.
B. Increase the page file.
C. Update the drivers.
D. Rebuild the profile.

Answer: D
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Explanation:
The issue is specific to the user’s profile, so the technician should rebuild the profile. Rebuilding the profile will create a new profile and transfer the user’s data to
the new profilel

NEW QUESTION 6
A call center technician receives a call from a user asking how to update Windows Which of the following describes what the technician should do?

A. Have the user consider using an iPad if the user is unable to complete updates

B. Have the user text the user's password to the technician.

C. Ask the user to click in the Search field, type Check for Updates, and then press the Enter key
D. Advise the user to wait for an upcoming, automatic patch

Answer: C

Explanation:

The technician should guide the user to update Windows through the built-in "Check for Updates" feature. This can be done by having the user click in the Search
field, type "Check for Updates", and then press the Enter key. This will bring up the Windows Update function, which will search for any available updates and give
the user the option to install them.

NEW QUESTION 7
A technician has just used an anti-malware removal tool to resolve a user's malware issue on a corporate laptop. Which of the following BEST describes what the
technician should do before returning the laptop to the user?

A. Educate the user on malware removal.

B. Educate the user on how to reinstall the laptop OS.

C. Educate the user on how to access recovery mode.

D. Educate the user on common threats and how to avoid them.

Answer: D

Explanation:
educating the user on common threats and how to avoid them (D) would be a good step before returning the laptop to the user. This can help prevent similar
issues from happening again.

NEW QUESTION 8
Which of the following OS types provides a lightweight option for workstations thai need an easy-to-use browser-based interface?

A. FreeBSD
B. Chrome OS
C. macOS

D. Windows

Answer: B

Explanation:
Chrome OS provides a lightweight option for workstations that need an easy-to-use browser-based interfacel

NEW QUESTION 9
A department has the following technical requirements for a new application:

The company plans to upgrade from a 32-bit Windows OS to a 64-bit OS. Which of the following will the company be able to fully take advantage of after the
upgrade?

A. CPU

B. Hard drive

C. RAM

D. Touch screen

Answer: C

Explanation:

https://www.makeuseof.com/tag/difference-32-bit-64-bit-windows/

After upgrading from a 32-bit Windows OS to a 64-bit OS, the company will be able to fully take advantage of the RAM of the computer. This is because a 64-bit
operating system is able to use larger amounts of RAM compared to a 32-bit operating system, which may benefit the system’s overall performance if it has more
than 4GB of RAM installed

NEW QUESTION 10

A user reports that a workstation is operating sluggishly Several other users operate on the same workstation and have reported that the workstation is operating
normally. The systems administrator has validated that the workstation functions normally. Which of the following steps should the systems administrator most
likely attempt NEXT?

A. Increase the paging file size

B. Run the chkdsk command
C. Rebuild the user's profile
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D. Add more system memory.
E. Defragment the hard drive.

Answer: C

Explanation:

Since the systems administrator has validated that the workstation functions normally and other users operate on the same workstation without any issues, the
next step should be to rebuild the user’s profile. This will ensure that any corrupted files or settings are removed and the user’s profile is restored to its default
state.

NEW QUESTION 10
Each time a user tries to go to the selected web search provider, a different website opens. Which of the following should the technician check FIRST?

A. System time

B. IP address

C. DNS servers

D. Windows updates

Answer: C

Explanation:

When a user experiences unexpected or erratic behavior while browsing the internet, it could be caused by the DNS servers. DNS translates human-readable
domain names (like google.com) into IP addresses, which computers can use to communicate with web servers. If the DNS servers are not functioning correctly or
have been compromised, it can result in the browser being redirected to unintended websites.

NEW QUESTION 12
A technician receives a ticket indicating the user cannot resolve external web pages However, specific IP addresses are working. Which of the following does the
technician MOST likely need to change on the workstation to resolve the issue?

A. Default gateway
B. Host address
C. Name server
D. Subnet mask

Answer: A

Explanation:

The technician most likely needs to change the default gateway on the workstation to resolve the issue. The default gateway is the IP address of the router that
connects the workstation to the internet, and it is responsible for routing traffic between the workstation and the internet. If the default gateway is incorrect, the
workstation will not be able to access external web pages.

NEW QUESTION 17
A technician has been tasked with using the fastest and most secure method of logging in to laptops. Which of the following log-in options meets these
requirements?

A. PIN

B. Username and password
C. SSO

D. Fingerprint

Answer: A

Explanation:
This is because a PIN is a fast and secure method of logging in to laptops, and it is more secure than a password because it is not susceptible to keyloggers.

NEW QUESTION 20
A network administrator is deploying a client certificate to be used for Wi-Fi access for all devices in an organization. The certificate will be used in conjunction with
the user's existing username and password. Which of the following BEST describes the security benefits realized after this deployment?

A. Multifactor authentication will be forced for Wi-Fi.
B. All Wi-Fi traffic will be encrypted in transit.

C. Eavesdropping attempts will be prevented.

D. Rogue access points will not connect.

Answer: B

Explanation:

The security benefits realized after deploying a client certificate to be used for Wi-Fi access for all devices in an organization are that all Wi-Fi traffic will be
encrypted in transit. This means that any data transmitted over the Wi-Fi network will be protected from eavesdropping attempts. Rogue access points will not
connect to the network because they will not have the client certificate. However, multifactor authentication will not be forced for Wi-Fi because the client certificate
is being used in conjunction with the user’s existing username and password12

NEW QUESTION 21
A technician is replacing the processor in a desktop computer prior to opening the computer, the technician wants to ensure the internal components are protected.
Which of the following safety procedures would BEST protect the components in the PC? (Select TWO).

A. Utilizing an ESD strap
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B. Disconnecting the computer from the power source
C. Placing the PSU in an antistatic bag

D. Ensuring proper ventilation

E. Removing dust from the ventilation fans

F. Ensuring equipment is grounded

Answer: AC

Explanation:
The two safety procedures that would best protect the components in the PC are:

> Utilizing an ESD strap

> Placing the PSU in an antistatic bag
https://www.professormesser.com/free-a-plus-training/220-902/computer-safety-procedures-2/ https://www.skillsoft.com/course/comptia-a-core-2-safety-
procedures-environmental-impacts-cbdfOf2c-61c0-4f

NEW QUESTION 26

While browsing a website, a staff member received a message that the website could not be trusted. Shortly afterward, several other colleagues reported the same
issue across numerous other websites. Remote users who were not connected to corporate resources did not have any issues. Which of the following is MOST
likely the cause of this issue?

A. A bad antivirus signature update was installed.

B. A router was misconfigured and was blocking traffic.
C. An upstream internet service provider was flapping.
D. The time or date was not in sync with the website.

Answer: B

Explanation:
The most likely cause of this issue is that a router was misconfigured and was blocking traffic. This would explain why remote users who were not connected to
corporate resources did not have any issues.

NEW QUESTION 30
A user attempts to open some files, but a message appears stating that the files are encrypted. The user was able to access these files before without receiving
this message and no changes have been made within the company. Which of the following has infected the computer?

A. Cryptominer
B. Phishing

C. Ransomware
D. Keylogger

Answer: C

Explanation:
Ransomware is malicious software that encrypts files on a computer, making them inaccessible until a ransom is paid. In this case, the user was able to access the
files before without issue, and no changes have been made within the company, so it is likely that the computer was infected with ransomware.

NEW QUESTION 35
A user's mobile phone has become sluggish A systems administrator discovered several malicious applications on the device and reset the phone. The
administrator installed MDM software. Which of the following should the administrator do to help secure the device against this threat in the future? (Select TWO).

A. Prevent a device root

B. Disable biometric authentication

C. Require a PIN on the unlock screen

D. Enable developer mode

E. Block a third-party application installation
F. Prevent GPS spoofing

Answer: CE

Explanation:

To help secure the device against this threat in the future, the administrator should require a PIN on the unlock screen and block a third-party application
installation. Requiring a PIN on the unlock screen can help to prevent unauthorized access to the device, while blocking third-party application installation can help
to prevent malicious applications from being installed on the device.

NEW QUESTION 40

A user has requested help setting up the fingerprint reader on a Windows 10 laptop. The laptop is equipped with a fingerprint reader and is joined to a domain
Group Policy enables Windows Hello on all computers in the environment. Which of the following options describes how to set up Windows Hello Fingerprint for
the user?

A. Navigate to the Control Panel utility, select the Security and Maintenance submenu, select Change Security and Maintenance settings, select Windows Hello
Fingerprint, and have the user place a fingerprint on the fingerprint reader repeatedly until Windows indicates setup is complete

B. Navigate to the Windows 10 Settings menu, select the Accounts submenu, select Sign in options, select Windows Hello Fingerprint, and have the user place a
fingerprint on the fingerprint reader repeatedly until Windows indicates setup is complete.

C. Navigate to the Windows 10 Settings menu, select the Update & Security submenu select Windows Security, select Windows Hello Fingerprint and have the
user place a fingerprint on the fingerprint reader repeatedly until Windows indicates setup is complete

D. Navigate to the Control Panel utility, select the Administrative Tools submenu, select the user account in the list, select Windows Hello Fingerprint, and have the
user place a fingerprint on the fingerprint reader repeatedly until Windows indicates setup is complete.
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Answer: B

Explanation:

Navigate to the Windows 10 Settings menu, select the Accounts submenu, select Sign in options, select Windows Hello Fingerprint, and have the user place a
fingerprint on the fingerprint reader repeatedly until Windows indicates setup is complete. Windows Hello Fingerprint can be set up by navigating to the Windows
10 Settings menu, selecting the Accounts submenu, selecting Sign in options, and then selecting Windows Hello Fingerprint. The user will then be asked to place a
fingerprint on the fingerprint reader repeatedly until Windows indicates that setup is complete. Windows Hello Fingerprint allows the user to log into the laptop
using just their fingerprint, providing an additional layer of security.

NEW QUESTION 45

A call center handles inquiries into billing issues for multiple medical facilities. A security analyst notices that call center agents often walk away from their
workstations, leaving patient data visible for anyone to see. Which of the following should a network administrator do to BEST prevent data theft within the call
center?

A. Encrypt the workstation hard drives.

B. Lock the workstations after five minutes of inactivity.

C. Install privacy screens.

D. Log off the users when their workstations are not in use.

Answer: B

Explanation:
The BEST solution for preventing data theft within the call center in this scenario would be to lock the workstations after a period of inactivity. This would prevent
unauthorized individuals from accessing patient data if call center agents were to step away from their workstations without logging out.

NEW QUESTION 50
The command cac cor.ptia. txt was issued on a Linux terminal. Which of the following results should be expected?

A. The contents of the text comptia.txt will be replaced with a new blank document
B. The contents of the text compti

C. txt would be displayed.

D. The contents of the text comptia.txt would be categorized in alphabetical order.
E. The contents of the text compti

F. txt would be copied to another compti

G. txt file

Answer: B

Explanation:
The command cac cor.ptia. txt was issued on a Linux terminal. This command would display the contents of the text comptia.txt.

NEW QUESTION 51
A technician has spent hours trying to resolve a computer issue for the company's Chief Executive Officer (CEO). The CEO needs the device returned as soon as
possible. Which of the following steps should the technician take NEXT?

A. Continue researching the issue

B. Repeat the iterative processes

C. Inform the CEO the repair will take a couple of weeks
D. Escalate the ticket

Answer: D

Explanation:
The technician should escalate the ticket to ensure that the CEO’s device is returned as soon as possiblel

NEW QUESTION 55
An organization is centralizing support functions and requires the ability to support a remote user's desktop. Which of the following technologies will allow a
technician to see the issue along with the user?

A. RDP
B. VNC
C. SSH
D. VPN

Answer: B

Explanation:
VNC will allow a technician to see the issue along with the user when an organization is centralizing support functions and requires the ability to support a remote
user’'s desktopl

NEW QUESTION 60
A user installed a new application that automatically starts each time the user logs in to a Windows 10 system. The user does not want this to happen and has
asked for this setting to be changed. Which of the following tools would the technician MOST likely use to safely make this change?

A. Registry Editor

B. Task Manager
C. Event Viewer
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D. Local Users and Groups
Answer: B

Explanation:

The technician would most likely use the Task Manager tool to safely make this chaln2ge

The Task Manager tool can be used to disable applications from starting automatically on Windows 10

The tool that a technician would most likely use to stop an application from automatically starting when a user logs in to a Windows 10 system is the Task
Manager. The Task Manager can be used to view and manage processes, including those that are set to automatically start when a user logs in to the system.

NEW QUESTION 61
A user's smartphone data usage is well above average. The user suspects an installed application is transmitting data in the background. The user would like to be
alerted when an application attempts to communicate with the internet. Which of the following BEST addresses the user's concern?

A. Operating system updates
B. Remote wipe

C. Antivirus

D. Firewall

Answer: D

Explanation:

A firewall is a security system that monitors and controls incoming and outgoing network traffic based on predetermined security rules. In this scenario, the user is
concerned about an installed application transmitting data in the background, so a firewall would be the best solution to address their concern. By installing and
configuring a firewall, the user can block unauthorized connections to and from the device, and receive alerts whenever an application tries to access the internet.

NEW QUESTION 62
In which of the following scenarios would remote wipe capabilities MOST likely be used? (Select TWO).

A. A new IT policy requires users to set up a lock screen PIN.

B. A user is overseas and wants to use a compatible international SIM Card.

C. A user left the phone at home and wants to prevent children from gaining access to the phone.
D. A user traded in the company phone for a cell carrier upgrade by mistake.

E. A user cannot locate the phone after attending a play at a theater.

F. A user forgot the phone in a taxi, and the driver called the company to return the device.

Answer: EF

Explanation:

Remote wipe capabilities are used to erase all data on a mobile device remotely. This can be useful in situations where a device is lost or stolen, or when sensitive
data needs to be removed from a device. Remote wipe capabilities are most likely to be used in the following scenarios:

E. A user cannot locate the phone after attending a play at a theater. F. A user forgot the phone in a taxi, and the driver called the company to return the devicel
In scenario E, remote wipe capabilities would be used to prevent unauthorized access to the device and to protect sensitive data. In scenario F, remote wipe
capabilities would be used to erase all data on the device before it is returned to the user.

NEW QUESTION 64

A new spam gateway was recently deployed at a small business However; users still occasionally receive spam. The management team is concerned that users
will open the messages and potentially

infect the network systems. Which of the following is the MOST effective method for dealing with this Issue?

A. Adjusting the spam gateway

B. Updating firmware for the spam appliance
C. Adjusting AV settings

D. Providing user training

Answer: D

Explanation:

The most effective method for dealing with spam messages in a small business is to provide user trainingl

. Users should be trained to recognize spam messages and avoid opening theml. They should also be trained to report spam messages to the IT department so
that appropriate action can be takenl. In addition, users should be trained to avoid clicking on links or downloading attachments from unknown sourcesl. By
providing user training, the management team can reduce the risk of users opening spam messages and potentially infecting the network systems.1.

NEW QUESTION 68
A user is being directed by the help desk to look up a Windows PC's network name so the help desk can use a remote administration tool to assist the user. Which
of the following commands would allow the user to give the technician the correct information? (Select TWO).

A. ipconfig /all

B. hostname

C. netstat /?

D. nslookup localhost
E.arp—a

F.ping::1

Answer: AB

Explanation:
The user can use the following commands to give the technician the correct information: ipconfig
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/all and hostnalm.e
The ipconfig /all command displays the IP address, subnet mask, and default gateway
all adapters on the computer 1. The hostname command displays the name of the complu. ter

NEW QUESTION 69
A technician needs to document who had possession of evidence at every step of the process. Which of the following does this process describe?

A. Rights management
B. Audit trail

C. Chain of custody

D. Data integrity

Answer: C

Explanation:
The process of documenting who had possession of evidence at every step of the process is called chain of custody

NEW QUESTION 72
A user reports a PC is running slowly. The technician suspects high disk I/O. Which of the following should the technician perform NEXT?

A. resmon_exe
B. dfrgui_exe

C. msinf032exe
D. msconfig_exe

Answer: A

Explanation:

If a technician suspects high disk 1/0, the technician should use the Resource Monitor (resmon.exe) to identify the process that is causing the high disk I/O1.
Resource Monitor provides detailed information about the system’s resource usage, including disk I/O1. The technician can use this information to identify the
process that is causing the high disk 1/0 and take appropriate actionl.

NEW QUESTION 75
Sensitive data was leaked from a user's smartphone. A technician discovered an unapproved application was installed, and the user has full access to the device's
command shell. Which of the following is the NEXT step the technician should take to find the cause of the leaked data?

A. Restore the device to factory settings.

B. Uninstall the unapproved application.

C. Disable the ability to install applications from unknown sources.
D. Ensure the device is connected to the corporate WiFi network.

Answer: B

Explanation:

The technician should disable the user’s access to the device’'s command shell. This will prevent the user from accessing sensitive data and will help to prevent
further data leaks. The technician should then investigate the unapproved application to determine if it is the cause of the data leak. If the application is found to be
the cause of the leak, the technician should uninstall the application and restore the device to factory settings. If the application is not the cause of the leak, the
technician should investigate further to determine the cause of the leak. Disabling the ability to install applications from unknown sources can help to prevent future
data leaks, but it is not the next step the technician should take in this scenario. Ensuring the device is connected to the corporate WiFi network is not relevant to
this scenariol

NEW QUESTION 80
After clicking on a link in an email a Chief Financial Officer (CFO) received the following error:

———

L yepye— it i —~
eixll’iﬁ e — P' cjl. & Certficate Ermor: Nawgation.., > 1. ik

g’ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The secunty certificate presented by this website was issued for a different website's address

Security certihicate problems may indicate an attempt to feol you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage

o
% Continue to this website (not recommended)

w) More information

The CFO then reported the incident to a technician. The link is purportedly to the organization's bank. Which of the following should the technician perform FIRST?
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A. Update the browser's CRLs

B. File a trouble ticket with the bank.

C. Contact the ISP to report the CFCs concern
D. Instruct the CFO to exit the browser

Answer: A

Explanation:
The technician should update the browser’'s CRLs first. The error message indicates that the certificate revocation list (CRL) is not up to date. Updating the CRLs
will ensure that the browser can verify the authenticity of the bank’s website.

NEW QUESTION 82
The findings from a security audit indicate the risk of data loss from lost or stolen laptops is high. The company wants to reduce this risk with minimal impact to
users who want to use their laptops when not on the network. Which of the following would BEST reduce this risk for Windows laptop users?

A. Requiring strong passwords

B. Disabling cached credentials

C. Requiring MFA to sign on

D. Enabling BitLocker on all hard drives

Answer: D

Explanation:

BitLocker is a disk encryption tool that can be used to encrypt the hard drive of a Windows laptop. This will protect the data stored on the drive in the event that the
laptop is lost or stolen, and will help to reduce the risk of data loss. Additionally, BitLocker can be configured to require a PIN or other authentication in order to
unlock the drive, providing an additional layer of security.

NEW QUESTION 86
A technician received a call stating that all files in a user's documents folder appear to be Changed, and each of the files now has a look file extension Which pf the
following actions is the FIRST step the technician should take?

A. Runa live disk clone.

B. Run a full antivirus scan.

C. Use a batch file to rename the files

D. Disconnect the machine from the network

Answer: D

Explanation:
The CompTIA A+ Core 2 220-1002 exam covers this topic in the following domains: 1.2 Given a scenario, use appropriate resources to support users and 1.3
Explain the importance of security awareness.

NEW QUESTION 90
A systems administrator is setting up a Windows computer for a new user Corporate policy requires a least privilege environment. The user will need to access
advanced features and configuration settings for several applications. Which of the following BEST describes the account access level the user will need?

A. Power user account
B. Standard account

C. Guest account

D. Administrator account

Answer: B

Explanation:

The account access level the user will need to access advanced features and configuration settings for several applications while adhering to corporate policy
requiring a least privilege environment is a standard

account. This is because a standard account allows the user to access advanced features and configuration settings for several applications while adhering to
corporate policy requiring a least privilege environmentl.

NEW QUESTION 93
A technician is asked to resize a partition on the internal storage drive of a computer running macOS. Which of the followings tools should the technician use to
accomplish this task?

A. Consoltf

B. Disk Utility

C. Time Machine
D. Filevault

Answer: B
Explanation:

The technician should use Disk Utility to resize a partition on the internal storage drive of a computer running macOS. Disk Utility is a built-in utility that allows
users to manage disks, partitions, and volumes on a Mac. It can be used to resize, create, and delete partitions, as well as to format disks and volumes.

NEW QUESTION 97
A user's system is infected with malware. A technician updates the anti-malware software and runs a scan that removes the malware. After the user reboots the
system, it once again becomes infected with malware. Which of the following will MOST likely help to permanently remove the malware?
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A. Enabling System Restore
B. Educating the user

C. Booting into safe mode
D. Scheduling a scan

Answer: B

Explanation:

Although updating the anti-malware software and running scans are important steps in removing malware, they may not be sufficient to permanently remove the
malware if the user keeps engaging in behaviors that leave the system vulnerable, such as downloading unknown files or visiting malicious websites. Therefore,
educating the user on safe computing practices is the best way to prevent future infections and permanently remove the malware.

Enabling System Restore, Booting into safe mode, and scheduling a scan are not the most efficient ways to permanently remove the malware. Enabling System
Restore and Booting into safe mode may help in some cases, but they may not be sufficient to permanently remove the malware. Scheduling a scan is also
important for detecting and removing malware, but it may not be sufficient to prevent future infections.
https://partners.comptia.org/docs/default-source/resources/comptia-a-220-1102-exam-objectives-(3-0)

NEW QUESTION 100
Following the latest Windows update PDF files are opening in Microsoft Edge instead of Adobe Reader. Which of the following utilities should be used to ensure all
PDF files open in Adobe Reader?

A. Network and Sharing Center
B. Programs and Features

C. Default Apps

D. Add or Remove Programs

Answer: C

Explanation:
Default Apps should be used to ensure all PDF files open in Adobe Readerl

NEW QUESTION 103
A technician is configuring a SOHO device Company policy dictates that static IP addresses cannot be used. The company wants the server to maintain the same
IP address at all times. Which of the following should the technician use?

A. DHCP reservation
B. Port forwarding
C. DNS A record

D. NAT

Answer: A

Explanation:
The technician should use DHCP reservation to maintain the same IP address for the server at all times. DHCP reservation allows the server to obtain an IP
address dynamically from the DHCP server, while ensuring that the same IP address is assigned to the server each time it requests an IP address.

NEW QUESTION 108
Which of the following data is MOST likely to be regulated?

A. Name in a Phone book

B. Name on a medical diagnosis
C. Name on a job application

D. Name on a employer's website

Answer: B

Explanation:

A name on a medical diagnosis (B) is most likely to be regulated. This is because it falls under the category of protected health information (PHI), which is subject
to regulations such as the Health Insurance Portability and Accountability Act (HIPAA) in the United States. These regulations aim to protect the privacy and
security of individuals’ health information.

NEW QUESTION 111
A user reports a PC is running slowly. The technician suspects it has a badly fragmented hard drive. Which of the following tools should the technician use?

A. resmon exe
B. msconfig.extf
C. dfrgui exe

D. msmfo32.exe

Answer: C
Explanation:

The technician should use dfrgui.exe to defragment the hard drivel

NEW QUESTION 112

Ann, a CEO, has purchased a hew consumer-class tablet for personal use, but she is unable to connect it to the company’s wireless network. All the corporate
laptops are connecting without issue. She has asked you to assist with getting the device online.

INSTRUCTIONS
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Review the network diagrams and device configurations to determine the cause of the problem and resolve any discovered issues.
If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.
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NEW QUESTION 116
A technician needs to format a USB drive to transfer 20GB of data from a Linux computer to a Windows computer. Which of the following filesystems will the
technician MOST likely use?

A. FAT32

B. ext4

C.NTFS

D. exFAT

Answer: D

Explanation:

exFAT is a file system that is supported by both Linux and Windows and can handle large files1.
NEW QUESTION 119

An administrator has received approval for a change request for an upcoming server deployment. Which of the following steps should be completed NEXT?

A. Perform a risk analysis.
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B. Implement the deployment.
C. Verify end user acceptance
D. Document the lessons learned.

Answer: A

Explanation:

Before making any changes to the system, it is important to assess the risks associated with the change and determine whether it is worth implementing. Risk
analysis involves identifying potential risks, assessing their likelihood and impact, and determining what steps can be taken to mitigate them. It is important to
perform this step before making any changes, as this allows the administrator to make an informed decision about whether or not the change should be
implemented. Once the risks have been assessed and the administrator has decided to go ahead with the change, the next step is to implement the deployment.

NEW QUESTION 123
A user is attempting to browse the internet using Internet Explorer. When trying to load a familiar web page, the user is unexpectedly redirected to an unfamiliar
website. Which of the following would MOST likely solve the issue?

A. Updating the operating system
B. Changing proxy settings
C. Reinstalling the browser
D. Enabling port forwarding

Answer: C

Explanation:
Reinstalling the browser would most likely solve the issue. This would remove any malicious software or add-ons that may be causing the issue and restore the
browser to its default settings.

NEW QUESTION 127
Which of the following is an example of MFA?

A. Fingerprint scan and retina scan
B. Password and PIN

C. Username and password

D. Smart card and password

Answer: D

Explanation:
Smart card and password is an example of two-factor authentication (2FA), not multi-factor authentication (MFA). MFA requires two or more authentication factors.
Smart card and password is an example of two-factor authentication (2FA)2

NEW QUESTION 128
A user needs assistance changing the desktop wallpaper on a Windows 10 computer. Which of the following methods will enable the user to change the wallpaper
using a Windows 10 Settings tool?

A. Open Settings, select Accounts, select, Your info, click Browse, and then locate and open the image the user wants to use as the wallpaper

B. Open Settings, select Personalization, click Browse, and then locate and open the image the user wants to use as the wallpaper

C. Open Settings, select System, select Display, click Browse, and then locate and open the image the user wants to use as the wallpaper

D. Open Settings, select Apps, select Apps & features, click Browse, and then locate and open the image the user wants to use as the wallpaper.

Answer: B

Explanation:

To change the desktop wallpaper on a Windows 10 computer using a Windows 10 Settings tool, the user

should open Settings, select Personalization, click Browse, and then locate and open the image the user wa to use as the wallpaperl
https://www.lifewire.com/change-desktop-background-windows-11-5190733

NEW QUESTION 130
Which of the following should be used to control security settings on an Android phone in a domain environment?

A. MDM
B. MFA
C.ACL
D. SMS

Answer: A

Explanation:

The best answer to control security settings on an Android phone in a domain environment is to use “Mobile Device Management (MDM)”. MDM is a type of
software that is used to manage and secure mobile devices such as smartphones and tablets. MDM can be used to enforce security policies, configure settings,
and remotely wipe data from devices. In a domain environment, MDM can be used to manage Android phones and enforce security policies such as password
requirements, encryption, and remote wipe capabilities12

NEW QUESTION 134
A technician at a customer site is troubleshooting a laptop A software update needs to be downloaded but the company's proxy is blocking traffic to the update site.
Which of the following should the technician perform?

The Leader of IT Certification visit - https://www.certleader.com



CertLeaderm 100% Valid and Newest Version 220-1102 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/220-1102-dumps.html (126 Q&AS)

A. Change the DNS address to 1.1.1.1

B. Update Group Policy

C. Add the site to the client's exceptions list
D. Verity the software license is current.

Answer: C

Explanation:
The technician should add the update site to the client’s exceptions list to bypass the proxy. This can be done through the client's web browser settings, where
the proxy settings can be configured. By adding the update site to the exceptions list, the client will be able to access the site and download the software update.

NEW QUESTION 136
A user is configuring a new SOHO Wi-Fi router for the first time. Which of the following settings should the user change FIRST?

A. Encryption

B. Wi-Fi channel

C. Default passwords
D. Service set identifier

Answer: C

Explanation:
the user should change the default passwords first when configuring a new SOHO Wi-Fi routerl

NEW QUESTION 137
A user calls the help desk to report that none of the files on a PC will open. The user also indicates a program on the desktop is requesting payment in exchange
for file access A technician verifies the user's PC is infected with ransorrrware. Which of the following should the technician do FIRST?

A. Scan and remove the malware

B. Schedule automated malware scans
C. Quarantine the system

D. Disable System Restore

Answer: C

Explanation:
The technician should quarantine the system firstl

NEW QUESTION 140

A customer recently experienced a power outage at a SOHO. The customer does not think the components are connected properly. A print job continued running
for several minutes after the power failed, but the customer was not able to interact with the computer. Once the UPS stopped beeping, all functioning devices also
turned off. In case of a future power failure, the customer wants to have the most time available to save cloud documents and shut down the computer without
losing any data.

Wall Qutlet Surge Protector ups Drag & Drop
Power Source: Power Source:
Wall Outlet | | Surge Protector v |
? (?) @
@ @
II_.-II:')-_\ .--:liu._‘}II f "_::;‘-I

A. Mastered
B. Not Mastered

Answer: A
Explanation:

UPS > Surge protector = Computer, wifi router, cable modem Surge protector = wallOutlet , printer and scanner

NEW QUESTION 141
A technician is configuring a new Windows laptop Corporate policy requires that mobile devices make use of full disk encryption at all limes Which of the following
encryption solutions should the technician choose?
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A. Encrypting File System
B. FileVault

C. BitLocker

D. Encrypted LVM

Answer: A

Explanation:

The encryption solution that the technician should choose when configuring a new Windows laptop and corporate policy requires that mobile devices make use of
full disk encryption at all times is BitLocker. This is because BitLocker is a full-disk encryption feature that encrypts all data on a hard drive and is included with
Window

NEW QUESTION 143
A user has a license for an application that is in use on a personal home laptop. The user approaches a systems administrator about using the same license on
multiple computers on the corporate network. Which of the following BEST describes what the systems administrator should tell the user?

A. Use the application only on the home laptop because it contains the initial license.
B. Use the application at home and contact the vendor regarding a corporate license.
C. Use the application on any computer since the user has a license.

D. Use the application only on corporate computers.

Answer: B

Explanation:

Use the application at home and contact the vendor regarding a corporate license. The user should use the application only on the home laptop because it
contains the initial license. The user should contact the vendor regarding a corporate license if they want to use the application on multiple computers on the
corporate networkl

NEW QUESTION 148
A user calls the help desk and reports a workstation is infected with malicious software. Which of the following tools should the help desk technician use to remove
the malicious software? (Select TWO).

A. File Explorer

B. User Account Control

C. Windows Backup and Restore
D. Windows Firewall

E. Windows Defender

F. Network Packet Analyzer

Answer: AE

Explanation:
The correct answers are E. Windows Defender and A. File Explorer. Windows Defender is a built-in antivirus program that can detect and remove malicious
software from a workstation. File Explorer can be used to locate and delete files associated with the malicious softwarel

NEW QUESTION 151
A technician is working to resolve a Wi-Fi network issue at a doctor's office that is located next to an apartment complex. The technician discovers that employees
and patients are not the only people on the network. Which of the following should the technician do to BEST minimize this issue?

A. Disable unused ports.

B. Remove the guest network

C. Add a password to the guest network
D. Change the network channel.

Answer: D

Explanation:

Changing the network channel is the best solution to minimize the issue of employees and patients not being the only people on the Wi-Fi network5
References: 3. Sample CompTIA Security+ exam questions and answers. Retrieved from
https://www.techtarget.com/searchsecurity/quiz/Sample-CompTIA-Security-exam-questions-and-answers

NEW QUESTION 155
A Microsoft Windows PC needs to be set up for a user at a targe corporation. The user will need access to the corporate domain to access email and shared
drives. Which of the following versions of Windows would a technician MOST likely deploy for the user?

A. Windows Enterprise Edition

B. Windows Professional Edition

C. Windows Server Standard Edition
D. Windows Home Edition

Answer: B

Explanation:

The Windows Professional Edition is the most likely version that a technician would deploy for a user at a target corporation. This version of Windows is designed
for business use and provides the necessary features and capabilities that a user would need to access the corporate domain, such as email and shared drives.

NEW QUESTION 158
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Which of the following Linux commands would be used to install an application?

A. yum
B. grep
C.lIs

D. sudo

Answer: D

Explanation:
The Linux command used to install an application is sudo. The sudo command allows users to run programs with the security privileges of another user, such as
the root user. This is necessary to install applications because it requires administrative privilegesl

NEW QUESTION 160
A change advisory board just approved a change request. Which of the following is the MOST likely next step in the change process?

A. End user acceptance

B. Perform risk analysis

C. Communicate to stakeholders
D. Sandbox testing

Answer: D

Explanation:
The risk analysis should be performed before it's taken to the board. The step after the board approves the change is End User Agreenment Reference:
https://www.youtube.com/watch?v=Ru77iZxXuEIA&list=PLG49S3nxzAnna96gzhJrzkii4hH_mgW4b&index=59

NEW QUESTION 163
Which of the following should be done NEXT?

A. Send an email to Telecom to inform them of the issue and prevent reoccurrence.
B. Close the ticket out.

C. Tell the user to take time to fix it themselves next time.

D. Educate the user on the solution that was performed.

Answer: D

Explanation:
educating the user on the solution that was performed is a good next step after resolving an issue. This can help prevent similar issues from happening again and
empower users to solve problems on their own.

NEW QUESTION 168
A user reports that antivirus software indicates a computer is infected with viruses. The user thinks this happened white browsing the internet. The technician does
not recognize the interface with which the antivirus message is presented. Which of the following is the NEXT step the technician should take?

A. Shut down the infected computer and swap it with another computer

B. Investigate what the interface is and what triggered it to pop up

C. Proceed with initiating a full scan and removal of the viruses using the presented interface
D. Call the phone number displayed in the interface of the antivirus removal tool

Answer: B

Explanation:

The technician should not proceed with initiating a full scan and removal of the viruses using the presented interface or call the phone number displayed in the
interface of the antivirus removal tool12

Shutting down the infected computer and swapping it with another computer is not necessary at this point12 The technician should not immediately assume that
the message is legitimate or perform any actions without knowing what the interface is and what triggered it to pop up. It is important to investigate the issue
further, including checking the legitimacy of the antivirus program and the message it is displaying.

NEW QUESTION 170

A technician is upgrading the backup system for documents at a high-volume law firm. The current backup system can retain no more than three versions of full
backups before failing. The law firm is not concerned about restore times but asks the technician to retain more versions when possible. Which of the following
backup methods should the technician MOST likely implement?

A. Full

B. Mirror

C. Incremental
D. Differential

Answer: C

Explanation:

The law firm wants to retain more versions of the backups when possible, so the best backup method for the technician to implement in this scenario would be
Incremental backup. Incremental backups only save the changes made since the last backup, which allows for more frequent backups and minimizes the amount
of storage required. This would allow the law firm to retain more than three versions of backups without risking backup failure.

To retain more versions of backups, the technician should implement an Incremental backup methlo2d

An incremental backup method only backs up the data that has changed since the last backup, so it requires less storage space than a full backup12
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NEW QUESTION 174
A technician is setting up a backup method on a workstation that only requires two sets of tapes to restore. Which of the following would BEST accomplish this
task?

A. Differential backup
B. Off-site backup

C. Incremental backup
D. Full backup

Answer: D

Explanation:
A full backup involves creating a copy of all data on the workstation, including system files and user-created data, and storing it on a set of tapes. This ensures that
all data is backed up, and ensures that the data can be restored in the event of a system failure or data loss.

NEW QUESTION 177
A small business owner wants to install newly purchased software on all networked PCs. The network is not configured as a domain, and the owner wants to use
the easiest method possible. Which of the following is the MOST deficient way lor the owner to install the application?

A. Use a network share to share the installation files.
B. Save software to an external hard drive to install.
C. Create an imaging USB for each PC.

D. Install the software from the vendor's website

Answer: B

Explanation:

Saving software to an external hard drive and installing it on each individual PC is the most inefficient method for the small business owner. This method requires
manual intervention on each PC, and there is a higher risk of error or inconsistencies between PCs. Additionally, if the software needs to be updated or reinstalled
in the future, this process would need to be repeated on each PC.

NEW QUESTION 180
A technician is setting up a backup method on a workstation that only requires two sets of tapes to restore. Which of the following would BEST accomplish this
task?

A. Differential backup
B. Off-site backup

C. Incremental backup
D. Full backup

Answer: D

Explanation:

To accomplish this task, the technician should use a Full backup methlod

A full backup only requires two sets of tapes to restore because it backs up all the data from the

workstation. With a differential backup, the backups need to be taken multiple times over a period of time, so more tapes would be needed to restore the datal

NEW QUESTION 182
A technician suspects a rootkit has been installed and needs to be removed. Which of the following would BEST resolve the issue?

A. Application updates
B. Anti-malware software
C. OS reinstallation

D. File restore

Answer: C

Explanation:

If a rootkit has caused a deep infection, then the only way to remove the rootkit is to reinstall the operating system. This is because rootkits are designed to be
difficult to detect and remove, and they can hide in the operating system’s kernel, making it difficult to remove them without reinstalling the operating system
https://www.minitool.com/backup-tips/how-to-get-rid-of-rootkit-windows-10.html

NEW QUESTION 187
A user in a corporate office reports the inability to connect to any network drives. No other users have reported this issue. Which of the following is the MOST likely
reason the user is having this issue?

A. The user is not connected to the VPN.

B. The file server is offline.

C. A low battery is preventing the connection.
D. The log-in script failed.

Answer: A

NEW QUESTION 190
A technician is setting up a desktop computer in a small office. The user will need to access files on a drive shared from another desktop on the network. Which of
the following configurations should the technician employ to achieve this goal?
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A. Configure the network as private

B. Enable a proxy server

C. Grant the network administrator role to the user
D. Create a shortcut to public documents

Answer: A

Explanation:
The technician should configure the network as private to allow the user to access files on a drive shared from another desktop on the networkl

NEW QUESTION 194
A user created a file on a shared drive and wants to prevent its data from being accidentally deleted by others. Which of the following applications should the
technician use to assist the user with hiding the file?

A. Device Manager

B. Indexing Options

C. File Explorer

D. Administrative Tools

Answer: C

Explanation:
The technician should use the File Explorer application to assist the user with hiding the file 1. The user can right-click the file and select Properties. In the
Properties dialog box, select the Hidden check box, and then click OK 1.

NEW QUESTION 199
Following a recent power outage, several computers have been receiving errors when booting. The technician suspects file corruption has occurred. Which of the
following steps should the technician try FIRST to correct the issue?

A. Rebuild the Windows profiles.

B. Restore the computers from backup.
C. Reimage the computers.

D. Run the System File Checker.

Answer: D

Explanation:

The technician should run the System File Checker (SFC) first to correct file corruption errors on computers after a power outage. SFC is a command-line utility
that scans for and repairs corrupted system files. It can be run from the command prompt or from the Windows Recovery Environment. Rebuilding the Windows
profiles, restoring the computers from backup, and reimaging the computers are more drastic measures that should be taken only if SFC fails to correct the issuel

NEW QUESTION 203
A customer reported that a home PC with Windows 10 installed in the default configuration is having issues loading applications after a reboot occurred in the
middle of the night. Which of the following is the FIRST step in troubleshooting?

A. Install alternate open-source software in place of the applications with issues

B. Run both CPU and memory tests to ensure that all hardware functionality is normal

C. Check for any installed patches and roll them back one at a time until the issue is resolved

D. Reformat the hard drive, and then reinstall the newest Windows 10 release and all applications.

Answer: C

Explanation:
The first step in troubleshooting is to check for any installed patches and roll them back one at a time until the issue is resolved. This can help to identify any
patches that may be causing the issue and allow them to be removed.

NEW QUESTION 204
Which of the following change management documents includes how to uninstall a patch?

A. Purpose of change
B. Rollback plan

C. Scope of change
D. Risk analysis

Answer: B

Explanation:

The change management document that includes how to uninstall a patch is called the “rollback plan”. The rollback plan is a document that outlines the steps that
should be taken to undo a change that has been made to a system. In the case of a patch, the rollback plan would include instructions on how to uninstall the
patch if it causes problems or conflicts with other softwarel12

NEW QUESTION 207
While assisting a customer with an issue, a support representative realizes the appointment is taking longer than expected and will cause the next customer
meeting to be delayed by five minutes. Which of the following should the support representative do NEXT?

A. Send a quick message regarding the delay to the next customer.
B. Cut the current customer's lime short and rush to the next customer.
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C. Apologize to the next customer when arriving late.
D. Arrive late to the next meeting without acknowledging the lime.

Answer: A

Explanation:
The support representative should send a quick message regarding the delay to the next customer. This will help the next customer understand the situation and
adjust their schedule accordingly.

NEW QUESTION 211
A technician needs to transfer a large number of files over an unreliable connection. The technician should be able to resume the process if the connection is
interrupted. Which of the following tools can be used?

A. afc

B. ehkdsk
C. qgit clone
D. zobocopy

Answer: A

Explanation:
The technician should use afc to transfer a large number of files over an unreliable connection and be able to resume the process if the connection is interruptedl

NEW QUESTION 213
A manager reports that staff members often forget the passwords to their mobile devices and applications. Which of the following should the systems administrator
do to reduce the number of help desk tickets submitted?

A. Enable multifactor authentication.

B. Increase the failed log-in threshold.

C. Remove complex password requirements.
D. Implement a single sign-on with biometrics.

Answer: A

Explanation:

Multifactor authentication (MFA) is a security measure that requires users to provide multiple pieces of evidence when logging in to an account or system. This can
include a combination of something the user knows (e.g. a password or PIN), something the user has (e.g. a security token or smartphone) and something the
user is (e.g. biometrics such as a fingerprint or face scan). By enabling MFA, the systems administrator can ensure that users are required to provide multiple
pieces of evidence when logging in, making it more difficult for unauthorized users to gain access to the system. This can help reduce the number of help desk
tickets submitted due to forgotten passwords.

NEW QUESTION 218

Security software was accidentally uninstalled from all servers in the environment. After requesting the same version of the software be reinstalled, the security
analyst learns that a change request will need to be filled out. Which of the following is the BEST reason to follow the change management process in this
scenario?

A. Owners can be notified a change is being made and can monitor it for performance impac
B. Most Voted

C. Arisk assessment can be performed to determine if the software is needed.

D. End users can be aware of the scope of the change.

E. A rollback plan can be implemented in case the software breaks an application.

Answer: A

Explanation:
change management process can help ensure that owners are notified of changes being made and can monitor them for performance impact (A). This can help
prevent unexpected issues from arising.

NEW QUESTION 221
An IT services company that supports a large government contract replaced the Ethernet cards on several hundred desktop machines to comply With regulatory
requirements. Which of the following disposal methods for the non-compliant cards is the MOST environmentally friendly?

A. incineration

B. Resale

C. Physical destruction

D. Dumpster for recycling plastics

Answer: D

Explanation:

When disposing of non-compliant Ethernet cards, the most environmentally friendly option is to use a dumpster for recycling plastics. This method is the most
effective way to reduce the amount of waste that is sent to landfills, and it also helps to reduce the amount of energy used in the production of new materials.
Additionally, recycling plastics helps to reduce the amount of toxic chemicals that can be released into the environment.

According to CompTIA A+ Core 2 documents, "The most environmentally friendly disposal method for

non-compliant Ethernet cards is to use a dumpster for recycling plastics. This method is the most effective way to reduce the amount of waste that is sent to
landfills, and it also helps to reduce the amount of energy used in the production of new materials."”
https://sustainability.yale.edu/blog/how-sustainably-dispose-your-technological-waste
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NEW QUESTION 224
A technician needs to exclude an application folder from being cataloged by a Windows 10 search. Which of the following utilities should be used?

A. Privacy
B. Indexing Options
C. System
D. Device Manager

Answer: B

Explanation:
To exclude an application folder from being cataloged by a Windows 10 search, the technician should use the Indexing Options utillity

NEW QUESTION 225
Which of the following is MOST likely contained in an EULA?

A. Chain of custody

B. Backup of software code

C. Personally identifiable information
D. Restrictions of use

Answer: D

Explanation:

An EULA (End-User License Agreement) is a legally binding contract between a software supplier and a customer or end-user, generally made available to the
customer via a retailer acting as an intermediary. A EULA specifies in detail the rights and restrictions which apply to the use of the software. Some of the main
terms included in an EULA are the terms and scope of the license, any licensing fees, warranties and disclaimers, limitation of liability, revocation or termination of
the license, and intellectual property information and restrictions on using the license (e.g. modification and copyingl)
https://www.termsfeed.com/blog/eula-vs-terms-conditions/

NEW QUESTION 230
A user received the following error upon visiting a banking website:
The security presented by website was issued a different website' s address . A technician should instruct the user to:

A. clear the browser cache and contact the bank.
B. close out of the site and contact the bank.
C. continue to the site and contact the bank.
D. update the browser and contact the bank.

Answer: A

Explanation:

The technician should instruct the user to clear the browser cache and contact the bank (option A). This error indicates that the website the user is visiting is not
the correct website and is likely due to a cached version of the website being stored in the user's browser. Clearing the browser cache should remove any stored
versions of the website and allow the user to access the correct website. The user should also contact the bank to confirm that they are visiting the correct website
and to report the error.

NEW QUESTION 235
A technician is attempting to mitigate micro power outages, which occur frequently within the area of operation. The outages are usually short, with the longest
occurrence lasting five minutes. Which of the following should the technician use to mitigate this issue?

A. Surge suppressor
B. Battery backup
C. CMOS battery
D. Generator backup

Answer: B

Explanation:

A battery backup, also known as an uninterruptible power supply (UPS), is a device that provides backup power during a power outage. When the power goes out,
the battery backup provides a short amount of time (usually a few minutes up to an hour, depending on the capacity of the device) to save any work and safely
shut down the equipment.

NEW QUESTION 237
A technician is installing new software on a macOS computer. Which of the following file types will the technician MOST likely use?

.deb
.vbs
.exe

.app

OOw>»

Answer: D
Explanation:

The file type that the technician will MOST likely use when installing new software on a macOS computer is
.a pp. This is because .app is the file extension for applications on macO1S.
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NEW QUESTION 242

A help desk technician is troubleshooting a workstation in a SOHO environment that is running above normal system baselines. The technician discovers an
unknown executable with a random string name running on the system. The technician terminates the process, and the system returns to normal operation. The
technician thinks the issue was an infected file, but the antivirus is not detecting a threat. The technician is concerned other machines may be infected with this
unknown virus. Which of the following is the MOST effective way to check other machines on the network for this unknown threat?

A. Run a startup script that removes files by name.
B. Provide a sample to the antivirus vendor.

C. Manually check each machine.

D. Monitor outbound network traffic.

Answer: C
Explanation:

The most effective way to check other machines on the network for this unknown threat is to manually check each machine. This can help to identify any other
machines that may be infected with the unknown virus and allow them to be cleaned.

NEW QUESTION 245
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