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NEW QUESTION 1
In an existing IaaS instance, it is required to deploy a single application that has different versions. Which of the following should be recommended to meet this
requirement?

A. Deploy using containers
B. Install a Type 2 hypervisor
C. Enable SR-IOV on the host
D. Create snapshots

Answer: A

NEW QUESTION 2
A support engineer wants to prevent users from running malware on several IaaS compute instances. Which of the following will BEST achieve this objective?

A. Encrypt all applications that users should not access.
B. Set the execute filesystem permissions on the desired applications only.
C. Implement an application whitelisting policy.
D. Disable file sharing on the instance.

Answer: C

NEW QUESTION 3
A company recently experienced a power outage that lasted 30 minutes. During this time, a whole rack of servers was inaccessible, even though the servers did
not lose power.
Which of the following should be investigated FIRST?

A. Server power
B. Rack power
C. Switch power
D. SAN power

Answer: C

NEW QUESTION 4
A systems administrator is troubleshooting performance issues with a Windows VDI environment. Users have reported that VDI performance has been slow since
the images were upgraded from Windows 7 to Windows 10.
This VDI environment is used to run simple tasks, such as Microsoft Office. The administrator investigates the virtual machines and finds the following settings:

 4 vCPU

 16GB RAM

 10Gb networking

 256MB frame buffer
Which of the following MOST likely needs to be upgraded?

A. vRAM
B. vCPU
C. vGPU
D. vNIC

Answer: D

NEW QUESTION 5
A cloud administrator has finished setting up an application that will use RDP to connect. During testing, users experience a connection timeout error.
Which of the following will MOST likely solve the issue?

A. Checking user passwords
B. Configuring QoS rules
C. Enforcing TLS authentication
D. Opening TCP port 3389

Answer: D

NEW QUESTION 6
A systems administrator needs to convert ten physical servers to virtual.
Which of the following would be the MOST efficient conversion method for the administrator to use?

A. Rebuild the servers from scratch
B. Use the vendor’s conversion tool
C. Clone the hard drive
D. Restore from backup

Answer: C

NEW QUESTION 7
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A systems administrator needs to configure an email client to ensure data integrity of the email messages. Which of the following provides the BEST mechanism to
achieve this goal?

A. Cyclic redundancy check
B. SHA-1 hashes
C. SHA-256 hashes
D. Digital signature

Answer: A

NEW QUESTION 8
An organization has the following requirements that need to be met when implementing cloud services: SSO to cloud infrastructure

 On-premises directory service

 RBAC for IT staff
Which of the following cloud models would meet these requirements?

A. Public
B. Community
C. Hybrid
D. Multitenant

Answer: C

NEW QUESTION 9
Lateral-moving malware has infected the server infrastructure.
Which of the following network changes would MOST effectively prevent lateral movement in the future?

A. Implement DNSSEC in all DNS servers
B. Segment the physical network using a VLAN
C. Implement microsegmentation on the network
D. Implement 802.1X in the network infrastructure

Answer: B

NEW QUESTION 10
A technician just received the lessons learned from some recent data that was lost due to an on-premises file-server crash. The action point is to change the
backup strategy to minimize manual intervention. Which of the following is the BEST approach for the technician to implement?

A. Backup as a service
B. RAID 1
C. Long-term storage
D. New backup devices

Answer: C

NEW QUESTION 10
An engineer is responsible for configuring a new firewall solution that will be deployed in a new public cloud environment. All traffic must pass through the firewall.
The SLA for the firewall is 99.999%. Which of the following should be deployed?

A. Two load balancers behind a single firewall
B. Firewalls in a blue-green configuration
C. Two firewalls in a HA configuration
D. A web application firewall

Answer: C

NEW QUESTION 11
A company has decided to get multiple compliance and security certifications for its public cloud environment. However, the company has few staff members to
handle the extra workload, and it has limited knowledge of the current infrastructure.
Which of the following will help the company meet the compliance requirements as quickly as possible?

A. DLP
B. CASB
C. FIM
D. NAC

Answer: D

NEW QUESTION 13
A technician is working with an American company that is using cloud services to provide video-based training for its customers. Recently, due to a surge in
demand, customers in Europe are experiencing latency.
Which of the following services should the technician deploy to eliminate the latency issue?

A. Auto-scaling
B. Cloud bursting
C. A content delivery network
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D. A new cloud provider

Answer: A

NEW QUESTION 15
A systems administrator is creating a VM and wants to ensure disk space is not allocated to the VM until it is needed. Which of the following techniques should the
administrator use to ensure?

A. Deduplication
B. Thin provisioning
C. Software-defined storage
D. iSCSI storage

Answer: B

NEW QUESTION 18
An organization is hosting a DNS domain with private and public IP ranges. Which of the following should be implemented to achieve ease of management?

A. Network peering
B. A CDN solution
C. A SDN solution
D. An IPAM solution

Answer: D

NEW QUESTION 22
A systems administrator for an e-commerce company will be migrating the company’s main website to a cloud provider. The principal requirement is that the
website must be highly available.
Which of the following will BEST address this requirement?

A. Vertical scaling
B. A server cluster
C. Redundant switches
D. A next-generation firewall

Answer: A

NEW QUESTION 23
An organization is required to set a custom registry key on the guest operating system. Which of the following should the organization implement to facilitate this
requirement?

A. A configuration management solution
B. A log and event monitoring solution
C. A file integrity check solution
D. An operating system ACL

Answer: A

NEW QUESTION 26
A media company has made the decision to migrate a physical, internal file server to the cloud and use a web- based interface to access and manage the files.
The users must be able to use their current corporate logins.
Which of the following is the MOST efficient way to achieve this goal?

A. Deploy a VM in a cloud, attach storage, and copy the files across
B. Use a SaaS service with a directory service federation
C. Deploy a fileshare in a public cloud and copy the files across
D. Copy the files to the object storage location in a public cloud

Answer: C

NEW QUESTION 28
Which of the following will provide a systems administrator with the MOST information about potential attacks on a cloud IaaS instance?

A. Network flows
B. FIM
C. Software firewall
D. HIDS

Answer: A

NEW QUESTION 30
A cloud administrator is reviewing the authentication and authorization mechanism implemented within the cloud environment. Upon review, the administrator
discovers the sales group is part of the finance group, and the sales team members can access the financial application. Single sign-on is also implemented, which
makes access much easier.
Which of the following access control rules should be changed?
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A. Discretionary-based
B. Attribute-based
C. Mandatory-based
D. Role-based

Answer: D

NEW QUESTION 32
A systems administrator is creating a playbook to run tasks against a server on a set schedule.
Which of the following authentication techniques should the systems administrator use within the playbook?

A. Use the server’s root credentials
B. Hard-code the password within the playbook
C. Create a service account on the server
D. Use the administrator’s SSO credentials

Answer: D

NEW QUESTION 37
A cloud administrator would like to deploy a cloud solution to its provider using automation techniques. Which of the following must be used? (Choose two.)

A. Auto-scaling
B. Tagging
C. Playbook
D. Templates
E. Containers
F. Serverless

Answer: BD

NEW QUESTION 40
A systems administrator in a large enterprise needs to alter the configuration of one of the finance department’s database servers.
Which of the following should the administrator perform FIRST?

A. Capacity planning
B. Change management
C. Backups
D. Patching

Answer: C

NEW QUESTION 43
Company A has acquired Company B and is in the process of integrating their cloud resources. Company B needs access to Company A’s cloud resources while
retaining its IAM solution.
Which of the following should be implemented?

A. Multifactor authentication
B. Single sign-on
C. Identity federation
D. Directory service

Answer: C

NEW QUESTION 45
A systems administrator disabled TLS 1.0 and 1.1, as well as RC4, 3DES, and AES-128 ciphers for TLS 1.2, on a web server. A client now reports being unable to
access the web server, but the administrator verifies that the server is online, the web service is running, and other users can reach the server as well.
Which of the following should the administrator recommend the user do FIRST?

A. Disable antivirus/anti-malware software
B. Turn off the software firewall
C. Establish a VPN tunnel between the computer and the web server
D. Update the web browser to the latest version

Answer: D

NEW QUESTION 47
A web server has been deployed in a public IaaS provider and has been assigned the public IP address of 72.135.10.100. Users are now reporting that when they
browse to the website, they receive a message indicating the service is unavailable. The cloud administrator logs into the server, runs a netstat command,
and notices the following relevant output:

Which of the following actions should the cloud administrator take to resolve the issue?
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A. Assign a new IP address of 192.168.100.10 to the web server
B. Modify the firewall on 72.135.10.100 to allow only UDP
C. Configure the WAF to filter requests from 17.3.130.3
D. Update the gateway on the web server to use 72.135.10.1

Answer: D

NEW QUESTION 48
A company wants to check its infrastructure and application for security issues regularly. Which of the following should the company implement?

A. Performance testing
B. Penetration testing
C. Vulnerability testing
D. Regression testing

Answer: C

NEW QUESTION 51
The security team for a large corporation is investigating a data breach. The team members are all trying to do the same tasks but are interfering with each other’s
work.
Which of the following did the team MOST likely forget to implement?

A. Incident type categories
B. A calling tree
C. Change management
D. Roles and responsibilities

Answer: D

NEW QUESTION 56
A company has a cloud infrastructure service, and the cloud architect needs to set up a DR site. Which of the following should be configured in between the cloud
environment and the DR site?

A. Failback
B. Playbook
C. Zoning
D. Replication

Answer: D

NEW QUESTION 59
An organization is running a database application on a SATA disk, and a customer is experiencing slow performance most of the time.
Which of the following should be implemented to improve application performance?

A. Increase disk capacity
B. Increase the memory and network bandwidth
C. Upgrade the application
D. Upgrade the environment and use SSD drives

Answer: D

NEW QUESTION 60
A company is planning to migrate applications to a public cloud, and the Chief Information Officer (CIO) would like to know the cost per business unit for the
applications in the cloud. Before the migration, which of the following should the administrator implement FIRST to assist with reporting the cost for each business
unit?

A. An SLA report
B. Tagging
C. Quotas
D. Showback

Answer: D

NEW QUESTION 64
A company is currently running a website on site. However, because of a business requirement to reduce current RTO from 12 hours to one hour, and the RPO
from one day to eight hours, the company is considering operating in a hybrid environment. The website uses mostly static files and a small relational database.
Which of the following should the cloud architect implement to achieve the objective at the LOWEST cost possible?

A. Implement a load-balanced environment in the cloud that is equivalent to the current on-premises setupand use DNS to shift the load from on premises to cloud.
B. Implement backups to cloud storage and infrastructure as code to provision the environment automatically when the on-premises site is dow
C. Restore the data from the backups.
D. Implement a website replica in the cloud with auto-scaling using the smallest possible footprin
E. Use DNS to shift the load from on premises to the cloud.
F. Implement a CDN that caches all requests with a higher TTL and deploy the laaS instances manually in case of disaste
G. Upload the backup on demand to the cloud to restore on the new instances.

Answer: B
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NEW QUESTION 69
After a hardware upgrade on a private cloud system, the systems administrator notices a considerable drop in network performance. Which of the following is
MOST likely the cause?

A. The driver
B. The memory
C. The cluster placement
D. The CPU

Answer: C

NEW QUESTION 71
A SAN that holds VM files is running out of storage space.
Which of the following will BEST increase the amount of effective storage on the SAN?

A. Enable encryption
B. Increase IOPS
C. Convert the SAN from RAID 50 to RAID 60
D. Configure deduplication

Answer: D

NEW QUESTION 74
After accidentally uploading a password for an IAM user in plain text, which of the following should a cloud administrator do FIRST? (Choose two.)

A. Identify the resources that are accessible to the affected IAM user
B. Remove the published plain-text password
C. Notify users that a data breach has occurred
D. Change the affected IAM user’s password
E. Delete the affected IAM user

Answer: BD

NEW QUESTION 77
A cloud administrator is designing a multiregion network within an IaaS provider. The business requirements for configuring the network are as follows:

 Use private networking in and between the multisites for data replication.

 Use low latency to avoid performance issues.
Which of the following solutions should the network administrator use within the IaaS provider to connect multiregions?

A. Peering
B. Gateways
C. VPN
D. Hub and spoke

Answer: C

NEW QUESTION 78
An organization has two businesses that are developing different software products. They are using a single cloud provider with multiple IaaS instances. The
organization identifies that the tracking of costs for each business are inaccurate.
Which of the following is the BEST method for resolving this issue?

A. Perform segregation of the VLAN and capture egress and ingress values of each network interface
B. Tag each server with a dedicated cost and sum them based on the businesses
C. Split the total monthly invoice equally between the businesses
D. Create a dedicated subscription for the businesses to manage the costs

Answer: B

NEW QUESTION 81
A cloud administrator recently deployed an update to the network drivers of several servers. Following the update, one of the servers no longer responds to remote
login requests. The cloud administrator investigates the issue and gathers the following information:

 The cloud management console shows the VM is running and the CPU and memory utilization is at or near 0%.

 The cloud management console does not show an IP address for that server.

 A DNS lookup shows the hostname resolves to an IP address.

 The server is a member of the same security group as the others.

 The cloud administrator is able to log in remotely to the other servers without issue.
Which of the following is the MOST likely cause of the server being unavailable?

A. The network driver updates did not apply successfully, and the interface is in a down state.
B. The ACL policy for the server was updated as part of the server reboot, preventing login access.
C. The server was assigned a new IP address, and DNS entry for the server name was not updated.
D. The update caused an increase in the output to the logs, and the server is too busy to respond.

Answer: A
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NEW QUESTION 83
A system administrator is migrating a bare-metal server to the cloud. Which of the following types of migration should the systems administrator perform to
accomplish this task?

A. V2V
B. V2P
C. P2P
D. P2V

Answer: D

NEW QUESTION 85
An organization is implementing a new requirement to facilitate users with faster downloads of corporate application content. At the same time, the organization is
also expanding cloud regions.
Which of the following would be suitable to optimize the network for this requirement?

A. Implement CDN for overall cloud application
B. Implement auto-scaling of the compute resources
C. Implement SR-IOV on the server instances
D. Implement an application container solution

Answer: C

NEW QUESTION 87
A systems administrator is informed that a database server containing PHI and PII is unencrypted. The environment does not support VM encryption, nor does it
have a key management system. The server needs to be able to be rebooted for patching without manual intervention.
Which of the following will BEST resolve this issue?

A. Ensure all database queries are encrypted
B. Create an IPSec tunnel between the database server and its clients
C. Enable protocol encryption between the storage and the hypervisor
D. Enable volume encryption on the storage
E. Enable OS encryption

Answer: C

NEW QUESTION 91
A systems administrator is troubleshooting performance issues with a Windows VDI environment. Users have reported that VDI performance is very slow at the
start of the work day, but the performance is fine during the rest of the day.
Which of the following is the MOST likely cause of the issue?

A. Disk I/O limits
B. Affinity rule
C. CPU oversubscription
D. RAM usage

Answer: C

NEW QUESTION 93
A developer is no longer able to access a public cloud API deployment, which was working ten minutes prior. Which of the following is MOST likely the cause?

A. API provider rate limiting
B. Invalid API token
C. Depleted network bandwidth
D. Invalid API request

Answer: D

NEW QUESTION 96
A systems administrator is using VMs to deploy a new solution that contains a number of application VMs. Which of the following would provide high availability to
the application environment in case of hypervisor failure?

A. Anti-affinity rules
B. Cold migration
C. Live migration
D. Affinity rules

Answer: A

NEW QUESTION 98
A systems administrator is trying to reduce storage consumption. Which of the following file types would benefit the MOST from compression?

A. System files
B. User backups
C. Relational database
D. Mail database

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



Recommend!! Get the Full CV0-003 dumps in VCE and PDF From SurePassExam
https://www.surepassexam.com/CV0-003-exam-dumps.html (144 New Questions)

Answer: B

NEW QUESTION 102
A cloud administrator is building a new VM for machine-learning training. The developer requesting the VM has stated that the machine will need a full GPU
dedicated to it.
Which of the following configuration options would BEST meet this requirement?

A. Virtual GPU
B. External GPU
C. Passthrough GPU
D. Shared GPU

Answer: C

NEW QUESTION 106
A systems administrator notices that a piece of networking equipment is about to reach its end of support. Which of the following actions should the administrator
recommend?

A. Update the firmware
B. Migrate the equipment to the cloud
C. Update the OS
D. Replace the equipment

Answer: A

NEW QUESTION 108
A company is doing a cloud-to-cloud migration to lower costs. A systems administrator has to plan the migration accordingly.
Which of the following considerations is MOST important for a successful, future-proof, and low-cost migration?

A. Tier pricing
B. Licensing
C. Estimated consumption
D. Feature compatibility

Answer: D

NEW QUESTION 111
A systems administrator is deploying a GPU-accelerated VDI solution. Upon requests from several users, the administrator installs an older version of the OS on
their virtual workstations. The majority of the VMs run the latest LTS version of the OS.
Which of the following types of drivers will MOST likely ensure compatibility will all virtual workstations?

A. Alternative community drivers
B. Legacy drivers
C. The latest drivers from the vendor’s website
D. The drivers from the OS repository

Answer: C

NEW QUESTION 113
A software development manager is looking for a solution that will allow a team of developers to work in isolated environments that can be spun up and torn down
quickly.
Which of the following is the MOST appropriate solution?

A. Containers
B. File subscriptions
C. Ballooning
D. Software-defined storage

Answer: A

NEW QUESTION 116
A systems administrator is configuring a storage array.
Which of the following should the administrator configure to set up mirroring on this array?

A. RAID 0
B. RAID 1
C. RAID 5
D. RAID 6

Answer: B

NEW QUESTION 119
A company is concerned about the security of its data repository that contains customer PII. A systems
administrator is asked to deploy a security control that will prevent the exfiltration of such data. Which of the following should the systems administrator implement?
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A. DLP
B. WAF
C. FIM
D. ADC

Answer: A

NEW QUESTION 120
A SaaS provider wants to maintain maximum availability for its service. Which of the following should be implemented to attain the maximum SLA?

A. A hot site
B. An active-active site
C. A warm site
D. A cold site

Answer: A

NEW QUESTION 121
A company needs a solution to find content in images. Which of the following technologies, when used in conjunction with cloud services, would facilitate the BEST
solution?

A. Internet of Things
B. Digital transformation
C. Artificial intelligence
D. DNS over TLS

Answer: C

NEW QUESTION 126
......
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