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NEW QUESTION 1

- (Topic 1)

An administrator would like to review, approve, or reject all the firewall policy changes made by the junior
administrators.

How should the Workspace mode be configured on FortiManager?

A. Set to workflow and use the ADOM locking feature
B. Set to read/write and use the policy locking feature
C. Set to normal and use the policy locking feature
D. Set to disable and use the policy locking feature

Answer: A

Explanation:
Reference:https://help.fortinet.com/fmgr/50hlp/52/5-2-0/FMG_520_Online_Help/200_What's-New.03.03.html

NEW QUESTION 2
- (Topic 1)
You are moving managed FortiGate devices from one ADOM to a new ADOM. Which statement correctly describes the expected result?

A. Any pending device settings will be installed automatically

B. Any unused objects from a previous ADOM are moved to the new ADOM automatically
C. The shared policy package will not be moved to the new ADOM

D. Policy packages will be imported into the new ADOM automaticallyD

Answer: C

Explanation:
Reference:https://community.fortinet.com/t5/FortiManager/Technical-Note-How-to-move-objects-to-new-ADOM-on-FortiManager/ta-p/198342

NEW QUESTION 3
- (Topic 1)
Refer to the exhibits. Exhibit one.
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Exhibit two.
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Install Preview

Virtual Domain global, root

config system ntp

unsel nlpsync

end

config system email-server
unsel sener

unsel 'EE'CIJ'HZ':{

and

config log fortianalyzer setting
unsel stalus

unsel sener

unset upload-option

unsel reliabla -
unset senal

end

config system central-management
config serverlist

purge

eind

end

config system global

unset admintimeout

unsetl admin-https-redirect
end

config system dns

sel pamary 192 168.1.111
set secondary 192 1681 112
end

config system snmp sysinfo

An administrator created a new system template namedTrainingwith two new DNS addresses on FortiManager. During the installation preview stage, the
administrator notices that many unset commands need to be pushed.
What can be the main reason for these unset commands?

A. The DNS addresses in the default system settings are the same as theTrainingsystem template
B. TheTrainingsystem template has other default settings

C. The ADOM is locked by another administrator

D. TheTrainingsystem template does not have assigned devices

Answer: B

NEW QUESTION 4

- (Topic 1)

View the following exhibit:

#diagnose fmupdate view-serverlist fds

Fortiguard Server Comm: Enabled

Server Override Mode: Loose

FDS server list :

Index Address Port TimeZone Distance Source
CLI
FDNI
FDNI

s1.fortinet.com 14: 5 0 DEFAULT

How will FortiManager try to get updates for antivirus and IPS?

A. From the list of configured override servers with ability to fall back to public FDN servers
B. From the configured override server list only

C. From the default serverfdsl.fortinet.com

D. From public FDNI server with highest index number only

Answer: A
Explanation:

Reference:https://community.fortinet.com/t5/Fortinet-Forum/Clarification-of-FortiManager-s-quot-Server-Override-Mode-quot/td-p/89973

NEW QUESTION 5
- (Topic 1)
What will happen if FortiAnalyzer features are enabled on FortiManager?

A. FortiManager will reboot

B. FortiManager will send the logging configuration to the managed devices so the managed devices will start sending logs to FortiManager
C. FortiManager will enable ADOMs automatically to collect logs from non-FortiGate devices
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D. FortiManager can be used only as a logging device.
Answer: A

Explanation:
Reference:https://help.fortinet.com/fmgr/50hlp/56/5-6-1/FortiManager_Admin_Guide/1800_FAZ%20Features/0200_Enable%20FAZ%20Features.htm

NEW QUESTION 6
- (Topic 1)
Refer to the exhibit.

Start to import config from device(Local-FortiGate) vdom(root) to
adom(My_ADOM), package(Local-FortiGate_root)

"firewall service category” SKIPPED,"(name=General, 0id=697, DUPLICATE)"
"firewall address",SUCCESS,"(name=LOCAL_SUBNET, oid=684, new object)"

"f"tlg'_ew:e;ll service custom”,SUCCESS,"(name=ALL, 0id=863, update previous
object)”

"firewall policy”,.SUCCESS,"(name=1, oid = 1090, new object)"
Which statement about the object named ALL is true?

A. FortiManager updated the object ALL using the FortiGate value in its database.
B. FortiManager installed the object ALL with the updated value.

C. FortiManager created the object ALL as a unique entity in its database, which can be only used by thismanaged FortiGate.
D. FortiManager updated the object ALL using the FortiManager value in its database.

Answer: A

NEW QUESTION 7
- (Topic 1)
View the following exhibit.

== Device Manager+  Device & Groups  Firmware  License |

B Add Device 5B Device Group v o Inatall Wizsrd € Toolks +

Fq' [ -_a bmpeoet Piodicy

&, Device Name [ Managed ForiGase
4 Local-FortiGate devices

f Remote-ForgGate
e root [MAT] (Management)

e Seodent[MAT]
e Trammer [NAT)

S22 Policv&Obiects ~ Policy Packages Object Configuration

Policy Package » Install & ADOM Revisions Tools A
Shared Package *Add 8 Delete | Instalation targets
IPv4 Policy 1 Imstallation Tﬂm:rlt
Installation Targets t Remote-FortiGate
default & Toot [NAT][Management]
& Student[NAT]

t Local-PoriGate

Policy Package A Install & ADOM Revisions Tools A
Shared Pat:kage Create New V Editv Delete SectionvColumn Settmgs | Interface Pair View
[Pvd Policy Seq#  Install On Mame From To
installation Targets Policy P
dcl’a::llt o e 1 m Remote-FortGate{ Stadent) Ping_Access port3 portl TR
m Local-FortiGate(root)
I g Remote-FortiGate{Student) Web portd portl
3 ® [Installation Targets Source_Device  portd portl

Given the configurations shown in the exhibit, what can you conclude from the installation targets in thelnstall Oncolumn?

A. The Install On column value represents successful installation on the managed devices

B. Policy seg#3 will be installed on all managed devices and VDOMSs that are listed under Installation Targets
C. Policy seg#3 will be installed on the Trainer[NAT] VDOM only

D. Policy seg#3 will be not installed on any managed device

Answer: B
NEW QUESTION 8

- (Topic 1)
In addition to the default ADOMSs, an administrator has created a new ADOM namedTrainingfor FortiGate devices. The administrator sent a device registration to
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FortiManager from a remote FortiGate. Which one of the following statements is true?

A. The FortiGate will be added automatically to the default ADOM named FortiGate.
B. The FortiGate will be automatically added to the Training ADOM.
C. By default, the unregistered FortiGate will appear in the root ADOM.

D. The FortiManager administrator must add the unregistered device manually to the unregistered devicemanually to the Training ADOM using the Add Device
wizard

Answer: C

Explanation:
Reference:https://docs.fortinet.com/document/fortimanager/7.0.0/administration- guide/718923/root-adom

NEW QUESTION 9
- (Topic 2)
Which two statements about Security Fabric integration with FortiManager are true? (Choose two.)

A. The Security Fabric license, group name and password are required for the FortiManager Security Fabric integration
B. TheFabric Viewmodule enables you to generate the Security Fabric ratings for Security Fabric devices

C. The Security Fabric settings are part of the device level settings

D. TheFabric Viewmodule enables you to view the Security Fabric ratings for Security Fabric devices

Answer: CD

NEW QUESTION 10
- (Topic 3)
Refer to the exhibit.
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On FortiManager, an administrator created a new system template namedTrainingwith two new DNS addresses. During the installation preview stage, the
administrator notices that central-management settings need to be purged.
What can be the main reason for the central-management purge command?

A. The Remote-FortiGate device does not have any DNS server-list configured in the central-management settings.
B. The DNS addresses in the default system settings are the same as the Training system template.

C. The ADOM is locked by another administrator.

D. The Training system template has a default FortiGuard widget.

Answer: A

NEW QUESTION 10

- (Topic 3)

What will happen if FortiAnalyzer features are enabled on FortiManager?

A. FortiManager will keep all the logs and reports on the FortiManager.
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B. FortiManager will enable ADOMSs to collect logs automatically from non-FortiGate devices.
C. FortiManager will install the logging configuration to the managed devices
D. FortiManager can be used only as a logging device.

Answer: C

NEW QUESTION 12
- (Topic 3)
Which two conditions trigger FortiManager to create a new revision history? (Choose two.)

A. When FortiManager is auto-updated with configuration changes made directly on a managed device
B. When changes to the device-level database are made on FortiManager

C. When FortiManager installs device-level changes on a managed device

D. When a configuration revision is reverted to a previous revision in the revision history

Answer: BC

NEW QUESTION 16

- (Topic 3)

An administrator created a header and footer global policy package and assigned it to an ADOM.
What are two outcomes from this action? (Choose two.)

A. You must manually move the header and footer policies after the policy assignment.

B. After you assign the global policy package to an ADOM, the policy package is hiddenfrom the ADOM and cannot be viewed.
C. If you assign an additional global policy package to the same ADOM, FortiManager removes previously assigned policies.
D. You can edit or delete all the global objects in the global ADOM.

Answer: AD

NEW QUESTION 18
- (Topic 3)
In the event that one of the secondary FortiManager devices fails, which action must be performed to return the FortiManager HA manual mode to a working state?

A. The FortiManager HA state transition is transparent to administrators and does notrequire any reconfiguration.

B. Manually promote one of the working secondary devices to the primary role, and reboot the old primary device to remove the peer IP of the failed device.
C. Reconfigure the primary device to remove the peer IP of the failed device.

D. Reboot the failed device to remove its IP from the primary device.

Answer: C

NEW QUESTION 23
- (Topic 3)
Which of the following statements are true regarding reverting to previous revision version from the revision history? (Choose two.)

A. To push these changes to a managed device, it required an install operation to the managed FortiGate.

B. Reverting to a previous revision history will generate a new versionIDand remove all other historyversions.
C. Reverting to a previous revision history will tag the device settings status asAuto- Update.

D. It will modify device-level database

Answer: AD

NEW QUESTION 25
- (Topic 3)
Refer to the exhibit.
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A junior administrator is troubleshooting a FortiManager connectivity issue that rs occurring with managed FortiGate devices
Given the FortiManager device manager settings shown in the exhibit what can you conclude from the exhibit?

A. The administrator had restored the FortiManager configuration file
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B. The administrator must refresh both devices to restore connectivity
C. FortiManager test internet connectivity therefore, both devices appear to be down
D. The administrator can reclaim the FGFM tunnel to get both devices online

Answer: C

NEW QUESTION 29
- (Topic 3)
Refer to the exhibit.
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Given the configuration shown in the exhibit, what can you conclude from the installation targets m the Install On column? (Choose two)

A. Policy seq # 2 will not be installed on the Local-FortiGate root VDOM because there is no root VDOM in the Installation Target
B. Policy seq # 3 will be installed on all managed devices and VDOMs that are listed under Installation Targets
C. Policy seq # 1 will be installed on the Remoto-FortiGate root[NAT] and Student[NAT] VDOMSs only

D. Policy 3 will be installed on all FortiGate devices and vdom belongs to the ADOM

E. Policy seq # 3 will be skipped because no installation targets are specified

Answer: BC

NEW QUESTION 32
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