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NEW QUESTION 1
Which two attributes are required on a certificate so it can be used as a CA certificate on SSL inspection? (Choose two.)

A. The keyUsage extension must be set to keyCertSign.

B. The CA extension must be set to TRUE.

C. The issuer must be a public CA.

D. The common name on the subject field must use a wildcard name.

Answer: AB

NEW QUESTION 2
What are two functions of ZTNA? (Choose two.)

A. ZTNA manages access through the client only.
B. ZTNA manages access for remote users only.
C. ZTNA provides a security posture check.

D. ZTNA provides role-based access.

Answer: CD

NEW QUESTION 3
Which three statements explain a flow-based antivirus profile? (Choose three.)

A. Flow-based inspection uses a hybrid of the scanning modes available in proxy-based inspection.
B. If a virus is detected, the last packet is delivered to the client.

C. The IPS engine handles the process as a standalone.

D. FortiGate buffers the whole file but transmits to the client at the same time.

E. Flow-based inspection optimizes performance compared to proxy-based inspection.

Answer: ADE

NEW QUESTION 4
What are two benefits of flow-based inspection compared to proxy-based inspection? (Choose two.)

A. FortiGate uses fewer resources.

B. FortiGate performs a more exhaustive inspection on traffic.
C. FortiGate adds less latency to traffic.

D. FortiGate allocates two sessions per connection.

Answer: AC

NEW QUESTION 5

A network administrator wants to set up redundant IPsec VPN tunnels on FortiGate by using two IPsec VPN tunnels and static routes.

All traffic must be routed through the primary tunnel when both tunnels are up. The secondary tunnel must be used only if the primary tunnel goes down. In
addition, FortiGate should be able to detect a dead tunnel to speed up tunnel failover.

Which two key configuration changes must the administrator make on FortiGate to meet the requirements? (Choose two.)

A. Configure a higher distance on the static route for the primary tunnel, and a lower distance on the static route for the secondary tunnel.
B. Configure a lower distance on the static route for the primary tunnel, and a higher distance on the static route for the secondary tunnel.
C. Enable Auto-negotiate and Autokey Keep Alive on the phase 2 configuration of both tunnels.

D. Enable Dead Peer Detection.

Answer: AD

NEW QUESTION 6

Refer to the exhibit.

The exhibit shows a diagram of a FortiGate device connected to the network, the firewall policy and VIP configuration on the FortiGate device, and the routing
table on the ISP router.

When the administrator tries to access the web server public address (203.0.113.2) from the internet, the connection times out. At the same time, the administrator
runs a sniffer on FortiGate to capture incoming web traffic to the server and does not see any output.
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ISP router
<
N
|ZL / dmz wanl portl
- 175 16 1,264 192.2.0.2 192.2.6.1
Web server
172.16.1.18
Routing table:
C 192.2.0.0/24 via portl
Firewall policy: VIP: ;
C 203.0. L0524 it
(1) (WebServer-Ext) 03.0.113.0/24 via portl
name: Internet-to-DMZ type: static-nat
action: accept extip: 203.0.113.2
srcaddr: 0.0.0.0/0 extintfl: wanl
srcintf: wanl mappedip: 172.16.1.10
d=taddr: WebServer-gxt portforward: disable
dstintf: dmz arp-reply: disable
service: ALL
schedule: always
match-vip: disable

Based on the information shown in the exhibit, what configuration change must the administrator make to fix the connectivity issue?

A. Configure a loopback interface with address 203.0.113.2/32.

B. In the VIP configuration, enable arp-reply.

C. Enable port forwarding on the server to map the external service port to the internal service port.
D. In the firewall policy configuration, enable match-vip.

Answer: D

NEW QUESTION 7
Refer to the exhibits.

The exhibits contain a network diagram, and virtual IP, IP pool, and firewall policies configuration information.

The WAN (portl) interface has the IP address 10.200.1.1/24.

The LAN (port3) interface has the IP address 10.0.1.254/24.

The first firewall policy has NAT enabled using IP pool.

The second firewall policy is configured with a VIP as the destination address.

Exhibit A |"Exhibit'B
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Exhibit A'| Exhibit B

Mame From To Sowrce Desstination Schedule Service
Full_Access ™ LAN(portdl ™ WAN(portl) & all &= all (e abways @ ALL
WebServer ™ WAN[portl) M LANIport3 2 all & VIP (@ abways m AL
Edit Virtual |P | [ Edit Dynamic IF Poct
WP type IPwd MNamae
Name vip Comments
Comments i Q7255 e
Codor & Change External IP address vange €
MAT &4
Network ARP Reply
Interface = portl -
Type Static NAT
External IP addresiranges (0 10200110
bap 1o
Py pcdedressrange 100.1.10
3 Optional Filters
i Port Forwarding
Protocel UDP SCTP ICMP
Port Magging Type ST taay to many
External serviceport €0 443
Map to IPv4 port 443

Action MAT
“ ACCEPT (@ IPPool
" ACCEPT O Disabled

1P Pl

W55
m One-to-One  Fixed Port Range  Port Block Allocation

10.:200.1.100-10.200.1.100

Which IP address will be used to source NAT (SNAT) the internet traffic coming from a workstation with the IP address 10.0.1.10?

A.10.200.1.1
B. 10.0.1.254
C. 10.200.1.10
D. 10.200.1.100

Answer: D

NEW QUESTION 8

An administrator has configured the following settings:
config system settings

set ses-denied-traffic enable

end

config system global

set block-session-timer 30

end

What are the two results of this configuration? (Choose two.)

A. Device detection on all interfaces is enforced for 30 minutes.
B. Denied users are blocked for 30 minutes.

C. The number of logs generated by denied traffic is reduced.
D. A session for denied traffic is created.

Answer: AC

NEW QUESTION 9

Which two statements are correct about NGFW Policy-based mode? (Choose two.)

A. NGFW policy-based mode does not require the use of central source NAT policy
B. NGFW policy-based mode can only be applied globally and not on individual VDOMs
C. NGFW policy-based mode supports creating applications and web filtering categories directly in afirewall policy

D. NGFW policy-based mode policies support only flow inspection

Answer: CD

NEW QUESTION 10
Refer to the exhibits.

The exhibits show the firewall policies and the objects used in the firewall policies.
The administrator is using the Policy Lookup feature and has entered the search criteria shown in the exhibit.
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Exhibit A | Exhibit B

[2 IF Ranmge/Subnet )
= LOCAL_CUENT

B an
E roon &

10.0.1.10/32
0.0.000.0

facebook.com

Exhibit A | Exhibit B

Policy Lookup

Incoming Interface ™ port3

IP Version [P
Protocal TCP

Source 10.0.1.10
Source Port Optional (1-&°
Destination facebook.com

Destination Port 4473

i

Close

Which policy will be highlighted, based on the input criteria?
A. Policy with ID 4.

B. Policy with ID 5.

C. Policies with ID 2 and 3.

D. Policy with ID 4.

Answer: A

NEW QUESTION 10
Refer to the exhibit.
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FGT1 # get router info routing-table database

Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
1 - 1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, 1a - IS-IS inter area
> - selected route, * - FIB route, p - stale info

*> 0.0.0.0/0 [10/0] via 172.20.121.2, port1, [20/0]

> [10/0] via 10.0.0.2, port2, [30/0]
0.0.0.0/0 [20/0] via 192.168.15.2, port3, [10/0]

*> 10.0.0.0724 1s directly connected, port2
172.13.24.0/24 [10.0] is directly connected, port4

*> 172.20.121.0/24 i1s directly connected, porti

"> 192.167.1.0/24 [10/0] via 10.0.0.2, port2

*> 192.168.15.0/24 1s directly connected, port3

S
S
C
S
C
S
C

Given the routing database shown in the exhibit, which two statements are correct? (Choose two.)

A. The port3 default route has the highest distance.

B. The port3 default route has the lowest metric.

C. There will be eight routes active in the routing table.

D. The portl and port2 default routes are active in the routing table.

Answer: AD

NEW QUESTION 12
Which three statements are true regarding session-based authentication? (Choose three.)

A. HTTP sessions are treated as a single user.

B. IP sessions from the same source IP address are treated as a single user.

C. It can differentiate among multiple clients behind the same source IP address.
D. It requires more resources.

E. It is not recommended if multiple users are behind the source NAT

Answer: ACD
NEW QUESTION 13
Examine this PAC file configuration.

Which of the following statements are true? (Choose two.)

A. Browsers can be configured to retrieve this PAC file from the FortiGate.
B. Any web request to the 172.25. 120.0/24 subnet is allowed to bypass the proxy.

C. All requests not made to Fortinet.com or the 172.25. 120.0/24 subnet, have to go through altproxy.corp.com: 8060.

D. Any web request fortinet.com is allowed to bypass the proxy.
Answer: AD
NEW QUESTION 16

Refer to the exhibit.
The exhibit shows the output of a diagnose command.

scurce (1) 10.0,1.0=10.0.1.25%

destination wildecard(l) 0.0.0.0/0.0 1

internet sarvice(3) GoToMeeting(4294836586,0,0,0, 1e354)
Microsoft.Office.365.Portal (42594837474,0,0,0, 41468) Salesaforce (429483797
hit count=0 last used=2022-02-23 05:46:43

What does the output reveal about the policy route?

A. Itis an ISDB route in policy route.

B. Itis a regular policy route.

C. Itis an ISDB policy route with an SDWAN rule.
D. It is an SDWAN rule in policy route.
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Answer: C

NEW QUESTION 17
Which of the following statements about central NAT are true? (Choose two.)

A. IP tool references must be removed from existing firewall policies before enabling central NAT .
B. Central NAT can be enabled or disabled from the CLI only.

C. Source NAT, using central NAT, requires at least one central SNAT policy.

D. Destination NAT, using central NAT, requires a VIP object as the destination address in a firewall.

Answer: AB

NEW QUESTION 21
What is the limitation of using a URL list and application control on the same firewall policy, in NGFW policy-based mode?

A. It limits the scanning of application traffic to the DNS protocol only.

B. It limits the scanning of application traffic to use parent signatures only.

C. It limits the scanning of application traffic to the browser-based technology category only.
D. It limits the scanning of application traffic to the application category only.

Answer: C

Explanation:

https://docs.fortinet.com/document/fortigate/5.6.0/cookbook/38324/ngfw-policy-based-mode

NEW QUESTION 24

Which two statements explain antivirus scanning modes? (Choose two.)

A. In proxy-based inspection mode, files bigger than the buffer size are scanned.

B. In flow-based inspection mode, FortiGate buffers the file, but also simultaneously transmits it to the client.

C. In proxy-based inspection mode, antivirus scanning buffers the whole file for scanning, before sending it to the client.
D. In flow-based inspection mode, files bigger than the buffer size are scanned.

Answer: BC

Explanation:

An antivirus profile in full scan mode buffers up to your specified file size limit. The default is 10 MB. That is large enough for most files, except video files. If your
FortiGate model has more RAM, you may be able to increase this threshold. Without a limit, very large files could exhaust the scan memory. So, this threshold
balances risk and performance. Is this tradeoff unique to FortiGate, or to a specific model? No. Regardless of vendor or model, you must make a choice. This is
because of the difference between scans in theory, that have no limits, and scans on real-world devices, that have finite RAM. In order to detect 100% of malware
regardless of file size, a firewall would need infinitely large RAM--something that no device has in the real world. Most viruses are very small. This table shows a

typical tradeoff. You can see that with the default 10 MB threshold, only 0.01% of viruses pass through.

NEW QUESTION 29

Why does FortiGate keep TCP sessions in the session table for some seconds even after both sides (client and server) have terminated the session?

A. To remove the NAT operation.

B. To generate logs

C. To finish any inspection operations.

D. To allow for out-of-order packets that could arrive after the FIN/ACK packets.

Answer: D

NEW QUESTION 31

Which two statements are correct regarding FortiGate HA cluster virtual IP addresses? (Choose two.)
A. Heartbeat interfaces have virtual IP addresses that are manually assigned.

B. A change in the virtual IP address happens when a FortiGate device joins or leaves the cluster.

C. Virtual IP addresses are used to distinguish between cluster members.

D. The primary device in the cluster is always assigned IP address 169.254.0.1.

Answer: BD

NEW QUESTION 33

FortiGuard categories can be overridden and defined in different categories. To create a web rating override for example.com home page, the override must be

configured using a specific syntax.
Which two syntaxes are correct to configure web rating for the home page? (Choose two.)

A. www.example.com:443

B. www.example.com

C. example.com

D. www.example.com/index.html

Answer: BC

Explanation:
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When using FortiGuard category filtering to allow or block access to a website, one option is to make a web rating override and define the website in a different
category. Web ratings are only for host names - no URLs or wildcard characters are allowed.

OK: google.com or www.google.com

NO OK: www.google.com/index.html or google.* FortiGate_Security 6.4 page 384

When using FortiGuard category filtering to allow or block access to a website, one option is to make a web rating override and define the website in a different
category. Web ratings are only for host names-- "no URLSs or wildcard characters are allowed".

NEW QUESTION 34
Which two statements are correct about a software switch on FortiGate? (Choose two.)

A. It can be configured only when FortiGate is operating in NAT mode
B. Can act as a Layer 2 switch as well as a Layer 3 router

C. All interfaces in the software switch share the same IP address

D. It can group only physical interfaces

Answer: AC

NEW QUESTION 35
Refer to the exhibit, which contains a session diagnostic output.

Which statement is true about the session diagnostic output?

A. The session is a UDP unidirectional state.

B. The session is in TCP ESTABLISHED state.
C. The session is a bidirectional UDP connection.
D. The session is a bidirectional TCP connection.

Answer: C

Explanation:
https://kb.fortinet.com/kb/viewContent.do?externalld=FD30042

NEW QUESTION 36

Refer to the exhibits.

The exhibits show a network diagram and firewall configurations.

An administrator created a Deny policy with default settings to deny Webserver access for Remote-User2. Remote-Userl must be able to access the Webserver.
Remote-User2 must not be able to access the Webserver.
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Exhibit A || Exhibit B

Firewall policy configured with
virlual IP of webserver

External IP/Address
Range

203.0.113.22

Mapped P Address!
Range

10.0,1.10

WAN(port1)
203.0.113

10.0.1.10

LAN(port3)

.10

Source |P address Remote-User2:
201.0.114.23

Destination |P address:
203.0.113.22
Destination port: 80

Source IP address Remote-User1:
Z03.0.115.23

Remote-User2

s 10.0.1.254 o
~ [ Destination IP address: Remote-User1
%MJ 203.0.113.22
ifgﬁf Destination port: 80
-~
| Webserver
L Exhibit A'| Exhibit B
Edit Address
Mame Deny_IP
Color & Change
Type v
IPMetmask 201.0.114.23/32
Interface ™ WAN (port1) -
Static route configuration (B
Comments Deny web server acoess. £ 23/955
D Mame Source Destination Schedule Service Action

[E] ™ WAN (port1) —~ M LAN (port3) @
& Deny IP

4 Deny 2 al

= all

3 Allow_access

& Webserver

[© always @ ALL

(o always ) ALL

@ DENY

v ACCEPT

In this scenario, which two changes can the administrator make to deny Webserver access for Remote-User2? (Choose two.)

A. Disable match-vip in the Deny policy.

B. Set the Destination address as Deny_IP in the Allow-access policy.

C. Enable match vip in the Deny policy.

D. Set the Destination address as Web_server in the Deny policy.

Answer: CD

Explanation:

https://community.fortinet.com/t5/FortiGate/Technical-Tip-Firewall-does-not-block-incoming-WAN-to-LAN/ta

NEW QUESTION 40
Refer to the exhibit.

Name SLA1

Protocol SOl HTTP DNS

Server 4222 x
4221 x

Participants All SD-WAN Members
= port1 x
™ port2 x

+

Enable probe packets B
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An administrator has configured a performance SLA on FortiGate, which failed to generate any traffic. Why is FortiGate not sending probes to 4.2.2.2 and 4.2.2.1
servers? (Choose two.)

A. The Detection Mode setting is not set to Passive.

B. Administrator didn't configure a gateway for the SD-WAN members, or configured gateway is not valid.
C. The configured participants are not SD-WAN members.

D. The Enable probe packets setting is not enabled.

Answer: BD

NEW QUESTION 45
An administrator configures FortiGuard servers as DNS servers on FortiGate using default settings. What is true about the DNS connection to a FortiGuard server?

A. It uses UDP 8888.

B. It uses UDP 53.

C. It uses DNS over HTTPS.
D. It uses DNS overTLS.

Answer: B

NEW QUESTION 50
You have enabled logging on your FortiGate device for Event logs and all Security logs, and you have set up logging to use the FortiGate local disk . What is the
default behavior when the local disk is full?

A. Logs are overwritten and the only warning is issued when log disk usage reaches the threshold of 95%.
B. No new log is recorded until you manually clear logs from the local disk .

C. Logs are overwritten and the first warning is issued when log disk usage reaches the threshold of 75%.
D. No new log is recorded after the warning is issued when log disk usage reaches the threshold of 95%.

Answer: C

NEW QUESTION 54
An administrator has configured two-factor authentication to strengthen SSL VPN access. Which additional best practice can an administrator implement?

A. Configure Source IP Pools.

B. Configure split tunneling in tunnel mode.
C. Configure different SSL VPN realms.

D. Configure host check .

Answer: D

NEW QUESTION 59
Which three options are the remote log storage options you can configure on FortiGate? (Choose three.)

A. FortiCache
B. FortiSIEM

C. FortiAnalyzer
D. FortiSandbox
E. FortiCloud

Answer: BCE

NEW QUESTION 60

What is the limitation of using a URL list and application control on the same firewall policy, in NGFW policy-based mode?
A. It limits the scope of application control to the browser-based technology category only.

B. It limits the scope of application control to scan application traffic based on application category only.

C. It limits the scope of application control to scan application traffic using parent signatures only

D. It limits the scope of application control to scan application traffic on DNS protocol only.

Answer: B

NEW QUESTION 62

Refer to the exhibits.
Exhibit A.
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& Q

Upstream Intemnet =

Sln S

Local-FortiGate SFW

Fabric Root
Edit Address
Marme Met_Add_1
Color E Change
Type
IP/Metmask 1.1.1.0 255.255.255.0
Interface ] any *

Fabric syncronization L @

Matic route configuration O

Comments 0/3255

Exhibit B.

Local-FortiGa

w full-configuration system csf

An administrator creates a new address object on the root FortiGate (Local-FortiGate) in the security fabric. After synchronization, this object is not available on the
downstream FortiGate (ISFW).
What must the administrator do to synchronize the address object?

A. Change the csf setting on Local-FortiGate (root) to set configuration-sync local.

B. Change the csf setting on ISFW (downstream) to set configuration-sync local.

C. Change the csf setting on Local-FortiGate (root) to set fabric-object-unification default.
D. Change the csf setting on ISFW (downstream) to set fabric-object-unification default.

Answer: C
NEW QUESTION 67
Refer to exhibit.

An administrator configured the web filtering profile shown in the exhibit to block access to all social networking sites except Twitter. However, when users try to
access twitter.com, they are redirected to a FortiGuard web filtering block page.
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Mame Allows_Twatter
Comments Wil 1
Featureset RN EUC N Proxy-based

& FortiGuard Category Based Filter

Mame
Medicine
Mews and Media
Social Networking
Pelitical Or ganizations
Reference
Global Religion
Shopping
Society and Lifestyles

Sports

0/255

& AMllow
S Allow
@ Block
& AMllow
S Allow
@ Allow
@ Allow
@ Allow
@ Allow

Action

B static URL Filter
Block imvalid URLs O

URL Filter L
+ Create Mew ¥
URL Type Action
twilter.com Wildcard & Allow

Block malicious URLs discovered by FortiSandbox O
Content Filter »

Status

@ Enable

Based on the exhibit, which configuration change can the administrator make to allow Twitter while blocking all other social networking sites?

A. On the FortiGuard Category Based Filter configuration, set Action to Warning for Social Networking

B. On the Static URL Filter configuration, set Type to Simple
C. On the Static URL Filter configuration, set Action to Exempt.
D. On the Static URL Filter configuration, set Action to Monitor.

Answer: C

NEW QUESTION 72

If the Issuer and Subject values are the same in a digital certificate, which type of entity was the certificate issued to?

A. ACRL

B. A person

C. A subordinate CA
D. Aroot CA

Answer: D

NEW QUESTION 74

An administrator needs to increase network bandwidth and provide redundancy.
What interface type must the administrator select to bind multiple FortiGate interfaces?

A. VLAN interface

B. Software Switch interface
C. Aggregate interface

D. Redundant interface

Answer: C

NEW QUESTION 78

A network administrator is troubleshooting an IPsec tunnel between two FortiGate devices. The administrator has determined that phase 1 fails to come up. The
administrator has also re-entered the pre-shared key on both FortiGate devices to make sure they match.

Passing Certification Exams Made Easy

visit - https://lwww.2PassEasy.com



@ 2passeasy

Welcome to download the Newest 2passeasy NSE4 FGT-7.2 dumps
https://lwww.2passeasy.com/dumps/NSE4_FGT-7.2/ (156 New Questions)

por1
5 s port2
HQ-FortiGate 10.10.100.10 44 19.200.10
Remote-FortiGate
b -
Hetwork e twnrk
1P Viersion [ 1pes [N 1P Version [ 104 [NERE
Remote Galeway Static 1P Address - Remote Galeway Static P Address -
IP Address 10.10.200.10 1P Address 10.10.100.10
Inferface = portl - Inderiace = port) -
Liscead Gatenway » Liotal Gateway »
Maode Config | Miode Config
MAT Traversal EEEEY visstie  Forced MAT Trversas Y visstie Forced
Keepalive Fregquency 1'3 Keepalive Frequency 10
Dead Peer Detectin Disable EeLIGIE On Demand Deéad Peér Detéction Dizable  Onlidie
Fosrward | roor Correction Egress | | Ingress Fowward Frror Correction Egress | | Ingress
B Advanced.. B Advanced...
Authentication Authenticathon
Wtethod Pre.shared Key - Method Pre-shared Key v
Pre-shared Key EEEEEE L 4 Pre-shared Mey sEEEEEEE ]
IKE IKE
Version 2 Veersion H:
Muode PPt ain (1D protection]
" ErEsive in (1D protection
Phate 1 Propotal  Q Add
gl Main (1D protection
s B ] Encryption AES258 = Augthentication SHAZS6 v X
Peer Options
30 29 8 27
Accept Types a2 31
Diffie-Hellman Group 21 20 1 19 18 17 Ll 16
Any peer ID ol s E@H@Es P 20 1
Phase 1 Propotal € Add Key Lifetime (seconds) | 86400
Encryption AES128 = Authentication SHA1 * N Local ID
Encryption AFS286 = Authentication SHAZS56 @+ X
a2 3 30 28 28 27
Diffie-Hellman Group 21 20 19 18 17 16
158 4 5 #f 2 1
Key Lifetime (seconds) | 6400
Local ID

Based on the phase 1 configuration and the diagram shown in the exhibit, which two configuration changes will bring phase 1 up? (Choose two.)

A. On HQ-FortiGate, set IKE mode to Main (ID protection).
B. On both FortiGate devices, set Dead Peer Detection to On Demand.
C. On HQ-FortiGate, disable Diffie-Helman group 2.

D. On Remote-FortiGate, set

Answer: AD

NEW QUESTION 82

port2 as Interface.
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