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NEW QUESTION 1
Which personas can a Cisco ISE node assume?

A. policy service, gatekeeping, and monitoring
B. administration, monitoring, and gatekeeping
C. administration, policy service, and monitoring
D. administration, policy service, gatekeeping

Answer: C
Explanation:

Reference: https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/isel0_dis_deploy.html

NEW QUESTION 2
DRAG DROP
Drag the steps to configure a Cisco ISE node as a primary administration node from the left into the correct order on the right.

Select the chedk box next to the current node, and then dick step 1
Click Save. Hep 2
Choose Administration > System > Deployment. il
Sy A

Olick Make Primary. —I -

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference: https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/isel0_dis_deploy.html

NEW QUESTION 3
Which two features are available when the primary admin node is down and the secondary admin node has not been promoted? (Choose two.)

A. new AD user 802.1X authentication
B. hotspot

C. posture

D. guest AUP

E. BYOD

Answer: BD

NEW QUESTION 4
How is policy services node redundancy achieved in a deployment?

A. by creating a node group

B. by deploying both primary and secondary node
C. by enabling VIP

D. by utilizing RADIUS server list on the NAD

Answer: B

NEW QUESTION 5

In which two ways can users and endpoints be classified for TrustSec? (Choose two.)
A. VLAN

B. dynamic

C. QoS

D. SGACL

E. SXP

Answer: AD

NEW QUESTION 6
When configuring Active Directory groups, what does the Cisco ISE use to resolve ambiguous group names?
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A. MIB
B. SID
C. MAB
D. TGT

Answer: B

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/2-0/ise_active_directory_integration/b_ISE_AD_integration_2x.html

NEW QUESTION 7

Which interface-level command is needed to turn on 802.1X authentication?

A. dotlx system-auth-control

B. dotlx pae authenticator

C. aaa server radius dynamic-author

D. authentication host-mode single- host

Answer: B

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/12-2/31sg/configuration/guide/conf/dot1x.html

NEW QUESTION 8

What must be configured on the Cisco ISE authentication policy for unknown MAC addresses/identities for successful authentication?

A. continue
B. pass

C. drop

D. reject

Answer: A
NEW QUESTION 9

What is the purpose of the ip http server
command on a switch?

A. It enables the https server for users for web authentication.

B. It enables dotlx authentication on the switch.
C. It enables MAB authentication on the switch.

D. It enables the switch to redirect users for web authentication.

Answer: C

NEW QUESTION 10

Which advanced option within a WLAN must be enabled to trigger Central Web Authentication for Wireless users on AireOS controller?

A. DHCP server

B. override Interface ACL
C. static IP tunneling

D. AAA override

Answer: D

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/wireless/controller/7-4/configuration/guides/consolidated/b_cg74 CONSOLIDATED/b_cg74 CONSOLIDATED

chapter_010110111.html

NEW QUESTION 10

Which configuration is required in the Cisco ISE authentication policy to allow Central Web Authentication?

A. MAB and if user not found, continue

B. MAB and if authentication failed, continue
C. Dotlx and if authentication failed, continue
D. Dotlx and if user not found, continue

Answer: A

NEW QUESTION 13

Which profiling probe collects the user-agent string?
A. DHCP

B. HTTP

C. NMAP
D. AD
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Answer: B

NEW QUESTION 17
Which two events trigger a CoA for an endpoint when CoA is enabled globally for ReAuth? (Choose two.)

A. addition of endpoint to My Devices Portal

B. endpoint marked as lost in My Devices Portal

C. updating of endpoint dACL

D. endpoint profile transition from Apple-device to Apple-iPhone

E. endpoint profile transition from Unknown to Windows10-Workstation

Answer: DE

NEW QUESTION 18
Which two endpoint compliance statuses are possible? (Choose two.)

A. compliant
B. valid

C. unknown
D. known

E. invalid

Answer: AC

NEW QUESTION 22
Which portal is used to customize the settings for a user to log in and download the compliance module?

A. Client Provisioning
B. Client Endpoint

C. Client Profiling

D. Client Guest

Answer: A

NEW QUESTION 26
A user reports that the RADIUS accounting packets are not being seen on the Cisco ISE server. Which command is the user missing in the switch’s configuration?

A. aaa accounting resource default start-stop group radius
B. radius-server vsa send accounting

C. aaa accounting network default start-stop group radius
D. aaa accounting exec default start-stop group radius

Answer: B

Explanation:
Reference: https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise1l0_sw_cnfg.pdf

NEW QUESTION 28
Which two responses from the RADIUS server to NAS are valid during the authentication process? (Choose two.)

A. access-challenge
B. access-accept

C. access-request
D. access-reserved
E. access-response

Answer: AB

NEW QUESTION 31
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