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NEW QUESTION 1

A customer is receiving routes via OMP from vSmart controller for a specific VPN. The customer must provide access to the W2 loopback received via OMP to the
OSPF neighbor on the service-side VPN, which configuration fulfils these requirements?
vpn 0
router
ospl
redistribute omp route-policy O5PF_Route_Policy
area 0
interface ged/2
exit
lists

prefix-list W2_Loopback
ip-prefix 10.10.10.5/24
1

route-policy OSPF_Route Policy
sequence 1
match
address W2_Loopback
1

default action accept
st
metric 100

metric-type type1

vpn 0
router
ospl
redistribute omp route-policy OSPF_Route_Policy
area 0
interface gel/2
exit
lists
prefix-list W2_Loopback
ip-prefix 10.10.10,5/32
1
route-policy OSPF_Route_Policy
sequence 1
miatch
addraes W2 | annhack

metric-type typed

wpn g
resiber
aspl

radintribiuin amp rouls-palicy O8PF_Roube_Policy
wreall

inbefaca galid
il
Feals
prefia-list W2 Locpback
p=prefix 10,410,980 8332
1

route-policy OBPF_Raowis Policy
sequence 1

match

addiess Wi _Loopback

1

SEhan accept

el

matric 100
matric type typed

wpn 10
nane """ Barvica VPN 10
FEibe
anpd
redlintribiue amg rewbe-palicy OSPF Roube Poley
wrea
interface galid
wull
(3L
prha-dnt W Loopiech
p-prefim 109090 502

Pt peiecy OERF Route Poboy
s e 1
[ Fira ]

sddress W Loopback

nedlisbribuin amp rewts-palicy QBPF_Roube Policy
wres

interace galid
il
[SLL ]
profia-list W2 Loopback
wp=prele 109010 5/32
|

roube-pokcy CBPF_Raule Policy
sequsnce 1

mateh

sddress W2 Looplack

1

achion acoepd

el

ki 10

metnc-type typet

A. Option A
B. Option B
C. Option C
D. Option D
E. Option E

Answer: D

Explanation:
Answer must start with VPN 10(service side) & should have metric-type 1 and not with VPN 0 (transport side)

NEW QUESTION 2
When software is upgraded on a vManage NMS, which two image-adding options store images in a local vManage software repository? (Choose two.)
A. To be downloaded over a SMTP connection

B. To be downloaded over a SNMP connection
C. To be downloaded over an out-of-band connection
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D. To be downloaded over a control plane connection
E. To be downloaded over an ICMP connection

Answer: CD

NEW QUESTION 3
Which logs verify when a device was upgraded?

A. Audit
B. Email
C.ACL
D. SNMP

Answer: A

NEW QUESTION 4
A network administrator is creating an OMP feature template from the vManage GUI to be applied to WAN edge routers. Which configuration attribute will avoid the
redistribution of the routes back into the OMP from the LAN side?

A. configure "Number of Paths Advertised per Prefix"
B. configure "Overlay AS Number"

C. configure "Send Backup Paths"

D. configure "ECMP limit"

Answer: B

Explanation:

If you conhgure the same overlay AS number on multiple vEdge routers in the overlay network, all these routers are considered to be part of the same AS, and a5 a

result, they do not forward any routes that contain the overlay AS number. This mechanism is an additional technique for preventing BGP routing loops in the netwaork

NEW QUESTION 5
What is the default value (in milliseconds) set tor the poll interval in the BFD basic configuration?

A. 300,000
B. 600,000
C. 900,000
D. 1,200,000

Answer: B
Explanation:

https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_18.2/Configuration/Templates/B

NEW QUESTION 6
Refer to the exhibit

(-1) (.1)
eth1 eth0
vManage
(-2) (-2) 209.165.201.0.0/28
ethi eth0 Transport
10.10.10.0/24 e :;4: ::

- HQ

(3) g, (3

etho @'ﬁ'&ﬂﬁ_

vBond
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vManage

system

system-ip 10.10.10.101
host-name wvManage

gite-id 1

clock timezone Europe/London
vbond 209.165.201.3

organization-name Cisco.com
L]

vpn 0
interface eth(
ip address 209.165.201.1/28
no shut
tunnel-interface
allow-service all
ip route 0.0.0.0/0 209.165.201.14

vBond

system
system-ip 10.10.10.103
host-name wvBond
site-id 1
clock timezone Europe/London
vibond 209.165.201.3 local
organizatioen-name wviptela.com
1
vpn 0
interface gel/0
ip address 209.165.201.3/28
no shut
tunnel-interface
encapsulation ipsec
allow-service all

i ip route 0.0.0.0/0 209.165.201.14
commit !
commit

vManage and vBond have an issue establishing a connection with each other Which action resolves the issue?

A. Reconfigure the system IPs to belong to the same subnet

B. Change the organization name on both controllers to match vipteta.com.

C. Remove the encapsulation ipsec command under the tunnel interface of vBond

D. Configure the encapsulation ipsec command under the tunnel interface on vManage

Answer: B

Explanation:

https://community.cisco.com/t5/sd-wan-and-cloud-networking/encapsulation-ipsec-on-vbond/td-p/4451149 "encapsulation" command under vBond tunnel-interface

has no meaning and effect.

NEW QUESTION 7

Which device in the SD- WAN solution receives and categorizes event reports, and generates alarms?
A. WAN Edge routers

B. vSmart controllers

C. vManage NMS

D. vBond controllers

Answer: C

Explanation:

https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_17.1/vManage_NMS_Product_

NEW QUESTION 8
Which two features does the application firewall provide? (Choose two.)

A. classification of 1400+ layer 7 applications

B. blocks traffic by application or application-family
C. numbered sequences of match-action pairs

D. classification of 1000+ layer 4 applications

E. application match parameters

Answer: AB

Explanation:
This application aware firewall feature provides the following benefits:

» Application visibility and granular control

» Classification of 1400~ laver 7 applications

* Allows or blocks traffic by application, category. application-family or application-group

NEW QUESTION 9
Where on vManage does an engineer find the details of control node failure?

A. Alarms
B. Events
C. Audit log
D. Network

Answer: A
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Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/vManage_How-Tos/vmanage-howto-book/m-troubleshoot

NEW QUESTION 10
Which component is responsible for routing protocols such as BGP and OSPF in a Cisco SD-WAN solution?

A. vSmart Controller
B. vBond Orchestrator
C. vManage

D. WAN Edge Router

Answer: D
Explanation:

ATAM E - - Thim T o s | " - - & o . - - by e g gl " Ty - (A T T n
WAN Edage router - This device, available as either a hardware appliance or software-based router, sits at a physical site or in the
el and armedee cariira Aata nlang cannastnaty amoans the citee Aver ANe of Mmore WARK framenarte I e reennncibla far trathe
[ LE LY | N HOVIAES 2ECUNE Udid Didine GOTNTERCUVILY aillong e SiIes UNEE OrHe O 10TE VYA Nalisil LS, I iS5 ESpOoNSiDie Por rainc

= g rirn¥y 5.7~ $om Amirialitg AY &g T I Fram AratAacAale e ww el I im o o Fiae s | sl A oy
] curty, encryption, quality of seriice (o5, routing protocols such as Border Gateway Protocol (BGP) and Open
Shortest Path First (OSPF), and more

NEW QUESTION 10

A policy is created to influence routing path in the network using a group of prefixes. What policy application will achieve this goal when applied to a site List?

A. vpn-membership policy
B. cflowd-template

C. app-route policy

D. control-policy

Answer: D

NEW QUESTION 11

An engineer wants to automate the onboarding process for a WAN Edge router with vManage. Which command will accomplish this?

A. request vedge-cloud activate chassis-number <chassis-number> serial <serial>

B. request vedge-cloud activate chassis-number <chassis-number> token <token-number>

C. request vedge-cloud activate serial <serial> token <token-number>

D. request vedge-cloud activate chassis-number <chassis-number> organization <organization>

Answer: B

Explanation:

vedged reques cloud activate chossis-number 19F2@859b-5fd1-9027-0665-24c33d223247 token 22eedBblolc?id8269725d1cb495b718)

NEW QUESTION 13
Refer to the exhibit,

fm[ll-\'ﬁIllth dlt:-pﬂli‘.f'l\' 1 F;Fn'ifPI'EFrlillJﬂrPFlFl'
direction from-service
vpa-list 1
sequence 1
match destination-ip 64.102.6.247/32
action accept
set
service netsvel
service IDL'.:I.].
default-action accept

which configuration configures IPsec tunnels in active and standby?
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vpn 1
service netsvc interface ipsec ipsec

vpn-list 1

count ServicePSec1_275676046
from-vsmart lists vpn-list 1
vpn 1

vpn 0
service netsvel interface ipsect ipsec?

from-vsmart lists vpn-list 0
vpn 0

vpn 1
service netsvel interface ipsect ipsec2

from-vsmart lists vpn-list 1
vpn 1

vpn 0
service netsvel interface ipsect ipsec2

vpn-list 1

count ServicePSec1_3T5ATANDAR
from-vamart lists vpn-list 0
von O

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 17

Which SD-WAN component is configured to enforce a policy to redirect branch-to-branch traffic toward a network service such as a firewall or IPS?
A. vBond

B. WAN Edge

C. vSmart

D. Firewall

Answer: C

NEW QUESTION 19
In which VPN is the NAT operation on an outgoing interface configured for direct Interne! access?

Qi
g e e
o

Answer: D

NEW QUESTION 24
Which device information is requited on PNP/ZTP to support the zero-touch onboarding process?

A. serial and chassis numbers
B. interface IP address

C. public DNS entry

D. system IP address

Answer: A
Explanation:

https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sd-wan-wan-edge-onboarding-deploy-guid

NEW QUESTION 27
A network administrator is configuring VRRP to avoid a traffic black hole when the transport side of the network is down on the master device. What must be
configured to get the fastest failover to standby?

A. lower timer interval

B. prefix-list tracking

C. higher group ID number
D. OMP tracking

Answer: B

Explanation:
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vEage (config=vrrp)+ track-prefix-list 1ist-nams
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immediately, without waiting for the OMP hold timer toexpire, thus minimizing the amount of overlay trafficis dropped while the vEdge routers determine the VRRP maste

.Igl-

NEW QUESTION 32
An engineer is adding a tenant with location ID 399533345 in vManage. What is the maximum number of alphanumeric characters that is accepted in the tenant
name filed?

»

4
28
56

cowz»
©oN P

Answer: B

Explanation:
In the Add Tenant window:

a.  Enter a name for the tenant. It can be up to 128 characters and can contain only alphanumeric characters.

NEW QUESTION 34
Which policy configures an application-aware routing policy under Configuration > Policies?

A. Localized policy
B. Centralized policy
C. Data policy

D. Control policy

Answer: B

NEW QUESTION 39

Which two algorithms authenticate a user when configuring SNMPv3 monitoring on a WAN Edge router? (Choose two.)
A. AES-256

B. SHA-1

C. AES-128

D. MD5

E. SHA-2

Answer: AB

Explanation:
Configure SNMPY3

CNMPYI (et in the Uker sect . Add New User 2

0408 MR

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/snmp/snmp-book.html

NEW QUESTION 42
Which vBond system configuration under VPN 0 allows for a routable public IP address even if the DNS name, hostname, or IP address of the vBond orchestrator
are omitted?
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A. local

B. vbond-only
C. dns-name
D. WAN

Answer: A

NEW QUESTION 43

What are the two protocols redistributed into OMP? (Choose two.)
A. OSPF

B. RIP

C.LDP

D. RSVP

E. EIGRP

Answer: AE

Explanation:

Supported Protocols

This section explains the protocols supported for unicast routing

-

OMP Routing Protocol

BGP and OSPF Routing Protocols
OSPFv3
« EIGRP

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/routing/ios-xe-17/routing-book-xe/m-unicas

NEW QUESTION 47
How is an event monitored and reported for an individual device in the overlay network at site ID:S4300T6E43F367

A. The device sends event notifications to vManage.

B. The device sends notifications to vSmart that sends them to vManage.
C. The device sends a critical alarm of events to vManage.

D. The device sends a critical alarm to vSmart that sends it to vManage.

Answer: A

NEW QUESTION 50

An enterprise has several sites with multiple VPNSs that are isolated from each other A new requirement came where users in VPN 73 must be able to talk to users
in VPN 50 Which configuration meets this requirement?

policy
control-policy Route_Leaking
segUence 1
match route
vpn-list VPN_T3
prefig-list _AnylpvdPrefixList
action accept
export-to vpn-list VEN_50
sequence 11
match route
vpn-list VPN_50
prefix-list _AnylpvdPrefixList
action accept
export-to vpn-list VPN _T73
default-action accept

policy
control-policy Route_Leaking
sgquence 1
match route
VEN_T3
prefix-list _AnylpvdPrefixList
export-to VEN_50
sequence 11
mateh route
VPN_50
prefix-list _AnylpvdPrefixList
export-to VPN_T73
default-action accept
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policy
control-policy Route_Leaking
sequence 1
match route
VPM_ALL
prefig-list _AnylpvdPrefixList
action accept
export-to VPMN_ALL

policy
control-policy Route_Leaking
sequence 1
match route
VPMN_50VPN_T73
prefix-list _AnylpvdPrefixList
action accept
export-to VEN_T3 VPN_50

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 52
Which VPN connects the transport-side WAN Edge interface to the underlay/WAN network?

A. VPN 1
B. VPN 511
C.VPNO
D. VPN 512

Answer: C

Explanation:
transport network and the transport network itself. The network ports that connect to the underlay network are part of VPN 0, the transport
VPN. Getting connectivity to the Service Provider gateway in the transport network usually involves configuring a static default gateway (most

NEW QUESTION 53
Drag and drop the BFD parameters from the left onto the BFD configurations on the right.

| |BFD for Transport Tunnel
poll interval
Color
hello interval
'i
PMTU discovery BFD for Application-Aware Routing
multiphier
L J

A. Mastered
B. Not Mastered

Answer: A

Explanation:
https://sdwandocs.cisco.com/Product_Documentation/vManage_Help/Release_18.2/Configuration/Templates/B

NEW QUESTION 56
What is a benefit of using REST APIs?
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A. predefined automation and orchestration platform for event management and logging

B. user-defined automation and integration into other orchestration systems or tools

C. vAnalytics to simplify operational services integration and real-time event monitoring

D. predefined SD-WAN controller with other platform integration for event management and logging

Answer: B

NEW QUESTION 59
What is the purpose of “vpn 0” in the configuration template when onboarding a WAN edge node?

A. It carries control traffic over secure DTLS or TLS connections between vSmart controllers and vEdge routers, and between vSmart and vBond
B. It carries control out-of-band network management traffic among the Viptela devices in the overlay network.

C. It carries control traffic over secure IPsec connections between vSmart controllers and vEdge routers, and between vSmart and vManager

D. It carries control traffic over secure IPsec connections between vSmart controllers and vEdge routers, and between vSmart and vBond

Answer: A

Explanation:

* VPN 0is the transport VPN. It carries control traffic over secure DTLS or TLS connections between vSmart controllers and
vEdge routers, and between vSmart controllers and vBond orchestrators. Initially, VPN 0 contains all a device's interfaces
except for the management interface, and all the interfaces are disabled. For the control plane to establish itself so that

the overlay network can function, you must configure WAN transport interfaces in VPN 0.

NEW QUESTION 60
Drag and drop the actions from the left into the correct sequence on the right to create a data policy to direct traffic to the Internet exit.

Step 1

Step 2

Step 3

Step 4

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 64
Refer to the exhibit
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Metwarks
192.168.1.0/24
193.168.1.0/28

SDWAN Topology
Islamabad HQ
System IP:
10.10.10.1
10.10.10.2
10.10.10.3
vManage vomart
\’ System IP:
P 4N 10.10.10.10
Internet

172.16.1.0/24

172.16.3.0/24
172.16.4.0/24

172.16.2.0/24 VPN 91

System IP e 2 P "':System .I-P -
10131 L.~ ; 10222
Beiging __ Istanbul

“Th E_ T

G5 [ 5[

e \

CSR L3 \'SR L3

1000v Switch 1000v Switch

Networks Networks Metworks

172.16.5.0/24 172.16.7.0/24

VPN 91

172.16.6.0/24 172.16.8.0/24

VPN 92

\ System IP
X TR

Mashhad

>XIE S

Networks
172.16.1.0/24
172.16.1.0/24
172.16.1.0/24
172.16.1.0/24

VPN 92

() Centralized Policy
CLI Policy

Lists

Topology

Traffic Policy

() Localized Policy
CLI Policy

Lists

Forwarding Class/QoS

Access Control Lists

Route Policy

The Cisco SD-WAN network is configured with a default full-mesh topology. Islamabad HQ and Islamabad WAN Edges must be used as the hub sites. Hub sites
MPLS TLOC must be preferred when forwarding FTP traffic based on a configured SLA class list. Which policy configuration does the network engineer use to call
the SLA class and set the preferred color to MPLS?

A. Localized Policy, Route Policy

B. Centralized Policy, Traffic Policy
C. Localized Policy, Forwarding Class
D. Centralized Policy Topology

Answer: B

NEW QUESTION 67

Which policy is configured to ensure that a voice packet is always sent on the link with less than a 50 msec delay?

A. localized data policy

B. localized control policy
C. centralized data policy
D. centralized control policy

Answer: C

NEW QUESTION 70

Two sites have one WAN Edge each WAN Edge has two public TLOCs with no restriction configured. There is full reachability between the TLOCs. How many
data tunnels are formed on each Edge router?

oowp
A OOOKONDN
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Answer: D

NEW QUESTION 75
An administrator wants to create a policy to add a traffic policer called "politer-ccnp" to police data traffic on the WAN Edge. Which configuration accomplishes this
task in vSmart?

Vi 1
interface ge O0/4

il--||: el polCer-cocnp in

I[ OICY
data-policy policy-ccnp
B vpn-list list-conp
sequence number
action accept
sel policer policer-cong

oy

access-list hst-conp
G, SEQUENCE NUm Ded
AChon accepl
policer policer-ccnp

vpn 1
] interface ge 0/4

policer pohcer-conp out

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 76
Which two mechanisms are used to guarantee the integrity of data packets in the Cisco SD-WAN architecture data plane? {Choose two)

A. transport locations

B. authentication headers

C. certificates

D. TPM chip

E. encapsulation security payload

Answer: BE
Explanation:

https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.4/Security/01Security_Ov

NEW QUESTION 80
An engineer is configuring a centralized policy to influence network route advertisement. Which controller delivers this policy to the fabric?

A. vSmart

B. vManage
C. WAN Edge
D. vBond

Answer: A

Explanation:

=ra tma rantralrad s At the enhifian thay implamant nabege snd pannasteh Febusarn '"‘.' AM kranrhae  [ha rartrshred ey arama m Ciers uSmart fontrallars mrmntee
lllsmart Cﬂnllﬂ“ers diE IR '.t'!'.[bl'l':r.'l'a L O LRE SUIUAIOE] LY LA IEET ijl.--"-\.'r.-:l [+1] L% r.-:.l" -f-.!li-l |I [:'. ek b.‘ hla')! |.I|' LS. TIE LE I'.‘. LU BUNGY € i b whalh) Yorllall CUHIL LT :.'I.I N b :.'.-
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NEW QUESTION 85
Which two metrics must a cloud Edge router use to pick the optimal path for a SaaS application reachable via a gateway site? (Choose two.)

A. HTTP loss and latency metrics to the SaaS application
B. ICMP loss and latency metrics to the SaaS application
C. BFD loss and latency metrics to the gateway site

D. BFD loss and latency metrics to the SaaS application
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E. HTTP loss and latency metrics to the gateway site
Answer: AC

Explanation:

-The gateway vEdge uses HTTP to obtain SaaS application performance information - The client vEdge will use BFD over the IPSec tunnel to the gateway site to
obtain client>gateway path performance information

https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/CVD-SD-WAN-Cloud-onRamp-for-SaaS

NEW QUESTION 86
Drag and drop the attributes from the left that make each transport location unique onto the right. Not all options are used.

IP address target1
color target2
encapsulation target3
VPN
service
A. Mastered

B. Not Mastered

Answer: A

Explanation:

A TLOC, or Transport Location, is the attachment point where a WAN Edge router connects to the WAN transport network. A TLOC is

uniquely identified and represented by a three-tuple, consisting of system IP address, link color, and encapsulation (Generic Routing

Encapsulation [GRE] or IPsec)

NEW QUESTION 90
Which two criteria ate supported to filter traffic on a Cisco Umbrella Cloud-delivered firewall? (Choose two )

A. tunnels

B. site ID

C. URL

D. geolocation
E. protocol
Answer: AE
Explanation:

https://docs.umbrella.com/umbrella-user-guide/docs/add-a-firewall-policy

NEW QUESTION 92

Which plane assists in the automatic onboarding of the SD-WAN routers into the SD-WAN overlay?
A. Data

B. Orchestration

C. Management

D. Control

Answer: B

Explanation:

The Cisco SD-WAN solution is comprised of separate orchestration, management, control, and data planes

® The orchestration plane assists in the automatic onboarding of the SD-WAN routers into the SD-WAN overlay

NEW QUESTION 97
A policy is created to influence routing in the network using a group of prefixes. What policy application will achieve this goal when applied to a site list?

A. Vpn-membership policy
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B. Control-policy
C. cflowd-template
D. App-route policy

Answer: B

Explanation:

Control policy, which is similar to standard routing policy, operates on routes and routing information in the control plane of the overlay network. Centralized control
policy, which is provisioned on the Cisco vSmart Controller, is the Cisco SD-WAN technique for customizing network-wide routing decisions that determine or
influence routing paths through the overlay network. Local control policy, which is provisioned on a Cisco vEdge device, allows customization of routing decisions

NEW QUESTION 102
An engineer is configuring a shaping rate of 1 Mbps on the WAN link of a WAN Edge router Which configuration accomplishes this task’'?
vpn vpn-id
interface interface-name
shaping-rate 1000000

vpn vpn-id
interface interface-name
shaping-rate 1000

interface interface-name
vpn vpn-id
shaping-rate 1000000

interface interface-name
vpn vpn-id
shaping-rate 1000

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 103

What is the minimum Red Hat Enterprise Linux operating system requirement for a Cisco SD-WAN controller deployment via KVM?
A. RHEL7.5

B. RHEL 6.5

C.RHEL4.4

D. RHEL 6.7

Answer: D

NEW QUESTION 107
Company ABC has decided to deploy the controllers using the On-Prem method. How does the administrator upload the WAN Edge list to the vManage?

Crco vilarage
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Craco vManage

Caco vMarage

wutred Satus (Total §

N LT R

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

Explanation:
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_18.3/Configuration/Devices
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NEW QUESTION 112
What are the two advantages of deploying cloud-based Cisco SD-WAN controllers? (Choose two.)

A. centralized control and data plane
B. distributed authentication policies
C. management of SLA

D. infrastructure as a service

E. centralized raid storage of data

Answer: CD

NEW QUESTION 116
A voice packet requires a latency of 50 msec. Which policy is configured to ensure that a voice packet is always sent on the link with less than a 50 msec delay?

A. centralized control
B. localized data

C. localized control
D. centralized data

Answer: D

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/applicat

NEW QUESTION 119

A customer has MPLS and Internet as the TLOC colors An engineer must configure conlroJlers with the Internet and not with MPLS Which configuration achieves
this requirement on vManage?

A)

vpn O
interface ethi
ip address 10.50.0.1/24
twnnel-interface
color mpls
B)
vpn 0
interface eth1
ip address 10.50.0.1/24
winnel-intarface
color public-internet

C)
vpn 0
interface ethi
ip address 10.50.0.1/24
tunnel-interface
color biz-internet

D)

vpn 0

interface ath1
ip address 10.50.0.1/24
tunnel-interface
color default

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 122
Drag and drop the Cisco SD-WAN components from the left onto their functions on the right.

vBond Orchestrabos IPsec key reflection and rekeying
viManage first polnt of authentication

vomart Controfler passes data plane traffi

WAN Edge Router used to bulld configuration and poficies

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

vBond Orchestrator vaemart Controlled

vManage vBond Orchestrator

vomart Controlles WAN Edoe Router

WAN Edge Router vManage

NEW QUESTION 124
In the Cisco SD_WAN solution, vSmart controller is responsible for which two actions? (Choose two.)

A. Distribute crypto key information among vEdge routers

B. Configure and monitor vEdge routers.

C. Authenticate and authorize vEdge routers.

D. Distribute the IP address from DHCP server to vVEdge routers.
E. Distribute route and policy information via OMP.

Answer: AE

Explanation:
vomart controller - This software-based component is responsible for the centralized control plane of the SD-WAN network. it

maintains a secure connection to each WAN Edge router and distributes routes and policy information via the Overtay Management|

Protocol (OMP), acting as a route reflector. It also orchestrates the secure data plane connectivity between the WAN Edge routers

b

by reflecting crypto key information origiating from WAN Edge routers, allowing for a very scalable, IKE-less architecture

NEW QUESTION 128

Company E wants to deploy Cisco SD-WAN with controllers in AWS The company's existing WAN is on private MPLS without Internet access to controllers m
AWS An Internet circuit is added to a site in addition to the existing MPLS circuit. Which interface template establishes BFD neighbors over both transports?
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A. Option A
B. Option B
C. Option C
D. Option D
Answer: A

NEW QUESTION 131
What is a requirement for a WAN Edge to reach vManage, vBond, and vSmart controllers in a data center?

A. IGP
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B. QoS
C.TLS
D. OMP

Answer: A
Explanation:

https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-wan-edge-onboarding-deploy-guid

NEW QUESTION 134
Refer to the exhibit.

Overiay
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An engineer configured OMP with an overlay-as of 10666. What is the AS-PATH for prefix 104.104.104.104/32 on R100?

A. 100 10666

B. 100 20 104

C. 100 10666 20 104
D. 100 10666 104

Answer: A

NEW QUESTION 135
Which two products are used to deploy Cisco WAN Edge Router virtual platforms? (Choose two.)

A. HP ProLiant DL360 Generatton10 running HP-UX
B. Cisco ENCS 5000 Series

C. Sun SPARC Node running AlX

D. Cisco UCS

E. Sun Enterprise M4000 Server running Sun Solans

Answer: BD

Explanation:
https://www.cisco.com/c/en/us/products/collateral/routers/5400-enterprise-network-compute-system/datasheet-c

NEW QUESTION 137
Refer to the exhibit

i 0 B F - ]
jataull-achon acce|

from-vsmart lisls vpn-hs! 1

1

LT
¥ L

Which command allows traffic through the IPsec tunnel configured in VPN 0?

A. service local

B. service FW address 1.1.1.1

C. service netsvcl vpn 1

D. service netsvcl address 1.1.1.1
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Answer: B
Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge-20-x/policies-book/service-c

NEW QUESTION 140
Which feature template configures OMP?

A)
Section Parameter Type Variable/value
Authentication Authentication Drop-down local
Order
Local Userfadmin/ Device Specific user_admin_passwd
Password
B)
Section Parameter Type Variablefvalue
Basic configuration  Number of paths  Global 16
advertised per
prefis
Advertise Radio Global Off
Static Global O
C)
Section Parameter Type Variable/value
Server HostnamelP Global 10.4.4813
Address
VPN ID Global 1
Source interface  Global loopbackD
D)
Section Parameter Type Variablel/value
Basic configuration VPN Global 512
Name Gilobal Management VPN
IPv4 Route Prefix Global 0.0.00/0
Gateway Radio button Mext Hop
Mext Hop Device Specific vpn512_mgt_next_hop_ip_addr
A. Option A
B. Option B
C. Option C
D. Option D
Answer: B

NEW QUESTION 141

An engineer must deploy a QoS policy with these requirements:
* policy name: App-police

« police rate: 1000000

* burst: 1000000

* exceed: drop

Which configuration meets the requirements?
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vpn-ist VPN10
sequence 1
match
A app-list youtube
action accept
set

policer App-police

policy
data-policy policy-name
vpn-list 10
B sequence 1
action accept
set
policer App-police

vpn 10
imterface ged/0/0
C. set
policer App-police in
default action accept

policy
0 action accept

et
policer App-police

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 144
An engineer is configuring a list that matches all IP prefixes with lengths from /1 to /16 in a centralized control policy. Which list accomplishes this task?

A.0.0.0.0/1 e 16
B. 0.0.0.0/0ge 1
C.0.0.0.0/0le 16
D.0.0.0.0/16 ge 1

Answer: A

NEW QUESTION 145
At which layer does the application-aware firewall block applications on a WAN Edge?

00w
N o1 N W

Answer: B

NEW QUESTION 147
A network administrator is bringing up one WAN Edge for branch connectivity. Which types of tunnels form when the WAN edge router connects to the SD-WAN
fabric?

A. DTLS or TLS tunnel with vBond controller and IPsec tunnel with vManage controller.

B. DTLS or TLS tunnel with vBond controller and IPsec tunnel with other WAN Edge routers.
C. DTLS or TLS tunnel with vSmart controller and IPsec tunnel with other Edge routers.

D. DTLS or TLS tunnel with vSmart controller and IPsec tunnel with vBond controller.

Answer: C

Explanation:
The WAN Edge routers form a permanent Datagram Transport Layer Security (DTLS) or Transport Layer Security (TLS) control connection to
the vSmart controllers and connect to both of the vSmart controllers over each transport. The routers also form a permanent DTLS or TLS
control connection to the viManage server, but over just one of the transports. The WAN Edge routers securely communicate to other WAN

Edge routers using IPsec tunnels over each transport. The Bidirectional Forwarding Detection (BFD) protocol is enabled by default and runs

NEW QUESTION 150

An organization requires the use of integrated preventative engines, exploit protection, and the most updated and advanced signature-based antivirus with
sandboxing and threat intelligence to stop malicious attachments before they reach users and get executed. Which Cisco SD-WAN solution meets the
requirements?

A. Cisco Trust Anchor module

B. URL filtering and Umbrella DNS security
C. Cisco AMP and Threat Grid

D. Snort IPS
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Answer: D

NEW QUESTION 155
When redistribution is configured between OMP and BGP at two Data Center sites that have Direct Connection interlink, which step avoids learning the same
routes on WAN Edge routers of the DCs from LAN?

A. Define different VRFs on both DCs

B. Set same overlay AS on both DC WAN Edge routers

C. Set down-bit on Edge routers on DC1

D. Set OMP admin distance lower than BGP admin distance

Answer: B

Explanation:
Typically, there are more than one datacenters for HA/redundancy requirements. After
successful migration of the first datacenter, migrate the second datacenter in a similar method
as explamed 1n this section. Note that a routing loop can occur if there 1s a backdoor link
between the datacenter sites and route advertisement is configured between the two
datacenters. To avoid the loop, any of the three methods explained below can be used:

1. Use the same Autonomous System Numbers (ASN) on edge routers of the two
datacenters. Because of the same ASN, the AS-PATH attribute will avoid learning the same
prefixes on the edge routers that are advertised by the other datacenter towards the LAN side.

2. Use overlay-AS to insert Overlay Management Protocol (OMP) AS number when
redistributing the routes from OMP into LAN side towards DC LAN, Configure all DC SD-
WAN edge routers with the same overlay-as. This allows the edges to filter the routes
advertised by the other DCs edge devices towards the LAN side and prevents redistributing
the same routes back mto OMP.

3, Use tags or communities to mark the prefixes at one datacenter when redistributing
to DC LAN and filter on the edge of the other datacenter when learning advertisements from
the LAN side.

NEW QUESTION 156
Which component of the Cisco SD-WAN control plane architecture should be located in a public Internet address space and facilitates NAT-traversal?

A. vBond

B. WAN Edge
C. vSmart

D. vManage

Answer: A
NEW QUESTION 159

An administrator must deploy the controllers using the On-Prem method while vManage can access the PnP portal from inside How are the two WAN Edge
authorized allowed lists to be made available to vManage? (Choose two)
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WAN Edge Cloud Certificate Authorization Aot

v

A. Option A
B. Option B
C. Option C
D. Option D

Answer: AB

Explanation:
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_18.4/Configuration/Devices

NEW QUESTION 163
A large retail organization decided to move some of the branch applications to the AWS cloud. How does the network architect extend the in-house Cisco SD-WAN
branch to cloud network into AWS?

A. Create virtual WAN Edge devices Cloud through the AWS online software store

B. Create virtual instances of vSmart Cloud through the AWS online software store

C. Create GRE tunnels to AWS from each branch over the Internet

D. Install the AWS Cloud Router in the main data center and provide the connectivity from each branch

Answer: A

Explanation:
https://www.cisco.com/c/en/us/td/docs/solutions/CVD/SDWAN/Cisco_Cloud_onRamp_for_laaS_AWS_Versio

NEW QUESTION 165
Which configuration step is taken on vManage after WAN Edge list is uploaded?

A. Send the list to controllers
B. Enable the ZTP process
C. Verify the device certificate
D. Set the device as valid

Answer: D

Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-wan-edge-onboarding-deploy-guid

device state must be moved from staging to valid. In vManage under Configuration > Certificates > WAN Edge List,
select the WAN Edge device(s) and change the state to valid under the Validity column and click Send to Controllers.

NEW QUESTION 167
How does the replicator role function in cisco SD-WAN?

A. WAN Edge devices advertise the rendezvous point to all the receivers through the underlay network.
B. vSmart Controllers advertise the rendezvous point to all the receivers through the overlay network.
C. WAN Edge devices advertise the rendezvous point to all receivers through the overlay network.

D. vSmart Controllers advertise the rendezvous point to all the receivers through the underlay network.

Answer: B

Explanation:
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Replicators

For efficient use of WAN bandwidth, strategic Cisco SD-WAN routers can be deploved and configured as replicators throughout the overlay network. Replicators
mitigate the requirement for a Cisco SD-WAN router with local sources or the PIM-RP to replicate a multicast stream once for each receiver. As discussed above
replicators advertise themselves, using OMP multicast-autodiscover routes, to the Cisco vSmart Controllers in the overlay network. The controliers then forward the
rephcator location information to the PiM-enabled Cisco 105 XE SD-WAN routers that are in the same VPN as the replicator

NEW QUESTION 169

A network administrator is configuring Qos on a vEdge 5000 router and needs to enable it on the transport side interface. Which policy setting must be selected to
accomplish this goal?

A. Cloud QoS Service side
B. Cloud QoS

C. NetFlow

D. Application

Answer: B

Explanation:

9. Since the DC routers are vEdge 5000s, select the Cloud QoS checkbox to enable QoS on the
transport side.

NEW QUESTION 172
Refer to the exhibit.

LAB-ROUTER#show 1p route vrf 100
Gateway of last resort is 10.1.9.2 to network 0.0.0.0

m* 0.0.0.0/0 [251/0) via 10.1.9.2,
[251/0] wvia 10.1.9.3
» 10.80.6.0/24
[110/300) via 172.19.75.78, 20:35:33, GigabitEthernet0/0/2.10
[110/300]) via 172.19.75.66, 1wld, GigabitEthernet0/0/1.11
10.80.56.0/24
[110/300) via 172.19.75.78, 20:35:33, GigabitEthernet0/0/2.10
[110/300]) via 172.19.75.66, 1lwld, GigabitEthernet0/0/1.11

06:10:53
06:10:52

¥

i
-

The network administrator has configured a centralized topology policy that results in the displayed routing table at a branch office. Which two configurations are
verified by the output? [Choose two.)

A. The routing table is for the transport VPN.

B. The default route is learned via OMP.

C. This routing table is from a cEdge router.

D. The default route is configured locally.

E. The configured policy is adding a route tag of 300 to learned routes.

Answer: BC

NEW QUESTION 176
Refer to the exhibit.
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An engineer is configuring service chaining. Which set of configurations is required for all traffic from Site ID 1 going toward Site ID 2 to get filtered through the

firewall on the hub site?
A)

ven 20
service FW address 1.1.1.1
policy
lists
site-list firewall-sites
site-id 1
control-palicy firewall-service
sequence 10
match route
site-id 2
action accept
set service FW vpn 20
default-action accept
apply-policy
site-list firewall-zites control-policy firewall-service out

B)

vpn 10
service FW address 1.1.1.1
policy
lists
site-list firewall-sites
site-id 1
control-policy firewall-service
sequence 10
match route
Site-id 2
action accept
set service FW vpn 10
default-action accept
apply-policy
site-list firewall-zites control-policy firewall-service out

C)
wpn 10
service FVW address 1.1.1.1
policy
lists
site-list firewall-zites
site<id 1
control-policy firewall-service
sequence 10
match route
site-id 2
action accept
set service FW vpn 20
default-action accept
apply-pelicy )
site-list firewall-zites control-palicy firewall-service out

D)
wvpn 10
service FW address 1.1.1.2
policy
lists
site-list firewall-sites
site<id 1
control-pelicy firewall-service
sequence 10
match route
site-id 2
action accept
set service FW vpn 10
default-action accept
apply-policy .
site-list firewall-zites control-policy firewall-zervice out

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B
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Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/service-chainin

NEW QUESTION 177

Which component of the Cisco SD-WAN architecture oversees the control plane of overlay network to establish, adjust, and maintain the connections between the
WAN Edge devices that form the Cisco SD-WAN fabric?

A. APIC-EM
B. vManage
C. vSmart
D. vBond

Answer: C

Explanation:

Cisco vSmart Controller

Tha Dicsm inmmart 1 ambes P e | Y - lama ~F ke Miee Py NRTA R - inrly melallismbhims adisbims = 1o i e e g | W P 1
e Cisco vSmart Controller oversees the control plane of the Cisco SD-WAN overlay network, establishing, adjusting, and maintaining the connections that form the
ok LIAN T

Cisco SD-A

SUTHERY T

NEW QUESTION 180
Which scheduling method is configured by default for the eight queues in the cloud vEdge routerl?

A. low latency queue

B. priority queue

C. weighted random early detection
D. weighted round robin

Answer: D

NEW QUESTION 185
How is multicast routing enabled on devices in the Cisco SD-WAN overlay network?

A. The WAN Edge routers originate multicast service routes to the vSmart controller via OMP, which then forwards joins for requested multicast groups based on
IGMP v1 or v2 toward the source or PIM-RP as specified m the original PIM join message.

B. The vSmart controller originates multicast service routes to the WAN Edge routers via OMP, which then forwards joins for requested multicast groups cased on
IGMP v1 or v2 toward the source or PIM-RP as specified m the original PIM join message

C. The vSmart controller originates multicast service routes to the WAN Edge routers via OMP, which then forwards joins (or requested multicast groups based on
IGMP v2 or v3 toward the source or PIM-RP as specified in the original PIM join message

D. The WAN Edge routers originate multicast service routes to the vSmart controller via OM

E. which then forwards joins for requested multicast groups based on iGMP v2 or v3 toward the source or PIM-RP as specified in the original PIM join message

Answer: A
Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/routing/ios-xe-17/routing-book-xe/m-multic

NEW QUESTION 188
Refer to the exhibit.

PEER PEER CONTROLLER

PEER PEER PEER SITE DOMAIN PEER PRIVATE PEER PUBLIC GROUP
IYPE PROTOCOL SYSTEMIP 1D 10 FPRIVATE IP PORT PUBLIC IP PORT LOCAL COLOR STATE
UPTIME D

vbond dtis - 0 0 1.3.25.25 12346 1.3.2525 12346 goid connect 0

vhond dtls . 0 0 1.3.25.25 12346 1.3.25.25 12346 silvar connect g

An engineer is troubleshooting a control connection Issue. What does "connect" mean in this how control connections output?

A. Control connection is down

B. Control connection is connected

C. Control connection attempt is in progress
D. Control connection is up

Answer: C

NEW QUESTION 192
An engineer is configuring a WAN Edge router for DIA based on matching QoS parameters. Which two actions accomplish this task? (Choose two.)

A. Apply a QoS map policy.

B. Configure a control policy.

C. Configure a centralized data policy.

D. Configure NAT on the transport interface.
E. Apply a data policy on WAN interface.
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Answer: CD
Explanation:

https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-dia-deploy-2020aug.pdf

NEW QUESTION 194
In Cisco SD-WAN, what protocol is used for control connections between SD-WAN devices?

Answer: A
Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/vedge/security-book/security-overv

NEW QUESTION 198
Drag and drop the devices from the left onto the correct functions on the right.

establishes a secured data plane

first point of authentication

single pane of glass

enforces control policies

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 201

In a Cisco SD-WAN network, which component is responsible for distributing route and policy information via the OMP?

A. vManage

B. vSmart Controler
C. vBond Orchestrator
D. WAN Edge Router

Answer: B

Explanation:

The Cisco vSmart Controller maintains a centralized route table that stores the route information, calied OMP routes, that it leams from the vEdge routers and from any
other Cisco vSmart Controllers in the Cisco SD-WAN overlay network. Based on the configured policy, the Cisco vSmart Controller shares this route information with

Ihe Cisco vEdge network devices in the network so that they can communicate with each other

Your Partner of IT Exam

visit - https://www.exambible.com



@ exambible

We recommend you to try the PREMIUM 300-415 Dumps From Exambible
https://www.exambible.com/300-415-exam/ (222 Q&AS)

NEW QUESTION 203
What is the procedure to upgrade all Cisco SD-WAN devices to a recent version?

A. The upgrade is performed for a group of WAN Edge devices first to ensure data-plabe availability when other controllers are updated.
B. The upgrade is performed first on vManage, then on WAN Edge devices, then on vBond and finally on vSmart The reboot must start from WAN Edge devices.

C. Upgrade and reboot are performed first on vManage then on vBond then on vSmar

D. and finally on the Cisco WAN Edge devices.
E. Upgrade and reboot are performed first on vBon

F.

then on vSmar

G. and finally on the Cisco WAN Edge devices.

Answer: C

NEW QUESTION 206
Refer to the exhibit.

172.16.13.3/24
L Color:biz-internet

-‘h..
-
l-.,'...
Public WAN
#,.-
-l'f‘-
" ge0/1

172.16.15.5/24

Color:biz-intarnet

WAN Edge-2

athl
172.16.8.9/24

gel/11
172.16.16.6

The tunnel interface configuration on both WAN Edge routers is:

vpn O

Which configuration for WAN Edge routers will connect to the Internet?

interface geQi

tunnel-interface
encapsulation ipsec
color biz-internet
allow-zervice dhep
allow-service dns
allow-service icmp
no allow-service sshd
no allew-service ntp
no allow-service stun

!

no shutdown

vpn 0
interface gel'
Ip address 172.16.15.5/24
]

ip reute 0.0.0.000 172.16.12.1

wpn 0
interface gel
lp address 172.16.13.3/24
]

ip rowute 0.0.0.00 172.16.13.1

wpn 0
interface geli1
ip address 172.16.13. 324

ip route 0.0.0.0/0 172.16.8.1

wipn 0
interface gel!
ip address 172.16.15.5/24
]

ip route 0,0.0.000 172.16.8.1

o0 w>

. Option A
. Option B
. Option C
. Option D

Answer: B

Explanation:

https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/SD-WAN_Release_16.3/02System_a

NEW QUESTION 208

Which protocol is configured on tunnels by default to detect loss, latency, jitter, and path failures in Cisco SD-WAN?

A.
B.
. OMP
. BGP

C
D

TLS
BFD
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Answer: B

NEW QUESTION 209
Refer to the exhibit.

——

6e0/2.10 Ge0/2.10

—

R1

TLOC Extension

R2

Which configuration extends the INET interface on R1 to be used by R2 for control and data connections?

A)
o R
Interface gelid
ne shutdown
interface golr2 10
ip address 43 43 43 2730
toc-#ctenslon geli

R

interface gelf?
ne shutdown

interface gelfl 10
ip addreus 43 43 47 1730
tloc-extension geli

B)

R1
intarface gelrd
irterface gelfl 10
ip addresy 47 43 43 /50
tloc-astanvion ge«ol
winnel-nterface
color public-interrnet

Rl
interface geli?
interface ge0rl 10
ip addrass 43 43 43 130
twnnel-imerface
eoler publicanternat

C)
R1

interface g«lfd
mitu 1504
na thutdewn
interface ge0/2 10
ip address 43 43 43 70
Hoc-extension gell

B2
interfice geuls
mitu 1504
ne shutdgwn
interface gelr? 10
ip adaress 47 42 .47 1730
tunneldnterfacd

calar public-inte riet

A. Option A
B. Option B
C. Option C
Answer: C

Explanation:
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https://www.ciscolive.com/c/dam/r/ciscolive/us/docs/2018/pdf/BRKRST-2091.pdf

Subinterfaces require a physical, parent interface to be defined in VPN 0, and also require the subinterface
MTU to be four bytes lower than the physical interface due to the 802.1q tag. It is recommended to
configure the parent physical interface for an MTU of 1504 to take care of this requirement.

NEW QUESTION 212
Which alarm setting is configured to monitor serious events that affect but do not shut down, the operation of a network function?

A. Minor
B. Major
C. Medium
D. Critical

Answer: B
NEW QUESTION 213

Drag and drop the steps from the left into the order on the right to upload software on vManage repository that is accessible from maintenance > Software
Repository.

Click the repository Step 1

:EI;:L \::Ianage to store the Step 2

Click Add net software Step 3

E:;n;; the file and click Step 4
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Add an Image to the Software Repository
To add a software image to the software repository
1. In Cisco vManage, click Maintenance > Software Repository
2. Click Add New Software and select vManage from the drop-down menu
3. In the Upload Software to vManage dialog box
a. Click Browse and browse to the desired software image

b. Click Upload
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/Monitor-And-Maintain/monitor-maintain-bo

NEW QUESTION 218
Refer to the exhibit.
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T e-L lou
Edge-Cloud#
Edge-Cloud# vshell
vEdge-Cloud:~% e¢d /var/log/
vEdge-Cloud: /var/log$
edge-Cloud: /var/log} 1s -1
otal 28992
-rw-r--r-- 1 root root 1441700 Nov 22 15:13 auth.log
rw-r--r-- 1 basic adm 0 Aug 7 15:29 cloud-init. leg
rwxr-xr-x 2 root root 4096 Nov 22 14:49 confd
rw-r--r-- 1 root root 1896486 Nov 22 14:57 kern. log
rw-r-—r-- 1 root root 292292 Aaug 9 22:31 lastlog
rw-r--r-- 1 root root 6197843 Nov 22 15:14 messages
rw-r--r-- 1 root root 10512141 Aug 30 21:00 messages.l
rwxr=xr-x 2 root root 4096 Nov 22 14:48 pdb
rwxr-xr-x 2 quagga quagga 4096 Aug 7 15:29 quagga
rw-r--r-- 1 root root 437 Nov 22 14:48 sw_script_active. lo
rw-r==r-- 1 root root 382 Nov 22 14:48 sw_script_previous. log
-rw-1'--r-- 1 root root 2004 Nov 22 14:49 sw_script_synccdb. log
-rW------- 1 root root 64064 Nov 22 15:07 tallylog
Irwxr-xr-x 2 root root 60 Nov 22 14:48 tmplog
~-rw-r--r-- 1 root root 6841506 Nov 22 15:14 vconfd
-rw-r--r-- 1 root root 184602 Aug 7 15:29 wvdebug
-rw-r--r-- 1 root root 2479511 Nov 22 15:14 wvsyslog
rwxr-xr-x 1 root utmp 49536 Nov 22 15:07 wtmp
vEdge-Cloud: /var/log$
rl Y, - r s

Which configuration stops Netconf CLI logging on WAN Edge devices during migration?

logs
audit-disable
netconf-disable

logs
netconf-disable

logging
disk netconf-disable

logging
disk
audit-disable
netennf-digahle

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/config-cmd.html#wp386725031

Syslog messages related to AAA authentication and Netconf CLI access and usage are placed in the auth.log and messages files. Each time Cisco vManage logs in to
a Cisco vEdge device to retneve statistics and status information and to push files to the router, the router generates AAA and Netconf log messages. S0, over time
thesse messages ¢an fill the log hles. To prevent these messages from flfing the log files, you can disable the logging of AAA and Netconf syslog messages

Device{config)# system aaa logsVigtela(confis-logs)# audit-disableviptela(config-logs)# netconf-disable

NEW QUESTION 219
Refer to the exhibit.

WIH Wi

wp | I_,p. S LG Sy S

-.'||1|.-:1|—--JIFI ul g e s

|

The ge0/0 interface connects to a 30-MB link. A network administrator wants to always have 10 MB available for high priority traffic. When lower-priority traffic
busts exceed 20 MB. Traffic should be redirected to the second WAN interface ge0/1. Which set of configurations accomplishes this task?
A)
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‘ » ] F |
pol er bu W Lt
iefauvlt-act 1 A oy
A. Option A
B. Option B
C. Option C
D. Option D
Answer: C
Explanation:
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policy
policer pursty-traffic
rate 1000000
burst 20000
exceed remark
acceas-list policer-bursty-trarffic
segquence 10
matc
sgurce-ip 56.0.1.0/2¢
action accept
palicer burasty-tratffic
default-action accept

https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-4.pdf#page=546

NEW QUESTION 224
Drag and drop the REST API calls from the left onto the functions on the right.

PUT | Retrieve or read.
GET | e Update an object
POST | (reate an object
DELETE Remove an object

A. Mastered
B. Not Mastered

Answer: A

Explanation:
- GET: Get resource from the server.

- POST: Create resource to the server.
- PATCH or PUT: Update existing resource on the server.

- DELETE: Delete existing resource from the server.

NEW QUESTION 226
Refer to the exhibit

L] MONITOR | AuDT LOG
L TR R PN FR— T Y LL n th 10m iy
Q\ i W
- ‘ — = - ¥
- = alf = Lt~ il
' adbed rosn €3 ; i - " 1 4 A7
Fy . el u ot - v “amd BN M L
" ] " » . 5 i
| f i i 1 L 214
o
Traraipred nocd oer Chuen Tl 3o o) S0 "Rl VLl i Uk (7 g% e e 19333 %l Fled B Celnl) SO0 EAE aaa
E = ] i 1 . ¥ -] & &
V 1 i i ] 1 i f &
L it ] <
1k D 2070 L jiTreT AR R Traratered nace Cort Chun (e 10 vhlanege G247 VPP ) T e T ] SRR BT I Cn TN 80 TS
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vManage# show certificate installed

Server certificate

B T T e p——

Certificate:
Data:
Version: 1 (0x0)
Serial Number:
d0:d1:£0:e0:63:52:¢c9:3a
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=UK, ST=ENG, L=London, O=ABC, CN=SDWAN.lab
Validity
Not Before: Jul 30 19:42:30 2020 GMT
Not After : Jul 30 19:42:30 2021 GMT
Subject: C=US, ST=California, L=San Jose, OU=ABC,
O=vIPtela Inc, CN=vmanage-6842d5cf-ce74-41a0-9££f5-
10e810£9ddab-0.vm

Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

A small company was acquired by a large organization As a result, the new organization decided to update information on their Enterprise RootCA and generated
a new certificate using openssl| Which configuration updates the new certificate and issues an alert in vManage Monitor | Events Dashboard?
A)

Sicp! Gergrate the RootCA Cortificale

opensal x003 -req -im vmanage cosr Y
-CA ROOTCA pem -CAkey ROOTCA key -CAcreateaerial %
-out yvmanage.crt -days 365 -shalté

Step2: Install the RoolCA Certificala

vManage > Administration > Settings > Controller Corlificate Authonzation >
Enterpriso Root Certificate

B)
S1ept: Generate the RootCA Centificate
openssl x509 -req -in vmanage_csr \
=CA ROOTCA.pem -CAkey ROOTCA key -CAcreateserial \
~out vmanage.crt -days 365 -shal2Sé
Step2: Install the RootCA Centificate
vManage > Administration > Settings > Controller Certificate Authonzation >
Symantec Aulomated (Recommeandod)
C)
Step1: Generate the RootCA Certificate
vManage . -Sopenssl req -x509% -new -nodes -key RODTCA.key -
sha256 -days 2000 \
-subj ~/C=UK/ST=ENG/L=London/O=X¥Z/CN= SDWAN.lab " \
=gut ROOTCA.pam
Siep?2: Install the RoolCA Cerlificate
vManage > Admnistration > Settings > Controlier Certificate Authonzation >
Enterprise Rootl Certificate
D)
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~-days 2000 %\

-out ROOTCA. pom

Stepl: Gonorato the RootCA Certificate

vManagelopenssl req -x509 -new -nodes -key ROOTCA key -sha25h

-aubj “SCsUK/ST=ENG/L=London/O=ABC/CN= SDHAM.lak = %

Step2: Install the RoolCA Certficate

vilanaga > Administration > Saltings > Controler Cardificate Authorization >
Symantec Aviomated (Recommended)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

Explanation:

7. Generate Root CA certificate named rootca.pem and sign it with rootca.key that was generated on the previous step

Tmanage:~/weks opanssl reg -x300 -new -node= -kev rootca.key -shalif -daye 4000 -put rocteoa.pem
NEW QUESTION 227
Refer to the exhibit.
CJ MOMNITOR motwerk > WAN - Tunnel
whdge! | 10700100 S22M3 1 Deviee Mode! vBdgaCloud i)
Applicalions ® 0 Chart Optiens = ¥ Rual Time| 1h 3h b 17 ) 7tays Custom =
vioge pubhc-mtemel gL L]
Interfsce B vEdgetpublic-intemet.
wEeged puble istenetPEEC]
TCP Optimization B vtdgetpublic-imernel- v
WAN
T & Rowin Selectad @9
CL Search Dptioss Totad Rows: A
A S & Do [0) wafel T uemE
WAN . Tursnel Er-lpoirts Prseecu Ctats tl Hirter {ms} | Lees (1) FEC Lo
woc *  public-interns! - - -
B vEdgeipublicinternst vidge? pubiic-ntemn IPSED + -
T
w— B  Edgel publicintornet vEdged pubic internct WSEC T
Security Monilaring B vkdged publicinternet vEdget pubsc atermi PSEC 1 -
i B vEdgel public-imternetvEdges pubbc-menned PSEC s 8
Which command-line configuration on a WAN Edge device achieves these results?
A)
vpn 0
interface ge0/0

ip address 10.50.0.101/30
tunnel-interface
encapsulation gre

color public-internet
allow-service ntp

ip route 0.0.0.0/0 10.50.0.102
B)

vpn 0

interface ge0/0
ip address 10.50.0.101/30
tunnel-interface
encapsulation ipsec
color public-internet restrict
allow-service all
allow-service netconf

ip route 0.0.0.0/0 10.50.0.102

C)

vpn 0

interface ge0/0
ip address 10.50.0.101/30
wnnel-interface
encapsulatien ipsec
allow-service none

ip route 0.0.0.0/0 10.50.0.102
D)
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vpn 1

interface ge0/0
ip address 10.50.0.101/30
tunnel-interface
encapsulation ipsec
color public-internet restrict
allow-service all
allow-service netconf

ip route 0.0.0.0/0 10.50.0.102

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 229

An engineer configures policing with a rate of 125 Bps and a burst rate of 8000 bits, as shown here:

policy

policer p1

rate

burst

exceed drop

1

access-list acl1
sequence 1

match

source-ip 2.2.0.0/16
destination-ip 10.1.1.0/24 100.1.1.0/24
destination-port 20 30
protocol 6 17 23

]

action accept
policer p1

default-action drop

|

vpn 1

interface ge0/4

description Policy ID: B413:A88D:76G7::4
ip address 10.20.24.15/24

no shutdown

access-list acl1 out

Which configuration completes this task?

A. Configure 125 for rate and 1000 for burst.
B. Configure 1000 for rate and 64000 for burst
C. Configure 125 for rate and 8000 for burst
D. Configure 1000 for rate and 1000 for burst

Answer: D

NEW QUESTION 234

Which two sets of identifiers does OMP carry when it advertises TLOC routes between WAN Edge routers? (Choose two.)

A. TLOC public and private address, carrier, and preference

B. source and destination IP address, MAC, and site ID

C. system IP address, link color, and encapsulation

D. VPN ID, local site network, and BGP next-hop IP address

E. TLOC public and private address, tunnel ID, and performance

Answer: AC

NEW QUESTION 239
Which set of elements are verified by the controller to confirm the identity of edge devices?

A. certificates, organization name and serial number of the device
B. organization name serial number and system IP of the device
C. certificates, organization name, and vBond domain

D. certificates, system IP, and vBond domain
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Answer: A

NEW QUESTION 244
An engineering team must prepare a traffic engineering policy where an MPLS circuit is preferred for traffic coming from the Admin VLAN Internet should be used
as a backup only. Which configuration fulfill this requirement?
A)
policy
data-policy _TE
vpn-list VPN_10
sequence 1
match
source-data-prefix-list Source_Prefix
destination-data-prefix-list Dest_Prefix
action accept
zet
vpn 10
tioc-list Hub_TLOCs

default-action reject
1

tloc-ist Hub_TLOCs
tloc 10.4.4.4 color mpls encap ipsec preference 300
tloc 10.4.4.4 color public-internet encap ipsec preference 600
B)
policy
data-policy _TE
ven-list VPN_10
sequence 1
match
source-data-prefix-list Source_Prefix
destination-data-prefix-list Dest_Prefix
action accept
nat use-vpn 0
nat fallback

default-action reject
1

‘tloc-list Hub_TLOCs
tioc 10.4.4.4 color mpls encap ipsec preference 300
tloc 10.4.4.4 color public-internet encap ipsec preference 600

C)
policy
data-policy _TE
vpn-list VPN_10
sequence 1
match
source-data-prefix-list Source_Prefix
destination-data-prefix-list Dest_Prefix
action accept
set
ven 10
tloc-list Hub_TLOCs

default-action accept
1

‘tlocist Hub_TLOCs
tlec 10.4.4.4 color mpls encap ipsec preference 600
tloc 10.4.4.4 color public-internet encap ipsec preference 300

D)
policy
data-policy _TE
vpn-list YPN_10
sequence 1
match
source-data-prefix-list Source_Prefix
destination-data-prefix-list Dest_Prefix
action accept
set
vpn 512
tioc-list Hub_TLOCs
default-action accept
|
tloc-list Hub_TLOCs
tloc 10.4.4.4 color mpls encap ipsec preference 600
tloc 10.4.4.4 color public-internet encap ipsec preference 300

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 249
Which OSPF command makes the WAN Edge router a less preferred exit from a site with a dual WAN Edge design?
A)

Your Partner of IT Exam visit - https://www.exambible.com



We recommend you to try the PREMIUM 300-415 Dumps From Exambible
exam blb|@ https://www.exambible.com/300-415-exam/ (222 Q&AS)

vpn vpn-id
router
ospl
area number
range prefix/length

B)

vpn vpn-id
router
ospf
max-metric

C)

pn vpn-id
router
ospf
area number
No - SuUnmnma ry

D)

wEn wvpn—id

router

ospE
area number
NSsa
Fis — S LIS Y

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 252
Refer to the exhibit.

A network administrator is configuring OMP in vManage to advertise all the paths for the same prefix from a site that has two WAN Edge devices Each WAN Edge
device is connected to three ISPs and two private MPLS transports. What is the minimum value for ‘Number of Paths advertised per Prefix" that should be
configured?

00w
R o1t WwWiN

Answer: D

NEW QUESTION 255
Refer to the exhibit.
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vManaae

sysiem
syslem-ip 10.11.11.1
host-name vManaoe
site-id 1
clock timezone Europe/London
vbond 11.1.1.3
organization-name Cisco.com
Veno
Intertace eth
Ip address 11.1.1.1724
MNo shut
Tunnelinlerface
Allow-service all
Ip route 0.0.0.0/0 11.1.1.254
vBond

sysilem
systemeip 10.11.11.3
hostl-name vManaoe
site-id 1
clock timezone Europe/London
vbond 11.1.1.1 local
organization-name Cisco.com
Von 0
Interface ge0/0
Ip address 11.1.1.37228
NG shul
Tunnel-interlace
Encapsulation [psec
Allow-service all
Ip route 0.0.0.0/0 11.1.1.254

vManage and vSmart have an issue establishing a connection to vBond. Which configuration resolves the issue?

| vSmart

system
system-ip 10.11.11.1
hast.name vSmarl
site-id 1
clock timezone Europe/Rome
vbond 11.1.1.3
organization-name Cisco.com
Von 0O
Interface ethy
Ip address 11.1.1.2124
Mo shut
Tunnéekinterface
Allow-service all
Ip route 0.0.0.0/0 11.1.1.254

A. Configure the tunnel interface on all three controllers with a color of transport.
B. Change the timezone on the vSmart to Europe/London.

C. Configure the (11.1.1.X/24) IP addresses on the elhO interfaces on vManage and vSmart.

D. Reconfigure the system-ip parameter on vSmart to 11.1.1.2.

Answer: B

NEW QUESTION 257
What is an attribute of TLOC'?

A. encryption

B. local preference
C. tag

D. service

Answer: C

NEW QUESTION 258
Refer to exhibit.

An engineer is troubleshooting tear down of control connections even though a valid Certificate Serial Number is entered Which two actions resolve the Issue?

(Choose two)

A. Enter a valid serial number on the controllers for a given device

B. Remove the duplicate IP in the network.

C. Enter a valid product ID (model) on the PNP portal
D. Match the serial number file between the controllers

E. Restore network reachability for the controller

Answer: CD

Explanation:

https://community.cisco.com/t5/networking-documents/sd-wan-routers-troubleshoot-control-connections/ta-p/38

NEW QUESTION 263
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