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NEW QUESTION 1
A customer is receiving routes via OMP from vSmart controller for a specific VPN. The customer must provide access to the W2 loopback received via OMP to the
OSPF neighbor on the service-side VPN, which configuration fulfils these requirements?

A. Option A
B. Option B
C. Option C
D. Option D
E. Option E

Answer: D

Explanation: 
Answer must start with VPN 10(service side) & should have metric-type 1 and not with VPN 0 (transport side)

NEW QUESTION 2
When software is upgraded on a vManage NMS, which two image-adding options store images in a local vManage software repository? (Choose two.)

A. To be downloaded over a SMTP connection
B. To be downloaded over a SNMP connection
C. To be downloaded over an out-of-band connection
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D. To be downloaded over a control plane connection
E. To be downloaded over an ICMP connection

Answer: CD

NEW QUESTION 3
Which logs verify when a device was upgraded?

A. Audit
B. Email
C. ACL
D. SNMP

Answer: A

NEW QUESTION 4
A network administrator is creating an OMP feature template from the vManage GUI to be applied to WAN edge routers. Which configuration attribute will avoid the
redistribution of the routes back into the OMP from the LAN side?

A. configure "Number of Paths Advertised per Prefix"
B. configure "Overlay AS Number"
C. configure "Send Backup Paths"
D. configure "ECMP limit"

Answer: B

Explanation: 

NEW QUESTION 5
What is the default value (in milliseconds) set tor the poll interval in the BFD basic configuration?

A. 300,000
B. 600,000
C. 900,000
D. 1,200,000

Answer: B

Explanation: 
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_18.2/Configuration/Templates/B 

NEW QUESTION 6
Refer to the exhibit
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vManage and vBond have an issue establishing a connection with each other Which action resolves the issue?

A. Reconfigure the system IPs to belong to the same subnet
B. Change the organization name on both controllers to match vipteta.com.
C. Remove the encapsulation ipsec command under the tunnel interface of vBond
D. Configure the encapsulation ipsec command under the tunnel interface on vManage

Answer: B

Explanation: 
https://community.cisco.com/t5/sd-wan-and-cloud-networking/encapsulation-ipsec-on-vbond/td-p/4451149 "encapsulation" command under vBond tunnel-interface
has no meaning and effect.

NEW QUESTION 7
Which device in the SD- WAN solution receives and categorizes event reports, and generates alarms?

A. WAN Edge routers
B. vSmart controllers
C. vManage NMS
D. vBond controllers

Answer: C

Explanation: 
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_17.1/vManage_NMS_Product_

NEW QUESTION 8
Which two features does the application firewall provide? (Choose two.)

A. classification of 1400+ layer 7 applications
B. blocks traffic by application or application-family
C. numbered sequences of match-action pairs
D. classification of 1000+ layer 4 applications
E. application match parameters

Answer: AB

Explanation: 

NEW QUESTION 9
Where on vManage does an engineer find the details of control node failure?

A. Alarms
B. Events
C. Audit log
D. Network

Answer: A
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Explanation: 
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/vManage_How-Tos/vmanage-howto-book/m-troubleshoot

NEW QUESTION 10
Which component is responsible for routing protocols such as BGP and OSPF in a Cisco SD-WAN solution?

A. vSmart Controller
B. vBond Orchestrator
C. vManage
D. WAN Edge Router

Answer: D

Explanation: 

NEW QUESTION 10
A policy is created to influence routing path in the network using a group of prefixes. What policy application will achieve this goal when applied to a site List?

A. vpn-membership policy
B. cflowd-template
C. app-route policy
D. control-policy

Answer: D

NEW QUESTION 11
An engineer wants to automate the onboarding process for a WAN Edge router with vManage. Which command will accomplish this?

A. request vedge-cloud activate chassis-number <chassis-number> serial <serial>
B. request vedge-cloud activate chassis-number <chassis-number> token <token-number>
C. request vedge-cloud activate serial <serial> token <token-number>
D. request vedge-cloud activate chassis-number <chassis-number> organization <organization>

Answer: B

Explanation: 

NEW QUESTION 13
Refer to the exhibit,

which configuration configures IPsec tunnels in active and standby?

Your Partner of IT Exam visit - https://www.exambible.com 



We recommend you to try the PREMIUM 300-415 Dumps From Exambible
https://www.exambible.com/300-415-exam/ (222 Q&As)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 17
Which SD-WAN component is configured to enforce a policy to redirect branch-to-branch traffic toward a network service such as a firewall or IPS?

A. vBond
B. WAN Edge
C. vSmart
D. Firewall

Answer: C

NEW QUESTION 19
In which VPN is the NAT operation on an outgoing interface configured for direct Interne! access?

A. 1
B. 10
C. 512

Answer: D

NEW QUESTION 24
Which device information is requited on PNP/ZTP to support the zero-touch onboarding process?

A. serial and chassis numbers
B. interface IP address
C. public DNS entry
D. system IP address

Answer: A

Explanation: 
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sd-wan-wan-edge-onboarding-deploy-guid

NEW QUESTION 27
A network administrator is configuring VRRP to avoid a traffic black hole when the transport side of the network is down on the master device. What must be
configured to get the fastest failover to standby?

A. lower timer interval
B. prefix-list tracking
C. higher group ID number
D. OMP tracking

Answer: B

Explanation: 
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NEW QUESTION 32
An engineer is adding a tenant with location ID 399533345 in vManage. What is the maximum number of alphanumeric characters that is accepted in the tenant
name filed?

A. 64
B. 128
C. 256
D. 8

Answer: B

Explanation: 

NEW QUESTION 34
Which policy configures an application-aware routing policy under Configuration > Policies?

A. Localized policy
B. Centralized policy
C. Data policy
D. Control policy

Answer: B

NEW QUESTION 39
Which two algorithms authenticate a user when configuring SNMPv3 monitoring on a WAN Edge router? (Choose two.)

A. AES-256
B. SHA-1
C. AES-128
D. MD5
E. SHA-2

Answer: AB

Explanation: 

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/snmp/snmp-book.html

NEW QUESTION 42
Which vBond system configuration under VPN 0 allows for a routable public IP address even if the DNS name, hostname, or IP address of the vBond orchestrator
are omitted?
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A. local
B. vbond-only
C. dns-name
D. WAN

Answer: A

NEW QUESTION 43
What are the two protocols redistributed into OMP? (Choose two.)

A. OSPF
B. RIP
C. LDP
D. RSVP
E. EIGRP

Answer: AE

Explanation: 

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/routing/ios-xe-17/routing-book-xe/m-unicas 

NEW QUESTION 47
How is an event monitored and reported for an individual device in the overlay network at site ID:S4300T6E43F36?

A. The device sends event notifications to vManage.
B. The device sends notifications to vSmart that sends them to vManage.
C. The device sends a critical alarm of events to vManage.
D. The device sends a critical alarm to vSmart that sends it to vManage.

Answer: A

NEW QUESTION 50
An enterprise has several sites with multiple VPNs that are isolated from each other A new requirement came where users in VPN 73 must be able to talk to users
in VPN 50 Which configuration meets this requirement?
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 52
Which VPN connects the transport-side WAN Edge interface to the underlay/WAN network?

A. VPN 1
B. VPN 511
C. VPN 0
D. VPN 512

Answer: C

Explanation: 

NEW QUESTION 53
Drag and drop the BFD parameters from the left onto the BFD configurations on the right.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
https://sdwandocs.cisco.com/Product_Documentation/vManage_Help/Release_18.2/Configuration/Templates/B 

NEW QUESTION 56
What is a benefit of using REST APIs?
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A. predefined automation and orchestration platform for event management and logging
B. user-defined automation and integration into other orchestration systems or tools
C. vAnalytics to simplify operational services integration and real-time event monitoring
D. predefined SD-WAN controller with other platform integration for event management and logging

Answer: B

NEW QUESTION 59
What is the purpose of ‘’vpn 0’’ in the configuration template when onboarding a WAN edge node?

A. It carries control traffic over secure DTLS or TLS connections between vSmart controllers and vEdge routers, and between vSmart and vBond
B. It carries control out-of-band network management traffic among the Viptela devices in the overlay network.
C. It carries control traffic over secure IPsec connections between vSmart controllers and vEdge routers, and between vSmart and vManager
D. It carries control traffic over secure IPsec connections between vSmart controllers and vEdge routers, and between vSmart and vBond

Answer: A

Explanation: 

NEW QUESTION 60
Drag and drop the actions from the left into the correct sequence on the right to create a data policy to direct traffic to the Internet exit.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 64
Refer to the exhibit
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The Cisco SD-WAN network is configured with a default full-mesh topology. Islamabad HQ and Islamabad WAN Edges must be used as the hub sites. Hub sites
MPLS TLOC must be preferred when forwarding FTP traffic based on a configured SLA class list. Which policy configuration does the network engineer use to call
the SLA class and set the preferred color to MPLS?

A. Localized Policy, Route Policy
B. Centralized Policy, Traffic Policy
C. Localized Policy, Forwarding Class
D. Centralized Policy Topology

Answer: B

NEW QUESTION 67
Which policy is configured to ensure that a voice packet is always sent on the link with less than a 50 msec delay?

A. localized data policy
B. localized control policy
C. centralized data policy
D. centralized control policy

Answer: C

NEW QUESTION 70
Two sites have one WAN Edge each WAN Edge has two public TLOCs with no restriction configured. There is full reachability between the TLOCs. How many
data tunnels are formed on each Edge router?

A. 2
B. 8
C. 6
D. 4
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Answer: D

NEW QUESTION 75
An administrator wants to create a policy to add a traffic policer called "politer-ccnp" to police data traffic on the WAN Edge. Which configuration accomplishes this
task in vSmart?

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 76
Which two mechanisms are used to guarantee the integrity of data packets in the Cisco SD-WAN architecture data plane? {Choose two)

A. transport locations
B. authentication headers
C. certificates
D. TPM chip
E. encapsulation security payload

Answer: BE

Explanation: 
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.4/Security/01Security_Ov

NEW QUESTION 80
An engineer is configuring a centralized policy to influence network route advertisement. Which controller delivers this policy to the fabric?

A. vSmart
B. vManage
C. WAN Edge
D. vBond

Answer: A

Explanation: 

NEW QUESTION 85
Which two metrics must a cloud Edge router use to pick the optimal path for a SaaS application reachable via a gateway site? (Choose two.)

A. HTTP loss and latency metrics to the SaaS application
B. ICMP loss and latency metrics to the SaaS application
C. BFD loss and latency metrics to the gateway site
D. BFD loss and latency metrics to the SaaS application
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E. HTTP loss and latency metrics to the gateway site

Answer: AC

Explanation: 
-The gateway vEdge uses HTTP to obtain SaaS application performance information - The client vEdge will use BFD over the IPSec tunnel to the gateway site to
obtain client>gateway path performance information
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/CVD-SD-WAN-Cloud-onRamp-for-SaaS

NEW QUESTION 86
Drag and drop the attributes from the left that make each transport location unique onto the right. Not all options are used.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 90
Which two criteria ate supported to filter traffic on a Cisco Umbrella Cloud-delivered firewall? (Choose two )

A. tunnels
B. site ID
C. URL
D. geolocation
E. protocol

Answer: AE

Explanation: 
https://docs.umbrella.com/umbrella-user-guide/docs/add-a-firewall-policy 

NEW QUESTION 92
Which plane assists in the automatic onboarding of the SD-WAN routers into the SD-WAN overlay?

A. Data
B. Orchestration
C. Management
D. Control

Answer: B

Explanation: 

NEW QUESTION 97
A policy is created to influence routing in the network using a group of prefixes. What policy application will achieve this goal when applied to a site list?

A. Vpn-membership policy
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B. Control-policy
C. cflowd-template
D. App-route policy

Answer: B

Explanation: 

NEW QUESTION 102
An engineer is configuring a shaping rate of 1 Mbps on the WAN link of a WAN Edge router Which configuration accomplishes this task’?

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 103
What is the minimum Red Hat Enterprise Linux operating system requirement for a Cisco SD-WAN controller deployment via KVM?

A. RHEL7.5
B. RHEL 6.5
C. RHEL4.4
D. RHEL 6.7

Answer: D

NEW QUESTION 107
Company ABC has decided to deploy the controllers using the On-Prem method. How does the administrator upload the WAN Edge list to the vManage?
A)

B)
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C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

Explanation: 
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_18.3/Configuration/Devices
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NEW QUESTION 112
What are the two advantages of deploying cloud-based Cisco SD-WAN controllers? (Choose two.)

A. centralized control and data plane
B. distributed authentication policies
C. management of SLA
D. infrastructure as a service
E. centralized raid storage of data

Answer: CD

NEW QUESTION 116
A voice packet requires a latency of 50 msec. Which policy is configured to ensure that a voice packet is always sent on the link with less than a 50 msec delay?

A. centralized control
B. localized data
C. localized control
D. centralized data

Answer: D

Explanation: 
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/applicat

NEW QUESTION 119
A customer has MPLS and Internet as the TLOC colors An engineer must configure conlroJIers with the Internet and not with MPLS Which configuration achieves
this requirement on vManage?
A)

B)

C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 122
Drag and drop the Cisco SD-WAN components from the left onto their functions on the right.

A. Mastered
B. Not Mastered

Answer: A
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Explanation: 

NEW QUESTION 124
In the Cisco SD_WAN solution, vSmart controller is responsible for which two actions? (Choose two.)

A. Distribute crypto key information among vEdge routers
B. Configure and monitor vEdge routers.
C. Authenticate and authorize vEdge routers.
D. Distribute the IP address from DHCP server to vEdge routers.
E. Distribute route and policy information via OMP.

Answer: AE

Explanation: 

NEW QUESTION 128
Company E wants to deploy Cisco SD-WAN with controllers in AWS The company's existing WAN is on private MPLS without Internet access to controllers m
AWS An Internet circuit is added to a site in addition to the existing MPLS circuit. Which interface template establishes BFD neighbors over both transports?
A)

B)
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C)
Miss
D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 131
What is a requirement for a WAN Edge to reach vManage, vBond, and vSmart controllers in a data center?

A. IGP
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B. QoS
C. TLS
D. OMP

Answer: A

Explanation: 
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-wan-edge-onboarding-deploy-guid 

NEW QUESTION 134
Refer to the exhibit.

An engineer configured OMP with an overlay-as of 10666. What is the AS-PATH for prefix 104.104.104.104/32 on R100?

A. 100 10666
B. 100 20 104
C. 100 10666 20 104
D. 100 10666 104

Answer: A

NEW QUESTION 135
Which two products are used to deploy Cisco WAN Edge Router virtual platforms? (Choose two.)

A. HP ProLiant DL360 Generatton10 running HP-UX
B. Cisco ENCS 5000 Series
C. Sun SPARC Node running AIX
D. Cisco UCS
E. Sun Enterprise M4000 Server running Sun Solans

Answer: BD

Explanation: 
https://www.cisco.com/c/en/us/products/collateral/routers/5400-enterprise-network-compute-system/datasheet-c 

NEW QUESTION 137
Refer to the exhibit

Which command allows traffic through the IPsec tunnel configured in VPN 0?

A. service local
B. service FW address 1.1.1.1
C. service netsvc1 vpn 1
D. service netsvc1 address 1.1.1.1
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Answer: B

Explanation: 
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge-20-x/policies-book/service-c

NEW QUESTION 140
Which feature template configures OMP?
A)

B)

C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 141
An engineer must deploy a QoS policy with these requirements:
• policy name: App-police
• police rate: 1000000
• burst: 1000000
• exceed: drop
Which configuration meets the requirements?
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 144
An engineer is configuring a list that matches all IP prefixes with lengths from /1 to /16 in a centralized control policy. Which list accomplishes this task?

A. 0.0.0.0/1 le 16
B. 0.0.0.0/0 ge 1
C. 0.0.0.0/0 le l6
D. 0.0.0.0/16 ge 1

Answer: A

NEW QUESTION 145
At which layer does the application-aware firewall block applications on a WAN Edge?

A. 3
B. 7
C. 5
D. 2

Answer: B

NEW QUESTION 147
A network administrator is bringing up one WAN Edge for branch connectivity. Which types of tunnels form when the WAN edge router connects to the SD-WAN
fabric?

A. DTLS or TLS tunnel with vBond controller and IPsec tunnel with vManage controller.
B. DTLS or TLS tunnel with vBond controller and IPsec tunnel with other WAN Edge routers.
C. DTLS or TLS tunnel with vSmart controller and IPsec tunnel with other Edge routers.
D. DTLS or TLS tunnel with vSmart controller and IPsec tunnel with vBond controller.

Answer: C

Explanation: 

NEW QUESTION 150
An organization requires the use of integrated preventative engines, exploit protection, and the most updated and advanced signature-based antivirus with
sandboxing and threat intelligence to stop malicious attachments before they reach users and get executed. Which Cisco SD-WAN solution meets the
requirements?

A. Cisco Trust Anchor module
B. URL filtering and Umbrella DNS security
C. Cisco AMP and Threat Grid
D. Snort IPS
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Answer: D

NEW QUESTION 155
When redistribution is configured between OMP and BGP at two Data Center sites that have Direct Connection interlink, which step avoids learning the same
routes on WAN Edge routers of the DCs from LAN?

A. Define different VRFs on both DCs
B. Set same overlay AS on both DC WAN Edge routers
C. Set down-bit on Edge routers on DC1
D. Set OMP admin distance lower than BGP admin distance

Answer: B

Explanation: 

NEW QUESTION 156
Which component of the Cisco SD-WAN control plane architecture should be located in a public Internet address space and facilitates NAT-traversal?

A. vBond
B. WAN Edge
C. vSmart
D. vManage

Answer: A

NEW QUESTION 159
An administrator must deploy the controllers using the On-Prem method while vManage can access the PnP portal from inside How are the two WAN Edge
authorized allowed lists to be made available to vManage? (Choose two)
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: AB

Explanation: 
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_18.4/Configuration/Devices 

NEW QUESTION 163
A large retail organization decided to move some of the branch applications to the AWS cloud. How does the network architect extend the in-house Cisco SD-WAN
branch to cloud network into AWS?

A. Create virtual WAN Edge devices Cloud through the AWS online software store
B. Create virtual instances of vSmart Cloud through the AWS online software store
C. Create GRE tunnels to AWS from each branch over the Internet
D. Install the AWS Cloud Router in the main data center and provide the connectivity from each branch

Answer: A

Explanation: 
https://www.cisco.com/c/en/us/td/docs/solutions/CVD/SDWAN/Cisco_Cloud_onRamp_for_IaaS_AWS_Versio

NEW QUESTION 165
Which configuration step is taken on vManage after WAN Edge list is uploaded?

A. Send the list to controllers
B. Enable the ZTP process
C. Verify the device certificate
D. Set the device as valid

Answer: D

Explanation: 
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-wan-edge-onboarding-deploy-guid

NEW QUESTION 167
How does the replicator role function in cisco SD-WAN?

A. WAN Edge devices advertise the rendezvous point to all the receivers through the underlay network.
B. vSmart Controllers advertise the rendezvous point to all the receivers through the overlay network.
C. WAN Edge devices advertise the rendezvous point to all receivers through the overlay network.
D. vSmart Controllers advertise the rendezvous point to all the receivers through the underlay network.

Answer: B

Explanation: 
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NEW QUESTION 169
A network administrator is configuring Qos on a vEdge 5000 router and needs to enable it on the transport side interface. Which policy setting must be selected to
accomplish this goal?

A. Cloud QoS Service side
B. Cloud QoS
C. NetFlow
D. Application

Answer: B

Explanation: 

NEW QUESTION 172
Refer to the exhibit.

The network administrator has configured a centralized topology policy that results in the displayed routing table at a branch office. Which two configurations are
verified by the output? [Choose two.)

A. The routing table is for the transport VPN.
B. The default route is learned via OMP.
C. This routing table is from a cEdge router.
D. The default route is configured locally.
E. The configured policy is adding a route tag of 300 to learned routes.

Answer: BC

NEW QUESTION 176
Refer to the exhibit.
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An engineer is configuring service chaining. Which set of configurations is required for all traffic from Site ID 1 going toward Site ID 2 to get filtered through the
firewall on the hub site?
A)

B)

C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B
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Explanation: 
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/service-chainin 

NEW QUESTION 177
Which component of the Cisco SD-WAN architecture oversees the control plane of overlay network to establish, adjust, and maintain the connections between the
WAN Edge devices that form the Cisco SD-WAN fabric?

A. APIC-EM
B. vManage
C. vSmart
D. vBond

Answer: C

Explanation: 

NEW QUESTION 180
Which scheduling method is configured by default for the eight queues in the cloud vEdge router1?

A. low latency queue
B. priority queue
C. weighted random early detection
D. weighted round robin

Answer: D

NEW QUESTION 185
How is multicast routing enabled on devices in the Cisco SD-WAN overlay network?

A. The WAN Edge routers originate multicast service routes to the vSmart controller via OMP, which then forwards joins for requested multicast groups based on
IGMP v1 or v2 toward the source or PIM-RP as specified m the original PIM join message.
B. The vSmart controller originates multicast service routes to the WAN Edge routers via OMP, which then forwards joins for requested multicast groups cased on
IGMP v1 or v2 toward the source or PlM-RP as specified m the original PIM join message
C. The vSmart controller originates multicast service routes to the WAN Edge routers via OMP, which then forwards joins (or requested multicast groups based on
IGMP v2 or v3 toward the source or PIM-RP as specified in the original PIM join message
D. The WAN Edge routers originate multicast service routes to the vSmart controller via OM
E. which then forwards joins for requested multicast groups based on iGMP v2 or v3 toward the source or PIM-RP as specified in the original PIM join message

Answer: A

Explanation: 
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/routing/ios-xe-17/routing-book-xe/m-multic

NEW QUESTION 188
Refer to the exhibit.

An engineer is troubleshooting a control connection Issue. What does "connect" mean in this how control connections output?

A. Control connection is down
B. Control connection is connected
C. Control connection attempt is in progress
D. Control connection is up

Answer: C

NEW QUESTION 192
An engineer is configuring a WAN Edge router for DIA based on matching QoS parameters. Which two actions accomplish this task? (Choose two.)

A. Apply a QoS map policy.
B. Configure a control policy.
C. Configure a centralized data policy.
D. Configure NAT on the transport interface.
E. Apply a data policy on WAN interface.
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Answer: CD

Explanation: 
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-dia-deploy-2020aug.pdf 

NEW QUESTION 194
In Cisco SD-WAN, what protocol is used for control connections between SD-WAN devices?

A. DTLS
B. OMP
C. BGP
D. OSPF

Answer: A

Explanation: 
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/vedge/security-book/security-overv

NEW QUESTION 198
Drag and drop the devices from the left onto the correct functions on the right.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 201
In a Cisco SD-WAN network, which component is responsible for distributing route and policy information via the OMP?

A. vManage
B. vSmart Controler
C. vBond Orchestrator
D. WAN Edge Router

Answer: B

Explanation: 
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NEW QUESTION 203
What is the procedure to upgrade all Cisco SD-WAN devices to a recent version?

A. The upgrade is performed for a group of WAN Edge devices first to ensure data-plabe availability when other controllers are updated.
B. The upgrade is performed first on vManage, then on WAN Edge devices, then on vBond and finally on vSmart The reboot must start from WAN Edge devices.
C. Upgrade and reboot are performed first on vManage then on vBond then on vSmar
D. and finally on the Cisco WAN Edge devices.
E. Upgrade and reboot are performed first on vBon
F. then on vSmar
G. and finally on the Cisco WAN Edge devices.

Answer: C

NEW QUESTION 206
Refer to the exhibit.

The tunnel interface configuration on both WAN Edge routers is:

Which configuration for WAN Edge routers will connect to the Internet?

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation: 
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/SD-WAN_Release_16.3/02System_a

NEW QUESTION 208
Which protocol is configured on tunnels by default to detect loss, latency, jitter, and path failures in Cisco SD-WAN?

A. TLS
B. BFD
C. OMP
D. BGP
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Answer: B

NEW QUESTION 209
Refer to the exhibit.

Which configuration extends the INET interface on R1 to be used by R2 for control and data connections?
A)

B)

C)

A. Option A
B. Option B
C. Option C

Answer: C

Explanation: 
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https://www.ciscolive.com/c/dam/r/ciscolive/us/docs/2018/pdf/BRKRST-2091.pdf

NEW QUESTION 212
Which alarm setting is configured to monitor serious events that affect but do not shut down, the operation of a network function?

A. Minor
B. Major
C. Medium
D. Critical

Answer: B

NEW QUESTION 213
Drag and drop the steps from the left into the order on the right to upload software on vManage repository that is accessible from maintenance > Software
Repository.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/Monitor-And-Maintain/monitor-maintain-bo 

NEW QUESTION 218
Refer to the exhibit. 
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Which configuration stops Netconf CLI logging on WAN Edge devices during migration?

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation: 
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/config-cmd.html#wp386725031

NEW QUESTION 219
Refer to the exhibit.

The ge0/0 interface connects to a 30-MB link. A network administrator wants to always have 10 MB available for high priority traffic. When lower-priority traffic
busts exceed 20 MB. Traffic should be redirected to the second WAN interface ge0/1. Which set of configurations accomplishes this task?
A)
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B)

C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

Explanation: 
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https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-4.pdf#page=546 

NEW QUESTION 224
Drag and drop the REST API calls from the left onto the functions on the right.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 226
Refer to the exhibit
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A small company was acquired by a large organization As a result, the new organization decided to update information on their Enterprise RootCA and generated
a new certificate using openssl Which configuration updates the new certificate and issues an alert in vManage Monitor | Events Dashboard?
A)

B)

C)

D)
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

Explanation: 

NEW QUESTION 227
Refer to the exhibit.

Which command-line configuration on a WAN Edge device achieves these results?
A)

B)

C)

D)
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 229
An engineer configures policing with a rate of 125 Bps and a burst rate of 8000 bits, as shown here:

Which configuration completes this task?

A. Configure 125 for rate and 1000 for burst.
B. Configure 1000 for rate and 64000 for burst
C. Configure 125 for rate and 8000 for burst
D. Configure 1000 for rate and 1000 for burst

Answer: D

NEW QUESTION 234
Which two sets of identifiers does OMP carry when it advertises TLOC routes between WAN Edge routers? (Choose two.)

A. TLOC public and private address, carrier, and preference
B. source and destination IP address, MAC, and site ID
C. system IP address, link color, and encapsulation
D. VPN ID, local site network, and BGP next-hop IP address
E. TLOC public and private address, tunnel ID, and performance

Answer: AC

NEW QUESTION 239
Which set of elements are verified by the controller to confirm the identity of edge devices?

A. certificates, organization name and serial number of the device
B. organization name serial number and system IP of the device
C. certificates, organization name, and vBond domain
D. certificates, system IP, and vBond domain
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Answer: A

NEW QUESTION 244
An engineering team must prepare a traffic engineering policy where an MPLS circuit is preferred for traffic coming from the Admin VLAN Internet should be used
as a backup only. Which configuration fulfill this requirement?
A)

B)

C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 249
Which OSPF command makes the WAN Edge router a less preferred exit from a site with a dual WAN Edge design?
A)
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B)

C)

D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 252
Refer to the exhibit.

A network administrator is configuring OMP in vManage to advertise all the paths for the same prefix from a site that has two WAN Edge devices Each WAN Edge
device is connected to three ISPs and two private MPLS transports. What is the minimum value for 'Number of Paths advertised per Prefix" that should be
configured?

A. 2
B. 3
C. 5
D. 10

Answer: D

NEW QUESTION 255
Refer to the exhibit.
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vManage and vSmart have an issue establishing a connection to vBond. Which configuration resolves the issue?

A. Configure the tunnel interface on all three controllers with a color of transport.
B. Change the timezone on the vSmart to Europe/London.
C. Configure the (11.1.1.X/24) IP addresses on the elhO interfaces on vManage and vSmart.
D. Reconfigure the system-ip parameter on vSmart to 11.1.1.2.

Answer: B

NEW QUESTION 257
What is an attribute of TLOC’?

A. encryption
B. local preference
C. tag
D. service

Answer: C

NEW QUESTION 258
Refer to exhibit.

An engineer is troubleshooting tear down of control connections even though a valid Certificate Serial Number is entered Which two actions resolve the Issue?
(Choose two)

A. Enter a valid serial number on the controllers for a given device
B. Remove the duplicate IP in the network.
C. Enter a valid product ID (model) on the PNP portal
D. Match the serial number file between the controllers
E. Restore network reachability for the controller

Answer: CD

Explanation: 
https://community.cisco.com/t5/networking-documents/sd-wan-routers-troubleshoot-control-connections/ta-p/38

NEW QUESTION 263
......
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