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NEW QUESTION 1
Which security fabric component sends a notification to quarantine an endpoint after IOC detection in the automation process?

A. FortiAnalyzer
B. FortiClient

C. ForbClient EMS
D. Forti Gate

Answer: D

NEW QUESTION 2
Refer to the exhibit, which shows the Zero Trust Tagging Rule Set configuration.

Zero Trust Tagging Rule Set
Mame ompiance
Tag Endpont As € Comphant :

Enabied a

Comments

Type Value
Anthvirus Sofware 1 A Software i5 instalied and running
05 Version 1 ‘Windows Server 2012 R2

3 Winoows 10

Rule Logic O

{ and 3) or 2 o Redet

Which two statements about the rule set are true? (Choose two.)

A. The endpoint must satisfy that only Windows 10 is running.

B. The endpoint must satisfy that only AV software is installed and running.

C. The endpoint must satisfy that antivirus is installed and running and Windows 10 is running.
D. The endpoint must satisfy that only Windows Server 2012 R2 is running.

Answer: BC

NEW QUESTION 3
Refer to the exhibit.

Original Location AP U T———
Date Quarantined e —_—
Submitted Mot Submitted
Status Quarantined
Virnus Name EICAR_TEST_FILE
COuarantined File Name QuarantFile2cf63303_2172
Log File Locaton

Quarantined By Realnme Protecnhon
| CQlose

Based on the FortiClient log details shown in the exhibit, which two statements are true? (Choose two.)

A. The file status is Quarantined
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B. The filename is sent to ForuSandbox for further inspection.
C. The file location 1S \??\D:\Users\.

Answer: AB

NEW QUESTION 4
An administrator needs to connect FortiClient EMS as a fabric connector to FortiGate. What is the prerequisite to get FortiClient EMS to connect to FortiGate
successfully?

A. Revoke and update the FortiClient EMS root CA.

B. Revoke and update the FortiClient client certificate on EMS.

C. Import and verify the FortiClient client certificate on FortiGate.

D. Import and verify the FortiClient EMS root CA certificate on FortiGate

Answer: D

NEW QUESTION 5
A new chrome book is connected in a school's network.
Which component can the EMS administrator use to manage the FortiClient web filter extension installed on the Google Chromebook endpoint?

A. FortiClient site categories
B. FortiClient customer URL list
C. FortiClient web filter extension

Answer: A

NEW QUESTION 6
An administrator wants to simplify remote access without asking users to provide user credentials. Which access control method provides this solution™?

A. SSL VPN

B. ZTNA full mode

C.L2TP

D. ZTNA IP/MAC filtering mode

Answer: B

NEW QUESTION 7
An administrator installs FortiClient EMS in the enterprise.
Which component is responsible for enforcing protection and checking security posture?

A. FortiClient vulnerability scan
B. FortiClient EMS tags

C. FortiClient EMS

D. FortiClient

Answer: D

NEW QUESTION 8
Which two statements are true about ZTNA? (Choose two.)

A. ZTNA provides role-based access

B. ZTNA manages access for remote users only
C. ZTNA manages access through the client only
D. ZTNA provides a security posture check

Answer: AD

NEW QUESTION 9
A FortiClient EMS administrator has enabled the compliance rule for the sales department. Which Fortinet device will enforce compliance with dynamic access
control?

A. FortiClient

B. FortiClient EMS
C. FortiGate

D. FortiAnalyzer

Answer: C

NEW QUESTION 10
Which component or device shares device status information through ZTNA telemetry?

A. FortiClient

B. FortiGate

C. FortiGate Access Proxy
D. FortiClient EMS
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Answer: A

Explanation:
FortiClient communicates directly with FortiClient EMS to continuously share device status information through ZTNA telemetry.

NEW QUESTION 10
Which three types of antivirus scans are available on FortiClient? (Choose three )

A. Proxy scan
B. Full scan

C. Custom scan
D. Flow scan

E. Quick scan

Answer: BCE

NEW QUESTION 11
An administrator is required to maintain a software vulnerability on the endpoints, without showing the feature on the FortiClient dashboard. What must the
administrator do to achieve this requirement?

A. Disable select the vulnerability scan feature in the deployment package

B. Use the default endpoint profile

C. Select the vulnerability scan feature in the deployment package, but disable the feature on the endpoint profile
D. Click the hide icon on the vulnerability scan tab

Answer: D

NEW QUESTION 13
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