We recommend you to try the PREMIUM 300-415 Dumps From Exambible
exam blb|@ https://www.exambible.com/300-415-exam/ (222 Q&AS)

@ exambible

Cisco

Exam Questions 300-415
Implementing Cisco SD-WAN Solutions (ENSDWI)

Your Partner of IT Exam visit - https://www.exambible.com



We recommend you to try the PREMIUM 300-415 Dumps From Exambible
exam blb|@ https://www.exambible.com/300-415-exam/ (222 Q&AS)

About Exambible

Your Partner of I T Exam

Found in 1998

Exambible is a company specialized on providing high quality IT exam practice study materias, especially Cisco CCNA, CCDA,
CCNP, CCIE, Checkpoint CCSE, CompTIA A+, Network+ certification practice exams and so on. We guarantee that the
candidates will not only pass any IT exam at the first attempt but also get profound understanding about the certificates they have
got. There are so many alike companiesin this industry, however, Exambible has its unique advantages that other companies could

not achieve.

Our Advances

* 99.9% Uptime
All examinations will be up to date.
* 24/7 Quality Support
We will provide service round the clock.
* 100% Pass Rate
Our guarantee that you will pass the exam.

* Unique Gurantee
If you do not pass the exam at the first time, we will not only arrange FULL REFUND for you, but aso provide you another

exam of your claim, ABSOLUTELY FREE!

Your Partner of IT Exam visit - https://www.exambible.com



We recommend you to try the PREMIUM 300-415 Dumps From Exambible
exam blbk—.‘ https://www.exambible.com/300-415-exam/ (222 Q&AS)

NEW QUESTION 1
An engineer must improve video quality by limiting HTTP traffic to the Internet without any failover. Which configuration in vManage achieves this goal?
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 2

A customer is receiving routes via OMP from vSmart controller for a specific VPN. The customer must provide access to the W2 loopback received via OMP to the
OSPF neighbor on the service-side VPN, which configuration fulfils these requirements?
vpn 0
router
ospl
redistribute omp route-palicy OSPF_Route_Policy
area 0
interface ged/2
exin
lists
prefix-list W2_Loopback
ip-prefix 10.10.10.5/24
1

route-policy OSPF_Route Policy
sequence 1
match
address W2_Loopback
1

default action accept
st
metric 100

metric-type typel

vpn 0
router
ospl
redistribute omp route-policy OSPF_Route_Policy
area 0
interface gely2
exit
lists
prefix-list W2_Loopback
ip-prefix 10.10.10,5/32
1
route-policy OSPF_Route_Policy
séequence 1
match
addrees W7 | annhack

sttm s aw T

metric-type type1
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wpn
resiber
a8
radliatribuin amp rouls-palicy ORPF_Roibe_Policy
a0
interface gelid
LU

lnln

prefia-list 'Wi_Loopback
Wp=prefic 10,490,100 5/32

1

foiite-policy DRPF_Raide Policy
sequence 1

match

addiess W Loopback

1

achion acoept
ol

matric 100
mafnc-fype typed

wpn 10

nams """ Baryice VPN 10 "
rouler

s

madintribuin amg roube-policy O8FF_Roube_Polcy
wrea
interfaca galid
il
Feals

prrha-nt W Loogdsecs
p-perefin 1800 90 8%

rowie polscy OSPF_Route Poboy
st e 1

Lt ]

sadress Wl Loopbadk

anm
radinkribuie omp route-policy DSPF_Roube_Policy
wrea

interiace geiid
exil
Finln
profia-list Wi _Lospback
wp-prelic 10,10, 90 532
|
route-pokicy OBPF_Route_Paolicy
nequsnce 1
match
address Wi_Loopback
1
chian asoept
el
matise 100
matnc-type type

. Option A
. Option B
. Option C
. Option D
. Option E

moQoOw>

Answer: D

Explanation:

Answer must start with VPN 10(service side) & should have metric-type 1 and not with VPN 0 (transport side)

NEW QUESTION 3
Refer to the exhibit.

Edgel# show control connections

DOMAIN

PEER
PRIVATE IP

PEER
PRIV PEER
PORT PUBLIC IP

EER PEER PEER SITE
PE PROT SYSTEM IP ID
smart dtls 10.2.2.2 1
smart dtls 10.2.2.2 1
bond dels 0.0.0.0 4]
bond detls 0.0.0.0 0
anaqge dtls 10.1.1.1 1

10.50.0.5
10.50.0.5
10.50.0.9
10.50.0.9
10.50.0.1

12446 10.50.0.5
12446 10.50.0.5
12346 10.50.0.9
12346 10.50.0.9
12446 10.50.0.1

up

An organization is testing a Cisco SD-WAN solution and decided to have the control plane established first and not the data plane at the time of migration. Which

configuration achieves this goal?
A)
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| CONFIGURATION | CIRTHICATES
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A. Option A
B. Option B
C. Option C
D. Option D
Answer: A

NEW QUESTION 4
Which policy blocks TLOCs from remotes and allows TLOCs from the data center to form hub-and-spoke peering?

A. localized control policy
B. localized data policy

C. centralized data policy
D. centralized control policy

Answer: C

Explanation:
Centralized Policy

Centralized policy refers to poliey provisioned on Cisco vSmart Controllers, which are the centralized controllers
in the Cisco SD-WAN overlay network. Centralized policy comprises two components:

* Control policy. which affects the overlay network—wide routing of traffic
» Data policy, which affects the data traffic flow throughout the VPN segments in the network
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NEW QUESTION 5
When software is upgraded on a vManage NMS, which two image-adding options store images in a local vManage software repository? (Choose two.)

A. To be downloaded over a SMTP connection
B. To be downloaded over a SNMP connection
C. To be downloaded over an out-of-band connection
D. To be downloaded over a control plane connection
E. To be downloaded over an ICMP connection

Answer: CD

NEW QUESTION 6
What is an advantage of using auto mode versus static mode of power allocation when an access point is connected to a PoE switch port?

A. It detects the device is a powered device

B. All four pairs of the cable are used

C. Power policing is enabled at the same time
D. The default level is used for the access point

Answer: D

Explanation:

Use the auto setiing on any PoE port. The auto mode is the default set{ing.

https://www.cisco.com/en/US/docs/switches/lan/catalyst3850/software/release/3.2_0_se/multibook/configuratio

NEW QUESTION 7
Drag and drop the route verification output from show omp tlocs from the left onto the correct explanations on the right.

worEn 1 e ting ! sla A1 1 F/5Iem IL

A. Mastered
B. Not Mastered

Answer: A

NEW QUESTION 8
Which logs verify when a device was upgraded?

A. Audit
B. Email
C.ACL
D. SNMP

Answer: A

NEW QUESTION 9
Which platforms are managed by a single vManage dashboard?

A. ISR4351, ASR1002HX, vEdge2000, vEdge Cloud
B. ISR4321, ASR1001, Nexus, ENCS
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C. ISR4321, ASR1001, ENCS, ISRv
D. ISR4351, ASR1009, vEdge2000, CSR1000v

Answer: C

NEW QUESTION 10
A network administrator is creating an OMP feature template from the vManage GUI to be applied to WAN edge routers. Which configuration attribute will avoid the
redistribution of the routes back into the OMP from the LAN side?

A. configure "Number of Paths Advertised per Prefix"
B. configure "Overlay AS Number"

C. configure "Send Backup Paths"

D. configure "ECMP limit"

Answer: B

Explanation:
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NEW QUESTION 10
Which component of the Cisco SD-WAN secure extensible network provides a single pane of glass approach to network monitoring and configuration?

A. APIC-EM
B. vSmart
C. vManage
D. vBond

Answer: C

Explanation:

Cisco vManage provides a single-pane-of-glass management to manage all controller components and both enterprise and extended enterprise WAN edge devices
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(e COmpPrensnsive Yivianage GUI has dashboard, monitor, confguration, tools, maintenance, administration. and a )aIylics a5 the top-level menus

NEW QUESTION 15
Which device in the SD- WAN solution receives and categorizes event reports, and generates alarms?

A. WAN Edge routers
B. vSmart controllers
C. vManage NMS

D. vBond controllers

Answer: C

Explanation:
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_17.1/vManage_NMS_Product_
NEW QUESTION 18

Which two features does the application firewall provide? (Choose two.)

A. classification of 1400+ layer 7 applications

B. blocks traffic by application or application-family

C. numbered sequences of match-action pairs

D. classification of 1000+ layer 4 applications

E. application match parameters

Answer: AB

Explanation:
Thus application aware firewall feature provides the following benefits:

* Application visibility and granular control
» Classification of 1400~ laver 7 applications

* Allows or blocks traffic by application, category. application-family or application-group

NEW QUESTION 19
Which component is responsible for routing protocols such as BGP and OSPF in a Cisco SD-WAN solution?
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A. vSmart Controller
B. vBond Orchestrator
C. vManage

D. WAN Edge Router

Answer: D

Explanation:

WAN Edge router - This device, available as either a hardware appliance or software-based router, sits at a physical site or in the
cloud and provides secure data plane connectivity among the sites over one or more WAN transports. It is responsible for traffic
forwarding, secunty, encryption, quality of service (QoS), routing protocols such as Border Gateway Protocol (BGP) and Open

Shortest Path First (OSPF), and more

NEW QUESTION 24
Refer to the exhibit,

from-vsmart data-policy_1_ServicelsertionIPSec
direction from-service
vpa-list 1
sequence 1
match destination-ip 64.102.6.247/32
action accept

sl
sarvice metsvel

service local
default-action accept

which configuration configures IPsec tunnels in active and standby?

vpn 1
service netsvci interface ipsect ipsec2

vpn-list 1

count ServicePSec1_275676046
from-vsmart lists vpn-list 1
vpn 1

vpn 0
service netsved interface ipseci ipsec?

from-vsmart lists vpn-list 0
vpn 0

vpn 1
service netsvci interface ipsect ipsec?

from-vsmart lists vpn-list 1
vpn 1

vpn 0
service netsvel interface ipsect ipsec2

ypn-list 1

count SarvicePSec1_2T5ATRNAR
from-vemart lists vpn-list 0
von O

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 29
In which VPN is the NAT operation on an outgoing interface configured for direct Interne! access?

0Ow>
g e R
o

Answer: D

NEW QUESTION 30
When a WAN Edge device joins the SD-WAN overlay, which Cisco SD-WAN components orchestrates the connection between the WAN Edge device and a
vSmart controller?

A. vManage
B. vBond

C. OMP

D. APIC-EM
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Answer: B

Explanation:

When a vEdge device comes up, how does it automatically discover Cisco vManage and Cisco vSmart
Controller and establish connections with them? It does so with help from Cisco vBond Orchestrator.

NEW QUESTION 33
Which device information is requited on PNP/ZTP to support the zero-touch onboarding process?

A. serial and chassis numbers
B. interface IP address

C. public DNS entry

D. system IP address

Answer: A
Explanation:

https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sd-wan-wan-edge-onboarding-deploy-guid

NEW QUESTION 35
Refer to the exhibit.

Customer

XYZ
Gel/2 Ge0/f2
TLOC Extension
Ge0/3 GeD/3

R1 R2

Customer XYZ cannot provision dual connectivity on both of its routers due to budget constraints but wants to use both R1 and R2 interlaces for users behind them
for load balancing toward the hub site. Which configuration achieves this objective?
R1
interface ged/2
ip address 43.43.43.2/30
toc-extension gel/D

interface gel/d
ip address 34.34 34.1/30
tunnel-interface
color mpils

0!

R2

interface ge0/2
ip address 43.43.43.1/30
tunnel-interface

color public-internet

interface ged/3
ip address 34.34.34.2730
tloc-extension gel/D

R1

interface gel/2
ip address 43.43 43 2730
tloc-extension ge0/0

interface gel/d
ip address 34.34.34.2/30
tiec-extension gel/0

R2
Interface ged/2
ip address 43.43.43.1/30
tunnel-interface
color public-internet

imerface ged/3
ip address 34,34.34.1/30
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R1

Interface ged/2
ip address 43.43.43.2/30
tloc-extension ge0/0

interface gel/d
ip address 34.34 34 2730
C. tdoc-extension ged/0

R2
interface gel/2
ip address 43.43.43.1/20

interface ged/3d
ip address 34.34.34.1/30

Ri
interface ged/2
ip address 43.43.43.2/30
tloc-extension geld/0

interface ged/d

ip address 34.34.34 1730
tunnel-interface

color mpls

R2
interface gel/2
ip address 43.43.43.1/30
tunnel-interface
color public-internet

interface gel/d
ip address 34.34.34.2/30
toc-extension geld/2

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 37
A vEdge platform is sending VRRP advertisement messages every 10 seconds. Which value configures the router back to the default timer?

A. 2 seconds
B. 3 seconds
C. 1 second

D. 5 seconds

Answer: C

NEW QUESTION 39
Refer to the exhibit.
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vManage logs are available for the past few months. A device name change deployed mistakenly at a critical site. How is the device name change tracked by
operation and design teams?

A)
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 40

Which configuration allows users to reach YouTube from a local Internet breakout?
A)

VPN 10
ip route 0.0.0.0/0 vpn O

B)
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VPN 10
ip route 0.0.0.0/0 vpn 0
VPN O
interface Gig1/1
nat
C)
policy
data-policy DPI
vpn-list vpn10
sequence 10
match

app-list YouTube

destination-port 80 443

!

action accept

count Youtube

!

default-action accept

I

lists

vpn-list vpn10

vpn 10

!

app-list YouTube

app youtube

app youtube_hd

!

site-list Remote

site-id 14

site-id 15

!

!

!

apply-policy

site-list Remote

data-policy DPI from-transport
D)
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policy
data-policy DPI
vpn-list vpn10
sequence 10
match

app-list YouTube
|

actiondrop
count Youtube

!

default-action accept
!

lists

vpn-list vpn10
vpn 10

!

app-list YouTube
app youtube

app youtube_hd
I

site-list Remote
site-id 14

site-id 15

!

apply-policy
site-list Remote

data-policy DPI from-transport

vpn 10

ip route 0.0.0.0/0 vpn O

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation:

As explained in figure 7, within the direct Internet model, segmentation is leveraged by deploying centralized data policies or
a NAT DIA route to leak Internet traffic from the service-side VPN (VPNs 0 - 511,513 - 65530) into the Internet transport VPN
(VPN 0), which allows traffic to exit directly to the Internet through the NAT- enabled interface in VPN 0.

https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-dia-deploy-2020aug.pdf

NEW QUESTION 45

Drag and drop the components from the left onto the corresponding Cisco NFV infrastructure Building Blocks on the right. Not all options are used.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Cisco NFV Infrastructure Building Blocks

« Compute: Cisco Unified Computing System™ (Cisco UCS®) for a carrier class and reliabie
compute mifrastructure

= Storage: Cisco UCS hardware and CEPH provide reliable storage. The user has the options o
introduce additional storage as capacity needs grow.,

« Networking: Cisco Nexus® 9000 sernes hardware provides high throughput, low latency. and rich
leature sets.

+ Virtualized Infrastructure: Fully integrated Red Hat Emterprise Linux and Red Hat OpenStack
Piatform runs on top of Cisco Unified Computing System™ (Cisco UCS®), It is open source yel
hardened and mature.

« Management: Cisco UCS Director functions as a unified management ool across multiple wvirtual
environments. SDN controller is optional.

NEW QUESTION 47
Which policy configures an application-aware routing policy under Configuration > Policies?

A. Localized policy
B. Centralized policy
C. Data policy

D. Control policy

Answer: B

NEW QUESTION 51

Which two algorithms authenticate a user when configuring SNMPv3 monitoring on a WAN Edge router? (Choose two.)
A. AES-256

B. SHA-1

C. AES-128

D. MD5

E. SHA-2

Answer: AB

Explanation:
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Configure SNMPYVY

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/snmp/snmp-book.html

NEW QUESTION 55
Which vBond system configuration under VPN 0 allows for a routable public IP address even if the DNS name, hostname, or IP address of the vBond orchestrator
are omitted?

A. local

B. vbond-only
C. dns-name
D. WAN

Answer: A

NEW QUESTION 59
Which on-the-box security feature supported by the Cisco ISR 4451 SD-WAN device and not on vEdge?

A. Cloud Express service

B. Enterprise Firewall with Application Awareness
C. reverse proxy

D. IPsec/GRE cloud proxy

Answer: B

Explanation:
https://www.cisco.com/c/en/us/products/collateral/software/one-wan-subscription/guide-c07-740642.html#Step2

NEW QUESTION 62
How is the scalability of the vManage increased in Cisco SD-WAN Fabric?

A. Increase licensing on the vManage

B. Deploy multiple vManage controllers in a cluster

C. Deploy more than one vManage controllers on different physical server.
D. Increase the bandwidth of the WAN link connected to the vManage

Answer: B

NEW QUESTION 67
Which protocol is used to measure loss latency, Jitter, and liveliness of the tunnel between WAN Edge router peers?

A. OMP

B. IP SLA
C. NetFlow
D. BFD

Answer: D

NEW QUESTION 72

In which device state does the WAN edge router create control connections, but data tunnels are not created?
A. valid

B. backup

C. active
D. staging
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Answer: D

Explanation:

Staging — In this state, the WAN Edge device establishes secure control plane connections to the SD-WAN
controllers (vBond, vManage, and vSmart) only. It is important to note that no data plane connections are

established with other WAN Edge devices in the overlay network.

NEW QUESTION 75

When the VPN membership policy is being controlled at the vSmart controller, which policy disallows VPN 1 at sites 20 and 307

A)
apply-policy
site-list 20-30
vpn-membership disallow-vpn 1
!
!
policy
lists
site-list 20-30
site-id 20
site-id 30
!
vpn-list VPN 1
vpn 10
vpn 20
!
!
vpn-membership disallow-vpn 1
sequence 10
match
vpn-list VPN 1
!
action reject
!
!
default-action accept
B)
policy
lists
site-list 20-30
site-id 20
site-id 30
I
prefix-list drop-list
ip-prefix 10.200.1.0/24
1
!
control-policy drop-unwanted-routes

sequence 10
match route
prefix-list drop-list
1
action reject
!
!
default-action accept
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C)
apply-policy
site-list 20-30
vpn-membership disallow-vpn1
|
!
policy
lists
site-list 20-30
site-id 20
site-id 30
|
I
vpn-membership disallow-vpn1
sequence 10
match vpn-id 1
action reject
1
!
default-action accept
D)
policy
lists
site-list BP-Sites
site-id 10
site-id 20
vpn-list All-BPs
vpn 100
vpn 101
vpn-list Enterprise-BP
vpn 200
control-policy import-BPs-to-Enterprise
sequence 10
match route
vpn-list All-BPs
|
action accept
export-to vpn-list Enterprise-BP
[
!
!
default-action accept

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 79
Drag and drop the BFD parameters from the left onto the BFD configurations on the right.
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| |BFD for Transport Tunnel
poll interval |
|
COlor
|
hello interval
PMTU discovery BFD for Application-Aware Routing
. |
|
multiphier
. |

A. Mastered
B. Not Mastered

Answer: A
Explanation:

https://sdwandocs.cisco.com/Product_Documentation/vManage_Help/Release_18.2/Configuration/Templates/B

NEW QUESTION 81
Refer to the exhibit.

0 BR1.VEDGE1 10.3.01 reachable vEdge Cloud

What does the BFD value of 8 represent?

A. number of BFD sessions

B. hello timer of BFD session
C. poll-interval of BFD session.
D. dead timer of BFD session

Answer: A

NEW QUESTION 85
What is the purpose of “vpn 0” in the configuration template when onboarding a WAN edge node?

A. It carries control traffic over secure DTLS or TLS connections between vSmart controllers and vEdge routers, and between vSmart and vBond
B. It carries control out-of-band network management traffic among the Viptela devices in the overlay network.

C. It carries control traffic over secure IPsec connections between vSmart controllers and vEdge routers, and between vSmart and vManager

D. It carries control traffic over secure IPsec connections between vSmart controllers and vEdge routers, and between vSmart and vBond

Answer: A

Explanation:

o VPN Ols the transport VPN. It carries control traffic over secure DTLS or TLS connections between vSmart controllers and
uErjge routers, and between vSmart controllers and vBond orchestrators. I|1--'|:~'f-_ , VPN 0 contains all a device's interfaces
except for the management interface, and all the interfaces are disabled. For the control plane to establish itseif so that

the overlay network can function, you must configure WAN transport interfaces in VPN 0.

NEW QUESTION 88
Drag and drop the policies from the left onto the correct policy types on the right.

Your Partner of IT Exam visit - https://www.exambible.com



We recommend you to try the PREMIUM 300-415 Dumps From Exambible
exambible https://Awww.exambible.com/300-415-exam/ (222 Q&As)

©

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 93
Which policy is configured to ensure that a voice packet is always sent on the link with less than a 50 msec delay?

A. localized data policy

B. localized control policy
C. centralized data policy
D. centralized control policy

Answer: C

NEW QUESTION 97
Which two mechanisms are used to guarantee the integrity of data packets in the Cisco SD-WAN architecture data plane? {Choose two)

A. transport locations

B. authentication headers

C. certificates

D. TPM chip

E. encapsulation security payload

Answer: BE

Explanation:
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.4/Security/01Security_Ov

NEW QUESTION 102
An engineer is configuring a centralized policy to influence network route advertisement. Which controller delivers this policy to the fabric?

A. vSmart

B. vManage
C. WAN Edge
D. vBond
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Answer: A

Explanation:

vSmart controflers ar¢ the centralized brain of the solution; they implement policies and connectivty between SD-WAN branches. The centralized policy engine in Cisco vSmant controllers provides palicy
constructs to manipulate routing information, access control, segmentation, extranets, and senvice chaining

NEW QUESTION 104
Which two criteria ate supported to filter traffic on a Cisco Umbrella Cloud-delivered firewall? (Choose two )

A. tunnels

B. site ID

C. URL

D. geolocation
E. protocol

Answer: AE
Explanation:

https://docs.umbrella.com/umbrella-user-guide/docs/add-a-firewall-policy

NEW QUESTION 108
Refer to the exhibit.

(1)
eth1
172.16.1.0/24
(-2) (-2)
eth1 eth0 m _[:254]
B £ A
10.10.10.0/24 iy HQ
(-3) (.3)
eth0
vBond 172.16.2.0/24
1 T — —_—
vManage vBond
system system
system-ip 10.10.10.101 system-ip 10.10.10.103
host-name vManage host-name vBond
site-id 1 site-id 1
clock timezone Europe/London clock timezone Europe/Rome
vbond 172.16.2.1 vbond 172.16.2.1 local
organization-name Cisco.com organization-name Cisco.com
! '
vpn 0 vpn O
interface ethl interface ge0/0
ip address 172.16.1.1/24 ip address 172.16.2.1/24
no shut no shut
tunnel-interface tunnel-interface
allow-service all encapsulation ipsec
ip route 0.0.0.0/0 172.16.1.254 allow-service all
' ip route 0.0.0.0/0 172.16.1.254
commit !
commi t

vManage and vBond have an issue establishing a connection to each other. Which configuration resolves the issue?

A. Configure the timezone on vBond to Europe/London.
B. Configure the encapsulation ipsec command under the tunnel interface on vManage.
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C. Configure a default route on vBond pointing to 172.16.2.254.
D. Remove the encapsulation ipsec command under the tunnel interface of vBond.

Answer: C

NEW QUESTION 110

An engineer must configure a centralized policy on a site in which all HTTP traffic should use the Public Internet circuit if the loss on this circuit is below 10%.
otherwise MPLS should be used Which configuration wizard fulfils this requirement?

A. Create Applications or Groups of Interest > Configure Traffic Rules > Apply Policies to Sites and VPNs
B. Configure VPN Membership > Apply Policies to Sites and VPNs
C. Create Applications or Groups of interest > Configure Traffic Data > Apply Policies to Sites and VPNs

D. Configure Topology > Apply Policies to Sites and VPNs

Answer: A

NEW QUESTION 112

In an AWS cloud, which feature provision WAN Edge routers automatically in Cisco SD-WAN?

A. Cloud app

B. Cloud OnRamp
C. vAnalytics

D. Network Designer

Answer: B

Explanation:

Cisco SD-WAN Cioud OnRamp for laaS,
Cisco SD-WAN virtual appliance r

l.'

L¥ L L L

NEW QUESTION 115
Refer to the exhibit.

‘Cloud OnRamp” for sh
outers (either vEdge Cloud or

=
L=

]

™~
Loy

L= |
o

Iy

= Y
7
o ! el i’

o
n]]

mneD
L | o

TIATARKL f5 45 T N SN e ) el - =T
Vil Teaiure nal aulgmales provisionin
1

R (Cloud Services Router)) in the AWS

policy
lists

!

tloc-list dc-prelerence-east

tioc 100.100.100.100 color mpls
encap ipsec preference 200

tioc 101.101.101.101 color mpls
encap ipsec preference 400

!

sile-list sites-region-west

site-id 1-20

i

sile-list sites-region-east

site-id 21-40

!

site-list dc-sites

site-id 100-101

control-policy adv-dc-preference-west
sequence 10
maltch route
site-list dc-sites
|
action accept
setl

tloc-list de-preference-east
!

!_
!
default-action accept
!
control-policy adv-dc-preferance-east
sequence 10

match route

site-list dc-siles

|

action accept

set

tloc-list dc-preference-east
!

1
1
default-action accept
!
!

apply-policy

site-list sites-region-west
control-policy adv-dc-preference-west

out

!

site-list sites-region-eas!
control-policy adv-dc-preference-east

out

!

!

A customer wants to implement primary and secondary Cisco SD-WAN overlay routing for prefixes that are advertised for both data centers. The east data center
(TLOC 101.101.101.101) is primary for east sites, and the west data center (TLOC 100.100.100.100) is primary for west sites. Which configuration change

achieves this objective?
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1=

B.
=1
tioC-hst do-preference-eas!
B tioc 100100 100100 color mpis encap ipsec prelerence 400
o 101 101 101 101 color Mps encap |pSec :lll'll‘l’l’" ce 2O
1 Ll ]
1
it e . |
el ']
A. Option A
B. Option B
C. Option C
D. Option D
Answer: A

NEW QUESTION 119
What is the minimum Red Hat Enterprise Linux operating system requirement for a Cisco SD-WAN controller deployment via KVM?

A. RHEL7.5
B. RHEL 6.5
C. RHEL4.4
D. RHEL 6.7

Answer: D

NEW QUESTION 124
Which routing protocol is used to exchange control plane information between vSmart controllers and WAN Edge routers in the Cisco SD-WAN secure extensible
network?

A. BGP
B. OSPF
C.BFD
D. OMP

Answer: D

NEW QUESTION 129
Company ABC has decided to deploy the controllers using the On-Prem method. How does the administrator upload the WAN Edge list to the vManage?
A)
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Crco vhlarage

Crco vManape

Cco vMarage

- 2 4
wuired Slatus | Tolal 3
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(e vMarage

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D
Explanation:

https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_18.3/Configuration/Devices

NEW QUESTION 132

Which component of the Cisco SD-WAN control plane architecture facilitates the storage of certificates and configurations for network components?

A. vSmart

B. vBond

C. WAN Edge
D. vManage

Answer: D

NEW QUESTION 134

A voice packet requires a latency of 50 msec. Which policy is configured to ensure that a voice packet is always sent on the link with less than a 50 msec delay?

A. centralized control
B. localized data

C. localized control
D. centralized data

Answer: D
Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/applicat

NEW QUESTION 136

A customer has MPLS and Internet as the TLOC colors An engineer must configure conlroJdlers with the Internet and not with MPLS Which configuration achieves

this requirement on vManage?
A)
vpn O
imerface ethi
ip address 10.50.0.1/24

twnnel-interface
color mpls

B)
vpn 0
interface ath1
ip address 10.50.0.1/24
tunnel-interface
color public-internet

C)
vpn 0
interface ethi
ip address 10.50.0.1/24
tunnel-interface
color biz-internet

D)
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vpn 0

interface eth1
ip address 10.50.0.1/24
tunnel-interface
color default

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 137

An engineer is adding a tenant with location JD 306432373 in vManage. What is the maximum number of alphanumeric characters that are accepted in the tenant

name field?

[e2]

4
28
56

cowz>
0N e

Answer: B

Explanation:
In the Add Tenant window:

1. Enter a name for the tenant. It can be up to 128 characters and can contain only alphanumeric characters.

NEW QUESTION 139

Drag and drop the Cisco SD-WAN components from the left onto their functions on the right.

vBond Orchestrator

vManage

IPsec key reflection and rekeying

first polnt of authentication

vamart Controller

WAN Edge Router

A. Mastered
B. Not Mastered

Answer: A

Explanation:

passes data plane traffic

used to bulld configuration and policies

vBond Orchestrator

vamart Controfler

vManage

vBond Orchestratos

vamart Cantraller

WWAM Edge Router

NEW QUESTION 140
Refer to the exhibit.
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Cancel

An enterprise has hub and spoke topology where it has several VPNs. An engineer must allow users in VPN9L1 to reach users in VPN92 and VPN10 to reach
VPN91 and VPN92. Which configuration meets these requirements?

A)
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 144
An engineer is tasked to improve throughput for connection-oriented traffic by decreasing round-trip latency. Which configuration will achieve this goal?

A. turn on "Enable TCP Optimization"
B. turn off "Enhance ECMP Keying"
C. turn off "Enable TCP Optimization"
D. turn on "Enhance ECMP Keying"

Answer: A

Explanation:

£ T - "
|

r FLER fasdimac s meneseeime af . o R < e L A 0 [ T L e P -y
T\_P ﬂ}]dﬂ IZaLion Tine-tunes the processing o L Odla rallic 10 gelrease rouna-u b atency and Improve Nroue L

https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-2.pdf#page=530

NEW QUESTION 145
An administrator must configure an ACL for traffic coming in from the service-side VPN on a specific WAN device with circuit ID 391897770. Which policy must be
used to configure this ACL?
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A. local data policy

B. central data policy
C. app-aware policy

D. central control policy

Answer: A
Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/Policy-basics.h

NEW QUESTION 146
Which API call retrieves a list of all devices in the network?

A. https://lvmanage_IP_address/dataservice/system/device/{{model}}
B. http://vmanage_IP_address/dataservice/system/device/{{model}}
C. http://lvmanage_IP_address/api-call/system/device/{{model}}

D. https://lvmanage_IP_address/api-call/system/device/{{model}}

Answer: A

Explanation:

Display all available vEdge routers in the overlay network.

GET https://{vmanage-ip-address}/dataservice/system/device/vedges

NEW QUESTION 147
Which two products are used to deploy Cisco WAN Edge Router virtual platforms? (Choose two.)

A. HP ProLiant DL360 Generatton10 running HP-UX
B. Cisco ENCS 5000 Series

C. Sun SPARC Node running AlX

D. Cisco UCS

E. Sun Enterprise M4000 Server running Sun Solans

Answer: BD

Explanation:
https://www.cisco.com/c/en/us/products/collateral/routers/5400-enterprise-network-compute-system/datasheet-c

NEW QUESTION 152

A Cisco SD-WAN customer has a requirement to calculate the SHA value for files as they pass through the device to see the returned disposition and determine if
the file is good, unknown or malicious. The customer also wants to perform real-time traffic analysis and generate alerts when threats are detected Which two

Cisco SD-WAN solutions meet the requirements? (Choose two.)

A. Cisco Trust Anchor Module
B. Cisco Threat Grid

C. Cisco Snort IPS

D. Cisco AMP

E. Cisco Secure Endpoint

Answer: CD

NEW QUESTION 155
Which feature template configures OMP?

A)
Section Parameter Type Variable/value
Authentication Authentication Drop-down local
Order
Local Userfadmin/ Device Specific user_admin_passwd
Password
B)
Section Parameter Type Variable/value
Basic configuration  Numberofpaths  Global 16
advertised per
prefix
Advertise Radio Global Off
Static Global Off
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C)

Section Parameter Type Variablefvalue
Server HostnamelP Global 10.4.48.13
Address
VPNID Global 1
Source interface  Global loopbackD
D)
Section Parameter Type Variablelvalue
Basic configuration VPN Global 512
Name Gilobal Management VPN
IPv4 Route Prefix Global 0.0.0.0/0
Gateway Radio button Mext Hop
Next Hop Device Specific vpn512_mgt_next_hop_ip_addr
A. Option A
B. Option B
C. Option C
D. Option D
Answer: B

NEW QUESTION 158
Refer to the exhibit.

) COMFIGUIRATION | POy

Card-gae Trpoingy wed
W v g

Rpaeefy yarld aafarorl Aopeagy

Fopussny wh P b e by

(o] =]

An administrator is configuring a policy in addition to an existing hub-and-spoke policy for two sites that should directly communicate with each other. How is this
policy configured?

A. hub-and-spoke

B. mesh

C. import existing topology

D. custom control (route and TLOC)

Answer: D

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/controlpolicies

NEW QUESTION 161

An engineer must deploy a QoS policy with these requirements:
* policy name: App-police

* police rate: 1000000

* burst: 1000000

« exceed: drop

Which configuration meets the requirements?
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vpn-ist VPN10
segquence 1
match
A app-list youtube
ACUON accepl
sot
policer App-police

policy
data-policy policy-name
vpn-list 10
B sequence 1
action accept
set
policer App-police

vpn 10
imterface ged/0/0
0. set
policer App-police in
default action accept

policy
action accept

set
policer App-police

0

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 165
Which two platforms for the Cisco SD-WAN architecture are deployable in a hypervisor on-premises or in IAAS Cloud? (Choose two.)

A. CSR 1000v
B. vEdge 100c
C. vEdge Cloud
D. vEdge 2000
E. ISR 4431

Answer: AC

NEW QUESTION 170
An engineer is configuring a list that matches all IP prefixes with lengths from /1 to /16 in a centralized control policy. Which list accomplishes this task?

A.0.0.0.0/1 e 16
B.0.0.0.0/0ge 1
C.0.0.0.0/01le 16
D.0.0.0.0/16 ge 1

Answer: A

NEW QUESTION 174
Which Cisco SD-WAN WAN Edge platform supports LTE and Wi-Fi?

A. vEdge2000
B. ASR1001
C. CSR 1000v
D. ISR 1101

Answer: D

NEW QUESTION 177
A network administrator is bringing up one WAN Edge for branch connectivity. Which types of tunnels form when the WAN edge router connects to the SD-WAN
fabric?

A. DTLS or TLS tunnel with vBond controller and IPsec tunnel with vManage controller.

B. DTLS or TLS tunnel with vBond controller and IPsec tunnel with other WAN Edge routers.
C. DTLS or TLS tunnel with vSmart controller and IPsec tunnel with other Edge routers.

D. DTLS or TLS tunnel with vSmart controller and IPsec tunnel with vBond controller.

Answer: C

Explanation:
The WAN Edge routers form a permanent Datagram Transport Layer Security (DTLS) or Transport Layer Security (TLS) control connection to
the vSmart controllers and connect to both of the vSmart controllers over each transport. The routers also form a permanent DTLS or TLS
control connection to the vManage server, but over just one of the transports. The WAN Edge routers securely communicate to other WAN

Edge routers using IPsec tunnels over each transport. The Bidirectional Forwarding Detection (BFD) protocol is enabled by default and runs
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NEW QUESTION 178
How many subnets are necessary in Azure VNet for a WAN Edge device to function in the cloud deployment?

. CSR is the WAN Edge device that is supported in the Microsoft clou

. The Microsoft underlay cloud fabric performs the management function.

. There must be three subnets in VNet: management, public, and services.

. One public subnet is required in VNe

. The Microsoft underlay cloud fabric performs all of the routing functions for WAN Edge.
. Public and services subnets are required in VNe

. The Microsoft underlay cloud fabric performs the management function.

OGTMTMmMmoOOm>

Answer: D

NEW QUESTION 182
Which component of the Cisco SD-WAN control plane architecture should be located in a public Internet address space and facilitates NAT-traversal?

A. vBond

B. WAN Edge
C. vSmart

D. vManage

Answer: A

NEW QUESTION 186
How is TLOC defined?

A. Itis represented by a unique identifier to specify a site in as SD-WAN architecture.

B. It specifies a Cisco SD-WAN overlay in a multitenant vYSMART deployment.

C. Itis a unique collection of GRE or iPsec encapsulation, link color, and system IP address.
D. It is represented by group of QoS policies applied to a WAN Edge router.

Answer: C
NEW QUESTION 191

A network administrator is configuring a tunnel interface on a branch Cisco IOS XE router to run TLOC extensions. Which configuration will extend a TLOC over a
GRE tunnel to another router in the branch?

if

dwan
nterface g0/(

extended-intertace

tioc-extension-gre-from 10.1 1.1
sowan
nterface qC
gre-interface

vy 10 4

tloc-extension-gre-to 1

L= ':-I-ul '_'i.-.
nterface g0/(
lunnei-interace
tloc-extension-gre-to 10 1.1
sawan
F r*'-r‘l";__l- = ‘::L-. -
tloc-imterface
tioc-extension-gre-from 101 1.1
A. Option A
B. Option B
C. Option C
D. Option D
Answer: C
Explanation:
hore fu o & OVer v to _:I_ py e 1 '-'_‘:u_.:.': " T Ao madk e X A 0 i z
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Command Hierarchy

sdwan
interface ::.'."1';'3':.'1'5- —e—-lname
tunnel-interface
tloc-extensioc 1I—-gre—1o extended-interface-ip-address

NEW QUESTION 192
An administrator must deploy the controllers using the On-Prem method while vManage can access the PnP portal from inside How are the two WAN Edge
authorized allowed lists to be made available to vManage? (Choose two)

3 COMFRIURAT WO

Wi iy 0 e Lo

£ CONFICURIATION

WA [ dgs [

WAN Edge Cloud Certificate Authorization Automated

vEdge Cloud ¥ Automated (e

Mariisl |t

-

X COMFIGURATION | CE RTISICATES

WAN EBdge Liat

B Gl tn Comtredar

A. Option A
B. Option B
C. Option C
D. Option D

Answer: AB
Explanation:

https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release 18.4/Configuration/Devices

NEW QUESTION 197
A network administrator is configuring an application-aware firewall between inside zones to an outside zone on a WAN edge router using vManage GUI. What
kind of Inspection is performed when the “inspect” action is used?

A. stateful inspection for TCP and UDP

B. stateful inspection for TCP and stateless inspection of UDP
C. IPS inspection for TCP and-Layer 4 inspection for UDP

D. Layer 7 inspection for TCP and Layer 4 inspection for UDP

Answer: A

Explanation:

Cisco's Enterprise Firewall with Application Awareness uses a flexible and easily understood zone-based model for traffic

inspection, compared to the older interface-based model.

A firewall policy is a type of localized security policy that allows stateful inspection of TCP, UDP, and ICMP data traffic flows,
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NEW QUESTION 202
A large retail organization decided to move some of the branch applications to the AWS cloud. How does the network architect extend the in-house Cisco SD-WAN
branch to cloud network into AWS?

A. Create virtual WAN Edge devices Cloud through the AWS online software store

B. Create virtual instances of vSmart Cloud through the AWS online software store

C. Create GRE tunnels to AWS from each branch over the Internet

D. Install the AWS Cloud Router in the main data center and provide the connectivity from each branch

Answer: A

Explanation:
https://www.cisco.com/c/en/us/td/docs/solutions/CVD/SDWAN/Cisco_Cloud_onRamp_for_laaS_AWS_Versio

NEW QUESTION 203
Which configuration step is taken on vManage after WAN Edge list is uploaded?

A. Send the list to controllers
B. Enable the ZTP process
C. Verify the device certificate
D. Set the device as valid

Answer: D

Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-wan-edge-onboarding-deploy-guid

device state must be moved from staging to valid. In vManage under Configuration > Certificates > WAN Edge List,
select the WAN Edge device(s) and change the state to valid under the Validity column and click Send to Controllers.

NEW QUESTION 204
Refer to the exhibit.

#Branch1-Edgel #Branchl-Edge2
vpn O vpn O
|
interface ge0/1 interface ge0/2
ip address no shutdown
172.17.113.241/28 |
tunnel-interface interface ge0/2.704
encapsulation ipsec ip address 10.113.4.1/30
color mpls restrict tunnel-interface
! encapsulation ipsec
no shutdown color mpls restrict
! mtu 1496
interface ge0/2.704 no shutdown
ip address 10.113.4.2/30 !
tloc-extension ge0/2 ip route 0.0.0.0/0 10.113.4.2

Which configuration change is needed to configure the tloc-extention on Branchl-Edgel?
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A interface ge0/2.704
ip address 10.113.4.1/30
tunnel-interface
encapsulation ipsec
color mpls restrict
no shutdown

B interface ge0/2.704
ip address 10.113.4.2/30
mtu 1496
tloc-extension ge0/1

C interface ge0/2.704
ip address 10.113.4.2/30
mtu 1496
tioc-extension ge0/2

D interface ge0/2.704
ip address 10.113.4.1/30
tunnel-interface
encapsulation ipsec
color mpls restrict
miu 1496
tloc-extension ge0/2
no shutdown

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 207
Which port is used for vBond under controller certificates if no alternate port is configured?

A. 12345
B. 12347
C. 12346
D. 12344

Answer: C

Explanation:
vSmart and vManage are normally installed behind NAT device, so port hopping is not needed. vBond always uses to other

Viptela devices using port 12346 and they never use port hopping.

NEW QUESTION 212

A network administrator is tasked to make sure that an OMP peer session is closed after missing three consecutive keepalive messages in 3 minutes. Additionally,
route updates must be sent every minute. If a WAN Edge router becomes unavailable, the peer must use last known information to forward packets for 12 hours.

Which set of configuration commands accomplishes this task?
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omp
timers
advertisement-interval 60
holdtime 180
graceful-restart-timer 43200

omp
umers
advertisement-interval 1
holdtime 180
graceful-restart-timer 43200

omp
timers
advertisement-interval 1
holdtime 180
graceful-restart-timer 720

omp
timers
advertisement-interval 60
holdtime 60
graceful-restart-timer 720

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A
Explanation:

https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release 17.2/Configuration/Templates/O

NEW QUESTION 215
Refer to the exhibit

FEER FEER FEER SITE DOMAIN FEER FRIVATE PFEER FIBRLIC LiSCAL REROTE REFEAT
TYFE FROTOCOL SYSTER IF ID +B FRIVATE IP FORT FURLEC IP MRS LOCAL COLOR STATE ERRDR ERRCR COUNT
vhond dtlm 0 G 209 16% 200,230 12346 200,165 200.230 1238 biz-interne: taar down CTORCMIE NOERR 14
vhond dtls 1 v 200 186%. 201 137 12%é 209.14% 201.137 L123E biz-internet tear down CTORGNMMIE NOERR 1)

An engineer is getting a CTORGNMMIS error on a controller connection Which action resolves this issue?

A. Configure a valid serial number on the WAN Edge
B. Configure a valid organization name

C. Configure a valid certificate on vSMART

D. Configure a valid product ID

Answer: B

NEW QUESTION 219
Refer to the exhibit.

LAB-ROUTER#show 1p route vrf 100
Gateway of last resort is 10.1.9.2 to network 0.0.0.0

m* 0.0.0.0/0 [251/0) via 10.1.9.2, 06:10:53
[251/0] via 10.1.9.3, 06:10:53
10.80.6.0/24
[110/300) via 172.19.75.78, 20:35:33, GigabitEthernet(0/0/2.10
[110/300]) via 172.19.75.66, 1wld, GigabitEthernet0/0/1.11
O 10.80.56.0/24
[110/300) via 172.19.75.78, 20:35:33, GigablitEthernet0/0/2.10
[110/300) via 172.19.75.66, 1lwld, GigabitEthernet0/0/1.11

The network administrator has configured a centralized topology policy that results in the displayed routing table at a branch office. Which two configurations are
verified by the output? [Choose two.)

A. The routing table is for the transport VPN.

B. The default route is learned via OMP.

C. This routing table is from a cEdge router.

D. The default route is configured locally.

E. The configured policy is adding a route tag of 300 to learned routes.
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Answer: BC

NEW QUESTION 224

Which two services are critical for zero touch provisioning on-boarding? (Choose two)

A. SNMP
B. DNS
C. DHCP
D. AAA
E. EMAIL

Answer: BC

NEW QUESTION 227

An engineer wants to change the configuration of the certificate authorization mode from manual to automated. Which GUI selection will accomplish this?

A. Maintenance > Security

B. Configuration > Certificates

C. Administration > Settings

D. Tools > Operational Commands

Answer: C

Explanation:

Runbook to Request and Install Cisco PKI Certificates

+

2 Navigate to Administration » Settings »

Verify that you have satisfied the prerequis

25 and that you have added the Smart Account credentials

roller Certificate Authorization and press Edit

3. Select the radio button Cisco Automated (Recommended)

NEW QUESTION 230
Refer to the exhibit.

PEER
PEER PEER PEER

UPTIME ID
vbond  dils . 0 0 1.3.25.25
vbond  ditls - 0 0 1.3.25.25

SITE DOMAIN PEER
IYPE PROTOCOL SYSTEMIF 1D 10 FRIVATE IP PORIT FUBLIC 1P PORT

PEER CONTROLLER
PRIVATE PEER PUBLIC
LOCAL COLOR

123486 1.3.25.25 12346 goid conneclt
12346 1.3.2525 12346 silvar connect

An engineer is troubleshooting a control connection Issue. What does "connect" mean in this how control connections output?

A. Control connection is down

B. Control connection is connected

C. Control connection attempt is in progress
D. Control connection is up

Answer: C

NEW QUESTION 233

An engineer is configuring a WAN Edge router for DIA based on matching QoS parameters. Which two actions accomplish this task? (Choose two.)

A. Apply a QoS map policy.

B. Configure a control policy.

C. Configure a centralized data policy.

D. Configure NAT on the transport interface.
E. Apply a data policy on WAN interface.

Answer: CD

Explanation:

https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-dia-deploy-2020aug.pdf

NEW QUESTION 236

A network administrator is configuring a centralized control policy based on match action pairs for multiple conditions, which order must be configured to prefer

Prefix List over TLOC and TLOC over Origin?
A. highest to lowest sequence number

B. nonsequential order

C. deterministic order

D. lowest to highest sequence number

Answer: D
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@ exambible

Explanation:

| Iy q— | i sl i = o e 2 - i el & . -k I J—— A=l neree B -
A centralized control policy consists of a senes of numbered (ordered) sequences of match-action pairs that are

highest sequence number. When a route or TLOC matches the match conditions, the associated action or

stops. Keep this process in mind as you design your policies 1o ensure that the desired actions are taken on the items subject to policy

evaluated in order, from lowest sequence number to
actiens are taken and policy evaluation on that packets

RN LA L

If 2 route or TLOC matches no parameters in any of the sequences in the policy configure, it is, by default, rejected and discarded

NEW QUESTION 237
Which configuration changes the packet loss priority from low to highly?

A)
policy
policer ccnp-~traffic
L __'_:HE. _\II__lI ": |
burst 20l ]
plp higl
B)
a4 r
]'-'".-w- el 5 traffic
TaC e 1- oo o
bus 200
5 Bad roemar K
C)
I LY
policer cenp traflrfi
rat 100000
ourst 24900
2Nl i1 11 'Iil
D)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation:
we change the PLP from low to high (configured by the policer exceed remark command)

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/qos/vEdge-20-x/qos-book/forwarding-gqos.h

NEW QUESTION 239
Which third-party Enterprise CA server must be used (or a cloud-based vSmart controller?

A. RootCert
B. Microsoft
C. RADIUS
D. VeriSign

Answer: A

NEW QUESTION 240
Which two WAN Edge devices should be deployed in a cloud? (Choose two.)

A. vEdge 5000v
B. ASR 1000v
C. CSR 1000v
D. vEdge 100wm
E. vEdge cloud
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Answer: CE
Explanation:
2. Virtual platforms
* Cloud Services Router (C5K) 1000v running 105 XE SD-WAN Software

* vEdge Cloud Router running Viptela OS

NEW QUESTION 242
In a Cisco SD-WAN network, which component is responsible for distributing route and policy information via the OMP?

A. vManage

B. vSmart Controler
C. vBond Orchestrator
D. WAN Edge Router

Answer:. B
Explanation:
T Pien g (o ok o el b oo mhis Bt o B o o o Kbl Aak sbarss e raits snbarmation  Aalbnd CAED rardoe thad 1 Lsseme Froms fhon o s poacbase sond frame s
e Cisco vsmart Controller maintains a centralized route table that stores the route information. called OMP routes. that it leams from the vEdoe routers and from any
bhar Meps et Mantrallore tha Mers CRWAN sssrlaw rebas Racad an tha cranfaired nedisg thailMisrs v rmad Canteallar e Rarae thie ride nbarmaisn waeth
T ' .. o -'\.'-b' :\.: W e e ol Y -.-.' -:l-'- III- II'\..I'\- () o LT o -:-"\-'- 4 ..' ! _. Wil el b :'-I :.' - 4 I..'\. I::IJII.'\.' |'\-I';-:‘I-| I'{:.I! L '."'-r :I ﬂ o BRI .I.'I.II'\- I'-' L 5.«.' 4 II
a r
o fn ukdna notwnrk Aopeae in tha nahune A Hhat thay can Anmm A L ah Athar
£ L El.-I:' YCJOe !-!':'.l-n.- | MY wg e R L 1 -E.ll-'-.l'.': E gL Iy & W | WL I

NEW QUESTION 246
What is the procedure to upgrade all Cisco SD-WAN devices to a recent version?

A. The upgrade is performed for a group of WAN Edge devices first to ensure data-plabe availability when other controllers are updated.
B. The upgrade is performed first on vManage, then on WAN Edge devices, then on vBond and finally on vSmart The reboot must start from WAN Edge devices.

C. Upgrade and reboot are performed first on vManage then on vBond then on vSmar
D. and finally on the Cisco WAN Edge devices.

E. Upgrade and reboot are performed first on vBon

F. then on vSmar

G. and finally on the Cisco WAN Edge devices.

Answer: C

NEW QUESTION 251

Which value is verified in the certificates to confirm the identity of the physical WAN Edge device?
A. Serial Number

B. OTP

C. System-IP

D. Chassis-ID

Answer: A

Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/manage-certificates.html

NEW QUESTION 255

WAN Edge routers are configured manually to use UDP port offset to use nondefault offset values when IPsec tunnels are created. What is the offse range?

A.1-19
B. 0-18
C.0-19
D. 1-18

Answer: C

NEW QUESTION 256

Which alarm setting is configured to monitor serious events that affect but do not shut down, the operation of a network function?
A. Minor

B. Major

C. Medium

D. Critical

Answer: B

NEW QUESTION 258
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Refer to the exhibit.

f e-Llou
Edge-Cloud#
Edge-Cloud# vshell
edge-Cloud:~§ cd /var/log/
Edge-Cloud: /var/log$
edge-Cloud: /var/log} 1s -1
otal 28992
rw-r--r-- 1 root root 1441700 Nov 22 15:13 auth.log
rw-r--r-- 1 basic adm 0 Aug 7 15:29 cloud-init. leg
rwxr-xr-x 2 root root 4096 Nov 22 14:49 confd
rw-r--r-- 1 root root 1896486 Nov 22 14:57 kern. log
rw-r--r-- 1 root root 292292 Aaug 9 22:31 lastlog
rw-r--r-- 1 root root 6197843 Nov 22 15:14 messages
rw-r--r-- 1 root root 10512141 Aug 30 21:00 messages.l
rwxr=xr-x 2 root root 4096 Nov 22 14:48 pdb
rwxr-xr-x 2 quagga quagga 4096 Aug 7 15:29 quagga
rw-r--r-- 1 root root 437 Nov 22 14:48 sw_script_active. lo
rw-r--r-- 1 root root 382 Nov 22 14:48 sw_script_previous. log
rw-r--r-- 1 root root 2004 Nov 22 14:49 sw_script_synccdb. log
- rW-—————~- 1 root root 64064 Nov 22 15:07 tallylog
Irwxr-xr-x 2 root root 60 Nov 22 14:48 tmplog
~-rw-r--r-- 1 root root 6841506 Nov 22 15:14 vconfd
rw-r--r-- 1 root root 184602 Aug 7 15:29 wvdebug
-rw-r--r-- 1 root root 2479511 Nov 22 15:14 wvsyslog
rwxr-xr-x 1 root utmp 49536 Nov 22 15:07 wtmp
vEdge-Cloud: /var/log$
rl Y, - s

Which configuration stops Netconf CLI logging on WAN Edge devices during migration?

logs
audit-disable
netconf-disable

logs
netconf-disable

logaging
disk netconf-disable

legging
disk
audit-disable
netennf-digahle

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/config-cmd.html#wp386725031
Syslog messages related to AAA authentication and Netconf CLI access and usage are placed in the auth.log and messages files. Each time Cisco vManage logs in to
a Cisco vEdge device to retneve statistics and status information and to push files to the router, the router generates AAA and Netconf log messages. S0, over time
thesse messages ¢an fill the log hles. To prevent these messages from flfing the log files, you can disable the logging of AAA and Netconf syslog messages

Device{config)# system aaa logsVigtela(confis-logs)# audit-disableviptela(config-logs)# netconf-disable

NEW QUESTION 261
Refer to the exhibit,

Site 1:
vpn 10
service FW address 1.1.1.1

On vSmart

policy

hists
site-list firewall-sites
site-id 1

apply-policy
site-list firewall-sites control-policy firewall-service ouf

Which configuration routes Site 2 through the firewall in Site 1?

Your Partner of IT Exam visit - https://www.exambible.com



We recommend you to try the PREMIUM 300-415 Dumps From Exambible
exambible https://www.exambible.com/300-415-exam/ (222 Q&AS)

control-policy firewall-service
sequence 10
match route
site-id 2
action accept
set service local
default-action accept

On vSmart
control-policy firewall-service
sequence 10

match route

site-id 2

action accept

set
service FW vpn 10

default-action accept

On v&mart
control-policy firewall-service
sequence 10
match route
site-id 2
action accept
set
service FW vpn 10
service local
default-action accept

On vSmart
control-policy firewall-service
sequence 10

match route

site-id 2

action accept

set service FW vpn 10
default-action accenot

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge-20-x/policies-book/service-c

Here is the configuration procedure

1. On the hub router, provision the firewall serice, specifying the IP address of the firewall device. With this configuration, OMP on the hub router advertises one
service route to the Cisco vamart Controller. The service route contains a number of properties that identify the location of the firewall, ncluding the TLOC of the hub
router and a service [abel of svc-id-1, which identifies the senvice type as a frewall. (As mentioned above, before advertising the route, the device ensures that the
firewall's IP address can be resolved locally)

VO 10

sarvice FW address 1.1

[ o5 ]

On the Cisco vSmart Controller, configure a control policy that redirects data traffic traveling from Site 1 to Site 2 through the Arewall. Then, also on the Cisco vSmart
Controller, apply this policy to Site 1

control-policy firewall-ssrvice

sequance 10

match route
gite-id 2
iction accept
set sarvice FW vpn 10
default-action accept

tabelB e ol B A I
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NEW QUESTION 262
Drag and drop the REST API calls from the left onto the functions on the right.
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GET

Retrieve of read,

Update an object

POST

Create an object

DELETE

Remaove an object

A. Mastered
B. Not Mastered

Answer: A

Explanation:
- GET: Get resource from the server.

- POST: Create resource to the server.
- PATCH or PUT: Update existing resource on the server.

- DELETE: Delete existing resource from the server.

NEW QUESTION 265
Refer to the exhibit

] MOMITOR | AUDIT LOG

Wbl = [FRr e F——

©og

vManage# show certificate installed

Server certificate

.

Certificate:
Data:
Version: 1 (0x0)
Serial Number:
d0:d1:£f0:e0:63:52:c9:3a
Signature Algorithm: sha256WithRSAEncryption

Validity
Not Before: Jul 30 19:42:30 2020 GMT
Not After : Jul 30 19:42:30 2021 GMT

O=vIPtela Inc, CN=vmanage-6842d5cf-ce74-41a0-9££f5-
10e810£9ddab-0.vm
Subject Public Key Info:

Your Partner of IT Exam

Issuer: C=UK, ST=ENG, L=London, O=ABC, CN=SDWAN.lab

Subject: C=US, ST=California, L=San Jose, OU=ABC,
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Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)

A small company was acquired by a large organization As a result, the new organization decided to update information on their Enterprise RootCA and generated
a new certificate using openssl Which configuration updates the new certificate and issues an alert in vManage Monitor | Events Dashboard?
A)

Stept! Gerarate the RootCA Cortficate
openssl x505 -reg -inm vmanage_csr \

-CA ROOTCA pem -CAkey ROOTCA key -CAcreateserial
-out vmanage.crt -days 365 -sha2ié

Step2. Install the RootCA Certificala

vManage > Administration > Settings > Controller Carlificate Authonzation >
J Enterprise Rool Centificato

B)

Stept: Generate the RootCA Certificate

opensal x509 -req -in vmanage_csr \
=CA ROOTCA.pem -CAkey ROOTCA.key -CAcreateserial \
-out vmanage.crt -days 365 -shalSE

Step2: Install the RootCA Certificate

vidanage > Administration > Seltings > Controller Certificate Authonzation >
Symantec Automated (Recommandad)

C)

Step1: Genarate the RootCA Cartificate

vManage : ~Sopenssl req -x309% -new -nodes -key RODTCA.key -
sha236 -days 2000 \
-subj " /C=UK/ST=ENG/L=London/O=XYZ/CH= SDWAN.lab " \
=aut ROOTCA.pam

Step2: Install the RootCA Centificale

vHﬂnﬂgﬂ = Admenistration » Smﬁnq.a » Controfior Certificate Authonzation >
Enterprise Root Certificate

D)

Stepl: Gonorato the RootCA Cortificate

wManagefopanssl req -x309% -naw -nodes -key ROOTCA key -sha25e
~days 2000 %
-subi “/SCsUK/STENG/ LaLondon /OeABC /Ce SDHAN, lak = &
~out ROOTCA. pom

Step2: Install the RoolCA Certficate

vianaga > Administration > Seltings > Controler Certificate Authorization »
Symantec Avtomated (Recommended)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C
Explanation:

7. Generate Root CA certificate named rootca.pem and sign it with rootca.key that was generated on the previous step

£ ppenssl reg -x309 -new -nodes -key rortea.key -sh

1 e AT e s
IEE —-p A5Y =
= o AR S DU ICCTCAa

i
(1]

NEW QUESTION 268
Which policy tracks path characteristics such as loss, latency, and jitter in vManage?
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A. VPN

B. control

C. app-route
D. data

Answer: C

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/applicat

NEW QUESTION 273
The network administrator is configuring a QoS scheduling policy on traffic received from transport side tunnels on WAN Edge 5000 routers at location 406141498
Which command must be configured on these devices?

A. cloud-gos

B. service qos
C. cloud-mis qos
D. mis gos

Answer: A

NEW QUESTION 276
Which issue triggers the Cisco Umbrella resolver to toward DNS requests to the intelligent proxy? Which issue triggers the Cisco Umbrella resolver to toward DNS
requests to the intelligent proxy?

A. A domain is nonexistent.

B. A domain is block-listed.

C. A domain is locally reachable.
D. A domain is grey-listed.

Answer: D

NEW QUESTION 281
An engineer configures policing with a rate of 125 Bps and a burst rate of 8000 bits, as shown here:

policy

policer p1

rate

burst

exceed drop

1

access-list acl1
sequence 1

match

source-ip 2.2.0.0/16
destination-ip 10.1.1.0/24 100.1.1.0/24
destination-port 20 30
protocol 6 17 23

]

action accept
policer p1
i

default-action drop

|

vpn 1

interface ge0/4

description Policy ID: B413:AB8D:76G7::4
ip address 10.20.24.15/24

no shutdown

access-list acl1 out

[ ]

Which configuration completes this task?

A. Configure 125 for rate and 1000 for burst.
B. Configure 1000 for rate and 64000 for burst
C. Configure 125 for rate and 8000 for burst
D. Configure 1000 for rate and 1000 for burst

Answer: D

NEW QUESTION 283

What is a default protocol for control plane connection?
A. IPsec

B. HTTPS
C.TLS
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D. DTLS

Answer: D

NEW QUESTION 285
Which OSPF command makes the WAN Edge router a less preferred exit from a site with a dual WAN Edge design?

A)
vpn vpn-id
router
ospl
area number
range prefix/length
B)
vpn vpn-id
router
ospf
max-metric
C)
vpn vpn-id
router
ospf

area number
no - sSumna ry

D)

wpEn wvpn-—id

router

ospE
area number
g F = 3§
DS = 3 UINmS Y
A. Option A
B. Option B
C. Option C
D. Option D
Answer: B

NEW QUESTION 286
In a customer retail network with multiple data centers, what does the network administrator use to create a regional hub topology?

A. control policy on vManage
B. control policy on vSmart

C. data policy on vSmart

D. app route policy on vSmart

Answer: A

NEW QUESTION 291

An engineer is troubleshooting a vEdge router and identifies a “DCONFAIL — DTLS connection failure” message. What is the problem?
A. certificate mismatch

B. organization mismatch

C. memory issue

D. connectivity issue

Answer: D

Explanation:

https://community.cisco.com/t5/networking-documents/sd-wan-routers-troubleshoot-control-connections/ta-p/38

NEW QUESTION 295
An engineer must apply the configuration for certificate installation to vBond Orchestrator and vSmart Controller. Which configuration accomplishes this task?
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vpn 0

interface ath1
ip address 199.1.1.1/28
tunnel-interface
allow-service sshd
allow-service netconf
no shutdown

.1--

vpn 512

interface ethi
ip address 199.1.1.1/28
tunnel-interface
aAllow-service sshd
allow-service netconf

vpn 0

interface eth
ip address 198.1.1.1/28
tunnel-interface
allow-service sshd
allow-service ntp

L]

vpn 512
interface ethi
ip address 199.1.1.1/28
0. tunnel-interface
allow-service netcont
no allow-service ntp
no allow-service stun

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 299

What is an attribute of TLOC'?

A. encryption

B. local preference
C. tag

D. service

Answer: C

NEW QUESTION 303
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