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NEW QUESTION 1

SDWAN networks capitalize the usage of broadband Internet links over traditional MPLS links to offer more cost benefits to enterprise customers. However, due to
the insecure nature of the public Internet, it is mandatory to use encryption of traffic between any two SDWAN edge devices installed behind NAT gateways. Which
overlay method can provide optimal transport over unreliable underlay networks that are behind NAT gateways?

A.TLS

B. DTLS
C. IPsec
D. GRE

Answer: C

NEW QUESTION 2
Refer to the exhibit.
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An engineer is designing the traffic flow for AS 111. Traffic from AS 111 should be preferred via AS 100 for all external routes. A method must be used that only
affects AS 111. Which BGP attributes are best suited to control outbound traffic?

A. community

B. MED

C. local preference
D. As path

Answer: C

NEW QUESTION 3
Which management category is not part of FCAPS framework?

A. Configuration

B. Security

C. Performance

D. Authentication

E. Fault-management

Answer: D

NEW QUESTION 4
Which two statements describe the hierarchical LAN design model? (Choose two)

A. Itis a well-understood architecture that provides scalability

B. It is the best design for modern data centers

C. It is the most optimal design but is highly complex

D. It provides a simplified design

E. Changes, upgrades, and new services can be introduced in a controlled and stagged manner

Answer: AE

NEW QUESTION 5
Refer to the exhibit.
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There are multiple trees in the Cisco FabricPath All switches in the Layer 2 fabric share the same view of each tree. Which two concepts describe how the

multicast traffic is load-balanced across this topology? (Choose two )

A. A specific (S.G) traffic is not load-balanced
B. All trees are utilized at the same level of the traffic rate
C. Every leaf node assigns the specific (S.G) to the same tree.

D. A specific (S.G) multicast traffic is load-balanced across all trees due to better link utilization efficiency.
E. The multicast traffic is generally load-balanced across all trees

Answer: BD

NEW QUESTION 6

Which relationship between IBGP and the underlying physical topology is true?

A. iBGP full mesh requirement does not dictate any specific network topology.

B. iBGP can worn only on a ring network topology with a link-state protocol like OSPF or IS-IS
C. iBGP full mesh requires an underlying fully meshed network topology.

D. iBGP does not work on a ring network topology even with an underlying IGP.

Answer: A

Explanation:

iBGP peers can be multiple hops away. not like eBGP that needs direct connection (or ebgp-multinop defined). thus, only IP connectivity between two peers is

required for an adjacency to form.

NEW QUESTION 7

Drag and drop the FCAPS network management reference models from the left onto the correct definitions on the right.

Fault Manzgement

ensures that network transit quality remains at acceptable levels

Configuration Management

gathers usage statistics for users and business units

Accounting Management

gathers and stores configuration code from network devices

Performance Management

recognizes, isolates, corrects, and logs events that occur in the

natwork

Security Management

controls access to assets In the network

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Fault Management = Recognize, isolates, corrects, and logs events that occur in the network
Configuration Management = Gathers and stores configration code from network devices
Performance Management= ensures that network transit quality remains at acceptable laevels
Security Management= Controls access to assets in the network

Accounting Management= gathers usage statistics for users and business untts|

NEW QUESTION 8
Which BGP feature provides fast convergence?

A. BGP PIC |

B. BGP-EVPN

C. BGP FlowSpec
D. BGP-LS

Answer: A

NEW QUESTION 9
Company XYZ has 30 sites running a legacy private WAN architecture that connects to the Internet via multiple high- speed connections The company is now
redesigning their network and must comply with these design requirements :

> Use a private WAN strategy that allows the sites to connect to each other directly and caters for future expansion.
> Use the Internet as the underlay for the private WAN.

> Securely transfer the corporate data over the private WAN.
Which two technologies should be Incorporated into the design of this network? (Choose two.)

A. S-VTI

B. IPsec

C. DMVPN
D. GET VPN
E. PPTP

Answer: BC

NEW QUESTION 10
Drag and drop the multicast protocols from the left onto the current design situation on the right.

PIM-5M, S5M, BIDIR IPvdg Group Management
PIM-DM, PIM-SM, SSM, BIDIR IPvd Forwarding
IGMP IPv4 Interdomain Source Discovery
MSDP 1Pv6 Group Management
MLD IPvE Forwarding
A. Mastered
B. Not Mastered
Answer: A
Explanation:
A picture containing table Description automatically generated
IPv4:

Host Registration - IGMP

Router Registration - PIM-DM, PIM-SM, SSM, BIDIR Inter-Domain Source Discovery - MSDP
IPv6:

Host Registration - MLD

Router Registration - PIM-SM, SSM, BIDIR

NEW QUESTION 10

A business requirement stating that failure of WAN access for dual circuits into an MPLS provider for a Data Centre cannot happen due to related service credits
that would need to be paid has led to diversely routed circuits to different points of presence on the providers network? What should a network designer also
consider as part of the requirement?
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A. Provision of an additional MPLS provider

B. Out of band access to the MPLS routers

C. Ensuring all related remote branches are dual homed to the MPLS network
D. Dual PSUs & Supervisors on each MPLS router

Answer: A

NEW QUESTION 15

An engineer is designing the QoS strategy for Company XYZ. Based on initial analysis, a lot of scavenger type of traffic is traversing the network's 20Mb Internet
link toward the service provider. The new design must use a QoS technique that limits scavenger traffic to 2 Mbps, which helps avoid oversubscription of the link
during times of congestion. Which QoS technique can be used to facilitate this requirement?

A. class-based traffic policing
B. LLQ

C. CBWFQ

D. class-based traffic shaping

Answer: C

NEW QUESTION 19

Identity and access management between multiple users and multiple applications has become a mandatory requirement for Company XYZ to fight against ever
increasing cybersecurity threats. To achieve this, federated identity services have been deployed in the Company XYZ network to provide single sign-on and Multi-
Factor Authentication for the applications and services. Which protocol can be used by Company XYZ to provide authentication and authorization services?

A. OAuth2

B. OpenID Connect
C. OpenID

D. SAML2.0

Answer: D

NEW QUESTION 21
Which Interconnectivity method offers the fastest convergence in the event of a unidirectional issue between three Layer 3 switches connected together with
routed links in the same rack in a data center?

A. Copper Ethernet connectivity with BFD enabled
B. Copper Ethernet connectivity with UDLD enabled
C. Fiber Ethernet connectivity with BFD enabled

D. Fiber Ethernet connectivity with UDLD enabled

Answer: C

NEW QUESTION 25
Which two possible drawbacks should you consider when introducing Network Functions Virtualization in a network design? (Choose two)

A. Bandwidth utilization increases

B. Traffic flows are suboptimal

C. High-end routers are required to support NFV

D. OpenFlow must be supported in the network

E. An SDN orchestration layer is required to support NFV

Answer: CE

NEW QUESTION 26
You are designing the QoS policy for a company that is running many TCP-based applications. The company is experiencing tail drops for these applications. The
company wants to use a congestion avoidance technique for these applications. Which QoS strategy can be used to fulfill the requirement?

A. weighted fair queuing

B. weighted random early detection
C. low-latency queuing

D. first-in first-out

Answer: C

NEW QUESTION 31

The network team in XYZ Corp wants to modernize their infrastructure and is evaluating an implementation and migration plan to allow integration MPLS-based,
Layer 2 Ethernet services managed by a service provider to connect branches and remote offices. To decrease OpEx and improve

response times when network components fail, XYZ Corp decided to acquire and deploy new routers. The network currently is operated over E1 leased lines (2
Mbps) with a managed CE service provided by the telco.

Drag and drop the implementation steps from the left onto the corresponding targets on the right in the correct order.
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Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Explanation:
Table Description automatically generated

NEW QUESTION 33

Company XYZ wants to use the FCAPS ISO standard for network management design. The focus of the

design should be to monitor and keep track of any performance issues by continuously collecting and analyzing statistical information to monitor, correct, and
optimize any reduced responsiveness across the network. Which layer accomplishes this design requirement?

A. fault management

B. accounting management
C. performance management
D. security management

Answer: C

NEW QUESTION 35
A European national bank considers migrating its on-premises systems to a private cloud offering in a non-European location to significantly reduce IT costs. What
is a primary factor prior to migration?

A. data governance
B. additional latency
C. security

D. cloud connectivity

Answer: A

NEW QUESTION 37

Company XYZ Is running a redundant private WAN network using OSPF as the underlay protocol The current design accommodates for redundancy In the
network, but it Is taking over 30 seconds for the network to reconverge upon failure Which technique can be Implemented In the design to detect such a failure in a
subsecond?

A. STP

B. fate sharing
C. OSPF LFA
D. BFD

E. flex links

NEW QUESTION 42
Company XYZ network runs IPv4 and IPv6 and they want to Introduce a multidomain, multicast-based network. The new design should use a flavor of PIM that
forwards traffic using SPT. Which technology meets this requirement?

D. BIDIR-PIM

Answer: C
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NEW QUESTION 45

Company XYZ is migrating their existing network to IPv6 and they must plan for Layer 2 and Layer 3 devices Some of the access layer switches do not support
IPv6, however, core and distribution switches fully support unicast and multicast routing. The company wants to minimize cost of the migration. Which migration
strategy should be used in the design?

A. The access layer switches must support IGMP snooping at a minimu

B. Any switches that do not support IGM snooping must be replaced.

C. Upgrade the nonsupporting switches Otherwise, it will cause an issue with the migration.

D. Layer 2 switches will not affect the implementation of IPv6. They can be included in the design in their current state.
E. The access layer switches must support DHCPv6. Any switches that do not support DHCPv6 must be replaced.

Answer: C

NEW QUESTION 50
An architect prepares a network design for a startup company. The design must be able to meet business requirements while the business grows and divests due
to rapidly changing markets. What is the highest priority in this design?

A. The network should be hierarchical

B. The network should be modular.

C. The network should be scalable.

D. The network should have a dedicated core.

Answer: A

NEW QUESTION 53
Which two statements describe the usage of the IS-IS overload bit technique? (Choose two )

A. If overload-bit is set on a Level 2 intermediate system, the other Level 2 intermediate systems in thetopology will stop using the overloaded IS to forward Level 2
traffic However, the intermediate system can still forward Level 1 traffic

B. It can be set in intermediate systems (IS-1S routers) to prioritize control plane CSNP packets.

C. It can be used to automatically synchronize the link-state database between Level 1 intermediate systems

D. It can be set in intermediate systems (IS-IS routers) to avoid traffic black holes until routing protocols are fully converged after a reload operation.

E. It can be set in intermediate systems (IS-1S routers) to attract transit traffic from other intermediate systems

Answer: AD

NEW QUESTION 57
Which undesired effect of increasing the jitter compensation buffer is true?

A. The overall transport jitter decreases and quality improves.

B. The overall transport jitter increases and quality issues can occur.
C. The overall transport delay increases and quality issues can occur.
D. The overall transport delay decreases and quality improves.

Answer: C

NEW QUESTION 61
A customer migrates from a traditional Layer 2 data center network into a new SDN-based. spine-and-leaf VXLAN EVPN data center within the same location. The
networks are joined to enable host migration at Layer 2 Which activity should be completed each time a legacy network is migrated?

A. The migrated VLAN should be pruned from the Layer 2 interconnects.

B. The migrated network should have a VXLAN VNID configured within the new network.
C. The migrated network should be advertised to the EVPN network as a Type 2 network.
D. The migrated network should be added to the EVPN BGP routing.

Answer: C

NEW QUESTION 64
Which effect of using ingress filtering to prevent spoofed addresses on a network design is true?

A. It reduces the effectiveness of DDoS attacks when associated with DSCP remarking to Scavenger.
B. It protects the network Infrastructure against spoofed DDoS attacks.

C. It Classifies bogon traffic and remarks it with DSCP bulk.

D. It filters RFC 1918 IP addresses.

Answer: B

NEW QUESTION 66

Which function is performed at the access layer of the three-layer hierarchical network design model?
A. fault isolation

B. QoS classification and marking boundary

C. reliability

D. fast transport

E. redundancy and load balancing

Answer:
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B

NEW QUESTION 70
Organizations that embrace Zero Trust initiatives ranging from business policies to technology infrastructure can reap business and security benefits. Which two
domains should be covered under Zero Trust initiatives? (Choose two)

A. workload

B. work domain
C. workplace
D. workgroup
E. workspace

Answer: AC

NEW QUESTION 75
A company requires an RPO of less than 10 seconds to ensure business continuity. Which technology should be deployed?

A. geographically dispersed data centers with asynchronous replication

B. a single data center with duplicated infrastructure, dual PSUs, and a UPS
C. geographically dispersed data centers with synchronous replication

D. a single data center with duplicated infrastructure and dual PSUs

Answer: C

NEW QUESTION 77
You have been tasked with designing a data center interconnect as part of business continuity You want to use FCoE over this DCI to support synchronous
replication. Which two technologies allow for FCoE via lossless Ethernet or data center bridging? (Choose two.)

A. DWDM

B. EOMPLS

C. SONET/SDH

D. Multichassis EtherChannel over Pseudowire
E. VPLS

Answer: AC

NEW QUESTION 80
Company XYZ has a multicast domain that spans across multiple autonomous systems. The company wants to choose a technology that provides simplified and
controlled approach to interconnecting the multicast domains. Which technology is the best fit for this purpose?

A. MSDP

B. PIM SSM

C. MPLS

D. PIM sparse mode

Answer: A

NEW QUESTION 85

A network architect in an enterprise is designing a network policy for certain database applications. The goal of the policy is to allow these applications to access
the internet directly, whereas other user and network applications that communicate with systems or users outside their own network must be routed through the
data center. The focus is on achieving higher availability and a better user experience for the database applications, but switching between different network paths
based on performance characteristics must be supported.

Which solution meets these requirements?

A. MPLS L3VPN with QoS

B. Cloud onRamp for laaS

C. Cloud onRamp for SaaS
D. MPLS direct connect

Answer: C

Explanation:
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-cloud-onramp-saas-fag-ct

NEW QUESTION 87
Two routers R1 and R2 are directly connected through an Ethernet link. Both routers are running OSPF over the Ethernet link and OSPF has been registered with
BFD. R1 has been set up to transmit BFD at a 50 ms interval, but R2 can receive only at a 100 ms rate due to platform limitations. What does this mean?

A. After the initial timer exchang

B. R2 sets its transmission rate to the R1 Desired Min TX interval

C. After the initial timer exchang

D. R1 sets its transmission rate to the R2 Required Min RX interval

E. Timers renegotiate indefinitely, so the timer exchange phase never converges

F. R2 sets the P-bit on all BFD control packets until R2 sends a packet with the F-bit set

Answer: B
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NEW QUESTION 90
Which technology is an open-source infrastructure automation tool that automates repetitive tasks for users who work in networks such as cloud provisioning and
intraservice orchestration?

A. Ansible
B. Contrail
C. Java
D. Jinja2

Answer: A

NEW QUESTION 93
Which two factors must be considered for high availability in campus LAN designs to mitigate concerns about unavailability of network resources? (Choose two.)

A. device resiliency
B. device type

C. network type

D. network resiliency
E. network size

Answer: AD

NEW QUESTION 98
What are two primary design constraints when a robust infrastructure solution is created? (Choose two.)

A. monitoring capabilities
B. project time frame

C. staff experience

D. component availability
E. total cost

Answer: BE

NEW QUESTION 99
Which mechanism enables small, unmanaged switches to plug into ports of access switches without risking switch loops?

A. PortFast

B. UDLD

C. Root guard
D. BPDU guard

Answer: D

NEW QUESTION 104
Which two types of planning approaches are used to develop business-driven network designs and to facilitate the design decisions? (Choose two)

A. cost optimization approach

B. strategic planning approach

C. modular approach

D. tactical planning approach

E. business optimization approach

Answer: BD

NEW QUESTION 106

A legacy enterprise is using a Service Provider MPLS network to connect its head office and branches. Recently, they added a new branch to their network. Due to
physical security concerns, they want to extend their existing IP CCTV network of the head office to the new branch, without any routing changes in the network.
They are also under some time constraints. What is the best approach to extend the existing IP CCTV network to the new branch, without incurring any IP address
changes?

A. L2TPv3
B. VXLAN
C. EoMPLS

Answer: B

NEW QUESTION 111

Company XYZ has two routing domains in their network, EIGRP and OSPF. The company wants to provide full reachability between the two domains by
implementing redistribution on a router running both protocols. They need to design the redistribution in a way that the OSPF routers will see link costs added to
external routes. How must the redistribution strategy be designed for this network?

A. Redistribute using metric type 2 into OSPF.
B. Redistribute using metric type 1 into OSPF.
C. Redistribute using metric type 1 into EIGRP.
D. Redistribute using metric type 2 into EIGRP.

Answer:
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B

Explanation:
https://www.ciscopress.com/articles/article.asp?p=27573&seqNum=4#.~:text=Routes%20are%20redistributed%

NEW QUESTION 115
Company XYZ has implemented policy-based routing in their network. Which potential problem must be kept in mind about network reconvergence and PBR?

A. It can limit network scalability

B. It can create microloops during reconvergence
C. It increases convergence time.

D. It reduces convergence time.

Answer: B

NEW QUESTION 118
Refer to the exhibit.

Data Center Core

Layer 3

T T

Layer 2

AcCcess

Your company designed a network to allow server VLANSs to span all access switches in a data center In the design, Layer 3 VLAN interfaces and HSRP are
configured on the aggregation switches Which two features improve STP stability within the network design? (Choose two.)

A. BPDU guard on access ports

B. BPDU guard on the aggregation switch downlinks toward access switches
C. root guard on the aggregation switch downlinks toward access switches

D. root guard on access ports

E. edge port on access ports

F. access switch pairs explicitly determined to be root and backup root bridges

Answer: AE

NEW QUESTION 119
A business customer deploys workloads in the public cloud. Now the customer network faces governance issues with the flow of IT traffic and must ensure the
security of data and intellectual property. Which action helps to identify the issue for further resolution?

A. Set up a secure tunnel from customer routers to ensure that traffic is protected as it travels to the cloud service providers.
B. Send IPFIX telemetry data from customer routers to a centralized collector to identify traffic to cloud service providers

C. Build a zone-based firewall policy on Internet edge firewalls that collects statistics on traffic sent to cloud service providers
D. Apply workload policies that dictate the security requirements to the workloads that are placed in the cloud.

Answer: B

NEW QUESTION 120
Which two mechanisms avoid suboptimal routing in a network with dynamic mutual redistribution between multiple OSPFv2 and EIGRP boundaries? (Choose
two.)

. AD manipulation

. matching OSPF external routes
. route tagging

. route tagging

. route filtering

. matching EIGRP process ID

TmooOm>

Answer: DE

Explanation:
https://www.cisco.com/c/en/us/support/docs/ip/enhanced-interior-gateway-routing-protocol-eigrp/8606-redist.ht

NEW QUESTION 121
What is the most important operational driver in building a resilient and secure modular network design?

A. Dependencies on hardware or software that is difficult to scale
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B. Minimize app downtime
C. Reduce the frequency of failures requiring human intervention
D. Increase time spent on developing new features

Answer: B

NEW QUESTION 122
Retef to the exhibit.

W -

" EIGRP 111
1000 Roules

EIGRP 222
100 Routes

This network is running OSPF and EIGRP as the routing protocols Mutual redistribution of the routing protocols has been contoured on the appropriate ASBRs The
OSPF network must be designed so that flapping routes m EIGRP domains do not affect the SPF runs within OSPF The design solution must not affect the way
EIGRP routes are propagated into the EIGRP domains Which technique accomplishes the requirement?

A. route summarization the ASBR interfaces facing the OSPF domain
B. route summarization on the appropriate ASBRS.

C. route summarization on the appropriate ABRS.

D. route summarization on EIDRP routers connecting toward the ASBR

Answer: B

NEW QUESTION 125
A company plans to use BFD between its routers to detect a connectivity problem inside the switched network. An IPS is transparently installed between the
switches. Which packets shold the IPS forward for BFD to work under all circumstances?

A. Fragmented packet with the do-not-fragment bit set

B. IP packets with broadcast IP source addresses

C. IP packets with the multicast IP source address

D. IP packet with the multicast IP destination address

E. IP packets with identical source and destination IP addresses
F. IP packets with the destination IP address 0.0.0.0.

Answer: E

NEW QUESTION 129
Which two foundational aspects of 0T are still evolving and being worked on by the industry at large? (Choose two)

A. WiFi protocols

B. Regulatory domains

C. Low energy Bluetooth sensors
D. IoT consortia

E. Standards

Answer: AC

NEW QUESTION 132
Which two advantages of using DWDM over traditional optical networks are true? (Choose two.)

A. inherent topology flexibility and service protection provided without penalty through intelligent oversubscription of bandwidth reservation
B. ability to expand bandwidth over existing optical Infrastructure

C. inherent topology flexibility with built-in service protection

D. inherent topology flexibility with intelligent chromatic dispersion

E. inherent topology flexibility with a service protection provided through a direct integration with an upper layer protocol
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Answer: BC

NEW QUESTION 133
The Company XYZ network is experiencing attacks against their router. Which type of Control Plane Protection must be used on the router to protect all control
plane IP traffic that is destined directly for one of the router interfaces?

A. Control Plane Protection host subinterface

B. Control Plane Protection main interface

C. Control Plane Protection transit subinterface

D. Control Plane Protection CEF-exception subinterface

Answer: A

NEW QUESTION 136
Which architecture does not require an explicit multicast signaling protocol, such as PIM or P2ZMP, to signal the multicast state hop-by-hop, but instead uses a link
state protocol to advertise the multicast forwarding state?

A. Binary indexed explicit routing

B. Binary intermediate enhanced routing
C. Bit indexed explicit replication

D. Bi-directional implicit replication

Answer: C

NEW QUESTION 138
A green data center is being deployed and a design requirement is to be able to readily scale server virtualization Which IETF standard technology can provide this
requirement?

A. data center bridging

B. unified fabric

C. Transparent Interconnection of Lots of Links
D. fabric path

Answer: C

NEW QUESTION 140
Refer to the exhibit.

gy HQ
!

Service Provider
MPLS Cloud

Site-X 10.10.10.10 )
Site-Y 10.10.20.20

An architect must design an enterprise WAN that connects the headquarters with 22 branch offices. The number of remote sites is expected to triple in the next
three years. The final solution must comply with these requirements:

> Only the loopback address of each of the enterprise CE X and Y routers must be advertised to the interconnecting service provider cloud network.
> The transport layer must carry the VPNv4 label and VPN payload over the MP-BGP control plane.

> The transport layer must not be under service provider control.
Which enterprise WAN transport virtualization technique meets the requirements?

A. EIGRP Over the Top

B. MPLS over BGP over multipoint GRE
C. DMVPN per VRF

D. point-to-point GRE per VRF

Answer: B
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NEW QUESTION 142
Which two statements describe network automation and network orchestration? (Choose two.)

A. Network automation does not provide governance or policy management.

B. Network automation spans multiple network services, vendors, and environments.

C. Network orchestration is done through programmatic REST APIs enabling automation across devices and management platforms.
D. Provisioning network services is an example of network automation.

E. Network orchestration is used to run single, low-level tasks without human intervention

Answer: AC

NEW QUESTION 146
Refer to the exhibit.

u
OSPF [ OSPF S
o Yo

Area ()

A customer runs OSPF with Area 5 between its aggregation router and an internal router When a network change occurs in the backbone. Area 5 starts having
connectivity issues due to the SPF algorithm recalculating an abnormal number of times in Area 5 You are tasked to redesign this network to increase resiliency on
the customer network with the caveat that Router B does not support the stub area How can you accomplish this task*?

A. Increase the bandwidth on the connection between Router A and Router B

B. Implement LSA filtering ontheAB, allowing summary routes and preventing more specific routes into Area 5
C. Create a virtual link to Area 0 from Router B to the ABR

D. Turn on LSA throttling on all devices in Area 5

E. Set Area 5 to stubby at the ABR anyway

Answer: B

NEW QUESTION 150
Company XYZ is designing the 1S-IS deployment strategy for their multiarea 1S-IS domain. They want I1S-IS neighbour relationships to be minimized on each
network segment and want to optimize the size of the IS-IS LSDB on each router. Which can design can be used to meet these requirements?

A. Design all routers as Level 2 router

B. Set the links between the routers as Level 1 with the area

C. Design the network so that the routers connecting to other areas are Level 2 routers and internal routers are Level 1

D. Design the network so that all routers are Level 1 routers

E. Design the network so that the routers connecting to other areas are Level 1/Level 2 routers and internal routers are Level 1

Answer: D

NEW QUESTION 152
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