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NEW QUESTION 1
What are two benefits of network automation? (Choose two)

A. reduced operational costs

B. reduced hardware footprint

C. faster changes with more reliable results
D. fewer network failures

E. increased network security

Answer: AC
NEW QUESTION 2
Which set of action satisfy the requirement for multifactor authentication?

A. The user swipes a key fob, then clicks through an email link

B. The user enters a user name and password, and then clicks a notification in an authentication app on a mobile device
C. The user enters a PIN into an RSA token, and then enters the displayed RSA key on a login screen
D. The user enters a user name and password and then re-enters the credentials on a second screen

Answer: A

NEW QUESTION 3

An email user has been lured into clicking a link in an email sent by their company's security organization. The webpage that opens reports that it was safe but the

link could have contained malicious code. Which type of security program is in place?

A. Physical access control
B. Saocial engineering attack
C. brute force attack

D. user awareness

Answer: B

NEW QUESTION 4
Which type of address is the public IP address of a NAT device?

. outside global
. outsdwde local
. inside global

. insride local

. outside public
. inside public

TmooOm>

Answer: C

NEW QUESTION 5

in Which way does a spine and-leaf architecture allow for scalability in a network when additional access ports are required?

A. A spine switch and a leaf switch can be added with redundant connections between them
B. A spine switch can be added with at least 40 GB uplinks

C. A leaf switch can be added with a single connection to a core spine switch.

D. A leaf switch can be added with connections to every spine switch

Answer: D

NEW QUESTION 6
Refer to the exhibit.

ip Arp inspsacrion viam 2
interface fastethernet 0/1
F'H'.::.":_,-.A:."T. mEOds ACCASS

switchpart Access vianm 2

What is the effect of this configuration?

A. The switch port interface trust state becomes untrusted

B. The switch port remains administratively down until the interface is connected to another switch
C. Dynamic ARP inspection is disabled because the ARP ACL is missing

D. The switch port remains down until it is configured to trust or untrust incoming packets
Answer: A

NEW QUESTION 7

How do TCP and UDP differ in the way that they establish a connection between two endpoints?

A. TCP uses synchronization packets, and UDP uses acknowledgment packets.
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B. UDP uses SYN, SYN ACK and FIN bits in the frame header while TCP uses SYN, SYN ACK and ACK bits
C. UDP provides reliable message transfer and TCP is a connectionless protocol
D. TCP uses the three-way handshake and UDP does not guarantee message delivery

Answer: D

NEW QUESTION 8

An engineer must configure a/30 subnet between two routers. Which usable IP address and subnet mask combination meets this criteria?
interface 0/0

description to HQ-A371:10875

ip address 172.16.1.4 255.255.255.248

interface &0/0
description to HQ-A371:10975
ip address 10.2.1.3 255.255.255.252

interface 0/0
description to HQ-AJ371:10875
ip address 192.168.1.1 255.255.255.248

interface «0/0
description to HQ-A3T1:10875
ip address 209.165.201.2 255.255.2565.252

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 9
What is a benefit of using a Cisco Wireless LAN Controller?

A. Central AP management requires more complex configurations
B. Unique SSIDs cannot use the same authentication method

C. It supports autonomous and lightweight APs

D. It eliminates the need to configure each access point individually

Answer: D

NEW QUESTION 10
Which attribute does a router use to select the best path when two or more different routes to the same destination exist from two different routing protocols.

A. dual algorithm

B. metric

C. administrative distance
D. hop count

Answer: D

NEW QUESTION 10
Refer to Exhibit.

SW2

vip domain cisceo

vip mode TrAanSparent

vip password ciscotest

interface fastethernet/1
descriprion connecTioh To Swl
switchport mode trunk
switchport trunk sncapsulation dotlg

How does SW2 interact with other switches in this VTP domain?

A. It processes VTP updates from any VTP clients on the network on its access ports.

B. It receives updates from all VTP servers and forwards all locally configured VLANSs out all trunk ports
C. It forwards only the VTP advertisements that it receives on its trunk ports.

D. It transmits and processes VTP updates from any VTP Clients on the network on its trunk ports

Answer: C

NEW QUESTION 11

Which two encoding methods are supported by REST APIs? (Choose two)
A. YAML

B. JSON

C. EBCDIC
D. SGML
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E. XML

Answer: AE

NEW QUESTION 14
What is the default behavior of a Layer 2 switch when a frame with an unknown destination MAC address is received?

A. The Layer 2 switch drops the received frame

B. The Layer 2 switch floods packets to all ports except the receiving port in the given VLAN.

C. The Layer 2 switch sends a copy of a packet to CPU for destination MAC address learning.

D. The Layer 2 switch forwards the packet and adds the destination MAC address to its MAC address table

Answer: B

NEW QUESTION 19
Refer to the exhibit.

ip Arp inspection vian 5-10

interface fastethernet 0/1
switchport mode access
switchpart access wlan 5

What is the effect of this configuration?

A. All ARP packets are dropped by the switch

B. Egress traffic is passed only if the destination is a DHCP server.

C. All ingress and egress traffic is dropped because the interface is untrusted

D. The switch discard all ingress ARP traffic with invalid MAC-to-IP address bindings.

Answer: D

NEW QUESTION 24
Refer to the exhibit.

R2#show ip nat translations

Pro Inside global Inside local Outside local Outside global
tep 172.23.104.3:43268 10.4.4.4:43268 172.23.103,10:23 172.23.103.10:23
tep 172.23.104.4:45507 10.4.4.5:45507 172.23.103.10:80 172.23.103.10:80

An engineer configured NAT translations and has verified that the configuration is correct. Which IP address is the source IP?

A.10.4.4.4
B.10.4.4.5
C.172.23.103.10
D. 172.23.104.4

Answer: C

NEW QUESTION 26
Refer to the exhibit.

Rl§ show 1p route

192 168.16.0/26 [90/2679326] wvwia 152.168.1.1
192 168 . 16.0/24 [120/3) wvia 192 168.1.2
192.168.16.0/21 [110/2) via 1592 .168.1.3

Ll 192 168 .16.0/27 [115/30] wvia 192 168.1. 4

=0 W0

Which route does R1 select for traffic that is destined to 192 168.16.2?
A. A.-192.168.16.0/21B.192.168.16.0/24C.192.168 26.0/26D.192.168.16.0/27

Answer: B

NEW QUESTION 31
Refer to the exhibit.
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10 10,10 16/30 Internet

Firewall

MLS1

S1
Rl¥sh 1p zo
bateway oI last resort 1is 10.10.10.18 To network D.0.U. 1
10.0.0.0/8 is variably subnettaed, 4 subnets, 3 masks
C 10.10.10.0/30 1s directly connected, FastEthernet(/1l
C 10,10,13.0/25 [110/657¢€] wia 10.10.10.1, DE:58:21, FastEthernet(/1
e 10.10.10.18/30 15 directly connected, FastEthernetl( /<4
C 10.10.13.144/28 [110/110) wia 10.10.10.1, 0€:58:21, FastEthernet(/1
B* 0.0.0.0/0 [20/0] via 10.10.10.18, 01:17:5¢
Which type of route does R1 use to reach host 10.10.13.10/327?
A. floating static route
B. host route
C. default route
D. network route
Answer: D
NEW QUESTION 33
Refer to the exhibit.
Web Server
M =y B == N
R =
.—JI R — ‘%
i - L £ - R - 1 g
(EEE N il oo IP address
10 30 0 100724
VLAN 20 |
5 | | Swit
Switch A | J Switch B
—_ | Int VLAN 10 - ip address 10 10 0 0:24
VIAN1O — Int VLAN 20 — ip address 10 200024
Int VLAN 30 - ip address 10.30 0 .0/24

A network engineer must block access for all computers on VLAN 20 to the web server via HTTP All other computers must be able to access the web server
Which configuration when applied to switch A accomplishes this task?
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config t

ip access-list extended wwwblock
deny tcp any host 10.30.0.100 =g 80
int vlan 10

ip access-group wWwwWwwblock in

config t

ip access-1ist extended wwwblock
deny tcp any host 10.30.0.100 eg 80
permit ip any any

int vlan 20

ip access-group wwwblock in

config t

ip access-list extended wwwblock
permit ip any any

deny tcp any host 10.30.0.100 eg 80
int vlan 30

ip access—-group wWwwwblock in

contig t

ip access-list extended wwwblock
permit ip any any

deny tcp any host 10.30.0.100 eq 80
int wvlan 20

ip access-group wwwblock in

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 34

Two switches are connected and using Cisco Dynamic Trunking Protocol SW1 is set to Dynamic Desirable What is the result of this configuration?

A. The link is in a down state.

B. The link is in an error disables state
C. The link is becomes an access port.
D. The link becomes a trunk port.

Answer: D

NEW QUESTION 35

Which mode allows access points to be managed by Cisco Wireless LAN Controllers?
A. autonomous

B. lightweight

C. bridge

D. mobility express

Answer: B

NEW QUESTION 38
Refer to the exhibit.
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Router#

Device ID

10.1.1.2 Gig37/3
10.1.1.2 Gig37/1
10.1.1.2 Gig 36/41
10.1.1.2 Gig36/43
10.1.1.2 Ten3/2
10.1.1.2 Ten4/2

176
174
134
134
132
174

&/

RI
RI
RI
RI
RI
RI

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, | - IGMP, r - Repeater, P - Phone,
D - Remote, C - CVTA, M - Two-port Mac Relay

Local Intrfce Holdtme Capability Platform Port ID

CPT 600 Gig36/41
CPT 600 Gig36/43
CPT 600 Gig37/3
CPT 600 Gig37/1
CPT 600 Ten 4/2
CPT 600 Ten 3/2

Which command provides this output?
A. show ip route

B. show ip interface

C. show interface

D. show cdp neighbor

Answer: D

NEW QUESTION 40

Which two tasks must be performed to configure NTP to a trusted server in client mode on a single network device? (Choose two)

A. Enable NTP authentication.
B. Verify the time zone.
C. Disable NTP broadcasts

D. Specify the IP address of the NTP server

E. Set the NTP server private key

Answer: DE

NEW QUESTION 43

Which result occurs when PortFast is enabled on an interface that is connected to another switch?

A. Spanning tree may fail to detect a switching loop in the network that causes broadcast storms
B. VTP is allowed to propagate VLAN configuration information from switch to switch automatically.
C. Root port choice and spanning tree recalculation are accelerated when a switch link goes down

D. After spanning tree converges PortFast shuts down any port that receives BPDUs.

Answer: A

NEW QUESTION 45

Which network allows devices to communicate without the need to access the Internet?

A.1729.0.0/16

B. 172.28.0.0/16

C. 192.0.0.0/8

D. 209.165.201.0/24

Answer: D

NEW QUESTION 48
Refer to the exhibit.
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Router2 — S

RouterZ2show ip route
Gateway of last resort is not set

10.0.0.0/8 is vanably subnetied, 4 subnets, 2 masks
C 10.10.10.8/30 is directly connected. FastEthernet(/2
C 10 10.10 12/30 1s dwectly connected, FastEthemet(/1
O 10.10.13.0/25[110/11] via 10.10.10.9, 00:00.03, FastEthemet0/2
[110/11] via 10.10.10.13, 00:00:03, FastEthemet()/1
C 10 10.10 4/30 1s directly connected, FastEthemnet(/2

If OSPF is running on this network, how does Router 2 handle traffic from Site B to 10.10.13/25 at Site A?

A. It sends packets out of interface Fa0/2 only.
B. It sends packets out of interface Fa0/1 only.
C. It cannot send packets to 10.10.13 128/25

D. It load-balances traffic out of Fa0/1 and Fa0/2

Answer: D

NEW QUESTION 52

When a site-to-site VPN is used, which protocol is responsible for the transport of user data?
A. IKEv2

B. IKEv1

C. IPsec

D. MD5

Answer: C

NEW QUESTION 57

A router running EIGRP has learned the same route from two different paths Which parameter does the router use to select the best path?

A. cost

B. adminstrative distance
C. metric

D. as-path

Answer: C

NEW QUESTION 59
Refer to the exhibit.

Fl§ show ip route | begin gatewvay
Gateway of last resort is 209 .165.200.24€ to network 0.0.0.0
& 0.0.0.0/0 [1/0] wia 209, 185 200, 2468, Seriald/S/1l/0

is directly connected, Sariald/l1/0

172.16.0.0/16 is variably subnetted, 3 subnets, 31 masks

5 172.16.0.0/24 [1/0] wia 207.165 200 250,

[ =]

172.

172.
0%
209
209,
209
Z09.

¥} L=}

[ i 3

16.0.128/25
16.0.1%2/29

163
185
1€3
163
165

200
200
L2000,

200
200

248,730
245732
232730
253732

is directly connected
is directly connected

iz directly connected,
is directly connectsd,

Sariald/0/0

[110/38443) wia Z07.165.200.254, 00:00:23,
[90/3184439) wia 207.1635 200.234, 00:00:25,
0/24 is variably subnetted, 4

subnets, 2 masks
Sariald/o 0
Sariald/fo/0
Serialld/jorl
Sarislid/fo 1

Sariald/0o/s1
Seriald/fo/1

With which metric was the route to host 172.16.0.202 learned?

A. 110
B. 38443
C. 3184439

Answer: C

NEW QUESTION 62
Refer to the exhibit.
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C 10.0.0.0/24 1= directly
L 10.0.0.2/32 1is directly
C 10.13.0.0/44 18 direcrly
L 10.13.0.2/32 is directly

cannected,
connected .
connastad
connected,

Gateway of last resort is 10.12.0.1 to network ©0.0.0.0

OvE2 0.0.0.0/0 [110/1] wia 10.02 . 0.1, 00:00:01, GigabitEthernet0/0

10.0.0.0/8 1is variably subnetted, 2 subnets, Z masks

GigabitEctharnatl,/0
GigabitEtharnat0/0
GiganbitEtharnatl/l
GigabitEtherneti/1

If configuring a static default route on the router with the ip route 0.0.0.0 0.0.0.0 10.13.0.1 120 command how does the router respond?

A. It ignores the new static route until the existing OSPF default route is removed

B. It immediately replaces the existing OSPF route in the routing table with the newly configured static route
C. It starts load-balancing traffic between the two default routes

D. It starts sending traffic without a specific matching entry in the routing table to GigabitEthernetO/1

Answer: D

NEW QUESTION 67
Refer to the Exhibit.

VLANS9

Switch 1
==/ 20k

_""'f chas l‘:‘:‘i‘:‘\t‘_

PC A

Swilch 7

G0/1 S

VLAN 99

SRR

PC oS

Swilch 1

Swich /2

|

M

o~

After the switch configuration the ping test fails between PC A and PC B Based on the output for switch 1. which error must be corrected?

A. There is a native VLAN mismatch

B. Access mode is configured on the switch ports.

C. The PCs are m the incorrect VLAN
D. All VLANs are not enabled on the trunk

Answer: A

NEW QUESTION 69

Which API is used in controller-based architectures to interact with edge devices?
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A. overlay

B. northbound
C. underlay

D. southbound

Answer: D

NEW QUESTION 70
Drag and drop the functions from the left onto the correct network components on the right

DHCP Server
hoids the TCP/IP setngs to be dstnbutad 10 the dents
resoives web URLs to IP aggresses
stores 3 kst of TP addresses mapped 1o names
asS0nS 3 0efault gateway 10 3 Chent TS
assgns [P addresses to enabed chents
A. Mastered
B. Not Mastered
Answer: A
Explanation:
DHCP Server
| I
haids the TCP/IP settings to be dstnbuted to the chents | | holgs the TCP'IP semings 1o De dstnDutad 10 the chents

resoves web URLs 0 [P aooresses | | resoives web URLs o IP aoaresses

-

O — — — — — — — — ——

R T R R R R

stores a kst of [P addresses mapped to names

w — — — O — — — — — — l

stores a kst of [P addresses mapped to names |

aS5gns 3 0efaul gateway 10 3 Chent

NEW QUESTION 72
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