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NEW QUESTION 1
Which plane builds and maintains the network topology and makes decisions on traffic flows?

A. orchestration
B. management
C. control

D. data

Answer: C

NEW QUESTION 2

A customer is receiving routes via OMP from vSmart controller for a specific VPN. The customer must provide access to the W2 loopback received via OMP to the
OSPF neighbor on the service-side VPN, which configuration fulfils these requirements?
vpn 0
router
ospl
redistribute omp route-policy OSPF_Route_Policy
area 0
interface gel/2
axit
lists
prefix-list W2_Loopback
ip-prefic 10.10.10.5/24
1

route-policy OSPF_Route_Policy
sequence 1
match
address W2_Loopback
!
default action accept
set
metric 100

metric-type typel

vpn 0
router
ospl
redistribute omp route-policy OSPF_Route_Policy
area 0
interface geld/2
exit
lists.
prefix-list W2_Loopback
ip-prefix 10.10.10,5/32
1

route-policy OSPF_Route_Policy
sequence 1

match
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SClioh dciept
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. Option A
. Option B
. Option C
. Option D
. Option E
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Answer: D
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Explanation:

Answer must start with VPN 10(service side) & should have metric-type 1 and not with VPN 0 (transport side)

NEW QUESTION 3
Refer to the exhibit.

Edgel# show control connections

12446 10.50.0.5
12446 10.50.0.5
12346 10.50.0.9
12346 10.50.0.9

EER PEER PEER SITE
PE PROT SYSTEM IP ID
smart dtls 10.2.2.2 1
smart dtls 10.2.2.2 1
bond dels 0.0.0.0 4]
bond detls 0.0.0.0 0
anaqge dtls 10.1.1.1 1

DOMAIN PEER

ID PRIVATE IP
1 10.50.0.5
1 10.50.0.5
0 10.50.0.9
0 10.50.0.9
0 10.50.0.1

PEER
PRIV PEER
PORT PUBLIC IP

12446 10.50.0.1

up

An organization is testing a Cisco SD-WAN solution and decided to have the control plane established first and not the data plane at the time of migration. Which

configuration achieves
A)

this goal?
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A. Option A

B. Option B

C. Option C

D. Option D

Answer: A

NEW QUESTION 4

Which policy blocks TLOCs from remotes and allows TLOCs from the data center to form hub-and-spoke peering?

A. localized control policy
B. localized data policy

C. centralized data policy
D. centralized control policy

Answer: C

Explanation:
Centralized Policy

Centralized policy refers to poliey provisioned on Cisco vSmart Controllers, which are the centralized controllers

in the Cisco SD-WAN overlay network. Centralized policy comprises two components:

* Control policy, which affects the overlay network—wide routing of traffic

» Data policy, which affects the data traffic flow throughout the VPN segments in the network

NEW QUESTION 5

Drag and drop the route verification output from show omp tlocs from the left onto the correct explanations on the right.

hows B the route wit dhoden 10 enler the routing table o nol

gystem IO

ENCAPSULATTON

atiribgte of VAN link

tvpe of funnal ba g weal

TLOC routs stahus

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 6
Which platforms are managed by a single vManage dashboard?

A. ISR4351, ASR1002HX, vEdge2000, vEdge Cloud
B. ISR4321, ASR1001, Nexus, ENCS

C. ISR4321, ASR1001, ENCS, ISRv

D. ISR4351, ASR1009, vEdge2000, CSR1000v

Answer: C

NEW QUESTION 7
A network administrator is creating an OMP feature template from the vManage GUI to be applied to WAN edge routers. Which configuration attribute will avoid the
redistribution of the routes back into the OMP from the LAN side?

A. configure "Number of Paths Advertised per Prefix"
B. configure "Overlay AS Number"

C. configure "Send Backup Paths"

D. configure "ECMP limit"

Answer: B

Explanation:

Foa B | e ; o 2R S e e o G e L o R e s W =
If you conhgure the same overlay AS number on multiple vEdge routers in the overlay network, all these routers are considered to be part of the same AS, and a5 a

result, they do not forward any routes that contain the overlay AS number. This mechanism is an additional technique for preventing BGP routing loops in the netwaork

NEW QUESTION 8
An engineer is configuring a data policy for packets that must be captured through the policy. Which command accomplishes this task?

A. policy > data-policy > vpn-list > sequence > default-action > drop
B. policy > data-policy > vpn-list > sequence > action

C. policy > data-policy > vpn-list > sequence > default-action > accept
D. policy > data-policy > vpn-list > sequence > match

Answer: B

Explanation:

https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-4.pdf#page=357

NEW QUESTION 9
Refer to the exhibit
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system-ip 10.10.10.101
host-name wvManage
site-id 1
clock timezone Europe/London
vbond 209.165.201.3
organization-name Cisco.com
1
vpn 0
interface eth(
ip address 209.165.201.1/28
no shut
tunnal-interfaca
allow-service all
ip route 0.0.0.0/0 209.165.201.14
L]

commit

(-1) (.1)
eth1 eth0
vManage
(-2) (-2) 209.165.201.0.0/28
ethi eth0 Transport
14)
vSmart ( 'V
10.10.10.0/24 200 ¥ %,
Mgmt
(.3) m (.3)
eth0 @ ge0/0
vBond
vManage vBond
systam system

system-ip 10.10.10.103
host-name vBond
site-id 1
clock timezone Europe/London
vbond 209.165.201.3 local
organization-name wviptela.com
1
vpn 0
interface ge0/0
ip address 209.165.201.3/28
no shut
tunnal-intarface
encapsulation ipsec
allow-service all
ip route 0.0.0.0/0 209.165.201.14
1

commit

vManage and vBond have an issue establishing a connection with each other Which action resolves the issue?

A. Reconfigure the system IPs to belong to the same subnet

B. Change the organization name on both controllers to match vipteta.com.

C. Remove the encapsulation ipsec command under the tunnel interface of vBond

D. Configure the encapsulation ipsec command under the tunnel interface on vManage

Answer: B

Explanation:

https://community.cisco.com/t5/sd-wan-and-cloud-networking/encapsulation-ipsec-on-vbond/td-p/4451149 "encapsulation" command under vBond tunnel-interface

has no meaning and effect.

NEW QUESTION 10

Which device in the SD- WAN solution receives and categorizes event reports, and generates alarms?

A. WAN Edge routers
B. vSmart controllers
C. vManage NMS

D. vBond controllers

Answer: C

Explanation:

https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_17.1/vManage_NMS_Product_

NEW QUESTION 10

Which two features does the application firewall provide? (Choose two.)

A. classification of 1400+ layer 7 applications

B. blocks traffic by application or application-family
C. numbered sequences of match-action pairs

D. classification of 1000+ layer 4 applications
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E. application match parameters

Answer: AB

Explanation:
This application aware firewall feature provides the following benefits:

* Application visibility and granular control
» Classification of 1400~ laver 7 applications

* Allows or blocks traffic bv application, category, application-family or application-group

NEW QUESTION 15
What is a benefit of the application-aware firewall?

A. It blocks traffic by MAC address

B. It blocks traffic by MTU of the packet.
C. It blocks traffic by application.

D. It blocks encrypted traffic

Answer: C

NEW QUESTION 18
Which component is responsible for routing protocols such as BGP and OSPF in a Cisco SD-WAN solution?

A. vSmart Controller
B. vBond Orchestrator
C. vManage

D. WAN Edge Router

Answer: D

Explanation:

WA | A -1 1ITE&F = il AL A i il il [ - -1 YA " | o -1 i B ArE - 1 -1 =it LA "'.'--"". A4 .-p
WAN Edge router - This device, available as either a hardware appliance or software-based router, sits at a physical site or in the
tloud and provides secure data plane connectivity among the sites over one or more WAN transports. It is responsible for traffic
forwarding, secunty, encryption, quality of service (QoS), routing protocols such as Border Gateway Protocol (BGP) and Open

shortest Path First (OSPF), and more

NEW QUESTION 22
Which SD-WAN component is configured to enforce a policy to redirect branch-to-branch traffic toward a network service such as a firewall or IPS?

A. vBond

B. WAN Edge
C. vSmart

D. Firewall

Answer: C

NEW QUESTION 27
Which Cisco SD-WAN component the initial communication between WAN Edge devices to join the fabric?

A. WAN Edge Router
B. vSmart Controller
C. vManage

D. vBond Orchestrator

Answer: D

Explanation:

The Cisco vBond Orchestrator orchestrates the initial control connection between Cisco vSmart
Controllers and vEdge routers. It creates DTLS tunnels to the Cisco vSmart Controllers and vEdge
routers to authenticate each node that is requesting control plane connectivity. This authentication

NEW QUESTION 31
Which device information is requited on PNP/ZTP to support the zero-touch onboarding process?

A. serial and chassis numbers

B. interface IP address
C. public DNS entry
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D. system IP address
Answer: A

Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sd-wan-wan-edge-onboarding-deploy-guid

NEW QUESTION 34
What is a description of vManage NMS?

A. Itis accessible only from VPN 512 (the management VPN).

B. A cluster requires device templates to be created on and attached to the same server
C. It is a software process on a dedicated WAN Edge router in the network.

D. A cluster consists of a minimum of two vManage NMSs

Answer: B

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/optimization-ha/vedge/network-optimizatio

NEW QUESTION 38
Which feature builds transport redundancy by using the cross link between two redundant WAN Edge routers?

A. OMP

B. zero-touch provisioning
C. quality of service

D. TLOC extension

Answer: D

Explanation:

Features like TLOC extension help to build transport redundancy by using the cross link
between two redundant WAN Edge routers. Network level redundancy is implemented
by multiple geo-redundant data centers.

NEW QUESTION 40
Which table is used by the vSmart controller to maintain service routes of the WAN Edge routers in the hub and local branches?

A.RIB
B. FIB
C. OMP
D. TLOC

Answer: C

NEW QUESTION 41
Refer to the exhibit.
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vManage logs are available for the past few months. A device name change deployed mistakenly at a critical site. How is the device name change tracked by
operation and design teams?
A)
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 44
Which configuration allows users to reach YouTube from a local Internet breakout?
A)

VPN 10
ip route 0.0.0.0/0 vpn O

B)
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VPN 10
ip route 0.0.0.0/0 vpn 0
VPN 0

interface Gig1/1
nat

C)
policy
data-policy DPI
vpn-list vpn10
sequence 10
match
app-list YouTube
destination-port 80 443
!
action accept
count Youtube
!
default-action accept
I
lists
vpn-list vpn10
vpn 10
]
app-list YouTube
app youtube
app youtube_hd
!
site-list Remote
site-id 14
site-id 15
!
!
!
apply-policy
site-list Remote
data-policy DPI from-transport
D)
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policy
data-policy DPI
vpn-list vpn10
sequence 10
match

app-list YouTube
|

actiondrop
count Youtube

!

default-action accept
!

lists

vpn-list vpn10
vpn 10

!

app-list YouTube
app youtube

app youtube_hd
!

site-list Remote
site-id 14

site-id 15

|

apply-policy
site-list Remote
data-policy DPI from-transport

vpn 10
ip route 0.0.0.0/0 vpn O

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation:

As explained in figure 7, within the direct Internet model, segmentation is leveraged by deploying centralized data policies or
a NAT DIA route to leak Internet traffic from the service-side VPN (VPNs 0 - 511,513 - 65530) into the Internet transport VPN
(VPN 0), which allows traffic to exit directly to the Internet through the NAT- enabled interface in VPN 0.

https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-dia-deploy-2020aug.pdf

NEW QUESTION 46
An engineer is adding a tenant with location ID 399533345 in vManage. What is the maximum number of alphanumeric characters that is accepted in the tenant
name filed?

A. 64
B. 128
C. 256
D.8

Answer: B

Explanation:
In the Add Tenant window:

a.  Enter a name for the tenant. It can be up to 128 characters and can contain only alphanumeric characters.

NEW QUESTION 51
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Which vBond system configuration under VPN 0 allows for a routable public IP address even if the DNS name, hostname, or IP address of the vBond orchestrator

are omitted?

A. local

B. vbond-only
C. dns-name

D. WAN

Answer: A

NEW QUESTION 56

Which on-the-box security feature supported by the Cisco ISR 4451 SD-WAN device and not on vEdge?

A. Cloud Express service

B. Enterprise Firewall with Application Awareness
C. reverse proxy

D. IPsec/GRE cloud proxy

Answer: B

Explanation:

https://www.cisco.com/c/en/us/products/collateral/software/one-wan-subscription/guide-c07-740642.html#Step2

NEW QUESTION 60
How is the scalability of the vManage increased in Cisco SD-WAN Fabric?

A. Increase licensing on the vManage

B. Deploy multiple vManage controllers in a cluster

C. Deploy more than one vManage controllers on different physical server.
D. Increase the bandwidth of the WAN link connected to the vManage

Answer: B

NEW QUESTION 65

When VPNs are grouped to create destination zone in Zone-Based Firewall, how many zones can a single VPN be part of?

A. two
B. four
C.one
D. three

Answer: C

NEW QUESTION 67
Which combination of platforms are managed by vManage?

A.ISR4321, ASR1001, ENCS, ISRv

B. ISR4351, ASR1002HX, vEdge2000, vEdge Cloud
C. ISR4321, ASR1001, Nexus, ENCS

D. ISR435I, ASRI009, vEdge2000, CSR1000v

Answer: A

NEW QUESTION 68

What are the two protocols redistributed into OMP? (Choose two.)
A. OSPF

B. RIP

C.LDP

D. RSVP

E. EIGRP

Answer: AE

Explanation:

Supported Protocols
This section explains the protocols supported for unicast routing

OMP Routing Protocol

-

BGP and OSPF Routing Protocols
OSPFv3

EIGRP
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/routing/ios-xe-17/routing-book-xe/m-unicas

NEW QUESTION 71
Refer to the exhibit.

€) BR1.VEDGE! 10.3.0.1 reachable vEdge Cloud 8

What does the BFD value of 8 represent?

A. number of BFD sessions

B. hello timer of BFD session
C. poll-interval of BFD session.
D. dead timer of BFD session

Answer: A

NEW QUESTION 76
What is the purpose of “vpn 0” in the configuration template when onboarding a WAN edge node?

A. It carries control traffic over secure DTLS or TLS connections between vSmart controllers and vEdge routers, and between vSmart and vBond
B. It carries control out-of-band network management traffic among the Viptela devices in the overlay network.

C. It carries control traffic over secure IPsec connections between vSmart controllers and vEdge routers, and between vSmart and vManager

D. It carries control traffic over secure IPsec connections between vSmart controllers and vEdge routers, and between vSmart and vBond

Answer: A

Explanation:

* VPN Qs the transport VPN. It carries control traffic over secure DTLS or TLS connections between vSmart controllers and
vEdge routers, and between vSmart controllers and vBond orchestrators. Initially, VPN 0 contains all a device's interfaces
except for the management interface, and all the interfaces are disabled. For the control plane to establish itself so that
the overlay network can function, you must configure WAN transport interfaces in VPN 0.

NEW QUESTION 79
Drag and drop the actions from the left into the correct sequence on the right to create a data policy to direct traffic to the Internet exit.

Step 1

Step 2

Step 3

Step 4

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 83
Which two requirements must be met for DNS inspection when integrating with cisco umbrella? (Choose two)

A. Upload the WAN Edge serial allow list to the Umbrella portal.

B. Attach security policy to the device template.

C. Configure the Umbrella token on the vManage

D. Create and attach a System feature template with the Umbrella registration credentials.
E. Register and configure the vManage public IP and serial number in the Umbrella portal.

Answer: BC

Explanation:
https://www.connection.com/~/media/pdfs/brands/c/cisco/security/cnxn-cisco-sd-wan-and-umbrella.pdf?la=en

NEW QUESTION 87

Drag and drop the attributes from the left that make each transport location unique onto the right. Not all options are used.

IP address target1
color target2
encapsulation target3

VPN

service

A. Mastered
B. Not Mastered

Answer: A

Explanation:

A TLOC, or Transport Location, is the attachment point where a WAN Edge router connects to the WAN transport netw

A TLOC is

uniquely identified and represented by a three-tuple, consisting of system IP address, link color, and encapsulation (Generic Routing

Encapsulation [GRE] or IPsec)

NEW QUESTION 89

An engineer is troubleshooting a certificate issue on vEdge. Which command is used to verify the validity of the certificates?

A. show control local-properties
B. show control summary

C. show certificate installed

D. show certificate status

Answer: A

NEW QUESTION 93

An engineer must configure a centralized policy on a site in which all HTTP traffic should use the Public Internet circuit if the loss on this circuit is below 10%.

otherwise MPLS should be used Which configuration wizard fulfils this requirement?

A. Create Applications or Groups of Interest > Configure Traffic Rules > Apply Policies to Sites and VPNs
B. Configure VPN Membership > Apply Policies to Sites and VPNs

C. Create Applications or Groups of interest > Configure Traffic Data > Apply Policies to Sites and VPNs
D. Configure Topology > Apply Policies to Sites and VPNs

Answer: A

NEW QUESTION 96

In an AWS cloud, which feature provision WAN Edge routers automatically in Cisco SD-WAN?
A. Cloud app

B. Cloud OnRamp

C. vAnalytics

D. Network Designer

Answer: B
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Explanation:

Cisco SD-WAN Cioud OnRamp for 1zaS, “Cloud OnRamp” for short

Cisco SD-WAN virtual appliance routers (gither vEdge Cloud or CSR (Cloud Services Router)) in the AWS cloud, after providir
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NEW QUESTION 97
An enterprise needs DIA on some of its branches with a common location ID: A041:B70C: D78E::18 Which WAN Edge configuration meets the requirement?
A)

vpn 1

interface ge0/1

ip address 172.16.0.1/24
vpn 512
ip route 0.0.0.0/0 vpn 0

B)

vpn 1
ip route 0.0.0.070 vpn 1
interface ge0/0
ip address 172.16.0.1/24
nat

C)

vpn 0
interface ge0/0
ip address 172.16.0.1/24
nat
vpn 1
ip route 0.0.0.0/0 vpn 0
D)
vpn 0
Ip route 0.0.0.0/0 vpn 0
vpn 1
interface ge0/1
ip address 172.16.0.1/24
nat

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 101
Refer to the exhibit.

pollcer CCng
rate 1QO0D0C
burst L5000
{ ead adrof
!
Aaccess-113t acl-guest
sequance |
maktch
SO & 1/2.16.10.0/24
destination-1if 172.16.20.0/24
destination-port 2C
i.]-.-'r s
|
action accept
policer conp
!
!
iefault action drop

Which QoS treatment results from this configuration after the access list acl-guest is applied inbound on the vpnl interface?

A. A UDP packet sourcing from 172.16.20.1 and destined to 172.16.10.1 is accepted
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B. A TCP packet sourcing from 172.16.10.1 and destined to 172.16.20.1 is dropped
C. A UDP packet souring from 172.16.10.1 and destined to 172.16.20.1 is dropped.
D. A TCP packet sourcing from 172.16.20.1 and destined to 172.16.10.1 is accepted

Answer: C

NEW QUESTION 106
Refer to the exhibit.

Cisco vManage

us LX CONFIGURATION | TEMPLATES
Device Feature
23
Feature Template Add Template BGP
o
Basic Configuration Unicast Address Family MNeighbor Advanced
R,
o
Shutdown & - Yes ® No
AS Number -  G5590
Router ID * | 192.168.1.1
Propagate AS Path -| ®@on | Off
Internal Routes Distance @~
Local Routes Distance &~
External Routes Distance &~

Which configuration value is used to change the administrative distance of iBGP routes to 20?

A. Configure internal Routes Distance to 20
B. Configure Propagate AS Path to off

C. Configure Local Distance to 20

D. Configure External routes distance 20

Answer: C

NEW QUESTION 107
A policy is created to influence routing in the network using a group of prefixes. What policy application will achieve this goal when applied to a site list?

A. Vpn-membership policy
B. Control-policy

C. cflowd-template

D. App-route policy

Answer: B

Explanation:

Control policy, which is similar to standard routing policy, operates on routes and routing information in the

PN i o T A e [ g APy . PG N LS N | e o WP ARIA R basnhnsmiia Far Abiskemr e modbie s
policy, which is provisioned on the Cisco vSmart Controller, 15 the Cisco SD-WAN technique for customizing network-wide r

D
o
=
=1
- |
|
(e
3
L
-
]
-
S
i)
T
=
T
3
=

influence routing paths through the overlay network. Local control policy, which is provisioned on a Cisco vEdge device, allows customization of routing decisions

NEW QUESTION 108
Refer to the exhibit.
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| i

The control connection is failing. Which action resolves the issue?

A. import vSmart in vManager

B. Validate the certificates authenticity on vSmart
C. Upload the WAN Edge list on vManage.

D. Restore the reachability to the vSmart

Answer: D
Explanation:

https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/214509-troubleshoot-control-connections.html

NEW QUESTION 110
Company ABC has decided to deploy the controllers using the On-Prem method. How does the administrator upload the WAN Edge list to the vManage?
A)

Crco vhlarage

Crico vManage
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Caco vMarage

wutred Satus (Total §

D)

N LT R

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D
Explanation:

https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_18.3/Configuration/Devices

NEW QUESTION 112

A customer has MPLS and Internet as the TLOC colors An engineer must configure conlroJdlers with the Internet and not with MPLS Which configuration achieves

this requirement on vManage?
A)
vpn O
interface ethi
ip address 10.50.0.1/24

tunnel-interface
color mpls

B)
vpn 0
interface ethi
ip address 10.50.0.1/24
twnnel-interface
color public-internet

C)
vpn 0
interface eth1
ip address 10.50.0.1/24
tunnel-interface
color biz-nternet

D)

vpn 0

interface ethi1
ip address 10.50.0.1/24
tunnel-interface
color default

Guaranteed success with Our exam guides

visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 300-415 dumps!
D CEr‘tSharEd https://www.certshared.com/exam/300-415/ (222 Q&AS)

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 115
In the Cisco SD_WAN solution, vSmart controller is responsible for which two actions? (Choose two.)

A. Distribute crypto key information among vEdge routers

B. Configure and monitor vEdge routers.

C. Authenticate and authorize vEdge routers.

D. Distribute the IP address from DHCP server to vEdge routers.
E. Distribute route and policy information via OMP.

Answer: AE

Explanation:
vomart controller - This software-based component is responsible for the centralized control plane of the SD-WAN network. it

maintains a secure connection to each WAN Edge router and distributes routes and policy information via the Overtay Management|

Protocol (OMP), acting as a route reflector. It also orchestrates the secure data plane connectivity between the WAN Edge routers

by reflecting crypto key information ongmating from WAN Edge routers, allowing for a very scalable, IKE-less architecture

NEW QUESTION 117

Company E wants to deploy Cisco SD-WAN with controllers in AWS The company's existing WAN is on private MPLS without Internet access to controllers m
AWS An Internet circuit is added to a site in addition to the existing MPLS circuit. Which interface template establishes BFD neighbors over both transports?

A)
wa____
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[iucat e S - O "

Cotfrel Conrmllos & - & Om ot

Masirragen Camtopl Do Loy -

willafald A L1 S 8- [ w Oy

T ochiade Contrglaer Taroeg | il 8-

whlanape Coviec Lot Prafecend s "
Pt Hap ﬂ. = 8 On ot
L g - Blaveef wecieby Loh 5 [+ & O
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A. Option A

B. Option B

C. Option C

D. Option D

Answer: A

NEW QUESTION 119
Refer to the exhibit.
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Q
& .
we
Q
e
Q\
Customer A o
Gel/2 Ged/2
TLOC Extension
R1 R2

An MPLS connection on R2 must extend to R1 Users behind R1 must have dual connectivity for data traffic Which configuration provides R1 control connectivity
over the MPLS connection?

A)

R1
interface ge0/2
ip address 34.34.34.1/30
tloc-extension geld/
wnnel-interface
color mpls

R2
interface ge0/2
ip address 34.34.34.2/30
tloc-extension ged/l
tunnel-interface
ceolor public-internet

B)
R1
interface gel/2

ip address 34.34.34.1/130
tloc-extension gel/

R2
interface ge0/0
ip address 34.34.34.2/30
tunnel-interface
color mpls

C)

vpn 0
router
ospf
redistribute omp route-policy OSPF_Route_Policy
area 0
interface gel/2
exit
lists
prefix-list W2_Loopback
ip-prefix 10.10.10.5/32
I

route-policy OSPF_Route_Policy
sequence 1

match

address W2_Loopback

|

action accept
set

metric 100
metric-type typel
D)
vpn 10
name “*** Service VPN 10 ~**~
router
ospf
redistribute omp route-policy OSPF_Route_Policy
area 0
interface gel/2
exit
lists

prefix-list W2_Loopback
ip-prefix 10.10.10.5/32
!

route-policy OSPF_Route_Policy
sequence 1
match
address W2_Loopback
]

action acCeDt

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D
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NEW QUESTION 121
An engineer is configuring a data policy for IPv4 prefixes for a single WAN Edge device on a site with multiple WAN Edge devices How is this policy added using
the policy configuration wizard?

A. In vManage NMS, select the configure policies screen, select the localized policy tab and click add policy
B. In vSmart controller, select the configure policies screen, select the localized policy ta

C. and click add policy

D. In vManage NM

E. select the configure policies screen select the centralized policy tab and click add policy

F. In vBond orchestrato

G. select the configure policies screen, select the localized policy ta

H. and click add policy

Answer: A

NEW QUESTION 124
Refer to the exhibit.

Cancel

An enterprise has hub and spoke topology where it has several VPNs. An engineer must allow users in VPN9L1 to reach users in VPN92 and VPN10 to reach
VPN91 and VPN92. Which configuration meets these requirements?
A)

[rag ot FOp W0 e @ angE Al

= Match Conditon Artiom
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W Fagewt Ta

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 300-415 dumps!
D CEr‘tSharEd https://www.certshared.com/exam/300-415/ (222 Q&AS)

Dr o 8nd 300 10 1 B Qe R

Sy
bevepl

bpont 1o VINLY s VPN W2

B Match Concbons Actonn

Vi L Al %X Vitin Avegt

Vi Lapont Ta AL SE_VI'Ne

= Match Conduons ACtONS

VIN Lt VN YL VPN Aot

Vi ot fa VY0

[omg wrsd @og K = w-wrge raey

VAL el WL 9D

E Mutch Condtons

PN Lz VPR el VPN RD

VN Daguwt 14 L. RN W
N

B Match Conditions Actons
YORLWY el VPN D Lowegt

Pagwt T

Guaranteed success with Our exam guides

visit - https://www.certshared.com



Certshared now are offering 100% pass ensure 300-415 dumps!
r_l CEFtSharEd https://www.certshared.com/exam/300-415/ (222 Q&AS)

Drag erxd Srog 10 re arrenipe raiey

ACLOM
VN | ar

L B -

Actiorm

Acxept

Laport Ta

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 128

An engineer is tasked to improve throughput for connection-oriented traffic by decreasing round-trip latency. Which configuration will achieve this goal?

A. turn on "Enable TCP Optimization"
B. turn off "Enhance ECMP Keying"
C. turn off "Enable TCP Optimization"
D. turn on "Enhance ECMP Keying"

Answer: A

Explanation:
TCP optimization fine-tunes the processing o

£ETL
||._ LS

https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-2.pdf#page=530

NEW QUESTION 131
Which two products are used to deploy Cisco WAN Edge Router virtual platforms? (Choose two.)

A. HP ProLiant DL360 Generatton10 running HP-UX
B. Cisco ENCS 5000 Series

C. Sun SPARC Node running AlX

D. Cisco UCS

E. Sun Enterprise M4000 Server running Sun Solans

Answer: BD
Explanation:

https://www.cisco.com/c/en/us/products/collateral/routers/5400-enterprise-network-compute-system/datasheet-c

NEW QUESTION 132
Which feature template configures OMP?

A)
Section Parameter Type Variable/value
Authentication Authentication Drop-down local
Order
Local Userfadmin/ Device Specific user_admin_passwd
Password
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B)
Section Parameter Type Variable/value
Basic configuration MWumber of paths  Global 16
advertised per
prefis
Advertise Radio Global Off
Static Global Off
C)
Section Parameter Type Variablefvalue
Server HostnameP Global 1044813
Address
VPNID Global 1
Source interface Global loopbackD
D)
Section Parameter Type Variablel/value
Basic configuration VPN Global 512
Name Global Management VPN
IPv4 Route Prefix Global 0.0.0.0/0
Gateway Radio button MNext Hop
Next Hop Device Specific vpn512_mgt_next_hop_ip_addr
A. Option A
B. Option B
C. Option C
D. Option D
Answer: B

NEW QUESTION 136
Refer to the exhibit.

3 COMPIGUIRATION | DL

Rpae-Ty el el areri Sopuetegy

F gy wi i Bk by

(o] =]

An administrator is configuring a policy in addition to an existing hub-and-spoke policy for two sites that should directly communicate with each other. How is this
policy configured?

A. hub-and-spoke

B. mesh

C. import existing topology

D. custom control (route and TLOC)

Answer: D
Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/controlpolicies

NEW QUESTION 141
Which two platforms for the Cisco SD-WAN architecture are deployable in a hypervisor on-premises or in IAAS Cloud? (Choose two.)

A. CSR 1000v
B. vEdge 100c
C. vEdge Cloud
D. vEdge 2000
E. ISR 4431

Answer: AC

NEW QUESTION 146
What prohibits deleting a VNF image from the software repository?
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A. if the image is stored by vManage

B. if the image is referenced by a service chain

C. if the image is uploaded by a WAN Edge device
D. if the image is included in a configured policy

Answer: D

NEW QUESTION 150
An engineer is configuring a list that matches all IP prefixes with lengths from /1 to /16 in a centralized control policy. Which list accomplishes this task?

A.0.0.0.0/1 e 16
B. 0.0.0.0/0ge 1
C.0.0.0.0/0le 16
D.0.0.0.0/16 ge 1

Answer: A

NEW QUESTION 153
Which attributes are configured to uniquely Identify and represent a TLOC route?

A. system IP address, link color, and encapsulation
B. firewall, IPS, and application optimization

C. site ID, tag, and VPN

D. origin, originator, and preference

Answer: A

Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/CVD-SD-WAN-Design-20180CT.pdf

NEW QUESTION 155
Which pathway under Monitor > Network > Select Device is used to verify service insertion configuration?

A. Real Time

B. System Status
C. ACL Logs

D. Events

Answer: A

Explanation:

+ Using Cisco vManage

View the configured services on the Real Time monitoring page (Monitor > Network > hub-cdevice > Real Time). For Device Options, select OMP Services

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge-20-x/policies-book/service-c

NEW QUESTION 156

Refer to the exhibit.

vpn O

interface ge0/0

ip address 10.1.15.15/24
tunnel-interface

color Ite

allow-service dhcp
allow-service dns
allow-service icmp

no allow-service sshd
no allow-service ntp

no allow-service stun
[
no shutdown
shaping-rate

Which shaping-rate does the engineer use to shape traffic at 9 Mbps?

Answer: B

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/config-cmd.html#wp421715213
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NEW QUESTION 159

How many subnets are necessary in Azure VNet for a WAN Edge device to function in the cloud deployment?

A. CSR is the WAN Edge device that is supported in the Microsoft clou
B. The Microsoft underlay cloud fabric performs the management function.
C. There must be three subnets in VNet: management, public, and services.

D. One public subnet is required in VNe

E. The Microsoft underlay cloud fabric performs all of the routing functions for WAN Edge.
F. Public and services subnets are required in VNe

G. The Microsoft underlay cloud fabric performs the management function.

Answer: D

NEW QUESTION 161
Refer to the exhibit.

Address Family

Address Family

Maximum Number of Prefixes

Route Policy In

Route Policy Out

Policy Name

@ ~ ® On off
ipv4-unicast

& ~

o~ On e Off

. ® On Off

D ~  eBGP_Community_Policy

The engineer must assign community tags to 3 of its 74 critical server networks as soon as that are advertised to BGP peers. These server networks must not be
advertised outside AS. Which configuration fulfill this requirement?

A)
policy
route-policy eBGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept
set
community $99:65000 local-as
default-action reject
lists
prefixdist Community_Prefix
ip-prefix 20.20.20.0/24
ip-prefix 21.21.21.0/24
ip-prefix 22.22.22.0/24

B)

policy
route-policy eBGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept
set
community 999:65000 nc-export
default-action accept
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.00/24
ip-prefix 21.21.21.0/24
ip-prefix 22.22.22.0/24
C)
policy
route-policy eBGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept
set
community $99:65000 local-as
default-action reject
lists
prefiz-list Community_Prefiz
ip-prefix 20.20.20.0/24
ip-prefix 21.21.21.0/24
ip-prefix 22.22.22.0/24

D)
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policy
route-policy eBGP_Community_Polic
sequence 1
match
address Community_Prefix
action accept
set
community 89965000 no-export
default-action accept
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.0/24
ip-prefix 21.21.21.0/24
ip-prefix 22.22.22.0/24

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 165

Drag and drop the security terminologies from the left onto the PCI-compliant network features and devices on the right.

Iransoort seCurity

IPS

DEIMER! SeCurty

2one-based frewall and VPNs

eomentaton

IPseC VPN

Atk prevention

rl’{"-"r';;

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, application Description automatically generated

NEW QUESTION 168

What is the behaviour of vBond orchestrator?

A. It maintains vSmart and WAN Edge routers secure connectivity state

B. it builds permanent connections with vSmart controllers

C. it updates vSmart of WAN Edge routers behind NAT devices using OMP.

D. It builds permanent connections with WAN Edge routers

Answer: A

NEW QUESTION 172

An administrator is configuring the severity level on the vManage NMS for events that indicate that an action must be taken immediately. Which severity level must

be configured?

A. warning
B. error

C. critical
D. alert

Answer: D

Explanation:

-

-

—r

-

+ Alert— Action must be taken immediately (corresponds to syslog severity 1).

NEW QUESTION 177
Refer to the exhibit.
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Which two configurations are needed to get the WAN Edges registered with the controllers when certificates are used? (Choose two)

A. Generate a CSR manually within vManage server

B. Generate a CSR manually on the WAN Edge

C. Request a certificate manually from the Enterprise CA server

D. Install the certificate received from the CA server manually on the WAN Edge
E. Install the certificate received from the CA server manually on the vManage

Answer: AE

Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/cisco-sd-wan-certificates-deploy-2020aug.

NEW QUESTION 178
A network administrator is configuring an application-aware firewall between inside zones to an outside zone on a WAN edge router using vManage GUI. What
kind of Inspection is performed when the “inspect” action is used?

A. stateful inspection for TCP and UDP

B. stateful inspection for TCP and stateless inspection of UDP
C. IPS inspection for TCP and-Layer 4 inspection for UDP

D. Layer 7 inspection for TCP and Layer 4 inspection for UDP

Answer: A

Explanation:
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NEW QUESTION 179
Which configuration step is taken on vManage after WAN Edge list is uploaded?

A. Send the list to controllers
B. Enable the ZTP process
C. Verify the device certificate
D. Set the device as valid

Answer: D

Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-wan-edge-onboarding-deploy-guid

device state must be moved from staging to valid. In vManage under Configuration > Certificates > WAN Edge List,
select the WAN Edge device(s) and change the state to valid under the Validity column and click Send to Controllers.

NEW QUESTION 182
Which two prerequisites must be met before the Cloud onRamp for laasS is initiated on vManage to expand to the AWS cloud? (Choose two)

A. Attach the *AmazonCreateVPC* and "Amazon Provision EC2" permission policy to the IAM account

B. Subscribe to the SD-WAN Edge router AMI in the AWS account
C. Attach an OSPF feature template to the AWS cloud Edge router template
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D. Attach a device template to the cloud WAN Edge router to be deployed in the AWS
E. Preprovision the transit VPC in the AWS region

Answer: BD

Explanation:
The pre-requisites include verifying you meet the AWS prerequisites, including the necessary AWS credentials and subscriptions 1o the

Amazon Machine Image (AMI) instances for Cisco SD-WAN Edge routers (Cisco CSR 1000v virtual routers or Cisco vEdge Cloud), verifying
you have avallable tokens/licenses for at least two additional Cisco SD-WAN Edge Routers within Cisco vManage, and configuring and
deploying device templates for the Cisco SD-WAN Edge routers that will be used within the transit VPCs.

Note that the creation of the customer host VPCs, shown in the figure above, I1s outside the scope of this document. It 1s assumed that one or

more customer host VPCs have already been created
https://www.cisco.com/c/en/us/td/docs/solutions/CVD/SDWAN/Cisco_Cloud_onRamp_for_laaS_AWS_Versio

NEW QUESTION 185
Refer to the exhibit

FELEHR FEER FEER S1TE DOMAIN FLER FRIVATE PLER FRLIC LOCAL REMOTE REFEAT
TIFE FRUTOOOL ETYSTER IP 3D i FRIVATE 1P FERT FRLIC IF PURS LOCAL COLOR ETATE ENRDE EFROR COUNT
vhond dtla 0 & 200 16%_ 200,230 12346 20%.16%.200.230 12346 bir-intfernet tpar down CTORGIDMIES NOERER 14
vhond dtls i . 200 16%. 201 . 137 12346 209.16% 201.137 L123E biz-internet tear dows CTORSDMIS NOERR 1)

An engineer is getting a CTORGNMMIS error on a controller connection Which action resolves this issue?

A. Configure a valid serial number on the WAN Edge
B. Configure a valid organization name

C. Configure a valid certificate on vSMART

D. Configure a valid product ID

Answer: B

NEW QUESTION 187
Which command disables the logging of syslog messages to the local disk?

A. no system logging disk enable
B. no system logging disk local
C. system logging disk disable
D. system logging server remote

Answer: A

NEW QUESTION 188
Refer to the exhibit.

LAB-ROUTER#show 1p route vrf 100
Gateway of last resort is 10.1.9.2 to network 0.0.0.0

m* 0.0.0.0/0 [251/0] via 10.1.9.2, 06:10:53
[251/0] via 10.1.9.3, 06:1
10.80.6.0/24
[110/300) via 172.19.75.78, 20:35:33, GigabitEthernet0/0/2.10
[110/300]) via 172.19.75.66, 1wld, GigabitEthernet0/0/1.11
10.80.56.0/24
[110/300) via 172.19.75.78, 20:35:33, GigabitEthernet0/0/2.10
[110/300]) via 172.19.75.66, 1lwld, GigabitEthernet0/0/1.11

i
-

The network administrator has configured a centralized topology policy that results in the displayed routing table at a branch office. Which two configurations are
verified by the output? [Choose two.)

A. The routing table is for the transport VPN.

B. The default route is learned via OMP.

C. This routing table is from a cEdge router.

D. The default route is configured locally.

E. The configured policy is adding a route tag of 300 to learned routes.

Answer: BC

NEW QUESTION 189
Which two services are critical for zero touch provisioning on-boarding? (Choose two)
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A. SNMP
B. DNS
C. DHCP
D. AAA
E. EMAIL

Answer: BC

NEW QUESTION 194
For data plane resiliency, what does the Cisco SD-WAN software implement?

A. BFD

B. establishing affinity between vSmart controllers and WAN Edge routers
C. multiple vBond orchestrators

D. OMP

Answer: A

NEW QUESTION 195
How is multicast routing enabled on devices in the Cisco SD-WAN overlay network?

A. The WAN Edge routers originate multicast service routes to the vSmart controller via OMP, which then forwards joins for requested multicast groups based on
IGMP v1 or v2 toward the source or PIM-RP as specified m the original PIM join message.

B. The vSmart controller originates multicast service routes to the WAN Edge routers via OMP, which then forwards joins for requested multicast groups cased on
IGMP v1 or v2 toward the source or PIM-RP as specified m the original PIM join message

C. The vSmart controller originates multicast service routes to the WAN Edge routers via OMP, which then forwards joins (or requested multicast groups based on
IGMP v2 or v3 toward the source or PIM-RP as specified in the original PIM join message

D. The WAN Edge routers originate multicast service routes to the vSmart controller via OM

E. which then forwards joins for requested multicast groups based on iGMP v2 or v3 toward the source or PIM-RP as specified in the original PIM join message

Answer: A

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/routing/ios-xe-17/routing-book-xe/m-multic

NEW QUESTION 199
A network administrator is configuring a centralized control policy based on match action pairs for multiple conditions, which order must be configured to prefer
Prefix List over TLOC and TLOC over Origin?

A. highest to lowest sequence number
B. nonsequential order

C. deterministic order

D. lowest to highest sequence number

i
tr s ’ & mb { ‘| 5] 5 B TTOMm OWEST SEQUENCE NUMDET 1
(= L E J i 2 '-\.-" | (= 4 e ot e ol L (1% (] I'\:\.I b LU= 'rI L .-':'5[ ':|E._H,|::||', 7 :'\-Inlla"'.-:-r ﬂ
khimbhast & mmnecs mirrnbher ARas = cmgdes TI metrhas tha matahl aandiians tha aremsislsd ssbheas s aslmnes aem baliss sed mnlis sipaliisbinm mE Rl maslste
gnest SSQUENCE NUMDEL. YYRED & IOUe Or LWL MaiChes e Maich CONCRIGNS, Ne as50CIaled aCikin Of aClon: dié laken and PONGY Evailation 0N (Nal DaCRels
Ao0S,. RBEl 5 DrOGess 3 aesan o i Jredl el on £ TaKer hel T FURE u
I T [ ml lala i
I = ta G matches rameter 3 i £ SEOUENCes 10l nnaQure ~ erten isCarnie
-

NEW QUESTION 203
Which configuration changes the packet loss priority from low to highly?

A)
F .= E rTaffl
race AL JE]
purst 20
plp higl
B)
police r yFF1
rate |
D
C)
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pal i['_"}'

policer cenp traffic
rate 1000000
purst 20000

exceed dr LHp

policy
policer ccnp-trattic
rate 1000000
burst 20000
excead high

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation:
we change the PLP from low to high (configured by the policer exceed remark command)

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/qos/vEdge-20-x/qos-book/forwarding-gqos.h

NEW QUESTION 205
In Cisco SD-WAN, what protocol is used for control connections between SD-WAN devices?

Answer: A
Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/vedge/security-book/security-overv

NEW QUESTION 209
Drag and drop the devices from the left onto the correct functions on the right.

establishes a secured data plane

first point of authentication

single pane of glass

enforces control policies

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 210

In a Cisco SD-WAN network, which component is responsible for distributing route and policy information via the OMP?

A. vManage

B. vSmart Controler
C. vBond Orchestrator
D. WAN Edge Router

Answer: B

Explanation:

The Cisco vSmart Controller maintains a centralzed route table that stores the route information, called OMP routes, that it leams fram the vEdge routers and from any
other Cisco vSmart Controllers in the Cisco SD-WAN overlay network. Based on the configured policy, the Ciseo vSmart Controller shares this route information with

the Cisco vEdge network devices in the network so that they can communicate with each other

NEW QUESTION 212
What is the procedure to upgrade all Cisco SD-WAN devices to a recent version?

A. The upgrade is performed for a group of WAN Edge devices first to ensure data-plabe availability when other controllers are updated.
B. The upgrade is performed first on vManage, then on WAN Edge devices, then on vBond and finally on vSmart The reboot must start from WAN Edge devices.

C. Upgrade and reboot are performed first on vManage then on vBond then on vSmar
D. and finally on the Cisco WAN Edge devices.

E. Upgrade and reboot are performed first on vBon

F. then on vSmar

G. and finally on the Cisco WAN Edge devices.

Answer: C

NEW QUESTION 216
Refer to the exhibit.

WAN Edge-1 o0 /1

ethl
172.16.8.9/24

ge0/11
172.16.16.6

vSmart
172.16.13.3/24
= Color:biz-internet = ,@
o g
oy’ e - .
i~
Public WAN
g - ™ - i
- e > T ~ -~
gel/1
172.16.15.5/24
Color:biz-internet
WAN Edge-2 vBond
The tunnel interface configuration on both WAN Edge routers is:
vpn 0
interface geli1

tunnel-interface
encapsulation ipsec
color blz-ntermet
allow-zervice dhep
allow-service dns
allow-service icmp
ne allow-service sshd
no allow-service ntp
no allow-service stun

[ ]

;m shitdown
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Which configuration for WAN Edge routers will connect to the Internet?

vpn O
interface gel'
Ip address 172.16.15.5/24
]

ip reute 0.0.0.000 172.16.12.1

wpn 0
interface gel
lp address 172.16.13.3/24
1

ip rowute 0.0.0.00 172.16.13.1

wpn 0
interface geli1
ip address 172.16.13.3/24

!
ip route 0.0.0.0/0 172.16.8.1

wipn 0
interface gel!
ip address 172.16.15.5/24
]

ip route 0,0.0.000 172.16.8.1

. Option A
. Option B
. Option C
. Option D

o0 w>

Answer: B

Explanation:
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/SD-WAN_Release_16.3/02System_a

NEW QUESTION 220
WAN Edge routers are configured manually to use UDP port offset to use nondefault offset values when IPsec tunnels are created. What is the offse range?

A.1-19
B. 0-18
C.0-19
D. 1-18

Answer: C

NEW QUESTION 223
Refer to the exhibit

vBond

MNAT Internet

vEdge vSmart

It e el |

PN ]

bivteilan @ o)1)

VN

Which configuration sets up direct Internet access for VPN 17?

Guaranteed success with Our exam guides visit - https://www.certshared.com



[_] CertShared

Certshared now are offering 100% pass ensure 300-415 dumps!
https://www.certshared.com/exam/300-415/ (222 Q&AS)

vpn 1

interface geo/1

nat

!

na shutdown
ven o

ip route 0.0.0.0/0 vpn 1
vpn 1

i;;tarfncu gel/io
nat

1
;1:.'- shutdown
\rpn Li]
|p route 0.0.0.0 vpn 1
vpn 0
i;:lteﬂaca geln
: |p nat
|I1n~ shutdown
\rprr 1

ip route 0.0.0.0/0 vpn 0

A. Option A
B. Option B
C. Option C

Answer: C

NEW QUESTION 228

Drag and drop the steps from the left into the order on the right to upload software on vManage repository that is accessible from maintenance > Software

Repository.
Click the repository Step 1
select vManage to store the
software Step 2
Click Add net software Step 3
Choose the file and click
upload s
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Add an Image to the Software Repository

To add a software image to the software repository

1. In Cisco vManage, click Maintenance > Software Repository

2 Click Add New Software and select vManage from the drop-down menu

3. In the Upload Software to vManage dialog box

a. Click Browse and browse to the desired software image

b. Click Upload

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/Monitor-And-Maintain/monitor-maintain-bo

NEW QUESTION 229
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Refer to the exhibit.

vEdge-Cloud:~% e¢d /var/log/
vEdge-Cloud: /var/log$
edge-Cloud: /var/log} 1s -1

otal 28992

-rw-r--r-- 1 root root 1441700 Nov 22 15:13 auth.log

rw-r--r-- 1 basic adm 0 aug 7 15:29 cloud-init. leg
rwxr-xr-x 2 root root 4096 Nov 22 14:49 confd

rw-r--r-- 1 root root 1896486 Nov 22 14:57 kern. log

rw-r-—r-- 1 root root 292292 Aaug 9 22:31 lastlog

rw-r--r-- 1 root root 6197843 Nov 22 15:14 messages

rw-r--r-- 1 root root 10512141 Aug 30 21:00 messages.l

rwxr=xr-x 2 root root 4096 Nov 22 14:48 pdb

rwxr-xr-x 2 quagga quagga 4096 Aug 7 15:29 quagga

rvi-r--r-- 1 root root 437 Nov 22 14:48 sw_script_active. lo
rw-r==r-- 1 root root 382 Nov 22 14:48 sw_script_previous. log
-rw-1'--r-- 1 root root 2004 Nov 22 14:49 sw_script_synccdb. log
- rW-———-—- 1 root root 64064 Nov 22 15:07 tallylog

Irwxr-xr-x 2 root root 60 Nov 22 14:48 tmplog

~-rw-r--r-- 1 root root 6841506 Nov 22 15:14 vconfd

-rw-r--r-- 1 root root 184602 Aug 7 15:29 wvdebug

-rw-r--r-- 1 root root 2479511 Nov 22 15:14 wvsyslog

rwxr-xr-x 1 root utmp 49536 Nov 22 15:07 wtmp

vEdge-Cloud: /var/log$

¥ = = ¥

Which configuration stops Netconf CLI logging on WAN Edge devices during migration?

logs
audit-disable
netconf-disable

logs
netconf-disable

logging
disk netconf-disable

logging
disk
audit-disable
netennf-digahle

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/config-cmd.html#wp386725031
Syslog messages related to AAA authentication and Netconf CLI access and usage are placed in the auth log and messages fles. Each time Cisco vManage logs in to
a Cisco vEdge device to retneve statistics and status information and to push files to the router, the router generates AAA and Netconf log messages. S0, over time
these messages can il the log flles. To prevent these messages from flfing the log files, you can disable the logging of AAA and Netconf syslog messages

Device{config)# system aaa logsVigtela(confis-logs)# audit-disableviptela(config-logs)# netconf-disable

NEW QUESTION 230

An engineer must use data prefixes to configure centralized data policies using the vManage policy configuration wizard. What is the first step to accomplish this

task?

A. Create groups of interest

B. Configure network topology.

C. Configure traffic rules.

D. Apply policies to sites and VPNs.
Answer: A

NEW QUESTION 235

Which pathway under Monitor > Network > Select Device is used to verify service insertion configuration?
A. System Status

B. Troubleshooting

C. Real Time

D. Events

Answer: B

NEW QUESTION 239
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The network administrator is configuring a QoS scheduling policy on traffic received from transport side tunnels on WAN Edge 5000 routers at location 406141498
Which command must be configured on these devices?

A. cloud-gos

B. service qos
C. cloud-mis qos
D. mis gos

Answer: A

NEW QUESTION 241
Refer to the exhibit.

CJ MOMNITOR motwerk > WAN - Tunnel
vEdge! | 1000101 SaéE 1

Deviee Moce! vEdga Cloud i)

* [ ChariOptisns = | % Rusl Time| 1h 3h sh 12h ) Miays Custom -
Apsplioationsy VEOQES putshc-Imtene i L L]
Interface B vEdgeipublic-internet.
vEdged public-irtemethPSEC]
TCP Dptimazation B rogetpubhe-internet-
T Thecua 6 Rows Selectad | ee
o Q, Eranh Optons Totnl Rews: @
A S & Do [0) wa(el 4 ueE
WAN . Tursnel Erdpoints Proteecal Tlats I Aitter fmn) Loes (1) FEC Lo
Woe ¥ public-internel - e ~y
B «Cdgeipublic-internetyTdged putsic-mtarmn IPSED + =
Eme B «Edget public intornet vEdged pubsiic mternet WPSEC 2
Secueity Monitoning B sedgel public-intornet vEdg et pubic inferrigt PSEC 4 =
B vEdget public-nternet-vEdgeS pubic-imernet IPSED T -
Which command-line configuration on a WAN Edge device achieves these results?
A)
vpn 0
interface ge0/0

ip address 10.50.0.101/30
tunnel-interface
encapsulation gre

color public-internet
allow-service ntp

ip route 0.0.0.0/0 10.50.0.102
B)

vpn 0

interface ge0/0
ip address 10.50.0.101/30
tunnel-interface
encapsulation ipsec
color public-internet restrict
allow-service all
allow-service netconf

ip route 0.0.0.0/0 10.50.0.102

©)

vpn 0

interface ge0/0
ip address 10.50.0.101/30
wnnel-interface
encapsulation ipsec
allow-service none

ip route 0.0.0.0/0 10.50.0.102
D)

vpn 1

interface ge0/0
ip address 10.50.0.101/30
tunnel-interface
encapsulation ipsec
color public-internet restrict
allow-service all
allow-service netconf

ip route 0.0.0.0/0 10.50.0.102

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B
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NEW QUESTION 245

Which issue triggers the Cisco Umbrella resolver to toward DNS requests to the intelligent proxy? Which issue triggers the Cisco Umbrella resolver to toward DNS
requests to the intelligent proxy?

A. A domain is nonexistent.

B. A domain is block-listed.

C. A domain is locally reachable.
D. A domain is grey-listed.

Answer: D

NEW QUESTION 247

An engineer configures policing with a rate of 125 Bps and a burst rate of 8000 bits, as shown here:
policy

policer p1

rate

burst

exceed drop

i

access-list acl1
sequence 1

match

source-ip 2.2.0.0/16
destination-ip 10.1.1.0/24 100.1.1.0/24
destination-port 20 30
protocol 6 17 23

i

action accept
policer p1
1

default-action drop

|

vpn 1

interface ge0/4

description Policy ID: B413:AB8D:76G7::4
ip address 10.20.24.15/24

no shutdown

access-list acl1 out

Which configuration completes this task?

A. Configure 125 for rate and 1000 for burst.
B. Configure 1000 for rate and 64000 for burst
C. Configure 125 for rate and 8000 for burst
D. Configure 1000 for rate and 1000 for burst

Answer: D

NEW QUESTION 250
Which two sets of identifiers does OMP carry when it advertises TLOC routes between WAN Edge routers? (Choose two.)

A. TLOC public and private address, carrier, and preference

B. source and destination IP address, MAC, and site ID

C. system IP address, link color, and encapsulation

D. VPN ID, local site network, and BGP next-hop IP address

E. TLOC public and private address, tunnel ID, and performance

Answer: AC

NEW QUESTION 254
Refer to the exhibit.
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Seride VPN ] Segments
10.1.10.0/24

10.112.0/14

10.113.0/14 UMa nage
@ vSmart
vBond

Llondon &
WAN Edge Yot

Inlerngd

Rome Barcelona Paris
WAN Edge WAN Edge WAN Edge
Lervie VPN | Segrmenin Service VPN 1 Segmanty Lervioe VPN L Sepments
10.0.210/04 10.1 31.0/24 10.1.40.0/24
10.0.22.0/M4 10.1 320/24 10.0.42.0/24
10.0.200/04 10.1 33.0/14 10.1.42.0/24

The Cisco SD-WAN network is configured with a default full-mesh topology. An engineer wants Paris WAN Edge to use the Internet HOC as the preferred TLOC
for MSN Messenger and AOL Messenger traffic. Which policy achieves this goal?

A)
# WM!M .| Cumorn Optars =
Cortralized Polcy | oc o seed bawcy O:ﬂn;mrm (%) Locabsed Poicy
B)
#cm'!{'m‘Tim"_ e L ._m-
Corer i ped Poday 1 I O-‘:-ﬂvnird Poday Gu-rnn-ﬂ‘-:-“!
C)
0 cons I{.I..ﬂhlnl‘iﬁ'u-:rl B Oustsorn Optora =
Corerahod Poiay : I O Cortyaised Pobcy I O Lo snred poicy
D)
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o] cwlm.umm
Cowr sk fnd sy ’ ; Ocmun:-: Py [ #) Localged Polcy
L

A. Option A
B. Option B
C. Option C
D. Option D
Answer: A

NEW QUESTION 258

An engineering team must prepare a traffic engineering policy where an MPLS circuit is preferred for traffic coming from the Admin VLAN Internet should be used
as a backup only. Which configuration fulfill this requirement?

A)

policy
data-policy _TE
vpn-list VPN_10
sequence 1
match
source-data-prefix-list Source_Prefix
destination-data-prefix-list Dest_Prefix
action accept
set
vpn 10
tloc-list Hub_TLOCs
default-action reject
1
tloc-list Hub_TLOCs
tloc 10.4.4.4 color mpls encap ipsec preference 300
tlec 10.4.4.4 color public-internet encap ipsec preference 600
B)
policy
data-policy _TE
vpn-list VPN_10
sequence 1
match
source-data-prefix-list Source_Prefix
destination-data-prefix-list Dest_Prefix
action accept
nat use-vpn 0
nat fallback
default-action reject
1
tioe-list Hub_TLOCSs
tioc 10.4.4.4 color mpls encap ipsec preference 300
tioe 10.4.4.4 color public-internet encap ipsec preference 600
C)
policy
data-policy _TE
vpn-list VPN_10
sequence 1
match
source-data-prefix-list Source_Prefix
destination-data-prefix-list Dest_Prefix
action accept
set
vpn 10
tloc-list Hub_TLOCs
default-action accept
1
tloc-list Hub_TLOCs
tloc 10.4.4.4 color mpls encap ipsec preference 600
tloc 10.4.4.4 color public-internet encap ipsec preference 300

D)
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policy
data-policy _TE
vpn-list VPN_10
sequence 1
match
source-data-prefix-list Source_Prefix
destination-data-prefix-list Dest_Prefix
action accept
set
vpn 512
tioc-list Hub_TLOCs
default-action accept
1
tloc-list Hub_TLOCs
tloc 10.4.4.4 color mpls encap ipsec preference 600
tioc 10.4.4.4 color public-internet encap ipsec preference 300

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 261
Which OSPF command makes the WAN Edge router a less preferred exit from a site with a dual WAN Edge design?

A)
vpn vpn-id
router
ospf
area number
range prefix/length
B)
vpn vpn-id
router
ospf
max-metric
C)
vpn vpn-id
router
oapf

area number
Nno-—Sumnary

D)

vpEn vpn—id
router
ospE
area number
Nnss.a
s = S LI & Y

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 265

An engineer wants to track tunnel characteristics within an SLA-based policy for convergence. Which policy configuration will achieve this goal?
A. App-route policy

B. VPN membership policy

C. Control policy

D. Data policy

Answer: A

Explanation:

An application-aware routing policy matches applications with an SLA, that is, with the data plane tunne! performance characteristics that are necessary to transmit the
applications’ data traffic. The primary purpose of application-aware routing policy is to aptimize the path for data traffic being transmitted oy Cisco SD-WAN devices
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NEW QUESTION 266

An engineer is troubleshooting a vEdge router and identifies a “DCONFAIL — DTLS connection failure” message. What is the problem?

A. certificate mismatch
B. organization mismatch
C. memory issue

D. connectivity issue

Answer: D

Explanation:

https://community.cisco.com/t5/networking-documents/sd-wan-routers-troubleshoot-control-connections/ta-p/38

NEW QUESTION 270
Refer to the exhibit.

vManaae

syslem
syslem-ip 10.11.11.1
host-name vidanane
site-id 1
clock timezone Europe/London
vbond 11.1.1.3
ofganization-name Cisco.com
Veno
Interface ethl
Ip address 11.1.1.1724
MNo shut
Tunnelintertace
Allow-service all
. Ip route 0.0.0.00 11.1.1.254
vBond

system
syslemsip 10.11.11.3
host-name vManaoe
site-id 1
clock timezone Europe/London
vbond 11.1.1.1 local
organization.name Cisco.com
Von O
Interface ge0/0
Ip address 11.1.1.3728
MNo shut
Tunnel-interface
Encapsulation [psec
Allow-service all
ip route 0.0.0.0/0 11.1.1.254

vManage and vSmart have an issue establishing a connection to vBond. Which configuration resolves the issue?

| vSmanrt

system

| system.ip 10.11.11.1

hast-name ySman

| site-id 1

clock limezone Europe/Rome
vbond 11.1.1.3

| organization-name CiSco.com

Von 0

| Interface etht

ip address 11.1.1.2124

No shut

Tunnelinterface
Allow.service all

Ip route 0.0.0.00 11.1.1.254

A. Configure the tunnel interface on all three controllers with a color of transport.
B. Change the timezone on the vSmart to Europe/London.

C. Configure the (11.1.1.X/24) IP addresses on the elhO interfaces on vManage and vSmart.

D. Reconfigure the system-ip parameter on vSmart to 11.1.1.2.

Answer: B

NEW QUESTION 273
What is an attribute of TLOC'?

A. encryption

B. local preference
C. tag

D. service

Answer: C

NEW QUESTION 278
Refer to exhibit.

An engineer is troubleshooting tear down of control connections even though a valid Certificate Serial Number is entered Which two actions resolve the Issue?

(Choose two)
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A. Enter a valid serial number on the controllers for a given device
B. Remove the duplicate IP in the network.

C. Enter a valid product ID (model) on the PNP portal

D. Match the serial number file between the controllers

E. Restore network reachability for the controller

Answer: CD

Explanation:
https://community.cisco.com/t5/networking-documents/sd-wan-routers-troubleshoot-control-connections/ta-p/38

NEW QUESTION 281
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