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NEW QUESTION 1

When using the SSL certificate inspection method to inspect HTTPS traffic, how does FortiGate filter web requests when the client browser does not provide the

server name indication (SNI) extension?

A. FortiGate uses the requested URL from the user’'s web browser.

B. FortiGate uses the CN information from the Subject field in the server certificate.
C. FortiGate blocks the request without any further inspection.

D. FortiGate switches to the full SSL inspection method to decrypt the data.

Answer: B

NEW QUESTION 2
Refer to the exhibit, which contains partial outputs from two routing debug commands.
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Why is the port2 default route not in the second command's output?

A. It has a higher priority value than the default route using port1.
B. It is disabled in the FortiGate configuration.

C. It has a lower priority value than the default route using portl.
D. It has a higher distance than the default route using port1.

Answer: D

NEW QUESTION 3
A FortiGate device has the following LDAP configuration:
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The LDAP user student cannot authenticate. The exhibit shows the output of the authentication real time debug while testing the student account:

zdiagnose debug application fnbamd -1

Zdiagnose debug enable

zdiagnose test authserver ldap WindowsLDAP student password
fnbamd_fsm.c[1819] handle_req-Revd auth req 4 for student in WindowsLDAP
u}}l:—:-' ]_:lt'u.ﬂ—{l

fnbamd_fsm.c[336] compose _group_list_from_req_Group “WindowsLDAP’
inbamd_pop3.c|573] tnband pop3_start-student

fnbamd _cfg.c[932] inbamd_cfg-get_ldap_:ist_by server-Loading LDAP server
“WindowsLDAP*

fnbamd_ldap.c[992] resolve_ldap_FQDN-Resolved address 10.0.1.10, result 10.0.1.10
inbamd_fsm.c[428] create  auth_session-Total 1 server (s) to try
fnbamd_ldap.c[1700] fnbamd_ldap_get_result-Error in ldap result: 49

(Invalid credentials)

fnbamd_ldap.c[2028] fubamd_|dap_get_result-Auth denied

fnbamd_auth.c[2188] fnbamd_auth_poll_ldap-Result for ldap svr 10.0.1.10 is denied
fnbamd_comuim.c[169) fnbamd_comm_send_result-Sending result 1 for req 4
fnbamd_fsm.c[568] destroy_auth_session-delete session 4

authenticate ‘student’ against *WindowsLDAP® failed!

Based on the above output, what FortiGate LDAP settings must the administer check? (Choose two.)

A. cnid.

B. username.
C. password.
D. dn.

Your Partner of IT Exam

visit - https://www.exambible.com



We recommend you to try the PREMIUM NSE7_EFW-7.0 Dumps From Exambible
exam blb|@ https://www.exambible.com/NSE7_EFW-7.0-exam/ (163 Q&AS)

Answer: BC

Explanation:
https://kb.fortinet.com/kb/viewContent.do?externalld=13141

NEW QUESTION 4
Which statements about bulk configuration changes using FortiManager CLI scripts are correct? (Choose two.)

A. When executed on the Policy Package, ADOM database, changes are applied directly to the managed FortiGate.

B. When executed on the Device Database, you must use the installation wizard to apply the changes to the managed FortiGate.

C. When executed on the All FortiGate in ADOM, changes are automatically installed without creating a new revision history.

D. When executed on the Remote FortiGate directly, administrators do not have the option to review the changes prior to installation.

Answer: BD

Explanation:

CLI scripts can be run in three different ways:Device Database: By default, a script is executed on the device database. It is recommend you run the changes on
the device database (default setting), as this allows you to check what configuration changes you will send to the managed device. Once scripts are run on the
device database, you can install these changes to a managed device using the installation wizard.

Policy Package, ADOM database: If a script contains changes related to ADOM level objects and policies, you can change the default selection to run on Policy
Package, ADOM database and can then be installed using the installation wizard.

Remote FortiGate directly (through CLI): A script can be executed directly on the device and you don't need to install these changes using the installation wizard.
As the changes are directly installed on the managed device, no option is provided to verify and check the configuration changes through FortiManager prior to
executing it.

NEW QUESTION 5

ral=RES CBC, key-len
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Which two statements about this debug output are correct? (Choose two.)

A. The remote gateway IP address is 10.0.0.1.

B. The initiator provided remote as its IPsec peer ID.

C. It shows a phase 1 negotiation.

D. The negotiation is using AES128 encryption with CBC hash.

Answer: BC

NEW QUESTION 6
Which of the following conditions must be met for a static route to be active in the routing table? (Choose three.)

A. The next-hop IP address is up.

B. There is no other route, to the same destination, with a higher distance.

C. The link health monitor (if configured) is up.

D. The next-hop IP address belongs to one of the outgoing interface subnets.
E. The outgoing interface is up.

Answer: CDE

Explanation:

A configured static route only goes to routing table from routing database when all the following are met :
> The outgoing interface is up

2 There is no other matching route with a lower distance

2 The link health monitor (if configured) is successful
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> The next-hop IP address belongs to one of the outgoing interface subnets

NEW QUESTION 7
Examine the output of the ‘diagnose sys session list expectation’ command shown in the exhibit; than answer the question below.
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Which statement is true regarding the session in the exhibit?

A. It was created by the FortiGate kernel to allow push updates from FotiGuard.
B. It is for management traffic terminating at the FortiGate.

C. Itis for traffic originated from the FortiGate.

D. It was created by a session helper or ALG.

Answer: D
NEW QUESTION 8

An administrator cannot connect to the GIU of a FortiGate unit with the IP address 10.0.1.254. The administrator runs the debug flow while attempting the
connection using HTTP. The output of the debug flow is shown in the exhibit:

Based on the error displayed by the debug flow, which are valid reasons for this problem? (Choose two.)
A. HTTP administrative access is disabled in the FortiGate interface with the IP address 10.0.1.254.

B. Redirection of HTTP to HTTPS administrative access is disabled.

C. HTTP administrative access is configured with a port number different than 80.

D. The packet is denied because of reverse path forwarding check.

Answer: AC

NEW QUESTION 9
View the exhibit, which contains the output of a BGP debug command, and then answer the question below.
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# get router info bgp summary

BGP router identifier 0.0.0.117, local AS number 65117
BGP table version 1s 104

3 BGP AS-PATH entnes

0 BGP community entries

Neighbor V  AS MsgRevd MsgSent ThlVer InQ OutQ UpDown StatePfxRed

10.,125.0.60 4 65060 1698 1756 103 0 0 03:02:49 1
10,127.0.75 4 65075 2206 2250 102 0 0 02:45:55 |
10,.200.3.1 4 65501 101 115 0 0 0 never Active

Total number of neighbors 3

Which of the following statements about the exhibit are true? (Choose two.)

A. For the peer 10.125.0.60, the BGP state of is Established.

B. The local BGP peer has received a total of three BGP prefixes.

C. Since the BGP counters were last reset, the BGP peer 10.200.3.1 has never been down.
D. The local BGP peer has not established a TCP session to the BGP peer 10.200.3.1.

Answer: AD
NEW QUESTION 10

View the exhibit, which contains a partial routing table, and then answer the question below.
FGT # get router info routing-table all

Foucing table for VRF=7
C 10.73.9.0/24 is directcly connected, portcz

Pouting teable for VRF=12

o 10.1.0.0/24 is directly connected,
5 10.10.4.0/24 [10/0] wvia 10.1.0.100,
o 10.64.1.0/249 is directly connected,

Fouting table for VRF=21

10.72.3.0/24 is directly conn
192.168.2.0/24 [10/0] wvia 10. 54, porc4d

Assuming all the appropriate firewall policies are configured, which of the following pings will FortiGate
route? (Choose two.)

A. Source IP address 10.1.0.24, Destination IP address 10.72.3.20.
B. Source IP address 10.72.3.27, Destination IP address 10.1.0.52.
C. Source IP address 10.72.3.52, Destination IP address 10.1.0.254.
D. Source IP address 10.73.9.10, Destination IP address 10.72.3.15.

Answer: BC

NEW QUESTION 10

Which two tasks are automated using the Install Wizard on FortiManager? (Choose two.)
A. Installing configuration changes to managed devices

B. Importing interface mappings from managed devices

C. Adding devices to FortiManager

D. Previewing pending configuration changes for managed devices

Answer: AD

NEW QUESTION 15
A FortiGate has two default routes:
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config router static
edit 1

set gateway 10.200.1.254
set priority 5
set device “portl”
next
edit2
set gateway 10.200.2.254

set priority 10
set device “porta”
ext
end

All Internet traffic is currently using portl. The exhibit shows partial information for one sample session of Internet traffic from an internal user:

f diegnose sy= session list

—_— = -

Sessicn info: proto=€ proto _state=01 duration =17 expire=7 timecut=3&00
flags= 00000000 =2o0ckflag=00000000 scckport=0 av idx=0 use=3

ha_ad=0 peolicy_dir=0 tunnel=/

state~may_dirty none app_ntif

statistic (bytes/packetsfallow err): oxg=3575/7/1 reply=2336¢7/15/1 tuples=2
origin->sink: org pre->post, reply pre->post dev=4->2/2->4
gwy=10.200.1.254/10.0.1.10

hook=pos=t dir=ocrg act=snat 10.0.1.10:4907-
>54.235.1568.170:80(10.200.1.1:645307)

hook=pre dir=reply act=dnat 34.235.138.170:80-
10,200.1.1:64%07(10.0.1.10:64%07)
pos/ (before, after) O (0.0), OF(0,0)
mise=0 policy id=l auth_infc=0 chk client_info=0 wd=0

2ex1al=000002%4 tos=££/£ff ips view=0 app list=0 app=0

d_type=0 dd_mode=0

What would happen with the traffic matching the above session if the priority on the first default route (IDd1) were changed from 5 to 20?

A. The session would be deleted, and the client would need to start a new session.

B. The session would remain in the session table, and its traffic would start to egress from port2.

C. The session would remain in the session table, but its traffic would now egress from both portl and port2.
D. The session would remain in the session table, and its traffic would still egress from portl.

Answer: D

NEW QUESTION 20
View the exhibit, which contains a partial output of an IKE real-time debug, and then answer the question below.

ike 0:H2S 0 _1: shorteut 10.2005.1:0 10.1.2.254->10.1.1.254

ike 0:H25_0_1:15: sent IKE msg (SHORTCUT-OFFER): 10.200.1.1:500->10.200.5.1:500,
len=164, 1d=4134df8580d5cdd/ce54851612c7432f:a21f14fe

ike 0: comes 10.200.5.1:500->10.200.1.1:500,ifindex=3....

ike 0: IKEv1 exchange=Informational 1d=4134df8580d5bedd/ce54851612c74321:6266e28¢
len=196

ike 0:H2S 0 _1:15: notify msg received: SHORTCUR-QUERY
ike 0:H2S 0 1: recv shortcut-query 16462343159772385317

ike 0:H2S_0_0:16: senr IKE msg (SHORTCUT-QUERY): 10.200.1.1:500->10.200.3.1:500,
len=196, id=7Tc6b6cca6700a935/dba061eaf5 1b8917:b326d12a

ike 0: comes 10.200.3.1:500->10.200.1.1:500.1findex=3. ...

ike 0: IKEv1 exchange=Informational id=7c6b6eccat700a935/dba061eaf5 1b8917:1c1dbf39
len=188

ike 0:H2S 0 0:16: notify msg received: SHORTCUT-REPLY

ike 0:H25_0_0: recv shortcut-reply 16462343159772385317

f97a7565a44 1e2aa/667d3e2e344221 1e 10.200.3.1 to 10.1.2.254 psk 64

ike 0:H2S 0 _0: shorteut-reply route to 10.1.2.2534 viaH28 0 129

ike 0:H2S: forward shortcut-reply 16462343159772385317
f07a7563a441e2aa/667d3e2e3442211e 10.200.3.1 to 10.1.2.254 psk 64 tt] 31
ike 0:H258 0 _1:15: enc

tke (:H2S_0_1:15: sent IKE msg (SHORTCUT-REPLY): 10.200.1.1:500->10.200.5.1:500,
len=188, id=4134df8580d5bcdd/ce54851612¢7432f: T0edb6d2c

Based on the debug output, which phase-1 setting is enabled in the configuration of this VPN?
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A. auto-discovery-sender
B. auto-discovery-forwarder
C. auto-discovery-shortcut
D. auto-discovery-receiver

Answer: B

NEW QUESTION 24
View the exhibit, which contains the output of a debug command, and then answer the question below.
# diagnose hardware syainfo consercve
meEmoOry consercve mode: on
total RAN:
memory used:

B

11
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total
total
total
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Memory freeable:

memory used + Ifreeable threshold exXxtreme:
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Which one of the following statements about this FortiGate is correct?

A. It is currently in system conserve mode because of high CPU usage.

B. It is currently in extreme conserve mode because of high memory usage.
C. Itis currently in proxy conserve mode because of high memory usage.
D. It is currently in memory conserve mode because of high memory usage.

Answer: D

NEW QUESTION 29

When using the SSL certificate inspection method for HTTPS traffic, how does FortiGate filter web requests when the browser client does not provide the server

name indication (SNI) extension?

A. FortiGate uses CN information from the Subject field in the server’s certificate.
B. FortiGate switches to the full SSL inspection method to decrypt the data.

C. FortiGate blocks the request without any further inspection.

D. FortiGate uses the requested URL from the user’s web browser.

Answer: A

NEW QUESTION 31

A FortiGate's portl is connected to a private network. Its port2 is connected to the Internet. Explicit web proxy is enabled in portl and only explicit web proxy users
can access the Internet. Web cache is NOT enabled. An internal web proxy user is downloading a file from the Internet via HTTP. Which statements are true

regarding the two entries in the FortiGate session table related with this traffic? (Choose two.)

A. Both session have the local flag on.

B. The destination IP addresses of both sessions are IP addresses assigned to FortiGate's interfaces.
C. One session has the proxy flag on, the other one does not.

D. One of the sessions has the IP address of port2 as the source IP address.

Answer: AD

NEW QUESTION 36
Refer to the exhibit, which contains the debug output of diagnose dvm device list.

D 44 diagnose dvm de 1i

om:My ADOM pkg: [imported] Local-FortiGate root

Which two statements about the output shown in the exhibit are correct? (Choose two.)

A. ADOMs are disabled on the FortiManager

B. The FortiGate configuration is in sync with latest running revision history.

C. There are pending device-level changes yet to be installed on Local-FortiGate.
D. The policy package has been modified for Local-FortiGate.

Answer: BC

NEW QUESTION 41
Which statement is true regarding File description (FD) conserve mode?

A. IPS inspection is affected when FortiGate enters FD conserve mode.

B. A FortiGate enters FD conserve mode when the amount of available description is less than 5%.
C. FD conserve mode affects all daemons running on the device.

D. Restarting the WAD process is required to leave FD conserve mode.
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Answer: B

NEW QUESTION 43
Refer to the exhibit, which contains a TCL script configuration on FortiManager.

Iype TCL Script
Run script on Remote FortGate ...
Soeript details it
proc do_cmd {emdl |
puts [exec "Somdiwn” "# 100]
¥
run_cmd "config system interface
run_cmd "edit port1”
run_cmd "set ip 10.0.1.10 255.255.255.0
run_cmd "next”
run_cmd end’

An administrator has configured the TCL script on FortiManager, but failed to apply any changes to the
managed device after being executed.
Why did the TCL script fail to make any changes to the managed device?

A. Changes in an interface configuration can only be done by CLI script.
B. The TCL script must start with #include <>.

C. Incomplete commands are ignored in TCL scripts.

D. The TCL command run_cmd has not been created.

Answer: D

NEW QUESTION 48
The CLI command set intelligent-mode <enable | disable> controls the IPS engine’s adaptive scanning behavior. Which of the following statements describes IPS
adaptive scanning?

A. Determines the optimal number of IPS engines required based on system load.

B. Downloads signatures on demand from FDS based on scanning requirements.

C. Determines when it is secure enough to stop scanning session traffic.

D. Choose a matching algorithm based on available memory and the type of inspection being performed.

Answer: C

Explanation:

Configuring IPS intelligenceStarting with FortiOS 5.2, intelligent-mode is a new adaptive detection method. This command is enabled the default and it means that
the IPS engine will perform adaptive scanning so that, for some traffic, the FortiGate can quickly finish scanning and offload the traffic to NPU or kernel. It is a
balanced method which could cover all known exploits. When disabled, the IPS engine scans every single byte.

config ips globalset intelligent-mode {enable|disable}end

NEW QUESTION 52
Examine the output of the 'diagnose debug rating' command shown in the exhibit; then answer the question below.

o o I
[
1w e

i WD B e

B

Which statement are true regarding the output in the exhibit? (Choose two.)

A. There are three FortiGuard servers that are not responding to the queries sent by the FortiGate.

B. The TZ value represents the delta between each FortiGuard server's time zone and the FortiGate's time zone.
C. FortiGate will send the FortiGuard queries to the server with highest weight.

D. A server's round trip delay (RTT) is not used to calculate its weight.

Answer: BC

NEW QUESTION 54
Which of the following statements are true regarding the SIP session helper and the SIP application layer gateway (ALG)? (Choose three.)
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A. SIP session helper runs in the kernel; SIP ALG runs as a user space process.

B. SIP ALG supports SIP HA failover; SIP helper does not.

C. SIP ALG supports SIP over IPv6; SIP helper does not.

D. SIP ALG can create expected sessions for media traffic; SIP helper does not.

E. SIP helper supports SIP over TCP and UDP; SIP ALG supports only SIP over UDP.

Answer: BCD

NEW QUESTION 57

Which of the following statements are correct regarding application layer test commands? (Choose two.)
A. They are used to filter real-time debugs.

B. They display real-time application debugs.

C. Some of them display statistics and configuration information about a feature or process.

D. Some of them can be used to restart an application.

Answer: CD

Explanation:

Application layer test commands don’t display info in real time, but they do show statistics and configuration info about a feature or process. You can also use

some of these commands to restart a process or execute a change in its operation.

NEW QUESTION 58
Examine the partial output from two web filter debug commands; then answer the question below:
# diagnose test application wurlfilce 3
Domain Ip DB Ve: T URL

Based on the above outputs, which is the FortiGuard web filter category for the web site www.fgt99.com?

A. Finance and banking
B. General organization.
C. Business.

D. Information technology.

Answer: C

NEW QUESTION 60
Examine the following routing table and BGP configuration; then answer the question below.
#gel router info routing-table all
*0.0.0.0/0 [10/0) via 10.200.1.254, pori1
C10.200.1.0/24 1s directly connected, port1
5192.168.0.0/16 [10/0] via 10.200.1.254, port1
# Show router bgp
config router bgp
set as 65500
set router-id 10.200.1.1
set network-import-check enable
set ebgp-milipath disable
config nelghbor
edit"10.200.3.1"
set remote-as 65501
nexl
end
config network
edit1

TheBGP connection is up, but the local peer is NOT advertising the prefix 192.168.1.0/24. Which configuration change will make the local peer advertise this

prefix?

A. Enable the redistribution of connected routers into BGP.
B. Enable the redistribution of static routers into BGP.

C. Disable the setting network-import-check.

D. Enable the setting ebgp-multipath.

Answer: C

NEW QUESTION 61
Examine the output of the ‘get router info ospf interface’ command shown in the exhibit; then answer the
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guestion below.

# get router info ospf interface portd
ports 15 up, line protocol 1s up

Internet Address 172.20.121.23&6/24, Area 0.0.0.0, MTUD 1500

Frocess ID 0O, Router ID 0.0.0. 4, Network Type BRORDCAST, Cost:

Transmit Delay is 1 sec, State DROther, Pricritv 1

Designated Router (ID) 17¢.20.150.2, Interface Adaress 1/Z2.:20.1d1.%
Backup Des:gnatad Router (ID) 0.0.0.1, Interface Address
172.20.12).23%
Timer intervals configured, Helle 10.000, Dead 40, Wait 40, BRetransmit
5

Hallo due in 00:00:05

Neighbor Count ie 4, Adjacent neighber count is 2

Crypt Sequence Number is 411

Hallo raceived 10&, sent 27; DD reaceivaed 7 sant ©

Li=-Reg received 2 sent I, LE&-Upd received gant 5

LE-Ack recelved 4 sent 3, Discarded 1

Which statements are true regarding the above output? (Choose two.)

A. The port4 interface is connected to the OSPF backbone area.

B. The local FortiGate has been elected as the OSPF backup designated router.
C. There are at least 5 OSPF routers connected to the port4 network.

D. Two OSPF routers are down in the port4 network.

Answer: AC

Explanation:

on BROADCAST network there are 4 neighbors, among which 1*DR +1*BDR. So our FG has 4 neighbors, but create adjacency only with 2 (with DR and BDR). 2
neighbors DRother (not down).

NEW QUESTION 62
View the exhibit, which contains the output of a web diagnose command, and then answer the question below.

# diagnose webfilter fortiguard statistics list # diagnose webfilter fortiguard statistics list

Raring Statistics: Cache Statistics:

DNS filures A .

Maximum memeory ¢
DN lookups ;280 Memory usage 0
Data send faihures H 0
Data read failures 0 Nodes 0
Wrong package type 0 Leaves 0
Hash table miss 0 Prefix nodes 0
Unknown server o Exact nodes 0
Incomect CRC 0
Proxy requests failures 0 Requests 0
Request timeout ; : Misses 0
Total requests ;o 2409 Hits 0
Requests to FortiGuard servers ¢ 1182 Prefix hits 0
Server emrored responses : 0 Exact hits 0
Relaved rating : 0
Invalid profile i o %o cache directives 0

Add after prefix 0
Allowed . L Invalid DB put 0
Blocked D 3909 DB updates 0
]_g?ged . 3027
Blocked Emors 5 565 Percent fisll : 0%
Allowed Emors : 0 Branches : 0%
Monitors : 0 Leaves T 0%
Authenticates 3 0 Prefiv nodes . i)
Wamings : 15 Exact nodes . 0%
Onrd request timeout 0
Onvrd send failures ; 0 Migs rate : 0
Onrd read failures : o Hit rate : 0%
Onvrd emored responses 0 Prefiy Lits : 0%

Exact hits T 0%

Which one of the following statements explains why the cache statistics are all zeros?

A. The administrator has reallocated the cache memory to a separate process.

B. There are no users making web requests.

C. The FortiGuard web filter cache is disabled in the FortiGate’s configuration.

D. FortiGate is using a flow-based web filter and the cache applies only to proxy-based inspection.

Answer: C

NEW QUESTION 63
View the exhibit, which contains a session entry, and then answer the question below.
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=0 av idx=0 use=3

reply

- B I
wirl

Which statement is correct regarding this session?

A. Itis an ICMP session from 10.1.10.10 to 10.200.1.1.

B. It is an ICMP session from 10.1.10.10 to 10.200.5.1.

C. ltis a TCP session in ESTABLISHED state from 10.1.10.10 to 10.200.5.1.
D. Itis a TCP session in CLOSE_WAIT state from 10.1.10.10 to 10.200.1.1.

Answer: B

NEW QUESTION 67

Which two statements about OCVPN are true? (Choose two.)
A. Only root vdom supports OCVPN.

B. OCVPN supports static and dynamic IPs in WAN interface.
C. OCVPN offers only Hub-Spoke VPNs.

D. FortiGate devices under different FortiCare accounts can be used to form OCVPN.

Answer: AB

NEW QUESTION 71

An administrator has configured two FortiGate devices for an HA cluster. While testing the HA failover, the administrator noticed that some of the switches in the
network continue to send traffic to the former primary unit. The administrator decides to enable the setting link-failed-signal to fix the problem. Which statement is

correct regarding this command?

A. Forces the former primary device to shut down all its non-heartbeat interfaces for one second while the failover occurs.

B. Sends an ARP packet to all connected devices, indicating that the HA virtual MAC address is reachable through a new master after a failover.

C. Sends a link failed signal to all connected devices.

D. Disables all the non-heartbeat interfaces in all the HA members for two seconds after a failover.

Answer: A

NEW QUESTION 75

¢ roucer info bgp swumeary
lentifier 0.0.0.117, local AS number 65117

Indg Outd
o |
. 2250 o o
100 . ] 0 0

Total nuribher of neighbors 3

Which of the following statements about the exhibit are true? (Choose two.)

A. The local router's BGP state is Established with the 10.125.0.60 peer.

B. Since the counters were last reset; the 10.200.3.1 peer has never been down.
C. The local router has received a total of three BGP prefixes from all peers.

D. The local router has not established a TCP session with 100.64.3.1.

Answer: AD

NEW QUESTION 80

An administrator added the following Ipsec VPN to a FortiGate configuration:
configvpn ipsec phasel -interface edit "RemoteSite"

set type dynamic

set interface "portl" set mode main

set psksecret ENC LCVKCIK2E2PhVUzZe next
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end

config vpn ipsec phase2-interface edit "RemoteSite"

set phasel name "RemoteSite” set proposal 3des-sha256

next end

However, the phase 1 negotiation is failing. The administrator executed the IKF real time debug while attempting the Ipsec connection. The output is shown in the
exhibit.

tYP E=ht:ti—:

ISARMP SA lifetime=86
SA proposal chosen, matched gateway DialUpUsers

-—

J1alUpUsers:16: sent IKE msg (ident rlsend): 10

. .3.1:500->10.200.1.1:
IFEv]l exchange=Identity Pr otection 1d =0/ X% len:r:E:'
J.T-TE'T.-TSEIE::.E-‘: responder:main mode get 2nd message.
] NAT nch detected
Jsars: J.t sent IKE msg (ident_r2send):

DialUpUse rs: 16: ISARMP SA xxx/xxx key 16:3D33EZ
cComas j_L| ‘.. 3.3 13 5']'" >10.200. l--.l-:E-.l"-.}f lflnﬂﬂx—ﬁ.
IKEvl exchange=Identity Protection id=iox/xxx len=10¢

:DialUpUsers:16: responder: main mode get 3rd message..

.DialUpUsers:16: probable pre-shared secrat mismatch

0:DialUpUsers:16: unable to parse msg

What is causing the IPsec problem in the phase 1 ?

A. The incoming IPsec connection is matching the wrong VPN configuration
B. The phrase-1 mode must be changed to aggressive

C. The pre-shared key is wrong

D. NAT-T settings do not match

Answer: C

NEW QUESTION 84
View the exhibit, which contains a screenshot of some phase-1 settings, and then answer the question below.

Name Remots

Comments Comments
Network
IP Version 8 IPvd O IPv6
Remote Gateway | Static IP address v
P Addrass 10.0.10.1 |
Interface | portt "
Made Cenfig M
NAT Traversa [+

Keepalive Frequency [ 10 = |

Dead Peer Detection [

The VPN is up, and DPD packets are being exchanged between both IPsec gateways; however, traffic cannot pass through the tunnel. To diagnose, the
administrator enters these CLI commands:

diagnose vpn ike log-filter src-add4 10.0.10.1
diagnose debug application ike-1
diagnose debug enable

However, the IKE real time debug does not show any output. Why?

A. The debug output shows phases 1 and 2 negotiations onl
B. Once the tunnel is up, it does not show any more output.
C. The log-filter setting was set incorrectl

D. The VPN's traffic does not match this filter.

E. The debug shows only error message
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F. If there is no output, then the tunnel is operating normally.
G. The debug output shows phase 1 negotiation onl
H. After that, the administrator must enable the following real time debug: diagnose debug application ipsec -1.

Answer: B

NEW QUESTION 89
Which two statements about FortiManager is true when it is deployed as a local FDS? (Choose two.)

A. It caches available firmware updates for unmanaged devices.

B. It can be configured as an update server, or a rating server, but not both.
C. It supports rating requests from both managed and unmanaged devices.
D. It provides VM license validation services.

Answer: CD

NEW QUESTION 91
Examine the output of the ‘get router info bgp summary’ command shown in the exhibit; then answer the question below.

# get router info bgp summary

BGP router identifier 0.0.0.117, local AS number 65117
BGP table version 1s 104

3 BGP AS-PATH entnes

0 BGP community entries

Neighbor V  AS MsgRevd MsgSent ThlVer InQ OutQ UpDown StatePfxRed

10.125.0.60 4 65060 1698 1756 103 0 0 03:02:49 1
10.127.0.75 4 65075 2206 2250 102 0 0 02:45:55 1
10.200.3.1 4 65501 101 115 0 0 0 never Active

Total number of neighbors 3

Which statements are true regarding the output in the exhibit? (Choose two.)

A. BGP state of the peer 10.125.0.60 is Established.

B. BGP peer 10.200.3.1 has never been down since the BGP counters were cleared.
C. Local BGP peer has not received an OpenConfirm from 10.200.3.1.

D. The local BGP peer has received a total of 3 BGP prefixes.

Answer: AC

NEW QUESTION 95
Refer to the exhibit, which contains the output of a BGP debug command.
FGT # get router info bgp summary

i 117, local AS number

--||||-,|i:..-r ']

Which statement about the exhibit is true?

A. The local router has received a total of three BGP prefixes from all peers.

B. The local router has not established a TCP session with 100.64.3.1.

C. Since the counters were last reset, the 10.200.3.1 peer has never been down.
D. The local router BGP state is OpenConfirm with the 10.127.0.75 peer.
Answer: B

NEW QUESTION 96
Examine the output from the ‘diagnose vpn tunnel list command shown in the exhibit; then answer the question below.
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#diagnose vym tunnel st
name-Dial Up_0 ver=1 serial=5 10.200.1.1:4500->10.200.3.2: 64916 lgwy=static
nun=intf mode=dial_inst.bound if=1
parent=DialUp mdex=0
proveyid_um=1 child_mum=0 refent=8 ilast=4 olast=4
stat: rap=104 xp=8 mb=27392 txb=480
dpd: mode=active on=1 idle=5000ms retry=3 count=0 segno=70
natt: mode=silent draft=32 interval= 10 remote_port=64916
proxyid= DialUp proto=0 sa=1 ref=2 senal=1 add-route
gre: 0:0.0.0.0.-255.255.255 255:0
dst: 0:10.0.10.10.-10.0.10.10:0
SA: ref=3 options= 00000086 type=00 soft=0 mtu=1422 expire =42521
replaywin=2048 segno=0
life: type=01 bytes=0/0 timeour= 4318543200
dee: spi-'-cb_:alﬁ_’-:a esp=acs key=16 Tio5el TaSfdss5ec38bifad7d650c1a2
ah=shal key=20 946bfb0d23bEb53TT0dcf48ac2afB2bicechaal’
enc: spi=dabd28ac esp=acs key=16 Idcf4dacTc816782¢add0c9ad77ef543
ah=shal key=20 Tecfde587592fc4635ab8db3ddiDdEs1d868b243E
dec:plts bytes=104/19926, enc:pkra bytes=81024

Which command can be used to sniffer the ESP traffic for the VPN DialUP_0?

A. diagnose sniffer packet any ‘port 500’

B. diagnose sniffer packet any ‘esp’

C. diagnose sniffer packet any ‘host 10.0.10.10’
D. diagnose sniffer packet any ‘port 4500’

Answer: D

Explanation:
NAT-T is enabled. natt: mode=silentProtocol ESP is used. ESP is encapsulated in UDP port 4500 when NAT-T is enabled.
natt: mode=silent means IPSec is behind NAT (NAT traversal) https://kb.fortinet.com/kb/documentLink.do?externallD=FD48755

NEW QUESTION 98

A corporate network allows Internet Access to FSSO users only. The FSSO user student does not have Internet access after successfully logged into the Windows
AD network. The output of the ‘diagnose debug authd fsso list’ command does not show student as an active FSSO user. Other FSSO users can access the
Internet without problems. What should the administrator check? (Choose two.)

A. The user student must not be listed in the CA'’s ignore user list.

B. The user student must belong to one or more of the monitored user groups.

C. The student workstation’s IP subnet must be listed in the CA'’s trusted list.

D. At least one of the student’s user groups must be allowed by a FortiGate firewall policy.

Answer: AD

Explanation:
https://kb.fortinet.com/kb/documentLink.do?externallD=FD38828

NEW QUESTION 103
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