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NEW QUESTION 1
Which of the following are risks associated with vendor lock-in? (Choose two.)

A. The client can seamlessly move data.

B. The vendor can change product offerings.

C. The client receives a sufficient level of service.

D. The client experiences decreased quality of service.
E. The client can leverage a multicloud approach.

F. The client experiences increased interoperability.

Answer: BD

Explanation:
Reference: https://www.cloudflare.com/learning/cloud/what-is-vendor-
lockin/#:~:text=Vendor%20lock%2Din%20can%20become, may%20involve%20reformatting%20the%20data

NEW QUESTION 2

An enterprise is deploying APIs that utilize a private key and a public key to ensure the connection string is protected. To connect to the API, customers must use
the private key.

Which of the following would BEST secure the REST API connection to the database while preventing the use of a hardcoded string in the request string?

A. Implement a VPN for all APIs.

B. Sign the key with DSA.

C. Deploy MFA for the service accounts.
D. Utilize HMAC for the keys.

Answer: D

Explanation:
Reference: https://eclipsesource.com/blogs/2016/07/06/keyed-hash-message-authentication-code-in-rest-apis/

NEW QUESTION 3

A security architect works for a manufacturing organization that has many different branch offices. The architect is looking for a way to reduce traffic and ensure
the branch offices receive the latest copy of revoked certificates issued by the CA at the organization’s headquarters location. The solution must also have the
lowest power requirement on the CA.

Which of the following is the BEST solution?

A. Deploy an RA on each branch office.
B. Use Delta CRLs at the branches.

C. Configure clients to use OCSP.

D. Send the new CRLs by using GPO.

Answer: C
Explanation:

Reference: https://www.sciencedirect.com/topics/computer-science/revoke-certificate

NEW QUESTION 4

A high-severity vulnerability was found on a web application and introduced to the enterprise. The vulnerability could allow an unauthorized user to utilize an open-
source library to view privileged user information. The enterprise is unwilling to accept the risk, but the developers cannot fix the issue right away. Which of the
following should be implemented to reduce the risk to an acceptable level until the issue can be fixed?

A. Scan the code with a static code analyzer, change privileged user passwords, and provide security training.
B. Change privileged usernames, review the OS logs, and deploy hardware tokens.
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C. Implement MFA, review the application logs, and deploy a WAF.
D. Deploy a VPN, configure an official open-source library repository, and perform a full application review for vulnerabilities.

Answer: D

Explanation:
Reference: https://www.microfocus.com/en-us/what-is/sast

NEW QUESTION 5

In preparation for the holiday season, a company redesigned the system that manages retail sales and moved it to a cloud service provider. The new infrastructure
did not meet the company’s availability requirements. During a postmortem analysis, the following issues were highlighted:

* 1. International users reported latency when images on the web page were initially loading.

* 2. During times of report processing, users reported issues with inventory when attempting to place orders.

* 3. Despite the fact that ten new API servers were added, the load across servers was heavy at peak times.

Which of the following infrastructure design changes would be BEST for the organization to implement to avoid these issues in the future?

A. Serve static content via distributed CDNs, create a read replica of the central database and pull reports from there, and auto-scale API servers based on
performance.

B. Increase the bandwidth for the server that delivers images, use a CDN, change the database to a non-relational database, and split the ten API servers across
two load balancers.

C. Serve images from an object storage bucket with infrequent read times, replicate the database across different regions, and dynamically create API servers
based on load.

D. Serve static-content object storage across different regions, increase the instance size on the managed relational database, and distribute the ten API servers
across multiple regions.

Answer: A

NEW QUESTION 6

A security architect is implementing a web application that uses a database back end. Prior to the production, the architect is concerned about the possibility of
XSS attacks and wants to identify security controls that could be put in place to prevent these attacks.

Which of the following sources could the architect consult to address this security concern?

A.SDLC
B. OVAL
C. IEEE
D. OWASP

Answer: B

Explanation:
Reference: https://dzone.com/articles/what-is-oval-a-community-driven-vulnerability-mana

NEW QUESTION 7

An organization recently started processing, transmitting, and storing its customers’ credit card information. Within a week of doing so, the organization suffered a
massive breach that resulted in the exposure of the customers’ information.

Which of the following provides the BEST guidance for protecting such information while it is at rest and in transit?

A. NIST

B. GDPR
C. PCI DSS
D. ISO

Answer: C

Explanation:
Reference: https://en.wikipedia.org/wiki/Payment_Card_Industry Data_Security Standard

NEW QUESTION 8

During a system penetration test, a security engineer successfully gained access to a shell on a Linux host as a standard user and wants to elevate the privilege
levels.

Which of the following is a valid Linux post-exploitation method to use to accomplish this goal?

A. Spawn a shell using sudo and an escape string such as sudo vim -c ‘Ish’.
B. Perform ASIC password cracking on the host.

C. Read the /etc/passwd file to extract the usernames.

D. Initiate unquoted service path exploits.

E. Use the UNION operator to extract the database schema.

Answer: C
Explanation:

Reference: https://docs.rapid7.com/insightvm/elevating-permissions/

NEW QUESTION 9

A shipping company that is trying to eliminate entire classes of threats is developing an SELinux policy to ensure its custom Android devices are used exclusively
for package tracking.

After compiling and implementing the policy, in which of the following modes must the company ensure the devices are configured to run?
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A. Protecting
B. Permissive
C. Enforcing

D. Mandatory

Answer: B

Explanation:
Reference: https://source.android.com/security/selinux/customize

NEW QUESTION 10

An organization is implementing a new identity and access management architecture with the following objectives: Supporting MFA against on-premises
infrastructure

Improving the user experience by integrating with SaaS applications
Applying risk-based policies based on location Performing just-in-time provisioning Which of the following authentication protocols should the organization

implement to support these requirements?
A. Kerberos and TACACS

B. SAML and RADIUS

C. OAuth and OpenID

D. OTP and 802.1X

Answer: A

Explanation:
Reference: https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/migrate-application-authentication-toazure-active-directory

Manage cost

With Azure AD, vou can reduce infrastructure costs by:

NEW QUESTION 10
Device event logs sources from MDM software as follows:

Which of the following security concerns and response actions would BEST address the risks posed by the device in the logs?
A. Malicious installation of an application; change the MDM configuration to remove application ID 1220.

B. Resource leak; recover the device for analysis and clean up the local storage.

C. Impossible travel; disable the device’'s account and access while investigating.

D. Falsified status reporting; remotely wipe the device.

Answer: A
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NEW QUESTION 15

During a remodel, a company’s computer equipment was moved to a secure storage room with cameras positioned on both sides of the door. The door is locked
using a card reader issued by the security team, and only the security team and department managers have access to the room. The company wants to be able to
identify any unauthorized individuals who enter the storage room by following an authorized employee.

Which of the following processes would BEST satisfy this requirement?

A. Monitor camera footage corresponding to a valid access request.
B. Require both security and management to open the door.

C. Require department managers to review denied-access requests.
D. Issue new entry badges on a weekly basis.

Answer: A

Explanation:
Reference: https://www.getkisi.com/access-control

NEW QUESTION 20

Ransomware encrypted the entire human resources fileshare for a large financial institution. Security operations personnel were unaware of the activity until it was
too late to stop it. The restoration will take approximately four hours, and the last backup occurred 48 hours ago. The management team has indicated that the
RPO for a disaster recovery event for this data classification is 24 hours.

Based on RPO requirements, which of the following recommendations should the management team make?

A. Leave the current backup schedule intact and pay the ransom to decrypt the data.

B. Leave the current backup schedule intact and make the human resources fileshare read-only.
C. Increase the frequency of backups and create SIEM alerts for I0Cs.

D. Decrease the frequency of backups and pay the ransom to decrypt the data.

Answer: C

NEW QUESTION 25
A security engineer thinks the development team has been hard-coding sensitive environment variables in its code. Which of the following would BEST secure the
company'’s CI/CD pipeline?

A. Utilizing a trusted secrets manager

B. Performing DAST on a weekly basis

C. Introducing the use of container orchestration
D. Deploying instance tagging

Answer: A

Explanation:
Reference: https://about.qgitlab.com/blog/2021/04/09/demystifying-ci-cd-variables/

Environment scope

Protected variables

Masked

NEW QUESTION 30

A company hired a third party to develop software as part of its strategy to be quicker to market. The company’s policy outlines the following requirements: The
credentials used to publish production software to the container registry should be stored in a secure location.

Access should be restricted to the pipeline service account, without the ability for the third-party developer to read the credentials directly. Which of the following
would be the BEST recommendation for storing and monitoring access to these shared credentials?

A. TPM

B. Local secure password file
C. MFA

D. Key vault

Answer: A
Explanation:

Reference: https://docs.microsoft.com/en-us/windows/security/information-protection/tpm/tpm-fundamentals

NEW QUESTION 31
A Chief Information Officer is considering migrating all company data to the cloud to save money on expensive SAN storage. Which of the following is a security
concern that will MOST likely need to be addressed during migration?
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A. Latency

B. Data exposure
C. Data loss

D. Data dispersion

Answer: A

NEW QUESTION 33

A security analyst discovered that the company’s WAF was not properly configured. The main web server was breached, and the following payload was found in

one of the malicious requests:

Which of the following would BEST mitigate this vulnerability?

A. CAPTCHA

B. Input validation

C. Data encoding

D. Network intrusion prevention

Answer: B

Explanation:

Reference: https://hdivsecurity.com/owasp-xml-external-entities-xxe

Example #1: The attacker attempts to extract data from the serve

E pie #2: An attach i & Server's private twiork by nging the

NEW QUESTION 37

TITY xxe SYSTEM “file:///etc/password”>

A security analyst is reviewing network connectivity on a Linux workstation and examining the active TCP connections using the command line. Which of the

following commands would be the BEST to run to view only active Internet connections?
A. sudo netstat -antu | grep “LISTEN" | awk ‘{print$5}’

B. sudo netstat -nlt -p | grep “ESTABLISHED”

C. sudo netstat -pIntu | grep -v “Foreign Address”

D. sudo netstat -pnut -w | column -t -s $\w’

E. sudo netstat -pnut | grep -P ~tcp

Answer: B

Explanation:

Reference: https://www.codegrepper.com/code-examples/shell/netstat+find+port

NEW QUESTION 42
A security analyst is reviewing the following output:

Which of the following would BEST mitigate this type of attack?

A. Installing a network firewall
B. Placing a WAF inline
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C. Implementing an IDS
D. Deploying a honeypot

Answer: A

NEW QUESTION 43

A company is looking to fortify its cybersecurity defenses and is focusing on its network infrastructure. The solution cannot affect the availability of the company’s
services to ensure false positives do not drop legitimate traffic.
Which of the following would satisfy the requirement?

A. NIDS
B. NIPS
C. WAF
D. Reverse proxy

Answer: B

Explanation:

Reference: https://subscription.packtpub.com/book/networking-and-servers/9781782174905/5/ch05Ivi1sec38/differentiatingbetween-nids-and-nips
NEW QUESTION 47

Which of the following is a benefit of using steganalysis techniques in forensic response?

A. Breaking a symmetric cipher used in secure voice communications

B. Determining the frequency of unique attacks against DRM-protected media

C. Maintaining chain of custody for acquired evidence

D. Identifying least significant bit encoding of data in a .wav file

Answer: D

Explanation:
Reference: https://www.garykessler.net/library/fsc_stego.html

Steganography
Technical Linguistic
Steganography Steganography
Semagrams Open Codes

Visual |  Text | Jgr%tm | Covered

Semagrams Semagrams s . C_'p her*_s
Null Grille
Cipher Cipher

Figure 1. Classification of Steganography Techniques (Adapted from Bauer 2002)

NEW QUESTION 49

A company publishes several APIs for customers and is required to use keys to segregate customer data sets. Which of the following would be BEST to use to
store customer keys?

A. A trusted platform module
B. A hardware security module
C. Alocalized key store

D. A public key infrastructure

Answer: C

Explanation:
Reference: https://developer.android.com/studio/publish/app-signing
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NEW QUESTION 50

A university issues badges through a homegrown identity management system to all staff and students. Each week during the summer, temporary summer school
students arrive and need to be issued a badge to access minimal campus resources.

The security team received a report from an outside auditor indicating the homegrown system is not consistent with best practices in the security field and leaves
the institution vulnerable.

Which of the following should the security team recommend FIRST?

A. Investigating a potential threat identified in logs related to the identity management system

B. Updating the identity management system to use discretionary access control

C. Beginning research on two-factor authentication to later introduce into the identity management system
D. Working with procurement and creating a requirements document to select a new IAM system/vendor

Answer: A

NEW QUESTION 54

Clients are reporting slowness when attempting to access a series of load-balanced APIs that do not require authentication. The servers that host the APIs are
showing heavy CPU utilization. No alerts are found on the WAFs sitting in front of the APIs. Which of the following should a security engineer recommend to BEST
remedy the performance issues in a timely manner?

A. Implement rate limiting on the API.

B. Implement geoblocking on the WAF.
C. Implement OAuth 2.0 on the API.

D. Implement input validation on the API.

Answer: C

NEW QUESTION 55

A company created an external application for its customers. A security researcher now reports that the application has a serious LDAP injection vulnerability that
could be leveraged to bypass authentication and authorization.

Which of the following actions would BEST resolve the issue? (Choose two.)

A. Conduct input sanitization.
B. Deploy a SIEM.

C. Use containers.

D. Patch the OS

E. Deploy a WAF.

F. Deploy a reverse proxy

G. Deploy an IDS.

Answer: BD

NEW QUESTION 57

A network architect is designing a new SD-WAN architecture to connect all local sites to a central hub site. The hub is then responsible for redirecting traffic to
public cloud and datacenter applications. The SD-WAN routers are managed through a SaaS, and the same security policy is applied to staff whether working in
the office or at a remote location. The main requirements are the following:

* 1. The network supports core applications that have 99.99% uptime.

* 2. Configuration updates to the SD-WAN routers can only be initiated from the management service.

* 3. Documents downloaded from websites must be scanned for malware.

Which of the following solutions should the network architect implement to meet the requirements?

A. Reverse proxy, stateful firewalls, and VPNs at the local sites

B. IDSs, WAFs, and forward proxy IDS

C. DoS protection at the hub site, mutual certificate authentication, and cloud proxy
D. IPSs at the hub, Layer 4 firewalls, and DLP

Answer: B

NEW QUESTION 61

A company has hired a security architect to address several service outages on the endpoints due to new malware. The Chief Executive Officer’s laptop was
impacted while working from home. The goal is to prevent further endpoint disruption.

The edge network is protected by a web proxy.

Which of the following solutions should the security architect recommend?

A. Replace the current antivirus with an EDR solution.

B. Remove the web proxy and install a UTM appliance.
C. Implement a deny list feature on the endpoints.

D. Add a firewall module on the current antivirus solution.
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Answer: C

NEW QUESTION 65
A business stores personal client data of individuals residing in the EU in order to process requests for mortgage loan approvals. Which of the following does the
business’s IT manager need to consider?

A. The availability of personal data

B. The right to personal data erasure
C. The company’s annual revenue

D. The language of the web application

Answer: B

Explanation:
Reference: https://gdpr.eu/right-to-beforgotten/#:~:text=Als0%20known%20as%20the%20right,to%20delete%20their%20personal%20data.&text=The%20General
%20Data%20Protection%20Regulation,collected%2C%20processed%2C%20and%20erased

NEW QUESTION 68
A small business requires a low-cost approach to theft detection for the audio recordings it produces and sells. Which of the following techniques will MOST likely
meet the business’s needs?

A. Performing deep-packet inspection of all digital audio files

B. Adding identifying filesystem metadata to the digital audio files
C. Implementing steganography

D. Purchasing and installing a DRM suite

Answer: C

Explanation:
Reference: https://portswigger.net/daily-swig/what-is-steganography-a-complete-guide-to-the-ancient-art-of-concealingmessages

ow does steganography work

NEW QUESTION 70

A company that all mobile devices be encrypted, commensurate with the full disk encryption scheme of
assets, such as workstation, servers, and laptops.

Which of the following will MOST likely be a limiting factor when selecting mobile device managers for the
company?

A. Increased network latency

B. Unavailable of key escrow

C. Inability to selected AES-256 encryption

D. Removal of user authentication requirements

Answer: A

NEW QUESTION 71

A health company has reached the physical and computing capabilities in its datacenter, but the computing demand continues to increase. The infrastructure is
fully virtualized and runs custom and commercial healthcare application that process sensitive health and payment information .

Which of the following should the company implement to ensure it can meet the computing demand while complying with healthcare standard for virtualization and
cloud computing?

A. Hybrid laaS solution in a single-tenancy cloud
B. Pass solution in a multinency cloud

C. SaasS solution in a community cloud

D. Private Saa$S solution in a single tenancy cloud.
Answer: D

NEW QUESTION 72
A developer implement the following code snippet.
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Which of the following vulnerabilities does the code snippet resolve?

A. SQL inject

B. Buffer overflow

C. Missing session limit
D. Information leakage

Answer: D

NEW QUESTION 77
Ann, a CIRT member, is conducting incident response activities on a network that consists of several hundred virtual servers and thousands of endpoints and
users. The network generates more than 10,000 log messages per second. The enterprise belong to a large, web-based cryptocurrency startup, Ann has distilled

the relevant information into an easily digestible report for executive management. However, she still needs to collect evidence of the intrusion that caused the
incident .

Which of the following should Ann use to gather the required information?
A. Traffic interceptor log analysis

B. Log reduction and visualization tools

C. Proof of work analysis

D. Ledger analysis software

Answer: B

NEW QUESTION 78
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