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NEW QUESTION 1
Which two statements about the anti-defacement feature on Fortiweb are true? (Choose two.)

A. Anti-defacement can redirect users to a backup web server, if it detects a change.

B. Anti-defacement downloads a copy of your website to RAM, in order to restore a clean image, if it detects defacement.

C. Fortiweb will only check to see if there are changes on the web server; it will not download the whole file each time.
D. Anti-defacement does not make a backup copy of your databases.

Answer: CD
Explanation:

Anti-defacement backs up web pages only, not databases.
If it detects any file changes, the Fortiweb appliance will download a new backup revision.

NEW QUESTION 2
Refer to the exhibit.
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FortiWeb is configured to block traffic from Japan to your web application server. However, in the logs, the administrator is seeing traffic allowed from one

particular IP address which is geo-located in Japan.
What can the administrator do to solve this problem? (Choose two.)

A. Manually update the geo-location IP addresses for Japan.

B. If the IP address is configured as a geo reputation exception, remove it.
C. Configure the IP address as a blacklisted IP address.

D. If the IP address is configured as an IP reputation exception, remove it.

Answer: BC

NEW QUESTION 3

You've configured an authentication rule with delegation enabled on FortiWeb. What happens when a user tries to access the web application?

A. FrotiWeb redirects users to a FortiAuthenticator page, then if the user authenticates successfully, FortiGate signals to Fortiweb to allow access to the web app

B. ForitWeb redirects the user to the web app’s authentication page

C. Fortiweb forwards the HTTP challenge from the server to the client, then monitors the reply, allowing access if the user authenticates successfully
D. FortiWeb replies with a HTTP challenge of behalf of the server, the if the user authenticates successfully, Fortiweb allows the request and also includes

credentials in the request that it forwards to the web app

Answer: A

NEW QUESTION 4

Which of the following is true about Local User Accounts?

A. Must be assigned regardless of any other authentication

B. Can be used for Single Sign On

C. Can be used for site publishing

D. Best suited for large environments with many users

Answer: C

NEW QUESTION 5

Under what circumstances would you want to use the temporary uncompress feature of Fortiweb?

A. In the case of compression being done on the FortiWeb, to inspect the content of the compressed file
B. In the case of the file being a .MP3 music file

C. In the case of compression being done on the web server, to inspect the content of the compressed file.

D. In the case of the file being an .MP4 video

Answer: C
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NEW QUESTION 6
Which three statements about HTTPS on FortiWeb are true? (Choose three.)

A. For SNI, you select the certificate that FortiwWeb will present in the server pool, not in the server policy.

B. After enabling HSTS, redirects to HTTPS are no longer necessary.

C. In true transparent mode, the TLS session terminator is a protected web server.

D. Enabling RC4 protects against the BEAST attack, but is not recommended if you configure Fortiweb to only offer TLS 1.2.

E. In transparent inspection mode, you select which certificate that FortiWeb will present in the server pool, not in the server policy.

Answer: CDE

NEW QUESTION 7
What benefit does Auto Learning provide?

A. Automatically identifies and blocks suspicious IPs

B. Fortiweb scans all traffic without taking action and makes recommendations on rules
C. Automatically builds rules sets

D. Automatically blocks all detected threats

Answer: C

NEW QUESTION 8

You are using HTTP content routing on FortiWeb. You want requests for web application A to be forwarded to a cluster of web servers, which all host the same
web application. You want requests for web application B to be forwarded to a different, single web server.

Which statement about this solution is true?

A. The server policy applies the same protection profile to all of its protected web applications.

B. You must put the single web server in to a server pool, in order to use it with HTTP content routing.

C. You must chain policies so that requests for web application A go to the virtual server for policy A, and requests for web application B go to the virtual server for
policy B.

D. Static or policy-based routes are not required.

Answer: D

NEW QUESTION 9
When is it possible to use a self-signed certificate, rather than one purchased from a commercial certificate authority?

A. If you are a small business or home office

B. If you are an enterprise whose employees use only mobile devices

C. If you are an enterprise whose resources do not need security

D. If you are an enterprise whose computers all trust your active directory or other CA server

Answer: D

NEW QUESTION 10
What key factor must be considered when setting brute force rate limiting and blocking?

A. A single client contacting multiple resources

B. Multiple clients sharing a single Internet connection
C. Multiple clients from geographically diverse locations
D. Multiple clients connecting to multiple resources

Answer: B
Explanation:

https://training.fortinet.com/course/view.php?id=3363 What is one key factor that you must consider when setting brute force rate limiting and blocking? Multiple
clients sharing a single Internet connection

NEW QUESTION 10

Which of the following FortiWeb features is part of the mitigation tools against OWASP A4 threats?
A. Sensitive info masking

B. Poison Cookie detection

C. Session Management

D. Brute Force blocking

Answer: C

NEW QUESTION 14
You are deploying FortiWeb 6.4 in an Amazon Web Services cloud. Which 2 lines of this initial setup via CLI are incorrect? (Choose two.)
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1 config system settings
2 set opmode transparsent
3 set gateway 10.0.0.1
4 =nd
5 config system interface
6 set portl
7 set ip 10.0.0.5
8 set allowaccess https ssh ping
9 end
A.6
B.9
C.3
D. 2
Answer: AC

NEW QUESTION 15
The Fortiweb machine learning (ML) feature is a two-phase analysis mechanism. Which two functions does the first layer perform? (Choose two.)

A. Determines whether an anomaly is a real attack or just a benign anomaly that should be ignored
B. Builds a threat model behind every parameter and HTTP method

C. Determines if a detected threat is a false-positive or not

D. Determines whether traffic is an anomaly, based on observed application traffic over time

Answer: BD
Explanation:

The first layer uses the Hidden Markov Model (HMM) and monitors access to the application and collects data to build a mathematical model behind every
parameter and HTTP method.

NEW QUESTION 20
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