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NEW QUESTION 1

- (Exam Topic 1)

You need to implement on-premises application and SharePoint Online restrictions to meet the authentication requirements and the access requirements.
What should you do? To answer, select the appropriate options in the answer area. NOTE:Each correct selection is worth one point.

For on-premises applications:

Configure Cloud App Security policies.
Modify the User consent settings for the enterprise applications.
Publish the applications by using Azure AD Application Proxy.

For SharePoint Online:

Configure Cloud App Security policies.
Modify the User consent settings for the enterprise applications
Publish an application by using Azure AD Application Proxy.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

For on-premises applications:

Configure Cloud App Security policies
Modify the User consent settings for the enterprise applications.

Publish the applications by using Azure AD Application Proxy.

For SharePoint Online:

Configure Cloud App Secunty policies.
Maodify the User consent settings for the enterprise applications
Publish an application by using Azure AD Application Proxy

NEW QUESTION 2
- (Exam Topic 1)
You need to meet the authentication requirements for leaked credentials. What should you do?

A. Enable federation with PingFederate in Azure AD Connect.

B. Configure Azure AD Password Protection.

C. Enable password hash synchronization in Azure AD Connect.
D. Configure an authentication method policy in Azure AD.

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/security/fundamentals/steps-secure-identity

NEW QUESTION 3

- (Exam Topic 1)

You need to identify which roles to use for managing role assignments. The solution must meet the delegation requirements.

What should you do? To answer, select the appropriate options in the answer area. NOTE:Each correct selection is worth one point.
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To manage Azure AD built-in role assignments, use: v
Global administrator
Privileged role administrator
Security administrator

User access administrator

To manage Azure built-in role assignments, use: v
Global administrator
Privileged role administrator
Security administrator

User access administrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal https://docs.microsoft.com/en-us/azure/active-
directory/roles/permissions-reference

NEW QUESTION 4

- (Exam Topic 3)

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant syncs to an on-premises Active Directory domain.

Users connect to the internet by using a hardware firewall at your company. The users authenticate to the firewall by using their Active Directory credentials.
You plan to manage access to external applications by using Azure AD.

You need to use the firewall logs to create a list of unmanaged external applications and the users who access them.

What should you use to gather the information?

A. Application Insights in Azure Monitor

B. access reviews in Azure AD

C. Cloud App Discovery in Microsoft Cloud App Security
D. enterprise applications in Azure AD

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/cloud-app-security/create-snapshot-cloud-discovery-reports#using-traffic-logs

NEW QUESTION 5

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant named conto.so.com that has Azure AD ldentity Protection enabled. You need to Implement a sign-in risk
remediation policy without blocking access.

What should you do first?

A. Configure access reviews in Azure AD.

B. Enforce Azure AD Password Protection.

C. implement multi-factor authentication (MFA) for all users.
D. Configure self-service password reset (SSPR) for all users.

Answer: D

NEW QUESTION 6

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest. The tenant-uses through authentication.
A corporate security policy states the following:

> Domain controllers must never communicate directly to the internet.

> Only required software must be- installed on servers.
The Active Directory domain contains the on-premises servers shown in the following table.

Server1 Domam cuntrocllv!:f (PDC emulator) il [
Server?2 Domamn controller (infrastructure master) |
Server3 Azure AD Connect server T
Serverd Unassigned member server HUE

You need to ensure that users can authenticate to Azure AD if a server fails.
On which server should you install an additional pass-through authentication agent?

A. Server2
B. Server4
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C. Serverl
D. Server3

Answer: C

NEW QUESTION 7

- (Exam Topic 3)

You configure a new Microsoft 365 tenant to use a default domain name of contoso.com.

You need to ensure that you can control access to Microsoft 365 resources by using conditional access policies.
What should you do first?

A. Disable the User consent settings.

B. Disable Security defaults.

C. Configure a multi-factor authentication (MFA) registration policy.

D. Configure password protection for Windows Server Active Directory.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults

NEW QUESTION 8

- (Exam Topic 3)

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

Yon receive more than 100 email alerts each day for tailed Azure Al) user sign-in attempts. You need to ensure that a new security administrator receives the
alerts instead of you. Solution: From Azure monitor, you modify the action group.

Does this meet the goal?

A.Yes
B. No

Answer: B

NEW QUESTION 9

- (Exam Topic 3)

You have a Microsoft 365 tenant.

You need to ensure that you tan view Azure Active Directory (Azure AD) audit log information by using Azure Monitor.
What should you do first?

A. Run the Get-AzureADAuditDirectoryLogs cmdlet.
B. Create an Azure AD workbook.

C. Run the Set-AzureADTenantDetail cmdlet.

D. Modify the Diagnostics settings for Azure AD.

Answer: A

NEW QUESTION 10

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant that contains three users named Userl, Userl, and User3,

You create a group named Groupl. You add User2 and User3 to Groupl.

You configure a role in Azure AD Privileged identity Management (PIM) as shown in the application administrator exhibit. (Click the application Administrator tab.)
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Role setting details - Application Administrator

Activation

&

ssignment

Groupl is configured as the approver for the application administrator role. You configure User2to be eligible for the application administrator role.
For Userl, you add an assignment to the Application administrator role as shown in the Assignment exhibit. (Click Assignment tab)

Add assignments

For each of the following statement, select Yes if the statement is true, Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes Mo
e 1 1% assigre the Applecahion aamimistralon roke auTomancally
When Liser? reguests (o e assigned the Apphcation admmstrator role, only User 3 can
UPIOWE f
§ request by Ussrl to De assigned the ;LE]F:lI- SO0 sdnurasiraton role is appIoved on
anuary 11, 20; 3T Liger] man use the role untld February 1, 2027, at 0400
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area

Statcments Yes Mo

% | | 1! ¢ i Ly FIMMMSTrator rioke auTormatic ably

NEW QUESTION 10

- (Exam Topic 3)

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.

Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not Initiate. Solution: From the Azure portal, you configure the
Block/unblock users settings for multi-factor

authentication (MFA).

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 15

- (Exam Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments. You create the access review shown in the exhibit. (Click theExhibittab.)
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Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * Admin review
Description (O
Start date * 12/18/2020
Frequency | Monthly v |
Duraﬁﬂn Ein da!’rs} G'J ————————:——-{) 14
End © ': End by  Occurrences
Numi me 0
| ! | 7 AR E E
Users
Scope . Everyone
Review role membership (permanent and eligible) *

Application Administrator and 72 others
Reviewers
Reviewers !-[Pre-f'ieu.'] Manager =

(Preview) Fallback reviewers ()

Megan Bowen

v ' Upon completion settings

You discover that all access review requests are received by Megan Bowen.

You need to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You set Reviewers to Member (self).

Does this meet the goal?

A. Yes
B. No

Answer: B
NEW QUESTION 18

- (Exam Topic 3)
You have an Azure subscription that contains the resource shown in the following table.

Name |__ Type
| Group1 . ‘Group that has the Assigned membershup type
App fk.“h.r{”“'“ application in Azure Active Directory (Azure Al))
Contributor | Azure subscnption role ==
Role1 | AFure ﬂll'_i'l‘:'f.'_l:’.rr{‘{ tory (Azure Al r T

For which resources can you create an access review?

A. Groupl, Appl, Contributor, and Rolel
B. Hotel and Contributor only

C. Groupl, Rolel, and Contributor only
D. Group1l only

Answer: D

NEW QUESTION 23

- (Exam Topic 3)

You have a Microsoft 365 E5 tenant. You purchase a cloud app named Appl.

You need to enable real-time session-level monitoring of Appl by using Microsoft Cloud app Security.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
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correct order.

Actions
From Microsof I i
Creste a1 HUIOIMal SO0
Py I I .l'lul i
:'l:rl:.hl!' = .'-.--_r.- I '_' [ | Al n Pr
From Mucrosoft

A. Mastered

B. Not Mastered
Answer: A

Explanation:

Actions

From Microsolt Clowd App Securit
Lreate 2 condiional soces:
Pubilish App 1 m g

Implement Azure AD Apphcation P

Froam Microsott

NEW QUESTION 27
- (Exam Topic 3)

You have a Microsoft 365 tenant.

Answer Area

Answer Area

O

A S e LW EEERE RS R R
Mo M ' [
| e
= . I R . . .
i
Dlish
LELAE ! ¢
I'—'--'—"—'--'—"—'--'—'—'--'—'-----‘-'__l
e e e o e e e e o e e e e e s
Froamn hicros: i 2
lermer e .

You configure a conditional access policy as shown in the Conditional Access policy exhibit. (Click the Conditional Access policy tab.)
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— [ select |

You view the User administrator role settings as shown in the Role setting details exhibit. (Click the Role setting details tab.)

it i cal=uyr=Al

st Addmmmirstrator

Role setting details - User Administrator

Activation

Sarting

»iate

3 hoUuris)

Aszignment

You view the User administrator role assignments as shown in the Rote assignments exhibit. (Click the Role assignments lab.)
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User Administrator | Assignments

nare yirla 5 COPE Mambershi

For each of the following statement, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Arca

Statements Yes Mo
" LH T 1 Tk [ | |
I Tl FEETL N I
P J I I i I I il I
] il | I
1 I
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes Mo
i = | I 1

NEW QUESTION 32

- (Exam Topic 3)

You have a Microsoft 36S tenant.

You create a named location named HighRiskCountries that contains a list of high-risk countries.

You need to limit the amount of time a user can stay authenticated when connecting from a high-risk country. What should you configure in a conditional access
policy? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

onngure HichHisk LRI [y LS A cloiad app oF action

INIC LR e S in frescjuency by usineg

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

CH g oMk oantree=s Dy s % cle { AP O e |

rtaeyuar W 3EE i resepiadsmicy P .:--;[ pe ~ BTl — . ] n E

NEW QUESTION 36

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant that uses conditional access policies.

You plan to use third-party security information and event management (SIEM) to analyze conditional access usage.

You need to download the Azure AD log that contains conditional access policy data. What should you export from Azure AD?

A. sign-ins in JSON format
B. sign-ins in CSV format

C. audit logs in JSON format
D. audit logs in CSV format

Answer: C

NEW QUESTION 41

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant named contoso.com.

You need to ensure that Azure AD External Identities pricing is based on monthly active users (MAU). What should you configure?

A. an access review

B. the terms or use

C. a linked subscription
D. a user flow

Answer: D

NEW QUESTION 45

- (Exam Topic 3)

You have an Azure Active Directory (Azure Azure) tenant that contains the objects shown in the following table.
* A device named Devicel

» Users named Userl, User2, User3, User4, and User5

* Five groups named Groupl, Group2, Group3, Ciroup4, and Group5

The groups are configured as shown in the following table.

Name Type Membership type Members
Group1 Security Assigned User1. User3, Group2, Groupd
Group2 Security Dynamic User User2
Group3 Security Dynamic Device Device1
Group4 | Microsoft 365 Assigned Groupd
Groups Microsoft 365 Assigned Users
How many licenses are used if you assign the Microsoft Office 365 Enterprise E5 license to Groupl1?
A.2
B.3
C.4
Answer: B

NEW QUESTION 50

- (Exam Topic 3)

Your network contains an Active Directory forest named contoso.com that is linked to an Azure Active

Directory (Azure AD) tenant named contoso.com by using Azure AD Connect. Attire AD Connect is installed on a server named Server 1.

You deploy a new server named Server? that runs Windows Server 2019.

You need to implement a failover server for Azure AD Connect. The solution must minimize how long it takes to fail over if Serverl fails.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
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Actions Answer Arca
DOn'Server?, run expoart for Al connaciors

| On ServerZ run export for all conneciors.
| On Server?, run full mport for all connertors

{ OnServer2, run detta syncheoniratian for all conneciens

On Sepver?2. install Arure AD Comawerl @

| On Servert, conhigure the staging mode

O

A. Mastered
B. Not Mastered

Answer: A
Explanation:
| On Server?, nnﬂmﬂnr.ﬂlmnwcﬂ | e
I.____._—' e :i.-'_:_ - | On ServerZ mm[ﬂ"“‘-w”""”* I
| On Server2, run export for all connectos. | PRT L oDeaT et e
(PPl T o e =
—[ - - O O - - - - - - . O -

1 On ServerZ, run full mport for all connartore |

I
I
_._._..,.,._._l = S e S e e S S e e e e O e e e e S S
{ On Server?, install Arure AL Conrestl @""""""""’""""“""""‘""1

- e

s e St et S g —— — ) B @
. On Server1, conhgure the staging m -J-.h_ L @ U‘f S'EI'VH1 I'LFI'IE!IEI!‘! !'chir._-'ill l.ﬂ'l_'ll_'I-.E'L.CIFS I @

On Server2. run defts synchircnration boe all conmeton

b = o oo o o e omm oem am oaw

NEW QUESTION 55

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant that has multi-factor authentication (MFA) enabled. The account lockout settings are configured as shown in
the following exhibit.

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer fArca
A user acoourtt will be locked cut if the user enters the wiong [answer choice] three mes. Jemoaei sildress
S osealt Authentiator app oodde
e )
M & user account i locked, the used can sign in agamn successfully after [answer cholee)

Ml P s

NEW QUESTION 56
- (Exam Topic 3)
You have an Azure Active Directory (Azure AD) tenant that contains the groups shown in the following table.

Name Type Membership type
Group1 Security Assigned
Group? Security Dynamic User
Groupa Security Dynamic Device
Group4d Microsoft 365 Assigned
Groups Microsoft 365 Dynamic User

For which groups can you create an access review?

A. Groupl only

B. Groupl and Group4 only

C. Groupl and Group2 only

D. Groupl, Group2, Group4, and Group5 only

E. Groupl, Group2, Group3, Group4 and Group5

Answer: D

Explanation:
You cannot create access reviews for device groups. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

NEW QUESTION 57

- (Exam Topic 3)

You have an Azure Active Directory (Azure AD) tenant that contains a user named SecAdminl. SecAdminl is assigned the Security administrator role.
SecAdminl reports that she cannot reset passwords from the Azure AD Identity Protection portal.

You need to ensure that SecAdminl can manage passwords and invalidate sessions on behalf of nonadministrative

users. The solution must use the principle of least privilege. Which role should you assign to SecAdmin1?

A. Authentication administrator

B. Helpdesk administrator

C. Privileged authentication administrator
D. Security operator

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-reference

NEW QUESTION 60

- (Exam Topic 3)

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant contains the groups shown in the following table.

In Azure AD. you add a new enterprise application named Appl. Which groups can you assign to Appl1?

. Groupl and Group

. Group?2 only

. Group3 only

. Group1 only

. Groupl and Group4

moQoOw>>»

Answer: A

NEW QUESTION 63
- (Exam Topic 3)
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.
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Name Type Member of
User1 Member Group1
User2 Member Group1
User3 Guest Group1

Userl is the owner of Groupl.
You create an access review that has the following settings:

> Users to review: Members of a group
E’ Scope: Everyone
} Group: Groupl

} Reviewers: Members (self)
Which users can perform access reviews for User3?

A. Userl, User2, and User3
B. User3 only

C. Userl only

D. Userl and User2 only

Answer: B

NEW QUESTION 65

- (Exam Topic 3)

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.

Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not Initiate. Solution: From the Azure portal, you configure the Fraud alert
settings for multi-factor authentication (MFA). Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 66

- (Exam Topic 3)

You have a new Microsoft 365 tenant that uses a domain name of contoso.conmicrosoft.com. You register the name contoso.com with a domain registrar.

You need to use contoso.com as the default domain name for new Microsoft 365 users.

Which four actions should you perform in sequenced? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

AR

I“

W\'""' '!1'1HHI

A. Mastered
B. Not Mastered

Answer: A

Explanation:

S T

SRR R L L T I R I A

NEW QUESTION 71

- (Exam Topic 3)

You have a Microsoft 365 tenant.

You currently allow email clients that use Basic authentication to conned to Microsoft Exchange Online.

You need to ensure that users can connect t to Exchange only run email clients that use Modern authentication protocols.
What should you implement?
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You need to ensure that use Modern authentication

A. a compliance policy in Microsoft Endpoint Manager

B. a conditional access policy in Azure Active Directory (Azure AD)
C. an application control profile in Microsoft Endpoint Manager

D. an OAuth policy in Microsoft Cloud App Security

Answer: C

NEW QUESTION 72

- (Exam Topic 3)

You configure a new Microsoft 36S tenant to use a default domain name of contosso.com.

You need to ensure that you can control access to Microsoft 365 resource-, by using conditional access policy. What should you do first?

A. Disable the User consent settings.

B. Disable Security defaults.

C. Configure a multi-factor authentication (Ml A) registration policyl.

D. Configure password protection for Windows Server Active Directory.

Answer: B

NEW QUESTION 76

- (Exam Topic 3)

You have a Microsoft 365 tenant.

In Azure Active Directory (Azure AD), you configure the terms of use.

You need to ensure that only users who accept the terms of use can access the resources in the tenant. Other users must be denied access.
What should you configure?

A. an access policy in Microsoft Cloud App Security.

B. Terms and conditions in Microsoft Endpoint Manager.
C. a conditional access policy in Azure AD

D. a compliance policy in Microsoft Endpoint Manager

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/terms-of-use

NEW QUESTION 78

- (Exam Topic 3)

Your network contains an on-premises Active Directory domain that sync to an Azure Active Directory (Azure AD) tenant. The tenant contains the shown in the
following table.

Mamao TY;!H" DMirector b ] ST e

All the users work remotely.
Azure AD Connect is configured in Azure as shown in the following exhibit.

PROVISION FROM ACTIVE DIRECT

Connectivity from the on-premises domain to the internet is lost. Which user can sign in to Azure AD?
A. Userl only

B. Userl and User 3 only

C. Userl, and User2 only

D. Userl, User2, and User3

Answer: A
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NEW QUESTION 80

- (Exam Topic 3)

You have a Microsoft 365 tenant.

You need to identify users who have leaked credentials. The solution must meet the following requirements.

« Identity sign-Ins by users who ate suspected of having leaked credentials.

» Rag the sign-ins as a high risk event.

» Immediately enforce a control to mitigate the risk, while still allowing the user to access applications. What should you use? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Arca

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

———
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