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NEW QUESTION 1
Refer to the exhibit.

# get router info routing-table all
B 10.0.2.0/24 [200/0) wia 10.201.1.2 (3] €4.1.1), O0:00:z3 4
2 via 202.1.2 E4.1.5 54
- €.1.5 ¥ a

The device exchanges routes using IBGP.
Which two statements are correct about the IBGP configuration and routing information on the device? (Choose two.)

A. Each BGP route is three hops away from the destination.

B. ibgp-multipath is disabled.

C. additional-path is enabled.

D. You can run the get router info routing-table database command to display the additional paths.

Answer: CD

NEW QUESTION 2
What are two reasons for using FortiManager to organize and manage the network for a group of FortiGate devices? (Choose two.)

A. It simplifies the deployment and administration of SD-WAN on managed FortiGate devices.
B. It improves SD-WAN performance on the managed FortiGate devices.

C. It sends probe signals as health checks to the beacon servers on behalf of FortiGate.

D. It acts as a policy compliance entity to review all managed FortiGate devices.

E. It reduces WAN usage on FortiGate devices by acting as a local FortiGuard server.

Answer: AE

NEW QUESTION 3
What is a benefit of using application steering in SD-WAN?

A. The traffic always skips the regular policy routes.

B. You steer traffic based on the detected application.

C. You do not need to enable SSL inspection.

D. You do not need to configure firewall policies that accept the SD-WAN traffic.

Answer: B

NEW QUESTION 4
Refer to the exhibit, which shows the IPsec phase 1 configuration of a spoke.
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What must you configure on the IPsec phase 1 configuration for ADVPN to work with SD- WAN?

A. You must set ike-version to 1.

B. You must enable net-device.

C. You must enable auto-discovery-sender.
D. You must disable idle-timeout.

Answer: B

NEW QUESTION 5

Which two statements describe how IPsec phase 1 main mode is different from aggressive mode when performing IKE negotiation? (Choose two )
A. A peer ID is included in the first packet from the initiator, along with suggested security policies.

B. XAuth is enabled as an additional level of authentication, which requires a username and password.

C. A total of six packets are exchanged between an initiator and a responder instead of three packets.

D. The use of Diffie Hellman keys is limited by the responder and needs initiator acceptance.

Answer: BC

NEW QUESTION 6
Refer to the exhibits.
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Exhibit A

branchl_fgt # diagnose sys sdwan secvice

Service(l): Addreas Mode (IFV4) flage=0x200 use-shortcut-sla
Gan(8), TOS(0x0/0x0), Protocol(D: 1-»>65535), Hode (manual)
Hembers (2) 1
1: Seq numm({l portl), alive, selected
Z: Seq num(d porti), alive, selected
Internat Service (3): GoToMeeting (42F483E9EE,0,0,0 1&354)
Microsofc.Office. )65 .Portal (42594837474,0,0,0 41468) Saleaforce (4294837576,0,0,0 16520)
Src addreaa(l):
10.0.1.0-10.0,1.255

Service(2): Address Mode(IFV4) flaga=0x200 use-shortcut-ala
Gan(7), TOS(0x0D/0x0), Protocol(0: 1->85535), Hode (manoal)
Mesbara(l):
1: Seq num({2 poart), alive, selected
Internet Service(2): Facebook(42594838806,0,0,0 15832) Twitter(4294838278,0,0,0 1E001)
Src addresa(l):
10.0.1.0-10.0.1.255

branchl_fgt # diagnose sys sdwan internet-service-app-ctrl-list
Facebook (15832 4284B36606): 157.240.225.35 € 443 Tus Mar 8 12:24:04 2022
GoToMesting (16354 4204836966): 23.205.106.86 6 443 Tos Mar 8 12:24:04 2022

GoToMeeting (16354 4254836866): 23.212.249.144 6 443 Tue Mar B 12:24:35 2022
Salesforce (16520 4Z54837976): 23.212.249.11 € 443 Tue Mar B8 12:24:04 2022

branchl_fgt # get router info routing-table all

- 0.0.0.0/0 [1/0] wia 1%2.2.0.2, portl
[1/0) wia 192.2.0.10, portl
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An administrator is testing application steering in SD-WAN. Before generating test traffic, the administrator collected the information shown in exhibit A.

After generating GoToMeeting test traffic, the administrator examined the respective traffic log on FortiAnalyzer, which is shown in exhibit B. The administrator
noticed that the traffic matched the implicit SD-WAN rule, but they expected the traffic to match rule ID 1.

Which two reasons explain why the traffic matched the implicit SD-WAN rule? (Choose two.)

A. FortiGate did not refresh the routing information on the session after the application was detected.
B. Portl and port2 do not have a valid route to the destination.

C. Full SSL inspection is not enabled on the matching firewall policy.

D. The session 3-tuple did not match any of the existing entries in the ISDB application cache.

Answer: BC

Explanation:
Study guide 7.2 Page 191

NEW QUESTION 7
Which two statements about SD-WAN central management are true? (Choose two.)

A. It does not allow you to monitor the status of SD-WAN members.
B. It is enabled or disabled on a per-ADOM basis.

C. Itis enabled by default.

D. It uses templates to configure SD-WAN on managed devices.

Answer: BD

NEW QUESTION 8

What does enabling the exchange-interface-ip setting enable FortiGate devices to exchange?
A. The gateway address of their IPsec interfaces

B. The tunnel ID of their IPsec interfaces

C. The IP address of their IPsec interfaces

D. The name of their IPsec interfaces

Answer: C

NEW QUESTION 9
Refer to the exhibit.
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session info: proto=é proto_states=ll duration=242 expire=334% timecut=3600
£laga=00000000 asccktype=0 sockport=0 av_idx=0 use=4

erigin-shapar=

taply-shapar=

per_ip shaper=

clasa_id=0 ha_ id=0 policy dir=0 tunnel=S wlan_coa=0/255

atatea=lcg dirty may dirty ndr £00 app wvalid
statistic(bytes/packets/allow _err): org=3421/20/1 reply=3777/17/1 tuples=3
tx spaed (BpaSkbpa): 0/0 rx apesd(Bpa/kbpa): 00

ergin=>aink: org pre->post, reply pre->poat dev=T=>3/3=>7 guy=0.0.0.0/0.0.0.0
hnﬂk-pﬂ:t dir=org act=anat 10.0.1.101:34676~->128.66.0.1:22(192.2:0.1:34676)
hook=pre dir=reply act=dnat 128.66,0.1:22->192.2.0,1:34676(10.0.1.101:34676)
hook=post diresreply acte=noop 128,66.0.1:22->10.0.1.100:34676(0.0.0.0:0)
pos/ (bafore,after) O7(0,0), QF(0,0)

misc=0 policy id=2 pol uwoid idx=14721 auth_ info=0 chk client_info=0 wd=0
searial=0000324% toa=ff/ff -]_:F_lj.stﬂEDDD nppH]EDEﬂ url_l:.:t-':l

adwan mbr segqe=]l adwan service id=2

rpdb link id=fE000002 rpdb ave id=0 ngfwid=n/a

npu_state=0x001008

Which statement explains the output shown in the exhibit?

A. FortiGate performed standard FIB routing on the session.

B. FortiGate will not re-evaluate the session following a firewall policy change.

C. FortiGate used 192.2.0.1 as the gateway for the original direction of the traffic.
D. FortiGate must re-evaluate the session due to routing change.

Answer: D

Explanation:
The snat-route-change option is enabled by default. This option enables FortiGate to re- evaluate the routing table and select a new egress interface if the next
hop IP address changes. This option only applies to sessions in the dirty state. Sessions in the log state are not affected by routing changes.

NEW QUESTION 10
Refer to the exhibit.

Based on the exhibit, which statement about FortiGate re-evaluating traffic is true?

A. The type of traffic defined and allowed on firewall policy ID 1 is UDP.
B. FortiGate has terminated the session after a change on policy ID 1.
C. Changes have been made on firewall policy ID 1 on FortiGate.

D. Firewall policy ID 1 has source NAT disabled.

Answer: C

NEW QUESTION 10
Refer to the exhibits.

Exhibit A
branchl_fgt § diagnose sys sdwan service
Service (l): Address Mode (IFV4) [laga=0x200 use-shortcuc-sla
Geni(8), TOS(0x0/0x0), Prortocol(D: 1- 535) , Mode (manual)
Service disabled caused by no destination.
Members(2) :
1: Seq num(d T_INET 1 0), alive, selected

num({> T MFLS 0); alive, selected

branchl fgt § get roiter info bgp mmunity &65000:10
r BGF table version ia 3, local r r ID ix 10.0.1.1
i 5 coOdes suppressad, A COEY, Wa 1, best, 1 internal,
5 Stale
tigin codes - F, & = EGP, - incomplete
} work Hext Hop Matric LocPrf weight RouteTag Path
>3110.1.0.C 24 10.202. 254 100 a 1 <=/1>
¢ 1. 54 0 1 <=/
- Lamls v oref 1
TOTA a1 f prefixe
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Exhibil B

branchl tgt (1) # show
config service
editc 1
get name “"Corp"”
set route-tag 10
set src "LAN-net”
set priority-zone "overlay"
next
end

config router bgp
config neighber
edit "10.202.1.254"

set interface "T_INET 1 O"
set remote-as 65000
set route-map-in "dcl-lan-rm"
set update-source "T_INET 1 O©
next
edit "10.203.1.254"

set interface "T MPLS 0"
set remote-as 65000
set route-map-in "dcl-lan-rm"
get update-source "T MPLS 0"
next
end
config router route-map
edit "decl-lan-rm"
config rule
edic 1

set set-route-tag 1
next
and
next
and

set soft-reconfiguration enable

set soft-reconfiguration enable

set match-community "dcl-lan-cl”

Exhibit A shows the SD-WAN rule status and the learned BGP routes with community 65000:10.

Exhibit B shows the SD-WAN rule configuration, the BGP neighbor configuration, and the route map configuration.
The administrator wants to steer corporate traffic using routes tags in the SD-WAN rule ID 1.

However, the administrator observes that the corporate traffic does not match the SD-WAN rule ID 1.

Based on the exhibits, which configuration change is required to fix issue?

A. In the dcl-lab-rm route map configuration, set set-route-tag to 10.

B. In SD-WAN rule ID 1, change the destination to use ISDB entries.

C. In the BGP neighbor configuration, apply the route map dcl-lab-rm in the outbound direction.
D. In the dcl-lab-rm route map configuration, unset match-community.

Answer: C

NEW QUESTION 15
Refer to the exhibit.

config system sdwan
set status enable
set load-balance scurce-dest-ip-based
config zone
edit "virtual-wan-link"
naxt
edit "SASE"
next
edit "underlay”
next
end
config members
edit 1
set interface "portl®
set zone "underlay"
set gateway 192.2.0.2
naxt
edit 2
set interface "port2®
set zone "underlay”
set gateway 192.2.0.10
next
end
and
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Which algorithm does SD-WAN use to distribute traffic that does not match any of the SD- WAN rules?

A. All traffic from a source IP to a destination IP is sent to the same interface.

B. All traffic from a source IP is sent to the same interface.

C. All traffic from a source IP is sent to the most used interface.

D. All traffic from a source IP to a destination IP is sent to the least used interface.

Answer: A

Explanation:
Study Guide 7.2, page 176.

NEW QUESTION 19
What are two benefits of using forward error correction (FEC) in IPsec VPNs? (Choose two.)

A. FEC supports hardware offloading.

B. FEC improves reliability of noisy links.

C. FEC transmits parity packets that can be used to reconstruct packet loss.
D. FEC can leverage multiple IPsec tunnels for parity packets transmission.

Answer: BC

NEW QUESTION 22
Refer to the Exhibits:

Exhibit A Exhibit B

Link Status

Check interval 500 ms
Failures before inactive @ @ 3

Restore link after @ 2 check(s)
Actions when Inactive

Update staticroute @) @)

g sdwan health-check

{aliva); p

Exhibit A, which shows the SD-WAN performance SLA and exhibit B shows the health of the participating SD-WAN members.

Based on the exhibits, which statement is correct?

A. The dead member interface stays unavailable until an administrator manually brings the interface back.

B. Port2 needs to wait 500 milliseconds to change the status from alive to dead.
C. Static routes using port2 are active in the routing table.

D. FortiGate has not received three consecutive requests from the SLA server configured for port2.

Answer: C

NEW QUESTION 27

Which statement about SD-WAN zones is true?

A. An SD-WAN zone can contain only one type of interface.

B. An SD-WAN zone can contain between 0 and 512 members.
C. You cannot use an SD-WAN zone in static route definitions.
D. You can configure up to 32 SD-WAN zones per VDOM.

Answer: D

Explanation:

SD-WAN zones are a group of interfaces that share the same SD-WAN settings, such as health check, SLA, and load balancing. Some characteristics of SD-

WAN zones are:

? An SD-WAN zone can contain different types of interfaces, such as physical, VLAN, aggregate, and tunnel interfacesl.

? An SD-WAN zone can contain up to 512 membersl1.

? You can use an SD-WAN zone in static route definitions, as long as the destination interface is also an SD-WAN zonel.

? You can configure up to 32 SD-WAN zones per VDOM1.

NEW QUESTION 29
Refer to the exhibit.
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Exhib A

fgt ¥ show vpa ipoec phasel-interfece T _INET 1
canfig von ipses phamsl-interfacs
adit "I_INET 1"
st Type dynamic
set interface "portd”
gz ike-verpicn 2
set keylife ZBECD
aek peectipe any
gt Rnet-device dipable
set proposal aenlli-shaZié
st add-route disable
set auto~-discovery-sender enable
pet paipecret EHC MXcPGEONLVsxiplefigiHGlotied0ggSivMaidb2TTIEZpEXs)
JvEos hiNeQiNEJOJELuggDindw VG2 LTI oRY 1t hAaRY 4t v ve S+ 3CuTnoDI T tuddon
uzdvaBINbNrhi/EhbJytaCag==
Rt

Exhibit B

gt & diag vph tunnsl list nasms T INET 1 0
list ipsec tunnel by names in wd 0

det_stu=) dpd-link=cn weight=]

frag-rfic mun seate=] role=poimary ace

ept_trafficel overlay id=0

parsnt=T INET 1 index=0

proxyid ma=l shild oue™( refent=6 ilast=0 clast=42855%13 ad=/C
stat: rxp=3l txp=l rxbs1280 txbad]

dpd: mode=on~desand oo™l idle=i0l{{ms retry=3 count=0 seqno=l
patt: modesnope drafrsd iaterval=l] cesote port=(

fez: egress=) ingreassmd

proxylder INET 1 0 protos sawl refsl secialw]

00 sede=0

Btu=liE0 expire=1TT4/08 replaywin=2044
21 gqat=0 rekey=0 hash_ search_len=1
1i1fe: type=01 bytes=0/0 timecut=1781/1E800

dect spi=TelTéedd esp=aes key=186 B5iTefbd2dl{Ecbéflfblafldilifrlad

sh®ahal key"dl {0d3acflildieTiibbedSlélfPoalilEilalélll

enc: Fpl=f0RIRd4l espiass keyslE chETIEdSf6aliFlelablbiliddqTeat

ah=zhal key=ll d01lE2dfeflTadPERdPipldditadnlTdd 73Rl b
des:pkta/bytesmfd (2260, encipkra/bEyresnd/

name=T INET 1 0 wver=1 serial=sa 100.84.1.%:0->1592.2.0.9:10 tun 14=192.2.0.% cun idé=::10.0.0L10

bound if=§ lgwy=ptatic/] tun=intf mode=dial_ inst/3} encap=none/T4408 cpticnsliali=npu oguy—-chg

opu_flag=00 npu_rguy=192.2.0.% apu lgwy=100.64.1.9 npu_selid=6 dec_npuid=0 enc_npuid=C

Which two statements about the IPsec VPN configuration and the status of the IPsec VPN tunnel are true? (Choose two.)

A. FortiGate does not install IPsec static routes for remote protected networks in the routing tabl

B. Most Voted
C. The phase 1 configuration supports the network-overlay settin
D. Most Voted

E. FortiGate facilitated the negotiation of the T_INET_1 0 _0 ADVPN shortcut over T_INET_1 0.

F. Dead peer detection is disabled.

Answer: AC

NEW QUESTION 32
Refer to the exhibit.

config system settings

end

set firewall-session-dirty check-new

Based on the exhibit, which two actions does FortiGate perform on sessions after a firewall policy change? (Choose two.)

A. FortiGate flushes all sessions.

B. FortiGate terminates the old sessions.

C. FortiGate does not change existing sessions.
D. FortiGate evaluates new sessions.

Answer: CD

Explanation:

FortiGate not to flag existing impacted session as dirty by setting firewall-session-dirty to check new. The results is that FortiGate evaluates only new session

against the new firewall policy.

NEW QUESTION 37
Refer to the exhibits.
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Exhibit A

conflg duplication
edic 1
sst srcadde "10.0.1.0/24"
set dstaddr "10.1.0.0/24"
set arcintf “ports®
set datintf “"overlay™
set service “ALL"
set packet-duplication force
next
&nd

branchl_fgt # diagnose sya sdwan zone
Zone SASE index=2
members(0) :
Ione overlay index=4
mambers(3): 19(T_INET_0_0) 20(T_INET_1_0) 21(T_MFLS_Q)
Zone underlay index=3
memnbers(2): 3(portl) 4({portl)
fone virtual-wan-link index=1

membars (0) !
.2 14665 ports im 10.0.1.101 => 10.1.0.7: icmp: echo regueat
275788 T_INET 0 0 out 10.0.1.101 =-> 10.1.0.7: ifcmp: echo request
«275790 T_INET 1 0 out 10.0.1.101 =-> 10.1.0.7: icmp: echo requeat

.275801 T_MPLS_0 out 10.0.1.101 -> 10.1.0.7: icmp: echo request
«278365 T_INET_1 0 in 10.1.0.7 => 10.0.1.101: icmp: echo reply
278553 port5 out 10.1.0.7 => 10.0.1.101: icmp: scho reply

B e

Exhibit B

3.804431 T_INET_1 0 in 10.0.1.1001 -» 10.1.0.7: lcmp: echo request
3.874630 ports ocut 10.0.1.101 =-> 10.1.0.7: icmp: echo requeat
3874895 T INET 0 0 in 10.0.1.101 -> 10.1.0.7: icmp: echo reguest
3.875125 T NPLS 0 in 10.0.1.101 -> 10.1.0.7: lcmp: echo request
3.875054 poreS in 10.1.0.7 => 10.0.1.101: icmp: echo reply
3.875308 T_INET_1 0 out 10.1.0.7 -> 10.0.1.101: lcmp: echo reply

Exhibit A shows the packet duplication rule configuration, the SD-WAN zone status output, and the sniffer output on FortiGate acting as the sender. Exhibit B

shows the sniffer output on a FortiGate acting as the receiver.

The administrator configured packet duplication on both FortiGate devices. The sniffer output on the sender FortiGate shows that FortiGate forwards an ICMP

echo request packet over three overlays, but it only receives one reply packet through T_INET_1_0.
Based on the output shown in the exhibits, which two reasons can cause the observed behavior? (Choose two.)

A. On the receiver FortiGate, packet-de-duplication is enabled.

B. The ICMP echo request packets sentover T_INET_0 0 and T_MPLS_0 were dropped along the way.
C. The ICMP echo request packets received over T_INET_0_0 and T_MPLS_0 were offloaded to NPU.

D. On the sender FortiGate, duplication-max-num is set to 3.

Answer: AD

NEW QUESTION 40
Refer to the exhibit.

¢ diagnoss ays sesaion list

session info: proto=f proto states0l duration=35 expires3353 timecut=3600 flage=00000000
socktypesd sockport=0 av_ildyel use=§

states=may dirty npu

orgin->sink: org pre-s>post, reply pre->post deve?-35/5->7 gquy=10.10.10.1/10.9.31.160
hook=pra dir=prg act=pnoop 10.9.31.160:7832->10.0.1.7:22(0.0.9.0:0)

hookepost dirsreply act=mocop 10.0.1.7:22->10.%.31.060:793240.0.0.0:0)

pos/ (bafore, afrex) O/ (0,00, OF (0, 0)

misc=0 policy id=l auth_info=Q chk client_infos{ wd={

serial=00043e0 cox=1{/{1 app_llat=0 app={ orl cat={

scwan mbr saqel sdwan service ide]

rpdb link id=80000000 rpdd sve ld=l ngfvide=n/a

apu_state=0x4000000

npu info: flags0xBl/O0x8l, offloadsE 8, ips opfflsadsf0, epid=64/76, ipid=T&564,
vians{x0000/ 0xd000 e

viifid=TE/64, veag in=0x0000/0x0000 in nrpu=1/1, out npu=l/l, fwd ensd/d, qlid=2/2
raflect info Q@

devaT-25/6->7

npu_state=0x4000200

viifid=0/65, viag_in=Ox0000/0x0000 in_npu=l/l, out_mpu=0/1, fwd_en=0/0, qid={/2
total reflect session mum: 1
total sessionm 1

¥ disgnose netlink interface list
if=portl family=00 type=l index=3 mtu=l500 link=0 master=Q

ifeport? family=00 type=l indaxed mtu=1500 link=) masterwd
ifepored family=00 typesl indaxe? mtus1500 link=0 mascer=0

npu info: flag=0xw00/0x81, cffload=0/8; ips offlcad=0/0, epidel/TE&, ipid=0/85, vlan=0x0000/0x0000

The exhibit shows the details of a session and the index numbers of some relevant interfaces on a FortiGate appliance that supports hardware offloading. Based

on the information shown in the exhibits, which two statements about the session are true? (Choose two.)

A. The reply direction of the asymmetric traffic flows from port2 to port3.
B. The auxiliary session can be offloaded to hardware.

C. The original direction of the symmetric traffic flows from port3 to port2.
D. The main session cannot be offloaded to hardware.

Answer: AB

NEW QUESTION 41

Which two statements about SLA targets and SD-WAN rules are true? (Choose two.)

A. SD-WAN rules use SLA targets to check if the preferred members meet the SLA requirements

B. Member metrics are measured only if an SLA target is configured

C. When configuring an SD-WAN rule you can select multiple SLA targets of the same performance SLA

D. SLA targets are used only by SD-WAN rules that are configured with Lowest Cost (SLA) or Maximize Bandwidth (SLA) as strategy
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Answer: AD

NEW QUESTION 46
What three characteristics apply to provisioning templates available on FortiManager? (Choose three.)

A. You can apply a system template and a CLI template to the same FortiGate device.
B. A CLI template can be of type CLI script or Perl script.

C. A template group can include a system template and an SD-WAN template.

D. A template group can contain CLI templates of both types.

E. Templates are applied in order, from top to bottom.

Answer: BDE

Explanation:

According to the FortiManager Administration Guide, provisioning templates are used to configure FortiGate devices in a consistent and efficient way. There are
different types of templates, such as system, IPsec, SD-WAN, certificate, and CLI templates. Some characteristics of provisioning templates are:

? You can apply a system template and a CLI template to the same FortiGate device, as long as they do not have conflicting settings1.

? A CLI template can be of type CLI script or Perl script. A CLI script template contains FortiOS CLI commands, while a Perl script template contains Perl code that
can generate FortiOS CLI commands2.

? A template group can include a system template and an SD-WAN template, as well as other types of templates. A template group is a collection of templates that
can be applied to multiple devices at once3.

? A template group can contain CLI templates of both types, as long as they do not have conflicting settings2.

? Templates are applied in order, from top to bottom. The order of the templates in a template group determines the order in which they are applied to the
devices3.

NEW QUESTION 51
Which diagnostic command can you use to show the configured SD-WAN zones and their assigned members?

A. diagnose sys sdwan zone

B. diagnose sys sdwan service
C. diagnose sys sdwan member
D. diagnose sys sdwan interface

Answer: C

NEW QUESTION 56
What are two common use cases for remote internet access (RIA)? (Choose two.)

A. Provide direct internet access on spokes
B. Provide internet access through the hub
C. Centralize security inspection on the hub
D. Provide thorough inspection on spokes

Answer: BC

Explanation:

* B. Provide internet access through the hub: This involves routing branch or remote office internet traffic through a central hub, ensuring consistent security
policies and possibly better management of network resources.

* C. Centralize security inspection on the hub: With this approach, all internet-bound traffic from various spokes is inspected at the hub, leveraging centralized
security mechanisms for thorough inspection and policy enforcement.

NEW QUESTION 57
Which SD-WAN setting enables FortiGate to delay the recovery of ADVPN shortcuts?

A. hold-down-time

B. link-down-failover

C. auto-discovery-shortcuts
D. idle-timeout

Answer: A

NEW QUESTION 59
Exhibit.

The exhibit shows VPN event logs on FortiGate. In the output shown in the exhibit, which statement is true?
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A. There are no IPsec tunnel statistics log messages for ADVPN cuts.
B. There is one shortcut tunnel built from master tunnel T_MPLS_0.
C. The VPN tunnel T_MPLS_0 is a shortcut tunnel.

D. The master tunnel T_INET_O cannot accept the ADVPN shortcut.

Answer: B

Explanation:

VPN event logs record the status of VPN tunnels, such as the establishment, termination, or failure of a tunnel. The output includes the following information:
? logid: the log ID number

? type: the log type, either traffic or event

? subtype: the log subtype, either vpn or ipsec

? level: the log level, either error, warning, or notice

? vd: the virtual domain name

? logdesc: the log description

? msg: the log message

? action: the log action, such as tunnel-up, tunnel-down, or tunnel-stats

? remip: the remote IP address

? locip: the local IP address

? remport: the remote port number

? locport: the local port number

? outintf: the outgoing interface name

? cookies: the IKE SA cookies

? user: the user name

? group: the user group name

? useralt: the alternative user name

? xauthuser: the XAuth user name

? authgroup: the XAuth user group hame

? assignip: the assigned IP address

? vpntunnel: the VPN tunnel name

? tunnellip: the tunnel loopback IP address

? tunnelid: the tunnel ID number

? tunneltype: the tunnel type, either ipsec or ssl

? duration: the tunnel duration in seconds

? sentbyte: the number of bytes sent

? rcvdbyte: the number of bytes received

? nextstat; the next statistics interval in seconds

? advpnsc: the ADVPN shortcut flag, either O or 1 Based on the exhibit, the following statement is true:

? There is one shortcut tunnel built from master tunnel T_MPLS_0. This means that the VPN tunnel T_MPLS_0 is a master tunnel that can send ADVPN shortcut
offers to other spokes, and the VPN tunnel T_MPLS_0_0 is a shortcut tunnel that is built from the master tunnel T_MPLS_01. In the exhibit, the log action for
T_MPLS_0 is tunnel-up, and the log action for T_MPLS_0_0 is shortcut-up. The advpnsc flag for T_MPLS_0 is 0, indicating that it is not a shortcut tunnel, while
the advpnsc flag for T_MPLS_0_0 is 1, indicating that it is a shortcut tunnel.

NEW QUESTION 62
Refer to the exhibits. Exhibit A -
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Edit Traffic Shaping Policy
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Exhibit A shows the traffic shaping policy and exhibit B shows the firewall policy.
The administrator wants FortiGate to limit the bandwidth used by YouTube. When testing, the administrator determines that FortiGate does not apply traffic
shaping on YouTube traffic.
Based on the policies shown in the exhibits, what configuration change must be made so FortiGate performs traffic shaping on YouTube traffic?

A. Destination internet service must be enabled on the traffic shaping policy.
B. Application control must be enabled on the firewall policy.
C. Web filtering must be enabled on the firewall policy.

D. Individual SD-WAN members must be selected as the outgoing interface on the traffic shaping policy.

Answer: C

NEW QUESTION 64
What are two advantages of using an IPsec recommended template to configure an IPsec tunnel in an hub-and-spoke topology? (Choose two.)
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A. It ensures consistent settings between phasel and phase2.

B. It guides the administrator to use Fortinet recommended settings.

C. It automatically install IPsec tunnels to every spoke when they are added to the FortiManager ADOM.

D. The VPN monitor tool provides additional statistics for tunnels defined with an IPsec recommended template.

Answer: AB

Explanation:

The use of an IPsec recommended template offers the advantage of ensuring consistent settings between phasel and phase2 (A), which is essential for the
stability and security of the IPsec tunnel. Additionally, it guides the administrator to use Fortinet's recommended settings (B), which are designed to optimize
performance and security based on Fortinet's best practices. References: The benefits of using IPsec recommended templates are outlined in Fortinet's SD-WAN
documentation, which emphasizes the importance of consistency and adherence to recommended configurations.

NEW QUESTION 68
Which components make up the secure SD-WAN solution?

A. Application, antivirus, and URL, and SSL inspection

B. Datacenter, branch offices, and public cloud

C. FortiGate, FortiManager, FortiAnalyzer, and FortiDeploy
D. Telephone, ISDN, and telecom network.

Answer: C

NEW QUESTION 71
Which two protocols in the IPsec suite are most used for authentication and encryption? (Choose two.)

A. Encapsulating Security Payload (ESP)
B. Secure Shell (SSH)

C. Internet Key Exchange (IKE)

D. Security Association (SA)

Answer: AC

NEW QUESTION 75
Refer to the exhibit, which shows an SD-WAN zone configuration on the FortiGate GUI.

SD-WAN Fones SD-WAN Rule Perl

Volume Sessions

Downiload

@ B portl
® =

6 ' BnNeETO

B TINET 1

' BT _MPLS
B T_HQ
+ ( ' - #
|
Interfaces % Gateway <

& wvirtual-wan-link

= % underlay
| * ™ portl 192.2.02
e ® port2 192.2.0.10

a overlay

fa Corporate

Based on the exhibit, which statement is true?

A. You can delete the virtual-wan-link zone because it contains no member.
B. The corporate zone contains no member.

C. You can move portl from the underlay zone to the overlay zone.

D. The overlay zone contains four members.

Answer: B
Explanation:
Based on the exhibit, the "corporate” zone contains no member (B). In the FortiGate GUI, zones without members do not display any interfaces listed under them,

which is the case for the corporate zone in the exhibit. References: This conclusion is based on standard Fortinet GUI interpretation and the operational logic of SD-
WAN zones as per Fortinet's guidelines and user interface standards.
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NEW QUESTION 76
In a hub-and-spoke topology, what are two advantages of enabling ADVPN on the IPsec overlays? (Choose two.)

A. It provides the benefits of a full-mesh topology in a hub-and-spoke network.
B. It provides direct connectivity between spokes by creating shortcuts.

C. It enables spokes to bypass the hub during shortcut negotiation.

D. It enables spokes to establish shortcuts to third-party gateways.

Answer: AB

NEW QUESTION 79
Which two statements are correct when traffic matches the implicit SD-WAN rule? (Choose two.)

A. The sdwan_service_id flag in the session information is O.

B. All SD-WAN rules have the default setting enabled.

C. Traffic does not match any of the entries in the policy route table.

D. Traffic is load balanced using the algorithm set for the v4-ecmp-mode setting.

Answer: AC
Explanation:

sdwan_service_id is 0 = match SD-WAN implicit rule, study guide 7.0 page 120, 7.2 page 149 SD-WAN rules internally are interpreted as a Policy route, so when
the traffic doesn't match with any policy route, it will be flowing by implict policy.

NEW QUESTION 81
Refer to the exhibit.

id=20085 trace id=B847 funcsprint pkr detail line=5428 mag="vd-root:0 received a
packet (protos=f, 10.1.10.1:33920->74.125.195.93:443) from porci. flag [.], =eq
<0183343516, ack 4141536963, win 223B"

1d=2008%5 trace_ld=847 func=resclve_ ip tuple_fast line=3508 msg="Find an existing
session, id=-000008cl, original direction”

| id=20085 trace id=847 func=shaper handler line=821 msg="exceedsd shaper limit, drop”

Which conclusion about the packet debug flow output is correct?

A. The original traffic exceeded the maximum packets per second of the outgoing interface, and the packet was dropped.
B. The reply traffic exceeded the maximum bandwidth configured in the traffic shaper, and the packet was dropped.

C. The original traffic exceeded the maximum bandwidth of the outgoing interface, and the packet was dropped.

D. The original traffic exceeded the maximum bandwidth configured in the traffic shaper, and the packet was dropped.

Answer: D

NEW QUESTION 86
In the default SD-WAN minimum configuration, which two statements are correct when traffic matches the default implicit SD-WAN rule? (Choose two )

A. Traffic has matched none of the FortiGate policy routes.

B. Matched traffic failed RPF and was caught by the rule.

C. The FIB lookup resolved interface was the SD-WAN interface.
D. An absolute SD-WAN rule was defined and matched traffic.

Answer: AC

NEW QUESTION 91
The SD-WAN overlay template helps to prepare SD-WAN deployments. To complete the tasks performed by the SD-WAN overlay template, the administrator must
perform some post-run tasks. What are three mandatory post-run tasks that must be performed? (Choose three.)

A. Create policy packages for branch devices.

B. Assign an sdwan_id metadata variable to each device (branch and hub}.

C. Configure routing through overlay tunnels created by the SD-WAN overlay template.
D. Assign a branch_id metadata variable to each branch device.

E. Configure SD-WAN rules.

Answer: ABC

NEW QUESTION 93

Which two statements describe how IPsec phase 1 main mode id different from aggressive mode when performing IKE negotiation? (Choose two.)
A. A peer ID is included in the first packet from the initiator, along with suggested security policies.

B. XAuth is enabled as an additional level of authentication, which requires a username and password.

C. Three packets are exchanged between an initiator and a responder instead of six packets.

D. The use of Diffie Hellman keys is limited by the responder and needs initiator acceptance.

Answer: AC

NEW QUESTION 94
Refer to the exhibits. Exhibit A -
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Edit Performance SLA

Mame Leveld DNS

IP Version [ 1pva LS

Probe Mode ) passive  Prefer Passive

Protocol I rceecHO UDPECHO HTTP TW
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4222
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& port2
2 Entries
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+ Add Target
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Action When Inactive
Update Static Route &
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Exhibit B -

branchl_fgt # diagnose sys sdwan membsr | gQrop port
Mamberi(l): interface: portl, flags=0x0 , gateway: 192.2.0.2, priorzity: O 1024, weight: O
Menber(2) : interface: port?, flags=0x0 , gateway: 192.2.0.10, prieozity: O 1024, welight: 0

branchl_fgt # get router info routing-table all | grep poEt
e 0.0.0.0/0 [1/0] via 192.2.0.2, porel

[1/0] via 192.2.0.10, port2
B.2.8.8/32 (10/0) wia 192.2.0.11, part2
10.0.1.0/24 is directly connsctad, ports
172.16.0.0/16 [10/0) wia 172.16.0.2, portd
172.16.0.0/29 is direcrly connected, porrd
192.2.0.0/2% la directly connected, portl
192.2.0.8/29 is directly connected, portl
152.168.0.0/24 1a dirsctly connscted, portld

0O 0 W0 e

branchl fgt # diagnose sy= sdwan health-check atatus Levell DNS

Health Check (Levell DNS):

Segi(l portl): statedfalive), packec=-loss{0.000%) latency(l.919), dicter(0.137), bandwidth-
up{10238), bandwidth-dw{l0238), bandwidth-bi(20476) ala map={x0

Seg(d portl): state(alive), packec-loss(0.000%) latency(l.S508), jitter(0.101), bandwidth-
[ up (10248), bandwidth-dwilU238) bgﬁwldth"blli‘ﬂl'ﬁﬂ =la mapelnl

Exhibit A shows the SD-WAN performance SLA and exhibit B shows the SD-WAN member status, the routing table, and the performance SLA status.

If port2 is detected dead by FortiGate, what is the expected behavior?

A. Port2 becomes alive after three successful probes are detected.

B. FortiGate removes all static routes for port2.

C. The administrator manually restores the static routes for port2, if port2 becomes alive.
D. Host 8.8.8.8 is reachable through portl and port2.

Answer: B

Explanation:

This is due to Update static route is enable which removes the static route entry referencing the interface if the interface is dead

NEW QUESTION 98
Exhibit A shows the firewall policy and exhibit B shows the traffic shaping policy.
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exvorna  [Exhibics

Edit Policy

Name @ Internet Access

Incoming interface :IM! port3 v

Outgoing interface virtual-wan link v

Source : = all x
+

Destination = all x
s

Schedule Ce always v

Service @& ALL X

+
Action Nt (/) DENY
Inspection Mode JRIGIEGELELE Proxy-based

Firewall / Network Options
NAT @

IP Pool Configuration Use Outgoing Interface Address RUSRelE il |

Preserve Source Port ( B

Protocol Options default v

exnbieaexniones [

Edit Traffic Shaping Policy

Name inbound_outbound_shaper

Status (1 MECEIC I @ Disabled

Comments | Write a comment...

If Traffic Matches:

Source = all X

Destination = all X |

Schedule (B

Service @ ALL x|
+
Application @ &
URL Category Streaming Media and Download  x
+
Then:
Action LYl IS ET Tl Assign Shaping Class ID
Outgoing interface @) virtual-wan link X
+
Shared shaper @) - guarantee-10mbps v

The traffic shaping policy is being applied to all outbound traffic; however, inbound traffic is not being evaluated by the shaping policy.
Based on the exhibits, what configuration change must be made in which policy so that traffic shaping can be applied to inbound traffic?

A. Create a new firewall policy, and the select the SD-WAN zone as Incoming Interface.

B. In the traffic shaping policy, select Assign Shaping Class ID as Action.

C. In the firewall policy, select Proxy-based as Inspection Mode.

D. In the traffic shaping policy, enable Reverse shaper, and then select the traffic shaper to use.
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Answer: D

NEW QUESTION 100
Which type statements about the SD-WAN members are true? (Choose two.)

A. You can manually define the SD-WAN members sequence number.
B. Interfaces of type virtual wire pair can be used as SD-WAN members.
C. Interfaces of type VLAN can be used as SD-WAN members.

D. An SD-WAN member can belong to two or more SD-WAN zones.
Answer: AC

Explanation:

SD-WAN members can be manually ordered by changing their sequence number (A), which allows administrators to prioritize the interfaces according to the
routing requirements. Also, VLAN interfaces can be used as SD-WAN members (C), providing flexibility in network design and the use of existing VLAN

infrastructure within the SD-WAN setup.

NEW QUESTION 102
Refer to the exhibit.

o - o e e S S = - e - .
S - -~ "'-..__
& %::f \f::@
Toronto / Londan
Huh1 ff"“‘
L, ™2 jHub2
e
. ‘\"ork 4‘/ Paris
)
ll:h

Two hub-and-spoke groups are connected through a site-to-site IPsec VPN between Hub 1 and Hub 2.
Which two configuration settings are required for Toronto and London spokes to establish an ADVPN shortcut? (Choose two.)

A. On the hubs, auto-discovery-sender must be enabled on the IPsec VPNs to spokes.
B. On the spokes, auto-discovery-receiver must be enabled on the IPsec VPN to the hub.
C. auto-discovery-forwarder must be enabled on all IPsec VPNs.

D. On the hubs, net-device must be enabled on all IPsec VPNs.

Answer: AB

NEW QUESTION 106
Refer to the exhibit.

config vpn ipsec phasel-interface

edit “FIRST VEN”
set type dynamic
set interface “portl”
set peertype any
set proposal aesl28-sha256 aes256-sha38
set dhgrp 14 15 19
set xauthtype auto
set authusrgrp “first-group”
set psksecret fortinetl

next

edit “SECOND VPN”
set type dynamic
set interface “portl”
set peertype any
set proposal aeslZ2B8-sha256 aes256-sha38
set dhgrp 14 15 19
set xauthtype auto
set authusrgrp “second-group”
set psksecret fortinet2

next

edit
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FortiGate has multiple dial-up VPN interfaces incoming on portl that match only FIRST_VPN.

Which two configuration changes must be made to both IPsec VPN interfaces to allow incoming connections to match all possible IPsec dial-up interfaces?

(Choose two.)

A. Specify a unique peer ID for each dial-up VPN interface.
B. Use different proposals are used between the interfaces.
C. Configure the IKE mode to be aggressive mode.

D. Use unique Diffie Hellman groups on each VPN interface.

Answer: AC

NEW QUESTION 109

What are two benefits of choosing packet duplication over FEC for data loss correction on noisy links? (Choose two.)

A. Packet duplication can leverage multiple IPsec overlays for sending additional data.

B. Packet duplication does not require a route to the destination.

C. Packet duplication supports hardware offloading.

D. Packet duplication uses smaller parity packets which results in less bandwidth consumption.

Answer: AC

NEW QUESTION 112

Refer to the exhibit.

ike O:T_INET 0 _0:214: received Informational request

ike 0:T INET O 0:214: processing notify type SHORTCUT QUERY

ike 0:T_INET O 0: recv shortcut-guery S0E5TH1962601467474
0740500827 fbd1 7/ 0000000000000000 192.2.0.1 10.0.1.101->10.0.2.101 pak &4 ppk 0 tel 32
nat 0 ver 2 mode 0

ike O:T INET 0: 1if 20 10.0.1.101->10.0.2.101 route lookup oif 20 T INET O qQwy
10.201.1.1

ike O:T_INET 0 _1: forward shortcut-gquery S0657€1962601467474

07405008 £7fbdAl Te/0000000000000000 1582.2.0.1 10.0.1.101->10.0.2.101 pak 64 ppk 0 tel 31
ver 2 mode 0, ext-mapping 182.2.0.1:500

Which statement about the role of the ADVPN device in handling traffic is true?

A. This is a spoke that has received a query from a remote hub and has forwarded the response to its hub.

B. Two hubs, 10.0.1.101 and 10.0.2.101, are receiving and forwarding queries between each other.
C. This is a hub that has received a query from a spoke and has forwarded it to another spoke.
D. Two spokes, 192.2.0.1 and 10.0.2.101, forward their queries to their hubs.

Answer: C

NEW QUESTION 117

Two hub-and-spoke groups are connected through a site-to-site IPsec VPN between Hub 1 and Hub 2. The administrator configured ADVPN on both hub-and-

spoke groups.\

% e auto-discovary-seseiver snabled

g

muto-discorery-forwardar snabled

L~ = ol
=, ey 4 ™

c

2

Which two outcomes are expected if a user in Toronto sends traffic to London? (Choose two.)
A. London generates an IKE information message that contains the Toronto public IP address.
B. Traffic from Toronto to London triggers the dynamic negotiation of a direct site-to-site VPN.
C. Toronto needs to establish a site-to-site tunnel with Hub 2 to bypass Hub 1.

D. The first packets from Toronto to London are routed through Hub 1 then to Hub 2.

Answer: BD

NEW QUESTION 122
Refer to the exhibit.
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$ diagnose firewall shaper per-ip-shaper list
name FTP_SM
maximum-bandwidth 625 KB/sec
maximum—-concurrent—-session 5
tos ff/ff
packets dropped 65
bytes dropped 81040
addr=10.1.0.1 status: bps=0 ses=1
addr=10.1.0.100 status: bps=0 ses=1
addr=10.1.10.1 status: bps=1656 ses=3
Which are two expected behaviors of the traffic that matches the traffic shaper? (Choose two.)

A. The number of simultaneous connections among all source IP addresses cannot exceed five connections.

B. The traffic shaper limits the combined bandwidth of all connections to a maximum of 5 MB/sec.

C. The number of simultaneous connections allowed for each source IP address cannot exceed five connections.
D. The traffic shaper limits the bandwidth of each source IP address to a maximum of 625 KB/sec.

Answer: CD

NEW QUESTION 126
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