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NEW QUESTION 1

DRAG DROP - (Topic 6)

DRAG DROP

You have a Microsoft 365 E5 subscription that contains two groups named Groupl and Group2.
You need to ensure that each group can perform the tasks shown in the following table.

Group Task
Group . Manage service requests

. Purchase new services.

. Manage subscnptions.

. Monitor service health

| Group2 . Assign licenses

. Add users and groups.

. Create and manage user views.

. Update password expiration policies.

The solution must use the principle of least privilege.

Which role should you assign to each group? To answer, drag the appropriate roles to the correct groups. Each role may be used once, more than once, or not at
all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Roles Answer Area
%Billing Administrator } Group1: r Role
PGlobal Administrator .
Group?2: Role
P Helpdesk Administrator

PLicense Administrator

'Service Support Administrator

" User Administrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Billing admin manage service request Purchase new services Etc.
Assign the Billing admin role to users who make purchases, manage subscriptions and service requests, and monitor service health.
Box 2: User admin User admin

Assign the User admin role to users who need to do the following for all users:
- Add users and groups

- Assign licenses

- Manage most users properties

- Create and manage user views

- Update password expiration policies

- Manage service requests

- Monitor service health

NEW QUESTION 2

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and
OneDirive.

Solution: From the Azure Active Directory admin center, you assign SecAdminl the Teams Service Administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwide
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NEW QUESTION 3

- (Topic 6)

You have a Microsoft 365 tenant that uses Microsoft Endpoint Manager for device management. You need to add the phone number of the help desk to the
Company Portal app. What should you do?

A. From Customization in the Microsoft Endpoint Manager admin center, modify the support information for the tenant.
B. From the Microsoft Endpoint Manager admin center, create an app configuration policy.

C. From the Microsoft 365 admin center, modify Organization information.

D. From the Microsoft 365 admin center, modify Help desk information.

Answer: A

Explanation:
Reference:
https://systemcenterdudes.com/intune-company-portal-customization/

NEW QUESTION 4

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant

You create a data toss prevention (DLP) policy to prevent users from using Microsoft Teams to share internal documents with external users.
To which two locations should you apply the policy? To answer, select the appropriate locations in the answer area.

NOTE: Each correct selection is worth one paint.

Choose locations to apply the policy

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 5

DRAG DROP - (Topic 6)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel.

You need to automatically label the documents on Sitel that contain credit card numbers. Which three actions should you perform in sequence? To answer, move
the appropriate

actions from the list of actions to the answer area and arrange them in the correct order.

Actions Answer Area

Create a sensitivity label.

Create an auto-labeling policy.

'"Create a sensitive information type.

.Wait 24 hours, and then turn on the policy.

Publish the label.

Create a retention label.

| Wait eight hours, and then turn on the policy.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Actions Answer Area
Cr_ea-te} ;easﬁw-lty_taﬁe-l ---------- i: Create a sensitivity label. |
;rcrgagg}'n‘azta-_ugy_a}_@;.}gi@z; pg | e e e
Er-g:_ate a sensitive _!Eia-r-r;ain-n_ap-e- e —'-'E Publish the label.
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NEW QUESTION 6

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full MS-102 dumps in VCE and PDF From SurePassExam
Ll SurePass https://www.surepassexam.com/MS-102-exam-dumps.html (463 New Questions)

HOTSPOT - (Topic 6)
HOTSPOT
Your network contains an on-premises Active Directory domain. The domain contains the servers shown in the following table.

Name Operating system Configuration
Server1 | Windows Server 2022 Domain controller
Server2 | Windows Server 2016 Member server
Server3 | Server Core installation of Windows Member server
Server 2022

You purchase a Microsoft 365 E5 subscription.

You need to implement Azure AD Connect cloud sync.

What should you install first and on which server? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Install: | - v .
{The Azure AD Application Proxy connector |

Azure AD Connect i ’

The Azure AD Connect provisioning agent

Active Directory Federation Services (AD FS)

Server: | v

Serverl only

‘Server2 only

Server3 only

‘Serverl or Server2 only
Serverl or Server3 only
Serverl, Server2, or Server3

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: The Azure AD Connect provisioning agent Install the Azure AD Connect provisioning agent

How is Azure AD Connect cloud sync different from Azure AD Connect sync?

With Azure AD Connect cloud sync, provisioning from AD to Azure AD is orchestrated in Microsoft Online Services. An organization only needs to deploy, in their
on-premises or laaS-hosted environment, a light-weight agent that acts as a bridge between Azure AD and AD. The provisioning configuration is stored in Azure
AD and managed as part of the service.

Box 2: Serverl or Server2 only.

Cloud provisioning agent requirements include:

* An on-premises server for the provisioning agent with Windows 2016 or later.

This server should be a tier 0 server based on the Active Directory administrative tier model. Installing the agent on a domain controller is supported.

Note: Windows Server Core is a minimal installation option for the Windows Server operating system (OS) that has no GUI and only includes the components
required to perform server roles and run applications.

NEW QUESTION 7

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription that contains a user named Userl. You need to enable Userl to create Compliance Manager assessments.
Solution: From the Microsoft 365 compliance center, you add Userl to the Compliance Manager Assessors role group.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Reference:
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/permissions-in-the-security-and-compliance-center.md

NEW QUESTION 8

- (Topic 6)

You have a Microsoft 365 tenant.

You plan to implement device configuration profiles in Microsoft Intune. Which platform can you manage by using the profiles?
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A. Ubuntu Linux

B. macOS

C. Android Enterprise
D. Windows 8.1

Answer: D

NEW QUESTION 9
- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.
You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.
Solution: From the Microsoft 365 admin center, you assign SecAdminl the Exchange admin role.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

You need to assign the Security Administrator role. Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwide

NEW QUESTION 10
- (Topic 6)

You have a Microsoft 365 tenant.
You plan to enable BitLocker Disk Encryption (BitLocker) automatically for all Windows 10 devices that enroll in Microsoft Intune.

What should you use?

A. an attack surface reduction (ASR) policy
B. an app configuration policy
C. a device compliance policy
D. a device configuration profile

Answer: D
Explanation:

Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/encrypt-devices

NEW QUESTION 10
HOTSPOT - (Topic 6)

You have an Azure AD tenant that contains the users shown in the following table.

Name

Member of

User?

Group1

User?2

Group?2

User3

Group3

Your company uses Microsoft Defender for Endpoint. Microsoft Defender for Endpoint contains the roles shown in the following table.

investigation

Name Permission Assigned
user group
Microsoft Defender View data, Alerts Group3
for Endpoint investigation, Active
administrator remediation actions,
(default) Manage secunty settings
Role1 View data, Alerts Group!1

Role?

View data

Group?2

Microsoft Defender for Endpoint contains the device groups shown in the following table.
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Rank Device group Device User access

name
1 ATP1 Devicel Group1
Last | Ungrouped devices | Devicel Group?2

(default)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE; Each correct selection is worth one point.

Answer Area
Statements Yes No
User1 can run an antivirus scan on Device?.
User? can collect an investigation package from Dewviced
Userd can isolate Devicel
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Statements Yes Mo
r

User1 can run an antivirus scan on Device?.
User? can collect an investigation package from Deviced

User3 can isolate Device1 | |

NEW QUESTION 12

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. You deploy an Azure AD tenant.

Another administrator configures the domain to synchronize to Azure AD.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to Azure AD. All the other user accounts synchronized successfully.
You review Azure AD Connect Health and discover that all the user account synchronizations completed successfully.

You need to ensure that the 10 user accounts are synchronized to Azure AD. Solution: From Azure AD Connect, you modify the Azure AD credentials.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

The question states that “all the user account synchronizations completed successfully”. Therefore, the Azure AD credentials are configured correctly in Azure AD
Connect. It is likely that the 10 user accounts are being excluded from the synchronization cycle by a filtering rule.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync- configure-filtering

NEW QUESTION 17

- (Topic 6)

You have a Microsoft 365 E5 subscription.

On Monday, you create a new user named User1.

On Tuesday, Userl signs in for the first time and perform the following actions:

* Signs in to Microsoft Exchange Online from an anonymous IP address

* Signs in to Microsoft SharePoint Online from a device in New York City.

« Establishes Remote Desktop connections to hosts in Berlin and Hong Kong, and then signs in to SharePoint Online from the Remote Desktop connections
Which types of sign-in risks will Azure AD ldentity Protection detect for Userl?

. anonymous IP address only

. anonymous IP address and atypical travel

. anonymous IP address, atypical travel, and unfamiliar sign-in properties
. unfamiliar sign-in properties and atypical travel only

. anonymous IP address and unfamiliar sign-in properties only

mooOw2>
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Answer: C

NEW QUESTION 22
- (Topic 6)
From the Security & Compliance admin center, you create a content export as shown in the exhibit. (Click the Exhibit tab.)

SharePoint Content_Export

L  Restart report 4 Download report B Delete
Status:
The export has completed. You can start downloading the
results.

Items included from the search:
All items, excluding ones that have unrecognized format, are
encrypted, or weren't indexed for other reasons.

Exchange content format:
One PST file for each mailbox.

De-duplication for Exchange content:
Not enabled.

SharePoint document versions:
Included

Export files in a compressed (zipped) folder:
Yes

The export data was prepared within region:
Default region

Feedback

What will be excluded from the export?

A. a 10-MB XLSX file
B. a 5-MB MP3 file

C. a5-KB RTF file

D. an 80-MB PPTX file

Answer: B

Explanation:

Unrecognized file formats are excluded from the search.

Certain types of files, such as Bitmap or MP3 files, don't contain content that can be indexed. As a result, the search indexing servers in Exchange and SharePoint
don't perform full-text indexing on these types of files. These types of files are considered to be

unsupported file types.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/partially-indexed-items-in-content-search?view=0365-worldwide
https://docs.microsoft.com/en-us/office365/securitycompliance/export-a-content-search- report

NEW QUESTION 26

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 subscription that contains the users in the following table.
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Name

Member of

User1

Group1

User2

Group1, Group2

User3

Group3

In Microsoft Endpoint Manager, you create two device type restrictions that have the settings shown in the following table.

Priority | Name Allowed platform Assigned to
1 TypeRest1 Android, Windows (MDM) | Group1
2 TypeRest2 0S8 Group2
In Microsoft Endpoint Manager, you create three device limit restrictions that have the settings shown in the following table.
Priority Name Device limit Assigned to
1 LimitRest1 4 Group?2
2 LimitRest2 10 Group1
3 LimitRest3 5 Group3
For each of the following statements, select Yes if the statement is true. Otherwise, select
mgTE: Each correct selection is worth one point.
Statements Yes No

User1 can enroll up to 10 Windows 10 dewices in Microsoft Endpoint Manager.

User2 can enroll up to 10 10S devices in Microsoft Endpoint Manager

User3 can enroll up to five Android devices in Microsoft Endpoint Manager.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

User1 can enroll up to 10 Windows 10 dewices in Microsoft Endpoint Manager.

Statements

User2 can enroll up to 10 10S devices in Microsoft Endpoint Manager

User3 can enroll up to five Android devices in Microsoft Endpoint Manager.

NEW QUESTION 28
- (Topic 6)

You have a Microsoft 365 E5 subscription.
You need to compare the current Safe Links configuration to the Microsoft recommended configurations.

What should you use?

A. Microsoft Purview

B. Azure AD Identity Protection
C. Microsoft Secure Score
D. the configuration analyzer

Answer: C

NEW QUESTION 32
- (Topic 6)

You have a Microsoft 365 E5 subscription.

You define a retention label that has the following settings:
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* Retention period 7 years
« Start the retention period bated on: When items were created
You need to prevent the removal of the label once the label K applied to a lie What should you select in the retention label settings?

A. Retain items even If users delete
B. Mark items as a record

C. Mark items as a regulatory record
D. Retain items forever

Answer: B
NEW QUESTION 37

- (Topic 6)
You have a Microsoft 365 E5 subscription that contains the resources shown in the following table.

Name Type
Group1 | Microsoft 365 group
Group2 | Distnbution group
Site1 Microsoft SharePoint site

You create a sensitivity label named Labell. To which resource can you apply Labell?

A. Groupl only

B. Group2 only

C. Sitel only

D. Groupl and Group2 only
E. Groupl, Group2, and Sitel

Answer: E

Explanation:

Assign sensitivity labels to Microsoft 365 groups in Azure Active Directory

Azure Active Directory (Azure AD), part of Microsoft Entra, supports applying sensitivity labels published by the Microsoft Purview compliance portal to Microsoft
365 groups.

In addition to using sensitivity labels to protect documents and emails, you can also use sensitivity labels to protect content in the following containers: Microsoft
Teams sites, Microsoft 365 groups (formerly Office 365 groups), and SharePoint sites.

When you configure a label policy, you can:

Choose which users and groups see the labels. Labels can be published to any specific user or email-enabled security group, distribution group, or Microsoft 365
group (which can have dynamic membership) in Azure AD.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels-teams- groups-sites
https://learn.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365- worldwide

NEW QUESTION 40

- (Topic 6)

You have a Microsoft E5 subscription.

You need to ensure that administrators who need to manage Microsoft Exchange Online are assigned the Exchange Administrator role for five hours at a time.
What should you implement?

A. Azure AD Privileged Identity Management (PIM)
B. a conditional access policy

C. a communication compliance policy)

D. Azure AD ldentity Protection

E. groups that have dynamic membership

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-change-default-settings

NEW QUESTION 44

- (Topic 6)

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365 and contains a mailbox named Mailbox1.
You plan to use Mailbox1 to collect and analyze unfiltered email messages.

You need to ensure that Defender for Office 365 takes no action on any inbound emails delivered to Mailbox1.

What should you do?

A. Configure a retention policy for Mailbox1.
B. Create a mail flow rule.

C. Configure Mailbox! as a SecOps mailbox.
D. Place a litigation hold on Mailbox1.

Answer: D

NEW QUESTION 48
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- (Topic 6)

You have a Microsoft 365 F5 subscription.

You plan to deploy 100 new Windows 10 devices.

You need to order the appropriate version of Windows 10 for the new devices. The version must
Meet the following requirements.

Be serviced for a minimum of 24 moths.

Support Microsoft Application Virtualization (App-V) Which version should you identify?

A. Window 10 Pro, version 1909
B. Window 10 Pro, version 2004
C. Window 10 Pro, version 1909
D. Window 10 Enterprise, version 2004

Answer: D
Explanation:
Reference:

https://docs.microsoft.com/en-us/windows/release-health/release-information
https://docs.microsoft.com/en-us/windows/application-management/app-v/appv-supported- configurations

NEW QUESTION 53

- (Topic 6)
You have a Microsoft 365 subscription that contains the alerts shown in the following table.
Name | Severity Status Comment Category
Alert1 | Medium Active Comment! | Threat management
Alert2 Low Resolved Comment2 | Other

Which properties of the alerts can you modify?

A. Status only

B. Status and Comment only

C. Status and Severity only

D. Status, Severity, and Comment only

E. Status, Severity, Comment and Category

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/update-alert?view=0365-worldwide#limitations

NEW QUESTION 55

- (Topic 6)

You have a Microsoft 365 E5 tenant that has sensitivity label support enabled for Microsoft and SharePoint Online.
You need to enable unified labeling for Microsoft 365 groups. Which cmdlet should you run?

A. set-unifiedGroup

B. Set-Labelpolicy

C. Execute-AzureAdLebelSync
D. Add-UnifiedGroupLinks

Answer: C

NEW QUESTION 60

- (Topic 6)

Your network contains an Active Directory forest named Contoso. Local. You have a Microsoft 365 subscription.
You plan to implement a directory synchronization solution that will use password hash synchronization.

From the Microsoft 365 admin center, you successfully verify the contoso.com domain name.

You need to prepare the environment for the planned directory synchronization solution. What should you do first?

A. From Active Directory Domains and Trusts, add contoso.com as a UPN suffix.

B. From the Microsoft 365 admin center verify the Contos

C. Local domain name.

D. From the public DNS zone of contoso.com, add a new mail exchanger (MX) record.
E. From Active Directory Users and Computers, modify the UPN suffix for all users.

Answer: A
NEW QUESTION 61
HOTSPOT - (Topic 6)

HOTSPOT
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.
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Name Microsoft 365 role
Useri Cloud application administrator
User2 Application administrator
User3 Application developer
User4 None

Users are assigned Microsoft Store for Business roles as shown in the following table.

User Role

User1 None

User2 Basic Purchaser
User3 Purchaser

User4 Device Guard signer

Which users can add apps to the private store in Microsoft Store for Business, and which users can install apps from the private store? To answer, select the

appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Add apps to the private store:

Install apps from the private store:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Add apps to the private store:

Install apps from the private store:

NEW QUESTION 62
- (Topic 6)

User3 only

User2 and User3 only

User1 and User3 only
User1, User2 and User3 only

User1, User2, User3, and User4

v

User3 only

User2 and User3 only

User1 and User3 only

User2, User3 and User4 only
User1, User2, User3, and User4

v

P e

User1 and User3 only
User1, User2 and User3 only
User1, User2, User3, and User4

v
User3 only
User2 and User3 only
User1 and User3 only
User2, User3 and User4 only _ _
User1, User2, User3, and User4 '

You have a Microsoft 365 tenant that contains two groups named Groupl and Group2.

You need to prevent the members or Groupl from communicating with the members of Group2 by using Microsoft Teams. The solution must comply with
regulatory requirements and must not affect other user in the tenant.

What should you use?

A. information barriers
B. communication compliance policies
C. moderated distribution groups

D. administrator units in Azure Active Directory (Azure AD)
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Answer: A

NEW QUESTION 65

- (Topic 6)

Your network contains three Active Directory forests. There are forests trust relationships between the forests.
You create an Azure AD tenant.

You plan to sync the on-premises Active Directory to Azure AD.

You need to recommend a synchronization solution. The solution must ensure that the synchronization can complete successfully and as quickly as possible if a

single server fails.
What should you include in the recommendation?

A. one Azure AD Connect sync server and one Azure AD Connect sync server in staging mode

B. three Azure AD Connect sync servers and one Azure AD Connect sync server in staging mode
C. six Azure AD Connect sync servers and three Azure AD Connect sync servers in staging mode
D. three Azure AD Connect sync servers and three Azure AD Connect sync servers in staging mode

Answer: A

Explanation:

Azure AD Connect can be active on only one server. You can install Azure AD Connect on another server for redundancy but the additional installation would need
to be in Staging mode. An Azure AD connect installation in Staging mode is configured and ready to go but it needs to be manually switched to Active to perform

directory synchronization.
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-install-custom

NEW QUESTION 70

- (Topic 6)

You have a Microsoft 365 E5 subscription.

From the Microsoft 365 Defender portal, you plan to export a detailed report of compromised users.
What is the longest time range that can be included in the report?

A. 1 day
B. 7 days
C. 30 days
D. 90 days

Answer: C

Explanation:

View email security reports in the Microsoft 365 Defender portal

The aggregate view shows data for the last 90 days and the detail view shows data for the last 30 days
Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/reports-email- security

NEW QUESTION 75
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant that contains five devices enrolled in Microsoft Intune as shown in the following table.

Name Platform
Device1 Windows 10
Device2 Android 8.1.0
Device3 Android 10
Device4 I0S 12
Device5 10S 14

All the devices have an app named Appl installed.
You need to prevent users from copying data from Appl and pasting the data into other apps.

Which policy should you create in Microsoft Endpoint Manager, and what is the minimum number of required policies? To answer, select the appropriate options in

the answer area.
NOTE: Each correct selection is worth one point.
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Policy to create in Microsoft Endpoint v
Manager:

An app configuration policy
An app protection policy

A conditional access policy
A device compliance policy

Minimum number of required policies: v

Wk =

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Policy to create in Microsoft Endpoint v
o An app configuration policy
An app protection policy
A conditional access policy
A device compliance policy
Minimum number of required policies: v

e

on G pD =

NEW QUESTION 78

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goats. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. You deploy a Microsoft Entra tenant.

Another administrator configures the domain to synchronize to the Microsoft Entra tenant.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to the Microsoft Entra tenant. All the other user accounts synchronized
successfully.

You review Microsoft Entra Connect Health and discover that all the user account synchronizations completed successfully.

You need to ensure that the 10 user accounts are synchronized to the Microsoft Entra tenant.

Solution: From Microsoft Entra Connect, you modify the filtering settings. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 82

HOTSPOT - (Topic 6)

HOTSPOT

You have a new Microsoft 365 E5 tenant. Enable Security defaults is set to Yes.

A user signs in to the tenant for the first time.

Which multi-factor authentication (MFA) method can the user use, and how many days does the user have to register for MFA? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.
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Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Notification to Microsoft Authenticator app

MFA method:

Number of days:

Call to phone

Email message

| Security questions

Text message to phone

Motification to Microsoft Authenticator app

14

30

60

Do users have 14 days to register for Azure AD Multi-Factor Authentication?
Users have 14 days to register for MFA with the Microsoft Authenticator app from their smart phones, which begins from the first time they sign in after security

defaults has been enabled. After 14 days have passed, the user won't be able to sign in until MFA registration is completed.

Box 2: 14

Azure AD Identity Protection will prompt your users to register the next time they sign in interactively and they'll have 14 days to complete registration. During this
14-day period, they can bypass registration if MFA isn't required as a condition, but at the end of the period they'll be required to register before they can complete

the sign-in process.

NEW QUESTION 87
- (Topic 6)

You have a Microsoft 365 E5 tenant.
industry regulations require that the tenant comply with the ISO 27001 standard. You need to evaluate the tenant based on the standard

A. From Policy in the Azure portal, select Compliance, and then assign a pokey

B. From Compliance Manager, create an assessment

C. From the Microsoft J6i compliance center, create an audit retention policy.
D. From the Microsoft 365 admin center enable the Productivity Score.

Answer: B

NEW QUESTION 88
HOTSPOT - (Topic 6)

You have several devices enrolled in Microsoft Endpoint Manager

You have a Microsoft Azure Active Directory (Azure AD) tenant that includes the users shown In the following table.

Name

Role

User Cloud dewsce admunistrator
\User/ Intune administrator

Member of

GIOUPA
GroupB

User3 None

None

The device limit restrictions in Endpoint manager are configured as shown in the following table.

Priority | Name  Device limit | Assigned to
1 Policy1 15 GroupB
. Policy2 | 10 GroupA
Oefault | All users | 5 All users

You add user as a device enrollment manager in Endpoint manager
For each of the following statements, select Yes if the statement is true. Otherwise, select No

Anpeer Area

A. Mastered
B. Not Mastered
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Answer: A
Explanation:
Anwecr Area
Statements Yes Mo
User] can ennoll & maamum af 10 devicss in Endpoing Mansge: o,
- b |
Userd can et oll & mamrmign of 10 deaces on Endpoint Mandoes |_ I
Liger 1 can snroll an undirrsted number of deviced i Frdposnt RLansges o

NEW QUESTION 90

- (Topic 6)

You need to notify the manager of the human resources department when a user in the department shares a file or folder from the departments Microsoft
SharePoint Online site. What should you do?

A. From the SharePoint Online site, create an alert.

B. From the SharePoint Online admin center, modify the sharing settings.

C. From the Microsoft 365 Defender portal, create an alert policy.

D. From the Microsoft Purview compliance portal, create a data loss prevention (DLP) policy.

Answer: D

NEW QUESTION 95

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain. The domain contains domain controllers that run Windows Server 2019. The functional level of the
forest and the domain is Windows Server 2012 R2.

The domain contains 100 computers that run Windows 10 and a member server named Serverl that runs Windows Server 2012 R2.

You plan to use Serverl to manage the domain and to configure Windows 10 Group Policy settings.

You install the Group Policy Management Console (GPMC) on Serverl.

You need to configure the Windows Update for Business Group Policy settings on Serverl. Solution: You raise the forest functional level to Windows Server 2016.
You copy the Group

Policy Administrative Templates from a Windows 10 computer to the Netlogon share on all the domain controllers.

Does this meet the goal?

A.yes
B. No

Answer: B

NEW QUESTION 97
HOTSPOT - (Topic 6)

HOTSPOT
Your network contains an Active Directory domain named fabrikam.com. The domain contains the objects shown in the following table.
Name Type In organizational unit
(OU)
User1 User ou1
User2 | User QU1
Group1 | Security Group - Global | QU1
User3 | User QU2
Group2 | Security Group - Global | CU2

The groups have the members shown in the following table.
Group Members
Group1 | User1

Group2 | User2, User3, Group1

You are configuring synchronization between fabrikam.com and an Azure AD tenant.
You configure the Domain/OU Filtering settings in Azure AD Connect as shown in the Domain/OU Filtering exhibit (Click the Domain/OU Filtering tab.)
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nfrastruciure
LostandFound
Managed Service Accounts
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Program Cata

System

LiaaT

e P

You configure the Filtering settings in Azure AD Connect as shown in the Filtering exhibit. (Click the Filtering tab.)

4- Moot Arure Actree Dvreciory Cormect

Filter users and devices

sitgd Components For a pdot deployment, Specify 3 group contiemng your uters and dévors that wall be pyncheonated. Nested
groups M not Supported and will be igndned

anect bo Arure AD Synchronize sl users and devices

= Synchronize siected @

tabil . = - R
Azuie AD sign-w abnicam. com |.|:r\1-»:lﬂul:. O aOU2 OC witabrkarm [ s com (]

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
User2 will synchronize to Azure AD. sz :

Group2 will synchronize to Azure AD.

User3 will synchronize to Azure AD. L l ; _-

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Box 1: No
The filtering is configured to synchronize Group2 and OU2 only. The effect of this is that only members of Group2 who are in OU2 will be synchronized.
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User2 is in Group2. However, the User2 account object is in OU1 so User2 will not synchronize to Azure AD.
Box 2: Yes

Group?2 is in OU2 so Group?2 will synchronize to Azure AD. However, only members of the group who are in OU2 will synchronize. Members of Group2 who are in
OU1 will not synchronize.

Box 3: Yes

User3is in Group2 and in OU2. Therefore, User3 will synchronize to Azure AD.

NEW QUESTION 100
- (Topic 6)
You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

Platform Count
Windows 10 50
Android 50
Linux 50

You need to configure an incident email notification rule that will be triggered when an alert
occurs only on a Windows 10 device. The solution must minimize administrative effort. What should you do first?

A. From the Microsoft 365 admin center, create a mail-enabled security group.

B. From the Microsoft 365 Defender portal, create a device group.

C. From the Microsoft Endpoint Manager admin center, create a device category.
D. From the Azure Active Directory admin center, create a dynamic device group.

Answer: B

Explanation:

Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/machine-groups?view=0365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/configure-email-notifications ?view=0365-worldwide

NEW QUESTION 104
HOTSPOT - (Topic 6)
HOTSPOT

You have a Microsoft 365 E5 subscription linked to an Azure Active Directory (Azure AD) tenant. The tenant contains a group named Groupl and the users shown
in the following table:

Name Role
Admin1 Conditional Access administrator

Admin2 | Security administrator

Admin3 User administrator

The tenant has a conditional access policy that has the following configurations: Name: Policyl
Assignments:

- Users and groups: Groupl

- Cloud aps or actions: All cloud apps

? Access controls:

? Grant, require multi-factor authentication

? Enable policy: Report-only

You set Enabled Security defaults to Yes for the tenant.

For each of the following settings select Yes, if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Admin1 can set Enable policy for Policy1 to On. 0O o
Admin2 can set Enable policy for Policy1 to Off. 0 o]
Admin3 can set Users and groups for Policy1 to All users. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Report-only mode is a new Conditional Access policy state that allows administrators to evaluate the impact of Conditional Access policies before enabling them in
their environment. With the release of report-only mode:

? Conditional Access policies can be enabled in report-only mode.

? During sign-in, policies in report-only mode are evaluated but not enforced.

? Results are logged in the Conditional Access and Report-only tabs of the Sign-in log details.

? Customers with an Azure Monitor subscription can monitor the impact of their Conditional Access policies using the Conditional Access insights workbook.
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NEW QUESTION 105

DRAG DROP - (Topic 6)

You have a Microsoft 365 subscription.

You need to meet the following requirements:

* Report a Microsoft 365 service issue.

* Request help on how to add a new user to an Azure AD tenant.

What should you use in the Microsoft 365 admin center? To answer, drag the appropriate features to the correct requirements. Each feature may be used once,

more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
Features Answer Area

Message center To report sues regarding a Microsoft 365 senvice
MNew service request =
O repUsst h‘.'"l.r' on Mo 1O S04 3 Naw USEr 1o The Tsnant

Product feedback

Service health

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Features Answer Area

i i e el i

| Message center To report iSsues regarding a Microsoft 365 service: ;| New service request

To request halp on how To add a new user 1o the tenant :_ Message center

| Product feedback
e ———

NEW QUESTION 107

- (Topic 6)

You have a Microsoft 365 tenant and a LinkedIn company page.

You plan to archive data from the LinkedIn page to Microsoft 365 by using the LinkedIn connector.
Where can you store data from the LinkedIn connector?

A. a Microsoft OneDrive for Business folder

B. a Microsoft SharePoint Online document library
C. a Microsoft 365 mailbox

D. Azure Files

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/archive-linkedin- data?view=0365-worldwide

NEW QUESTION 112
- (Topic 6)

You have a Microsoft 365 subscription that uses an Azure AD tenant named contoso.com. The tenant contains the users shown in the following table.

Name Role
User1 Exchange Administrator
User2 User Administrator
User3 Global Administrator
Userd None

You add another user named User5 to the User Administrator role. You need to identify which two management tasks User5 can perform.

Which two tasks should you identify? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Delete User2 and User4 only.

B. Reset the password of User4 only

C. Reset the password of any user in Azure AD.
D. Delete Userl, User2, and User4 only.

E. Reset the password of User2 and User4 only.
F. Delete any user in Azure AD.

Answer: AE
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Explanation:

Users with the User Administrator role can create users and manage all aspects of users with some restrictions (see below).

Only on users who are non-admins or in any of the following limited admin roles:

« Directory Readers
» Guest Inviter

* Helpdesk Administrator
» Message Center Reader

* Reports Reader

» User Administrator Reference;:

https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/directory-assign-admin-roles#available-roles

NEW QUESTION 116
HOTSPOT - (Topic 6)
HOTSPOT

UT—— " ———
3ol 450 82T of 287 Microsoft | NIST 800-
15444 T2% Group1
=e00 Incompiete | 7eX completed completed up 365 53
Data Data
3af f ! ;
Protection | 14370 Incomplete | 70% En?“ d:ﬁ el fj;n’:g; Group2 ;';';mmn Protection
Baseling P P Baseline

The SP800 assessment has the improvement actions shown in the following table.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 118
HOTSPOT - (Topic 6)

You have a Microsoft 365 tenant that contains the groups shown in the following table.

Statements

Establish a threat intelligence program will appear as Implementead in the SPE00
AS5ES5Ment.

The SPE00 assessment score wall increase by 54 points.

The Data Protection Baseline score will increase by 9 points

Statements

Establish a threat intelligence program will appear as Implementead in the SPE00
AS5ES5Ment.

The SPE00 assessment score wall increase by 54 points.

The Data Protection Baseline score will increase by 9 points

Name

Type

Group1

Microsoft 365

Group?2

Distnbution

Group3

Mail-enabled security

Group4

Secunty

You plan to create a compliance policy named Compliancel.

You need to identify the groups that meet the following requirements:

? Can be added to Compliancel as recipients of noncompliance notifications
? Can be assigned to Compliancel

To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Can be added to Compliance1 as recipients B 4
of noncompliance notifications: Group1 and Group4 only '

Group3 and Group4 only

Group1, Group2 and Group3 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4

Can be assigned to Compliance1: v
Group1 and Group4 only

Group3 and Group4 only

Group1, Group2 and Group3 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Can be added to Compliance1 as recipients B 4
of noncompliance notifications: Group1 and Group4 only '
Group3 and Group4 only!
Group1, Group2 and Group3 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4
Can be assigned to Compliance1: , v
Group1 and Group4 only
Group3 and Group4 only

_— s ww mr mr Ew e ome ome mm om ome ww

Group1, Group2, Group3, and Group4

NEW QUESTION 120

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. You deploy an Azure AD tenant.

Another administrator configures the domain to synchronize to Azure AD.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to Azure AD. All the other user accounts synchronized successfully.
You review Azure AD Connect Health and discover that all the user account synchronizations completed successfully.

You need to ensure that the 10 user accounts are synchronized to Azure AD. Solution: From Azure AD Connect, you modify the filtering settings.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 122

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 subscription.

You are planning a threat management solution for your organization.

You need to minimize the likelihood that users will be affected by the following threats:

? Opening files in Microsoft SharePoint that contain malicious content

? Impersonation and spoofing attacks in email messages

Which policies should you create in Microsoft 365 Defender? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

Opening files in SharePoint that contain malicious content:

Impersonation and spoofing attacks in email messages:

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Answer Area

Opening files in SharePoint that contain malicious content:

Impersonation and spoofing attacks in email messages:

NEW QUESTION 124
HOTSPOT - (Topic 6)
HOTSPOT

Anti-spam

Anti-Phishing

Safe Attachments

Safe Links

S—

Anti-spam

Anti-Phishing

Safe Attachments

Safe Links

Anti-spam

Anti-Phishing

| Safe Attachments _

]

Safe Links

JAnti-spam _ _

Safe Attachments

Safe Links

Your network contains an on-premises Active Directory domain. You have a Microsoft 365 E5 subscription.

You plan to implement directory synchronization.

You need to identify potential synchronization issues for the domain. The solution must use the principle of least privilege.
What should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Tool:

E AccessChk

Azure AD ICt:unmi»-:t=

Active Directory Explorer

IdFix

Required group membership:

Domain Admins

Domain Users

Server Operators

Enterprise Admins

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: IdFix
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Query and fix invalid object attributes with the IdFix tool

Microsoft is working to reduce the time required to remediate identity issues when onboarding to Microsoft 365. A portion of this effort is intended to address the
time involved in remediating the Windows Server Active Directory (Windows Server AD) errors reported by the directory synchronization tools such as Azure AD
Connect and Azure AD Connect cloud sync. The focus of IdFix is to enable you to accomplish this task in a simple, expedient fashion.

The IdFix tool provides you the ability to query, identify, and remediate the majority of object synchronization errors in your Window’s Server AD forests in
preparation for deployment to Microsoft 365. The utility does not fix all errors, but it does find and fix the majority. This remediation will then allow you to
successfully synchronize users, contacts, and groups from on-premises Active Directory into Microsoft 365. Note: IdFix might identify errors beyond those that
emerge during synchronization. The most common example is compliance with rfc 2822 for smtp addresses. Although invalid attribute values can be synchronized
to the cloud, the product group recommends that these errors be corrected.

Incorrect:

* AccessChk

Box 2: Enterprise Admins

IdFix permissions requirements

The user account that you use to run IdFix must have read and write access to the AD DS domain.

If you aren’t sure if your user account meets these requirements, and you’re not sure how to check, you can still download and run IdFix. If your user account
doesn’t have the right permissions, IdFix will simply display an error when you try to run it.

* Enterprise Admins

The Enterprise Admins group exists only in the root domain of an Active Directory forest of domains. The group is a Universal group if the domain is in native
mode. The group is a Global group if the domain is in mixed mode. Members of this group are authorized to make forest-wide changes in Active Directory, like
adding child domains.

Incorrect:

* Domain Admins

Members of the Domain Admins security group are authorized to administer the domain. By default, the Domain Admins group is a member of the Administrators
group on all computers that have joined a domain, including the domain controllers. The Domain Admins group is the default owner of any object that's created in
Active Directory for the domain by any member of the group. If members of the group create other objects, such as files, the default owner is the Administrators
group.

* Server Operator

Server Operators can log on to a server interactively; create and delete network shares; start and stop services; back up and restore files; format the hard disk of
the computer; and shut down the computer. Any service that accesses the system has the Service identity.

* Domain Users - too few permissions

The Domain Users group includes all user accounts in a domain. When you create a user account in a domain, it's automatically added to this group.

NEW QUESTION 125

- (Topic 6)

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl. Your company purchases a Microsoft 365 subscription.
You need to ensure that Userl is assigned the required role to create file policies and manage alerts in the Cloud App Security admin center.
Solution: From the Azure Active Directory admin center, you assign the Compliance administrator role to Userl.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 128

- (Topic 6)

You have a Microsoft 365 subscription that contains an Azure AD tenant named contoso.com. The tenant includes a user named Userl.

You enable Azure AD ldentity Protection.

You need to ensure that Userl can review the list in Azure AD Identity Protection of users flagged for risk. The solution must use the principle of least privilege.
To which role should you add User1?

A. Security Reader

B. Global Administrator
C. Owner

D. User Administrator

Answer: A

NEW QUESTION 133
HOTSPOT - (Topic 6)
You have a Microsoft 365 ES subscription that has three auto retention policies as show in the following exhibit.
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EW fabact Admirectiator Wnd Pl —

RecordTypes
Operations
Userlds

RetentionDuration ThreeMonths

Retention2
159
cordTypes {MicrosoftTeams}
Operations {teamcreated)
UserIds {Userlask20962Boutlook .ormicrosoft . oo

RetentionDuration SixMonths

letention?

Operations

Userlds {User2gsk200628outlook .onmicrosoft . o

RetentionDuration TwelveMonths

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic NOTE Each correct
selection is worth one point.
]
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A. Mastered
B. Not Mastered

Answer: A
Explanation:
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NEW QUESTION 138

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.
Your network contains an Active Directory forest. You deploy Microsoft 365.

You plan to implement directory synchronization.

You need to recommend a security solution for the synchronized identities. The solution must meet the following requirements:

» Users must be able to authenticate successfully to Microsoft 365 services if Active Directory becomes unavailable.

» User passwords must be 10 characters or more.

Solution: Implement pass-through authentication and configure password protection in the Azure AD tenant. Does this meet the goal?

A. Yes
B. No

Answer: B
NEW QUESTION 141
- (Topic 6)

You have a Microsoft 365 E5 subscription.
Users have the devices shown in the following table.
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Enrolled in Microsoft Endpoint

Name Platform Owner
Manager
Devicel |Android User1 Yes
Device2 |Android User1 No
Device3 |iOS User1 No

Deviced |Windows 10 |User2 Yes

Device5 | Windows 10 | User2 No

Device6 |i10S User2 Yes

On which devices can you manage apps by using app configuration policies in Microsoft Endpoint Manager?

A. Devicel, Device4, and Deviceb
B. Device2, Device3, and Deviceb
C. Devicel, Device2, Device3, and Device6b
D. Devicel, Device2, Device4, and Deviceb5

Answer: C

Explanation:

You can create and use app configuration policies to provide configuration settings for both iOS/iPadOS or Android apps on devices that are and are not enrolled

in Microsoft Endpoint Manager.
Reference:
https://docs.microsoft.com/en-us/mem/intune/apps/app-configuration-policies-overview

NEW QUESTION 143
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

Name Group
Devicel | DeviceGroup1
Device2 | DeviceGroup2

At 08:00. you create an incident notification rule that has the following configurations:
» Name: Notification!

* Notification settings

o Notify on alert seventy: Low o Device group scope: All (3)

o Details: First notification per incident

* Recipients: Userl@contoso.com, User2@contoso.com

At 08:02. you create an incident notification rule that has the following configurations:
* Name: Notification

« Notification settings

o Notify on alert severity: Low. Medium

o Device group scope: DevtceGroupl, DeviceGroup2

* Recipients: Userl@contoso.com

in Microsoft 365 Defender, alerts are logged as shown in the following table.

Time | Alert name Severity Impacted assets
08:05 | Activityl Low Devicel
08:07 | Activity1 Low Devicel
08:08 | Activity1 Medium Devicel
08:15 | Activity2 Medium Device2
08:16 | Activity2 Medium Device2
08:20 | Activity1 High Devicel
08:30 | Activity3 Medium Devicel
08:35 | Activity? High Deviceld

For each of the following statements, select Yes if the statement is true. Otherwise, select No1.

NOTE: Each correct selection is worth one point.

Answer Area

Statements

User1 @contoso.com will receéive two incident notification &mails for the alert at 08:05

User2 @contoso.com will receive an incident notification email for the alert at 08:07.

User1 Excontoso.com will receive an incident notification email for the alert at 0820,
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes No

Useri @contoso.com will receive two incident notification emails for the alert at 08:05
LUser2 @contoso.com will receive an incident notification email for the alert at 0807, I L

User1 2contoso.com will receive an incident notification email for the alert at 0820 1 |

NEW QUESTION 147
DRAG DROP - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

Type Number of devices | Operating system Enroliment status
Corporate 150 Windows 11 Azure AD-joined
Microsoft Intune-
managed
Bring your own 25 Windows 11 Unmanaged
device (BYOD)

You need to onboard the devices to Microsoft Defender for Endpoint. The solution must minimize administrative effort.
What should you use to onboard each type of device? To answer, drag the appropriate onboarding methods to the correct device types. Each onboarding method
may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
Onboarding method Device Type

A local sonp! Conporate
Group Policy

ntegration with Microsoft Defender for Clowd

Microsoft Intune

Virtual Desktop Infrastructure (VDM scnpts

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Onboarding method Device Type

1 ; F
[ Corporate | Microsoft Intune

1| Group Policy b g e YAy~ PR T S T
EYOD: 1 Integratson with Merosoft Defender for Cloud i

NEW QUESTION 152

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. You deploy an Azure AD tenant.

Another administrator configures the domain to synchronize to Azure AD.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to Azure AD. All the other user accounts synchronized successfully.
You review Azure AD Connect Health and discover that all the user account synchronizations completed successfully.

You need to ensure that the 10 user accounts are synchronized to Azure AD. Solution: You run idfix.exe and export the 10 user accounts.

Does this meet the goal?

A.Yes
B. No

Answer: B
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Explanation:
The question states that “all the user account synchronizations completed successfully”. If there were problems with the 10 accounts that needed fixing with

idfix.exe, there would have been synchronization errors in Azure AD Connect Health.

It is likely that the 10 user accounts are being excluded from the synchronization cycle by a filtering rule.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync- configure-filtering

NEW QUESTION 153

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant that contains 100 Windows 10 devices. You plan to attack surface reduction (ASR) rules for the Windows 10 devices.
You configure the ASR rules in audit mode and collect audit data in a Log Analytics workspace.

You need to find the ASR rules that match the activities on the devices.

How should you complete the Kusto query? To answer, select the appropriate options in

the answer area.

NOTE: Each correct selection is worth one point.

v

Alertinfo
DeviceEvents
Devicelnfo

| W ActionType startswith ‘ASR’

lookup
project
render
where

A. Mastered
B. Not Mastered

Answer: A

Explanation:

v

Alertinfo

——————— .
i

DeviceEvents

Devicelnfo

| W ActionType startswith ‘ASR’
lookup
project
render

NEW QUESTION 156
HOTSPOT - (Topic 6)
Your company has a Microsoft 365 subscription That contains the domains shown in the following exhibit.

Domains
- Add domain == Buydomain () Refresh
Domain name | Ctatus ve Choose columnas
L] contoso221018.onmicrosoft.com (Default) @ Heaithy
|_.-| Contoso.com - ﬂ' neompiete selup
U east.contoso221018.onmicrosoft.com : @ No senvices selected

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE; Each correct selection is worth one point.
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Answer Area

A admAnStrAtor Can Create USEmames that | contesnd X 101 Aonmicroscficom domain only i
contain the [answer cholce] |‘ LT ER-E WTALFCTRUNE LT (K]
contoend 2 W Eonmicroseftcom domain and 3 is subdomains only
pontoseld 101 L onmicresoftcom and eastooniosal 21018 onmacresaftcom domains anly
contosol2 101 A onmicrosoft.com. eastoontoso22 101 B.onmicrodaftoom. and contoso.com domainsy

O M)

Exchange Online can recebae inbound email
messages sent 1o the [answer cholee].

consosed 101 Benmicrasalt com domain ank
condosnd 2 101 Bonmicneolt.oom domain andy
| comtoso2 2 101 B.onmicrosoft.com domain and all its subdomains ondy

contosal 2 101 B onmicrosolt.com and eastoontesald 101 Sonmicroseft.com domaims only
| contasa22 101 8.onmicrosolt.com, aasteaniosa221018.onmicrosofl.com, and CONEOLO.COMm domains

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
An adminisirator can create usernames that _contoLod? 10 onmicrosolt com domain only ol
conitain the [arswer ehoboe] | |oenen Ll TS L niT 1 1 -

" cBntoTod? TOTE Bomilr Gt Tofh Dofmain and 3RS subdomaing only
gontoald2 104 onmigresoft oom and eastooniosol 21018 onmacresofucom domaing only
contosod2 101 S onmicrosoft.com, eastoontosod2 1 D18.onmicrosaftoom, and contoso.com domaing

Bcchange Online can receba inbound email | consosed? 101 B anmicrasaft oo T
massages sent 10 the [andwer chalea]. JEtroeil [ Fart e e s . e ey Y
TeAnToSn2 TOTR SnMITrasofLiom Somainand Ji its subdomains ondy
contoso2 2 101 B onmicrosolt.com and eastoontoro? 101 Lonmicrosoft. com domams onby
| con1o£022 101 Bonmicrosoft.com, aatconiosal2 1018 onmiciosofl.oam. and CORLoLO com damains

NEW QUESTION 158

- (Topic 6)

You have a Microsoft 365 E5 tenant that contains 500 Windows 10 devices. The devices are enrolled in Microsoft intune.
You plan to use Endpoint analytics to identify hardware issues.

You need to enable Window health monitoring on the devices to support Endpoint analytics What should you do?

A. Configure the Endpoint analytics baseline regression threshold.
B. Create a configuration profile.

C. Create a Windows 10 Security Baseline profile

D. Create a compliance policy.

Answer: B

NEW QUESTION 160
- (Topic 6)
You have a Microsoft 365 E5 subscription that has published sensitivity labels shown in the following exhibit.

Home > sensitvity

Labels Label policies  Auto-labeling (preview)

Sensitraty labels are used 1o clasoify emad mestages. documaents, wles. and more. Whan 2 labeol it apphed [automancally or by the uter), the content or Lite 1 protecied
basad on the sattings you chooie, For expmple you Can Credte ahels that encrypd Tded. aod Content marking. ang Controd user Sc0ess 1o specific sites. Learn mone about
sarditnaty fabeh

+= Creste s label & Publsh labels () Refresh

Mame T Orchen Created by Last msclified
Lalksel 1 &) L ot P Bl 2 2000
Labei? i Pyt L2420

Labell 0« hughert Pra B0

| bl 0 = haghar1l Briy [ T2 T ]
Labwedd 3 Prat Gl 200

| aberi 0+ hughet P O

Which labels can users apply to content?

A. Labell, Label2, and Label5 only

B. Label3. Label4, and Label6 only

C. Labell, Label3, Labe2, and Label6 only

D. Labell, Label2, Label3, Label4, Label5. and Label6

Answer: C

NEW QUESTION 165
- (Topic 6)
You have the sensitivity labels shown in the following exhibit.
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Home = sensitivity

Labels Label policies Auto-labeling(preview)

Sensitivity labels are used to classify email messages, documents, sites, and more.
When a label is applied (automatically or by the user), the content or site is protected
based on the settings you choose. For example, you can create labels that encrypt
files, add content marking, and control user access to specific sites. Leam more
about sensitivity labels

+ Createalabel < Publishlabels O Refresh

Name! Order Created by Last modified

Labeld 0-highest Prvi 04/24/2020

- Label2 STl Prvi 04/24/2020

Label3 0-highest Prvi 04/24/2020

Labeld 0-highest Prvi 04/24/2020

= Label5 Sl Prvi 04/24/2020

Label6 0-highest Prvi 04/24/2020

Which labels can users apply to content?

A. Label3, Label4, and Label6 only

B. Labell, Label2. Label3. Label4. Label5. and Label6
C. Labell, Label2, and Label5 only

D. Labell, Label3, Label4, and Label6 only

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide

NEW QUESTION 166

HOTSPOT - (Topic 6)

Your company uses Microsoft Defender for Endpoint.

The devices onboarded to Microsoft Defender for Endpoint are shown in the following table.

Name Device group
Devicel | ATP1
Device2 | ATP1
Device3 | ATP2

The alerts visible in the Microsoft Defender for Endpoint alerts queue are shown in the following table.

Name Device
Alert1 Device1l
Alert2 Device?
Alert3 Device3

You create a suppression rule that has the following settings:
* Triggering 10C: Any IOC

* Action: Hide alert

» Suppression scope: Alerts on ATP1 device group

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point

Answer Area

Statements Yes HNo

After you create the suppression rule, Alertl i visible in the alerts gueue.
After you create the suppression rule, Alert3 is visible in the aleris queue,

After you create the suppression rule, 3 new alert tniggered on Device? is visible in the alerts
queyes,
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes MNo

After you create the suppression rule, Alert] is visibie in the alerts queue, "
After you create the suppression e, Alertd s visible in the alerts queus,

After you create the suppression rule, a new alert triggered on Device2 is visible in the alerts
queus

NEW QUESTION 167

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint site named Sitel. You need to perform the following tasks:

* Create a sensitive info type named SIT1 based on a regular expression.

» Add a watermark to all new documents that are matched by SIT1.

Which two settings should you use in the Microsoft Purview compliance portal? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

Il

Microsoft Purview

Home

Compliance Manager

Data classification

Data connectors

X[ &) ©| Q| &

Reports

Solutions

&

Catalog

=2

App governance

Audit

Content search

Communication compliance

Data loss prevention

eDiscovery

Data lifecycle management

Information protection

B (B G0 B | B Bl o| @

Information barniers

P

Insider risk management

&7

Records management

Privacy risk management

Subject rights requests

A. Mastered

B. Not Mastered

Answer: A

Explanation:
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Answer Area

Microsoft Purview

fy Home
o4 Compliance Manager
<2 Data classification
: 5  Data connectors )
& repons
Solutions
B Catalog
HR App governance
Audit
Content search

Blf o| @

(&

Communication compliance

Data loss prevention

eDiscovery v

Data lifecycle management b

Information protection

Information barriers e

Insider nsk management

Records management

Privacy risk management St

| @ | B o°| BB OO B>

Subject rights requests

NEW QUESTION 169
FILL IN THE BLANK - (Topic 6)
You have a Microsoft 365 tenant.

You need to retain Azure Active Directory (Azure AD) audit logs for two years. Administrators must be able to query the audit log information by using the Azure

Active Directory admin center.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Azure Active Directory admin center blade 1o use to view the
waved audit logs:

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Azure Active Directory admin center biade 1o use to view the

NEW QUESTION 174
- (Topic 6)

Save the audit logs 1o

AFure Log Analytics

AL logs

saved audit logs:

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.
From the Microsoft 365 Defender, you create a role group named US eDiscovery Managers by copying the eDiscovery Manager role group.
You need to ensure that the users in the new role group can only perform content searches of mailbox content for users in the United States.
Solution: From the Microsoft 365 Defender, you modify the roles of the US eDiscovery Managers role group.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 175
- (Topic 6)

You have a Microsoft 365 E5 tenant. Users store data in the following locations:

? Microsoft Teams

? Microsoft OneDrive

? Microsoft Exchange Online
? Microsoft SharePoint Online

You need to retain Microsoft 365 data for two years.
What is the minimum number of retention policies that you should create?

00w
A WDNPEF

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/create-retention-policies ?view=0365-worldwide

NEW QUESTION 176
HOTSPOT - (Topic 6)

uses Microsoft Intune. You have devices enrolled in Intune as shown in the following table.
You create the device configuration profiles shown in the following table.

-You have a Microsoft 365 E5 subscription that

Name | Platform Assignments: Assignments: | Scope tags
Included groups | Excluded groups

Profile1 | Windows 10 | Group1 Group3 Tag1, Tag2
and later

Profile2 | Android All devices Group?2 Tag1, Tag2
Enterprise

Profile3 | Android Group2, Group3 Group3 Tag
Enterprise

Profiled | Windows 10 | Group3 None Default
and later

Which profiles will be applied to each device? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Device1: v

No profiles

Profile1 only

Profile4 only

Profile1 and Profile4 only

Profile1, Profile1, and Profile4 only

DeviceZ2: v

No profiles

Profile1 only

Profile2 only

Profile3 only

Profile1 and Profile2 only
Profile2 and Profile3 only

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Device1: v
No profiles
Profile1 only
Profiledonly
Profile1 and Profile4 only _ i
Profile1, Profile1, and Profile4 only
DeviceZ2: v

No profiles
Profile1 only

P — — — —

Profile3 only !
Profile1 and Profile2 only
Profile2 and Profile3 only

NEW QUESTION 178

- (Topic 6)

You have a Microsoft 365 E5 subscription.

Al users have Mac computers. ATl the computers are enrolled in Microsoft Endpoint Manager and onboarded to Microsoft Defender for Endpoint.
You need to configure Microsoft Defender for Endpoint on the computers. What should you create from the Endpoint Management admin center?

A. a Microsoft Defender for Endpoint baseline profile

B. an update policy for iOS

C. a device configuration profile

D. a mobile device management (MDM) security baseline profile

Answer: D

NEW QUESTION 179

DRAG DROP - (Topic 6)

DRAG DROP

You have a Microsoft 365 E5 tenant.

You need to implement compliance solutions that meet the following requirements:
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* Use a file plan to manage retention labels.

« Identify, monitor, and automatically protect sensitive information.

 Capture employee communications for examination by designated reviewers.

Which solution should you use for each requirement? To answer, drag the appropriate solutions to the correct requirements. Each solution may be used once,
more than once, or not at all. You may need to drag the split bat between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

utions Answer Area

Diata loss prevention ldentity, monitor, and automatically protect

sentitive information:
Information govemance
Capture employee communications for |
I = : examination by designated reviewers:
Use 3 file plan to manage retention labels =
Records mansoement
A. Mastered

B. Not Mastered

Answer: A

Explanation:

Hutions Answer Area

I Qura fogs preveggion. . ) Idenuty, monitor, and automatcally proted! | Data loss prevention
s ™ sensitive information:

Information govermance - =
——— Capture employee communications foq MUder fisk management ]
nsicer risk mansgement 1 CRAMINAtION by desiGRAted reviewers:

T Use a file plan to manage retention labels:| Information govemance )
Becordemanagement ) 0 e e = = = —

NEW QUESTION 181

HOTSPOT - (Topic 6)

You have several devices enrolled in Microsoft Endpoint Manager.

You have a Microsoft Azure Active Directory (Azure AD) tenant that includes the users shown in the following table.

Name Member of
Userl Group1
User? Group1, Group2
User3 None

The device type restrictions in Endpoint Manager are configured as shown in the following table.

Priority | Name Aliowed platform Assigned to
1 None

2

3

Policy! | Androud, i0S, Windows (MDM)
Policy2 | Windows (MDM) Group2
Policy3 | Android, 105 Group1
Default | All users | Android, Windows (MDM) All users

Statements Yes MNe
Uzer can enroll Windows dewces in Endpoint Manager

User2 can enroll Android devices in Endpoint Manager

Userd can enroll i05 devices in Endpoint Manager

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes MNe
il
Uzer can enroll Windows dewces in Endpoint Manager .o
User2 can enroll Android devices in Endpoint Manager U :
e
Userd can enroll i05 devices in Endpoint Manager O,

NEW QUESTION 186
HOTSPOT - (Topic 6)
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HOTSPOT

You have a Microsoft 365 E5 subscription.

From Azure AD Identity Protection on August 1, you configure a Multifactor authentication registration policy that has the following settings:
? Assignments: All users

? Controls: Require Azure AD multifactor authentication registration

? Enforce Policy: On

? On August 3, you create two users named Userl and User2.

Users authenticate by using Azure Multi-Factor Authentication (MFA) for the first time on the dates shown in the following table.

User! | AugustS
User2 | August 7

By which dates will Userl and User2 be forced to complete their Azure MFA registration? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Userl: 5 | W |
3 August 6 }
August 17 i '
August 19

September 3
September 5

User2: | v

August 8
August 17
August 19
August 21
September 7

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: August 19

Note: Security defaults will trigger a 14 day grace period for registration after a user's first login and security defaults being enabled. After 14 days users will be
required to register for MFA and will not be able to skip.

Conditional Access by itself without Azure Identity Protection does not allow for the 14 day grace period. Identity Protection includes the registration policy that
allows registration on its own with no apps assigned to the policy. If a Conditional Access policy requires Multi- Factor Authentication, then the user must be able to
pass that MFA request.

Box 2: August 21

NEW QUESTION 191
HOTSPOT - (Topic 6)
You have a Microsoft 365 subscription that contains a Microsoft 365 group named Groupl. Groupl is configured as shown in the following exhibit.
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Group1

Private group e 1owner ¢ 1 member

e
L

General Members  Settings Microsoft Teams

General settings Privacy
Allow external senders to @) Private
email this grou :

I i O Public

Send copies of group
conversations and events
to group members

Hide from my

organization’'s global
address list

An external user named Userl has an email address of userl@outlook.com. You need to add Userl to Groupl.
What should you do first, and which portal should you use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Action: ) | ¥
Add Userl to the subscription as an active user.

[ For Group1, change the Privacy ﬁeﬁing to Public.

For Groupl, select Allow external senders to email this group.
Invite Userl to collaborate with your organization as a guest.

Portal: | | v J
The Microsoft Entra admin center

The Exchange admin center

The Microsoft 365 admin center

The Microsoft Purview compliance portal

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Invite User1 to collaborate with your organization as a guest.

To manage guest users of a Microsoft 365 tenant via the Admin Center portal, go through the following steps.

Navigate with your Web browser to https://admin.microsoft.com. On the left pane, click on “Users”, then click “Guest Users”.

On the “Guest Users” page, to create a new guest user, click on either the “Add a guest user” link on the top of the page or click on “Go to Azure Active Directory
to add guest users” link at the bottom of the page. Both of these links will take you to the Azure Active Directory portal, which is located at
https://aad.portal.azure.com.

On the “New user” page in the Microsoft Azure portal, you must choose to either “Create user” or “Invite user”. If you choose the “Create user” option, this will
create a new user in your organization, which will have a login address with format username@tenantdomain,dot,com. If you choose the “Invite user” option, this
will invite a new guest user to collaborate with your organization. The user will be emailed an email invitation which they can accept in order to begin collaborating.
For the purpose of creating a guest user, you must choose the “Invite user” option.

Box 2: The Microsoft Entra admin center

Microsoft Entra admin center unites Azure AD with family of identity and access products

Microsoft Entra admin center gives customers an entire toolset to secure access for everyone and everything in multicloud and multiplatform environments. The
entire Microsoft Entra product family is available at this new admin center, including Azure Active Directory (Azure AD) and Microsoft Entra Permissions
Management, formerly known as CloudKnox.
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Starting this month, waves of customers will begin to be automatically directed to entra.microsoft.com from Microsoft 365 in place of the Azure AD admin center
(aad.portal.azure.com).

NEW QUESTION 195

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
The subscription has the following two anti-spam policies:

* Name: AntiSpam1

* Priority: O

* Induce these users, groups and domains o Users: User3

o Groups: Group!

 Exclude these users, groups and domains o Groups: Group2

* Message limits

0 Set a daily message limit 100

» Name: AntiSpam2

* Priority: 1

« Include these users, groups and domains o Users: User! o Groups: Group2

 Exclude these users, groups and domains o Users: User3

* Message limits

0 Set a daily message limit 50

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes Mo

User1 can send a maximum of 150 email messages per day

User2 can send a maximum of 50 email messages per day

User3 can send 8 maximum of 100 email mes539€s per day

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes Mo

= -

User1 can send a maximum of 150 email messages per day I

User2 can send a maximum of 50 email messages per day 10

User3 can send 8 maximum of 100 email mes539€s per day [

NEW QUESTION 200

- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Intune. You need to access service health alerts from a mobile phone.
What should you use?

A. the Microsoft Authenticator app

B. the Microsoft 365 Admin mobile app
C. Intune Company Portal

D. the Intune app

Answer: B

NEW QUESTION 202

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that contains a user named Userl and the administrators shown in the following table.

Userl reports that after sending 1,000 email messages in the morning, the user is blocked from sending additional emails. You need to identify the following:
» Which administrators can unblock Userl

» What to configure to allow Userl to send at least 2,000 emails per day without being blocked

What should you identify? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Answer Area
Administrators: | Admin2 only v)
Admin1 only
Admin1 and Admin2 only
Admin2 and Admin3 only
Admini, Admin2, and Admin3
Settings: | Anti-spam
Anti-phishing
Anti-malware
Advanced delivery
Enhanced filtering
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
Administrators: I Adming only "l
Admin1 only

Admin2 and Admin3 only
Admini, Admin2, and Admin3

Settings | Anti-spam w
] Anti-spam

[

Anti-phishing
Anti-malware
Advanced delivery
Enhanced filtering

NEW QUESTION 206

- (Topic 6)

You have a new Microsoft 365 E5 tenant.

You need to enable an alert policy that will be triggered when an elevation of Microsoft Exchange Online administrative privileges is detected.
What should you do first?

A. Enable auditing.

B. Enable Microsoft 365 usage analytics.

C. Create an Insider risk management policy.
D. Create a communication compliance policy.

Answer: A

Explanation:

Microsoft Purview auditing solutions provide an integrated solution to help organizations effectively respond to security events, forensic investigations, internal
investigations, and compliance obligations. Thousands of user and admin operations performed in dozens of Microsoft 365 services and solutions are captured,
recorded, and retained in your organization's unified audit log. Audit records for these events are searchable by security ops, IT admins, insider risk teams, and
compliance and legal investigators in your organization. This capability provides visibility into the activities performed across your Microsoft 365 organization.
Note: Permissions alert policies

Example: Elevation of Exchange admin privilege

Generates an alert when someone is assigned administrative permissions in your Exchange Online organization. For example, when a user is added to the
Organization Management role group in Exchange Online.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/audit-solutions-overview https://learn.microsoft.com/en-us/microsoft-365/compliance/alert-policies

NEW QUESTION 207

- (Topic 6)

Your network contains an on-premises Active Directory domain named contoso.local. The domain contains five domain controllers.
Your company purchases Microsoft 365 and creates an Azure AD tenant named contoso.onmicrosoft.com.

You plan to install Azure AD Connect on a member server and implement pass-through authentication.

You need to prepare the environment for the planned implementation of pass-through authentication.

Which three actions should you perform? Each correct answer presents part of the solution.
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NOTE: Each correct selection is worth one point.

A. From a domain controller install an Authentication Agent

B. From the Microsoft Entra admin center, confiqure an authentication method.
C. From Active Director,' Domains and Trusts add a UPN suffix

D. Modify the email address attribute for each user account.

E. From the Microsoft Entra admin center, add a custom domain name.

F. Modify the User logon name for each user account.

Answer: ABE

Explanation:

Deploy Azure AD Pass-through Authentication Step 1: Check the prerequisites

Ensure that the following prerequisites are in place. In the Entra admin center

* 1. Create a cloud-only Hybrid Identity Administrator account or a Hybrid Identity administrator account on your Azure AD tenant. This way, you can manage the
configuration of your tenant should your on-premises services fail or become unavailable.

(E) 2. Add one or more custom domain names to your Azure AD tenant. Your users can sign in with one of these domain names.

(A) In your on-premises environment

* 1. Identify a server running Windows Server 2016 or later to run Azure AD Connect. If not enabled already, enable TLS 1.2 on the server. Add the server to the
same Active Directory forest as the users whose passwords you need to validate. It should be noted that installation of Pass-Through Authentication agent on
Windows Server Core versions is not supported.

* 2. Install the latest version of Azure AD Connect on the server identified in the preceding step. If you already have Azure AD Connect running, ensure that the
version is supported.

* 3. Identify one or more additional servers (running Windows Server 2016 or later, with TLS 1.2 enabled) where you can run standalone Authentication Agents.
These additional servers are needed to ensure the high availability of requests to sign in. Add the servers to the same Active Directory forest as the users whose
passwords you need to validate.

* 4. Etc.

(B) Step 2: Enable the feature

Enable Pass-through Authentication through Azure AD Connect.

If you're installing Azure AD Connect for the first time, choose the custom installation path. At the User sign-in page, choose Pass-through Authentication as the
Sign On method. On successful completion, a Pass-through Authentication Agent is installed on the same server as Azure AD Connect. In addition, the Pass-
through Authentication feature is enabled on your tenant.

Incorrect:

Not C: From Active Directory Domains and Trusts, add a UPN suffix Not D. Modify the email address attribute for each user account. Not F. Modify the User logon
name for each user account.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/how-to-connect-pta- quick-start

NEW QUESTION 212

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You plan to implement Microsoft Purview policies to meet the following requirements: Identify documents that are stored in Microsoft Teams and SharePoint that
contain

Personally Identifiable Information (PII). Report on shared documents that contain Pll. What should you create?

A. a data loss prevention (DLP) policy

B. a retention policy

C. an alert policy

D. a Microsoft Defender for Cloud Apps policy

Answer: A

Explanation:

Demonstrate data protection

Protection of personal information in Microsoft 365 includes using data loss prevention (DLP) capabilities. With DLP policies, you can automatically protect
sensitive information across Microsoft 365.

There are multiple ways you can apply the protection. Educating and raising awareness to where EU resident data is stored in your environment and how your
employees are permitted to handle it represents one level of information protection using Office 365 DLP.

In this phase, you create a new DLP policy and demonstrate how it gets applied to the IBANs.docx file you stored in SharePoint Online in Phase 2 and when you
attempt to send an email containing IBANS.

? From the Security & Compliance tab of your browser, click Home.

? Click Data loss prevention > Policy.

? Click + Create a policy.

? In Start with a template or create a custom policy, click Custom > Custom policy > Next.

? In Name your policy, provide the following details and then click Next: a. Name: EU Citizen Pl Policy b. Description: Protect the personally identifiable
information of European citizens

? Etc.

Reference:

https://learn.microsoft.com/en-us/compliance/regulatory/gdpr-discovery-protection-reporting-in-office 36 5-dev-test-environment

NEW QUESTION 213

- (Topic 6)

You have a Microsoft 365 E5 subscription.

Users have Android or iOS devices and access Microsoft 365 resources from computers that run Windows 11 or MacOS.
You need to implement passwordless authentication. The solution must support all the devices.

Which authentication method should you use?

A. Windows Hello

B. FIDO2 compliant security keys
C. Microsoft Authenticator app
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Answer: C

NEW QUESTION 218

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription. You need to meet the following requirements:

Automatically encrypt documents stored in Microsoft OneDrive and SharePoint.

Enable co-authoring for Microsoft Office documents encrypted by using a sensitivity label. Which two settings should you use in the Microsoft Purview compliance
portal? To answer,

select the appropriate settings in the answer area. NOTE: Each correct selection is worth one point.

Answer Arca

%

Priva Privacy Risk Managem... Vv
Priva Subject Rights Requests

@| |&| | & | °| 62 2| | ®| |80 ®(|H
g
5

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Information protection

Automatically encrypt documents stored in Microsoft OneDrive and SharePoint.

How to integrate Microsoft Purview Information Protection with Defender for Cloud Apps Enable Microsoft Purview Information Protection

All you have to do to integrate Microsoft Purview Information Protection with Defender for Cloud Apps is select a single checkbox. By enabling automatic scan, you
enable searching for sensitivity labels from Microsoft Purview Information Protection on your Office 365 files

without the need to create a policy. After you enabile it, if you have files in your cloud environment that are labeled with sensitivity labels from Microsoft Purview
Information Protection, you'll see them in Defender for Cloud Apps.

To enable Defender for Cloud Apps to scan files with content inspection enabled for sensitivity labels:

In the Microsoft 365 Defender portal, select Settings. Then choose Cloud Apps. Then go to Information Protection -> Microsoft Information Protection.

Note: Encryption of data at rest

Encryption at rest includes two components: BitLocker disk-level encryption and per-file encryption of customer content.

BitLocker is deployed for OneDrive for Business and SharePoint Online across the service. Per-file encryption is also in OneDrive for Business and SharePoint
Online in Microsoft 365 multi-tenant and new dedicated environments that are built on multi-tenant technology. Box 2: Settings

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\-/ Exam Recommend!! Get the Full MS-102 dumps in VCE and PDF From SurePassExam
L' Sure PHSS https://lwww.surepassexam.com/MS-102-exam-dumps.html (463 New Questions)

Enable co-authoring for Microsoft Office documents encrypted by using a sensitivity label.
* 1. Sign in to the Microsoft Purview compliance portal as a global admin for your tenant.
* 2. From the navigation pane, select Settings > Co-authoring for files with sensitivity files.

* 3. On the Co-authoring for files with sensitivity labels page, read the summary description, prerequisites, and what to expect.

* 4, Then select Turn on co-authoring for files with sensitivity labels, and Apply.

* 5. Wait 24 hours for this setting to replicate across your environment before you use this new feature for co-authoring.

NEW QUESTION 219
- (Topic 6)

You have a Microsoft 365 subscription. You have a user named Userl. You need to ensure that Used can place a hold on all mailbox content. What permission

should you assign to Userl?

A. the Information Protection administrator ide from the Azure Active Directory admin center.
B. the eDiscovery Manager tote from the Microsoft 365 compliance center.

C. the Compliance Management role from the Exchange admin center.

D. the User management administrator role from the Microsoft 365 admin center.

Answer: B

NEW QUESTION 221
HOTSPOT - (Topic 6)

Your network contains an on-premises Active Directory domain named adatum.com that syncs to Azure AD by using the Azure AD Connect Express Settings.

Password write back is disabled.

You create a user named Userl and enter Pass in the Password field as shown in the following exhibit.

MNew Object - User x
2} Ceate . Adsbum com/
P as rweond ssss
Corbem pas twond (111}

| User must change patsword o nesd logon
[ ] User cannot change password
[} Password nerver espures

[ ] Account i cheabled

Bachk Naw > Cancel

The Azure AD password policy is configured as shown in the following exhibit. Password policy
Set the password policy for all users in your organization. Days before passwords expire 90
Days before a user is notified about 14 expiration

You confirm that Userl is synced to Azure AD.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes
User1 can sign in to Azure AD
Userl can change the password immediately by using the My Apps portal
From Azure AD, User! must change the password every 90 days
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area
Statements Yes Mo

Liser1 can sign in to Azure AD
Userl can change the password immediately by using the My Apps portal.

From Azure AD, User! must change the password every 90 days.

NEW QUESTION 222
HOTSPOT - (Topic 6)
You have an Azure AD tenant that contains the users shown in the following table.

Name Role
User1 Global Administrator
User2 Billing Administrator
User3 None

You enable self-service password reset for all users. You set Number of methods required to reset to 1, and you set Methods available to users to Security

guestions only.
What information must be configured for each user before the user can perform a self- service password reset? To answer, select the appropriate options in the

answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Userl: | Phone number and email address v
| Email address only
Phone number only
 Security questions only
Phone number and email address

|

User2:  Phone number and email address il
| Emiail address only
| Phone number only
| Security questions only
Phone number and email address

User3:  Secunty guestions only | ¥
Email address only
Phone number only
Security questions only
Phone number and email address

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Userl: | Phone number and email address Y.

|

| Email address only
Phone number only
' Security questions only
Phone number and email address

UserZ: Phone number and email address ol
| Email address only
| Phone number only
| Security questions onl
e —
User3: Secunity guestions only e
Email address only
Phone number only

|Phone number and email address

NEW QUESTION 223
- (Topic 6)
You have a Microsoft Azure Active Directory (Azure AD) tenant named Contoso.com. You create a Microsoft Defender for identity instance Contoso.

The tenant contains the users shown in the following table.
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Name Member of group Azure AD role
User1 | Defender for identity Contoso None

Admimstralors |
Userd | Defender for identity Contoso Users | None
User2 | None | Secunity admanistrator
Userd | Defender for identity Contoso Users Global administrator

You need to modify the configuration of the Defender for identify sensors.
Solutions: You instruct User3 to modify the Defender for identity sensor configuration. Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 228

- (Topic 6)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.
Name Platform
Devicel MacO5S
Device2 Windows 10 Pro
Device3 Windows 10 Enterprise
Deviced Ubuntu 18.04 LTS

You plan to implement attack surface reduction (ASR) rules. Which devices will support the ASR rules?

A. Device 1, Device2, and Device3 only

B. Device3 only

C. Device2 and Device3 only

D. Devicel, Device2, Devices and Device4

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/enable-attack-surface-reduction?view=0365-worldwide#requirements

NEW QUESTION 232

- (Topic 6)

You have a Microsoft 365 E5 tenant.

The Microsoft Secure Score for the tenant is shown in the following exhibit.

Microsoft Secure Score

Overview Improvement actions History Metrics & trends

Actions you can take to improve your Microsoft Secure Score. Score updates may take up to 24 hours.

+ Export 12 items P Search 7 Filter {E Group by ~
Applied filters:
Rank © Improvement action Score impact Points achieved
1 Require MFA for administrative roles +16.95% 0/10
2 Ensure all users can complete multi-factor authentication for... +15.25% 0/9
3 Enable policy to block legacy authentication +13.56% 0/8
4 Turn on user risk policy +11.86% osr
5 Turn on sign-in risk policy +11.86% 0/7
6 Do not allow users to grant consent to unmanaged applicatio..  +6.78% 0/4
7 Enable self-service password reset +1.69% on
8 Turn on customer lockbox feature +1.69% on
9 Use limited administrative roles +1.69% on
10 Designate more than one global admin +1.69% on

You plan to enable Security defaults for Azure Active Directory (Azure AD). Which three improvement actions will this affect?

A. Require MFA for administrative roles.
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B. Ensure all users can complete multi-factor authentication for secure access
C. Enable policy to block legacy authentication

D. Enable self-service password reset

E. Use limited administrative roles

Answer: ABC
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults

NEW QUESTION 235
HOTSPOT - (Topic 6)

You have 2,500 Windows 10 devices and a Microsoft 365 E5 tenant that contains two users named Userl and User2. The devices are not enrollment in Microsoft

Intune.
In Microsoft Endpoint Manager, the Device limit restrictions are configured as shown in the following exhibit.

Device imit restrictions
|
Pty MName Drevace larmit Assigned
-

In Azure Active Directory (Azure AD), the Device settings are configured as shown in the following exhibit.

From Microsoft Endpoint Manager, you add User2 as a device enrollment manager (DEM).
For each of the following statement, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Arca
Statements Yes
User can enroll only e devices in Intune
Jsery can iom only free devices o Arure A
ST COn §Tine .I'I LIE DSACES IF r'|IJ| L o
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes
User] can enrodl only The dewoes n Infune
Jser] can om only free devices o Arure A

1SETE AN #Tire Sl the disces in nviLne I

NEW QUESTION 240
- (Topic 6)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.
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Name Platform Azure Active Directory (Azure AD)
Device1 Windows 10 Joined
Device2 Windows 10 Registered
Device3 Windows 10 Not joined or registered
Deviced Android Registered

You plan to review device startup performance issues by using Endpoint analytics. Which devices can you monitor by using Endpoint analytics?

A. Devicel only

B. Devicel and Device2 only
C. Devicel, Device2, and Device3 only
D. Devicel, Device2, and Device4 only
E. Devicel, Device2, Device3, and Device4

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/mem/analytics/overview

NEW QUESTION 244
HOTSPOT - (Topic 6)

HOTSPOT
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.
Name Member of
User1 UserGroup1
User2 UserGroup?
User3 UserGroup3

The tenant contains the devices shown in the following table.

Name Owner | Installed apps Platform Microsoft Intune
Device1 User1 None Windows 10 | Enrolled
Device?2 User2 App2 Android Not enrolled
Device3 User3 None 10S Not enrolled

You have the apps shown in the following table.

Name

Type

App1

10S store app

App2

Android store app

App3

Microsoft store app

You plan to use Microsoft Endpoint Manager to manage the apps for the users.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
App1 can be assigned as a required install for User3. O O
App2 can be uninstalled from Device2 by using Microsoft Endpoint Manager. O O
App3 can be installed automatically for UserGroup1. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Statements Yes No
App1 can be assigned as a required install for User3. O 10
App2 can be uninstalled from Device2 by using Microsoft Endpoint Manager. © 'L_Qﬂ.
App3 can be installed automatically for UserGroup1. 0! 0O

NEW QUESTION 248

ngor?:vg)a Microsoft 365 tenant that contains devices registered for mobile device management. The devices are configured as shown in the following table.
Name | Platform
Device MacOS
Devicel l Windows 10 Pro for Workstations
Device3 | Windows 10 Enterprise
Devices | Angrosd

You plan to enable VPN access for the devices.
What is the minimum number of configuration policies required?

00w
P N O W

Answer: D

NEW QUESTION 250

HOTSPOT - (Topic 5)

You are evaluating the use of multi-factor authentication (MFA).

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

Users will have 14 days to register for MFA after they sign in for the first time.

Lisers must use the Microsoft Authenticator app to complete MFA

After registening, users must use MFA for every sign-in

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Statements Yes No

Users will have 14 days to register for MFA after they sign in for the first time. I |

Users must use the Microsoft Authenticator app to complete MFA. 1 "

After registering, users must use MFA for every sign-in. [ I

NEW QUESTION 255
- (Topic 5)
You need to configure just in time access to meet the technical requirements. What should you use?
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A. entittlement management

B. Azure AD Privileged Identity Management (PIM)
C. access reviews

D. Azure AD Identity Protection

Answer: B

NEW QUESTION 259

HOTSPOT - (Topic 4)

HOTSPOT

You create the Microsoft 365 tenant.

You implement Azure AD Connect as shown in the following exhibit.

Azure Active Directory admin center

» Home > Azure AD Connect

Azure AD Connect

*
X Troubleshoot ) Refresh
“ SYNC STATUS
& Sync Status Enabled
A
Last Sync Less than 1 hour ago
®

Password Hash Sync Enabled

USER SIGN-IN

Federation Disabled 0 domains
Seamless single sign-on Disabled 0 domains
Pass-through authentication Disabled 0 agents

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.
Answer Area

During Projectl, sales department users can access [answer choice] applications -

e e both on-premises and cloud-based

o
only cloud-based
only on-premises

If Active Directory becomes unavailable during Projectl, sales department users
can access the resources [answer choice].

_both on-premises and in the cloud
in the cloud only
on-pramises anly

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: only on-premises

In the exhibit, seamless single sign-on (SSO) is disabled. Therefore, as SSO is disabled in the cloud, the Sales department users can access only on-premises
applications by using SSO.

In the exhibit, directory synchronization is enabled and active. This means that the on- premises Active Directory user accounts are synchronized to Azure Active
Directory user accounts. If the on-premises Active Directory becomes unavailable, the users can access resources in the cloud by authenticating to Azure Active
Directory. They will not be able to access resources on-premises if the on-premises Active Directory becomes unavailable as they will not be able to authenticate
to the on-premises Active Directory.

Box 2: in the cloud only

NEW QUESTION 260
- (Topic 4)
You are evaluating the required processes for Projectl.
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You need to recommend which DNS record must be created while adding a domain name
for the project.
Which DNS record should you recommend?

A. host (A)

B. host information
C. text (TXT)

D. alias (CNAME)

Answer: D

Explanation:

When you add a custom domain to Office 365, you need to verify that you own the domain. You can do this by adding either an MX record or a TXT record to the
DNS for that domain.

Note:

There are several versions of this question in the exam. The question has two possible correct answers:

Text (TXT)

Mail exchanger (MX)

incorrect answer options you may see on the exam include the following: alias (CNAME)

Host (A) host (AAA)

Pointer (PTR) Name Server (NS)

host information (HINFO) pointer (PTR)

Reference:

https://docs.microsoft.com/en-us/office365/admin/get-help-with-domains/create-dns- records-at-any-dns-hosting-provider

NEW QUESTION 263

- (Topic 4)

You need to ensure that all the sales department users can authenticate successfully during Projectl and Project?2.
Which authentication strategy should you implement for the pilot projects?

A. pass-through authentication

B. pass-through authentication and seamless SSO

C. password hash synchronization and seamless SSO
D. password hash synchronization

Answer: C

Explanation:

Projectl: During Projectl, the mailboxes of 100 users in the sales department will be moved to Microsoft 365.

Project2: After the successful completion of Projectl, Microsoft Teams & Skype for Business will be enabled in Microsoft 365 for the sales department users.
After the planned migration to Microsoft 365, all users must be signed in to on-premises and cloud-based applications automatically.

Fabrikam does NOT plan to implement identity federation.

After the planned migration to Microsoft 365, all users must continue to authenticate to their mailbox and to SharePoint sites by using their UPN.

You need to enable password hash synchronization to enable the users to continue to authenticate to their mailbox and to SharePoint sites by using their UPN.
You need to enable SSO to enable all users to be signed in to on-premises and cloud- based applications automatically.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 264
- (Topic 3)
You need to configure Office on the web to meet the technical requirements. What should you do?

A. Assign the Global reader role to Userl.

B. Enable sensitivity labels for Office files in SharePoint Online and OneDrive.
C. Configure an auto-labeling policy to apply the sensitivity labels.

D. Assign the Office apps admin role to Userl.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels-sharepoint-onedrive-files?view=0365-worldwide

NEW QUESTION 267

HOTSPOT - (Topic 3)

You need to configure automatic enrollment in Intune. The solution must meet the technical requirements.

What should you configure, and to which group should you assign the configurations? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Configure: v
Device configuration profiles Enrollment restrictions
The mobile device management (MDM) user scope
The mobile application management (MAM) user scope

Group: v
UserGroup1
UserGroup2
DeviceGroup1
DeviceGroup2
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Configure: v
Device configuration profiles Enrollment restrictions _
,The mobile device management (MDM) user scope |
The mobile application management (MAM) user scope
Group: v
UserGroup1 _
\UserGroup2 '
DeviceGroup1
DeviceGroup?2

NEW QUESTION 269
- (Topic 3)
You need to create the Safe Attachments policy to meet the technical requirements. Which option should you select?

A. Replace

B. Enable redirect
C. Block

D. Dynamic Delivery

Answer: D

Explanation:
Reference:
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/safe-attachments.md

NEW QUESTION 274

HOTSPOT - (Topic 2)

You need to meet the technical requirement for log analysis.

What is the minimum number of data sources and log collectors you should create from Microsoft Cloud App Security? To answer, select the appropriate options in
the answer area.

NOTE: Each correct selection is worth one point.

Minimum number of data sources: v

O\ W) =

Minimum number of log collectors: [ v

On W) =

A. Mastered
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B. Not Mastered
Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/cloud-app-security/discovery-docker

NEW QUESTION 275

HOTSPOT - (Topic 2)

You need to meet the technical requirement for the SharePoint administrator. What should

you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

From the Security & Compliance admin center, v

perform a search by using: Audit log
Data governance events

DLP policy matches
eDiscovery

Filter by: b
Activity
Detail
Item

User agent

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/search-the-audit-log-in-security-and-compliance#step-3-filter-the-search-results

NEW QUESTION 277
- (Topic 1)
On which server should you use the Defender for identity sensor?

A. Serverl
B. Server2
C. Server3
D. Server4d
E. Servers5

Answer: A

Explanation:
However, if the case study had required that the DCs can't have any s/w installed, then the answer would have been a standalone sensor on Server2. In this
scenario, the given answer is correct. BTW, ATP now known as Defender for Identity.

NEW QUESTION 281
- (Topic 2)
Which report should the New York office auditors view?

A. DLP policy matches

B. DLP false positives and overrides
C. DLP incidents

D. Top Senders and Recipients

Answer: C

Explanation:

References:

https://docs.microsoft.com/en-us/office365/securitycompliance/data-loss-prevention- policies

This report also shows policy matches over time, like the policy matches report. However, the policy matches report shows matches at a rule level; for example, if
an email matched three different rules, the policy matches report shows three different line items. By contrast, the incidents report shows matches at an item level,
for example, if an email matched three different rules, the incidents report shows a single line item for that piece of content. Because the report counts are
aggregated differently, the policy matches report is better for identifying matches with specific rules and fine tuning DLP policies. The incidents report is better for
identifying specific pieces of content that are problematic for your DLP policies.

NEW QUESTION 284
- (Topic 2)
You need to protect the U.S. PII data to meet the technical requirements. What should you create?

A. a data loss prevention (DLP) policy that contains a domain exception
B. a Security & Compliance retention policy that detects content containing sensitive data
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C. a Security & Compliance alert policy that contains an activity
D. a data loss prevention (DLP) policy that contains a user override

Answer: A

NEW QUESTION 285
- (Topic 1)
On which server should you install the Azure ATP sensor?

A. Server 1
B. Server 2
C. Server 3
D. Server 4
E. Server 5

Answer: A

Explanation:

References:

https://docs.microsoft.com/en-us/azure-advanced-threat-protection/atp-capacity-planning

However, if the case study had required that the DCs can't have any s/w installed, then the answer would have been a standalone sensor on Server2. In this
scenario, the given answer is correct. BTW, ATP now known as Defender for Identity.

NEW QUESTION 287
HOTSPOT - (Topic 1)
You need to meet the Intune requirements for the Windows 10 devices.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
Settings to configure in Azure AD: ]
Device settings
Mobility (MDM and MAM)
Organizational relationships

User settings

Settings to configure in Intune: -

Device compliance

Device configuration

Device enrollment

Mobile Device Management Authority

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/intune/windows-enroll

NEW QUESTION 291
- (Topic 1)
You need to ensure that Userl can enroll the devices to meet the technical requirements. What should you do?

A. From the Azure Active Directory admin center, assign Userl the Cloud device administrator rote.

B. From the Azure Active Directory admin center, configure the Maximum number of devices per user setting.
C. From the Intune admin center, add Userl as a device enroliment manager.

D. From the Intune admin center, configure the Enroliment restrictions.

Answer: C

Explanation:
References:
https://docs.microsoft.com/en-us/sccm/mdm/deploy-use/enroll-devices-with-device-enroliment-manager

NEW QUESTION 296

- (Topic 6)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint site named sitel. You need to ensure that sitel meets the following requirements:
* Retains all data for 10 years

* Prevents the sharing of data outside the organization

Which two items should you create and apply to sitel? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. a retention policy
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B. a sensitive info type

C. a data loss prevention (DLP) policy
D. a sensitivity label

E. a retention label

F. a retention label policy

Answer: CE

NEW QUESTION 301

DRAG DROP - (Topic 6)

You have a Microsoft 365 E5 tenant that contains 500 Android devices enrolled in Microsoft Intune.

You need to use Microsoft Endpoint Manager to deploy a managed Google Play app to the devices.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Create an app configuration policy
Link the account to Intune

Create a Microsoft account

Configure a mobile device management @

' (MDM) push certificate

Q0

Add the app

Create a Google account

Assign the app

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Actions Answer Area

O T

T — i — —__——_ —". - " — . — = -

e e R R — R — —— =

NEW QUESTION 305

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You create a Conditional Access policy that blocks access to an app named Appl when users trigger a high-risk sign-in event.
You need to reduce false positives for impossible travel when the users sign in from the corporate network.

What should you configure?

A. exclusion groups

B. multi-factor authentication (MFA)
C. named locations
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D. user risk policies

Answer: C

NEW QUESTION 308

- (Topic 6)

You have a Microsoft 365 E5 tenant.

You plan to deploy a monitoring solution that meets the following requirements:

? Captures Microsoft Teams channel messages that contain threatening or violent language.
? Alerts a reviewer when a threatening or violent message is identified.

What should you include in the solution?

A. Data Subject Requests (DSRs)

B. Insider risk management policies

C. Communication compliance policies
D. Audit log retention policies

Answer: C

NEW QUESTION 313

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You need to create Conditional Access policies to meet the following requirements:

All users must use multi-factor authentication (MFA) when they sign in from outside the corporate network.

Users must only be able to sign in from outside the corporate network if the sign-in originates from a compliant device.
All users must be blocked from signing in from outside the United States and Canada.

Only users in the R&D department must be blocked from signing in from both Android and iOS devices.

Only users in the finance department must be able to sign in to an Azure AD enterprise application named Appl. All other users must be blocked from signing in to
Appl.

What is the minimum number of Conditional Access policies you should create?

Tmoow>
®No o AW

Answer: B

Explanation:

* Only users in the finance department must be able to sign in to an Azure AD enterprise application named Appl. All other users must be blocked from signing in
to Appl.

One Policy.

* Only users in the R&D department must be blocked from signing in from both Android and iOS devices.

One Policy.

* Users must only be able to sign in from outside the corporate network if the sign-in originates from a compliant device.

All users must use multi-factor authentication (MFA) when they sign in from outside the corporate network.

One policy

* All users must be blocked from signing in from outside the United States and Canada. Only users in the R&D department must be blocked from signing in from
both Android One Policy

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/plan- conditional-access

NEW QUESTION 317

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a

result, these questions will not appear in the review screen.

You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed.

Solution: From the Settings app, you select System, and then you select About to view information about the system.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Reference:
https://support.microsoft.com/en-us/windows/which-version-of-windows-operating-system-am-i-running-628bec99-476a-2c13-5296-9dd081cdd808

NEW QUESTION 322

HOTSPOT - (Topic 6)

You have Microsoft 365 subscription.

You create an alert policy as shown in the following exhibit.
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Policy1

£ Edit policy [8] Delete policy

stus @) O

Name your alert
Description

Add a descrniption

Category

Threat rnanagemeﬂ'[

Create alert settings

Conditions
Actraty 15 FileMalwareDetected

Scope

Il users

Window

2 hours

Set your recipients
Reciplents

User1@sk220912outiook.onmicrosoft

L£om

w

Severity
® Low

Policy contains tags

Aggregation
Aggregated

Threshold
20

Severity
® Low

w0
¥

Daily notification limit

100

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic
NOTE: Each correct selection is worth one point.

Answer Arca

Policy1 will tigger an alert if malware is detected in

[answer choice].  SharePaint or OneDrive only. £
| Exchange Online only
| SharePoint only

SharePoint or Onelyve only

| Exchange Online, SharePoint , or OneDrive

The maximum number of email messages that Policy1

will generate per day is [answer choice].
i2
20
| 100

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Policy1 will trigger an alert if malware is detected in
[answer choice] SharePoint or OneDove only -
Exchange Onling only
SharePoint only

[Exthange Unlifie SRaePSim of OneDrive
The maximum number of email messages that Policy?

will generate per day is [answer choice] \ 5 v |
L

'}
[

o

:-':;. o

NEW QUESTION 327

- (Topic 6)

You have a Microsoft 365 E5 tenant that uses Microsoft Intune.

You need to ensure that users can select a department when they enroll their device in Intune.
What should you create?

A. scope tags

B. device configuration profiles
C. device categories

D. device compliance policies

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/device-group-mapping

NEW QUESTION 332

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant.

You need to ensure that administrators are notified when a user receives an email message that contains malware. The solution must use the principle of least
privilege.

Which type of policy should you create and which Microsoft 365 compliance center role is required to create the pokey? To answer, select the appropriate options
in the answer area.

NOTE: Each correct selection is worth one point.
Angwer Area

Polscy Type

il
Thwest

i, CarTpilT

I Juiad aevliFue

SECUrTTy Adrmnistrator
Crgarzatson Configuraton
Communscaton Comphance Adiman

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Crganizatson Confgur atkon
Cormwrurscaton Comphanoe Adimn

NEW QUESTION 336

- (Topic 6)

Your network contains an Active Directory forest named contoso.local. You purchase a Microsoft 365 subscription.

You plan to move to Microsoft 365 and to implement a hybrid deployment solution for the next 12 months.

You need to prepare for the planned move to Microsoft 365.

What is the best action to perform before you implement directory synchronization? More than one answer choice may achieve the goal. Select the BEST answer.

A. Purchase a third-party X.509 certificate.
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B. Create an external forest trust.
C. Rename the Active Directory forest.
D. Purchase a custom domain nhame.

Answer: D

Explanation:

The first thing you need to do before you implement directory synchronization is to purchase a custom domain name. This could be the domain name that you use
in your on- premise Active Directory if it's a routable domain name, for example, contoso.com.

If you use a non-routable domain name in your Active Directory, for example contoso.local, you'll need to add the routable domain name as a UPN suffix in Active
Directory.

Incorrect:

Not C: No need to rename the Active Directory forest. As we use a non-routable domain name contoso.local, we just need to add the routable domain name as a
UPN suffix in Active Directory.

Reference:

https://docs.microsoft.com/en-us/office365/enterprise/set-up-directory-synchronization

NEW QUESTION 339

- (Topic 6)

You have a Microsoft 365 subscription.

All users have their email stored in Microsoft Exchange Online.

In the mailbox of a user named Userl. you need to preserve a copy of all the email messages that contain the word ProjectX.
What should you do first?

A. From the Exchange admin center create a mail flow rule.

B. From Microsoft 365 Defender, start a message trace.

C. From Microsoft Defender for Cloud Apps, create an activity policy.

D. From the Microsoft Purview compliance portal, create a label and a label policy.

Answer: D

NEW QUESTION 343

- (Topic 6)

You have a Microsoft 365 E5 subscription that is linked to a Microsoft Entra tenant named contoso.com.

You purchase 100 Microsoft 365 Business Voice add-on licenses.

You need to ensure that the members of a group named Voice are assigned a Microsoft 365 Business Voice add-on license automatically.
What should you do?

A. From the Microsoft 365 admin center, modify the settings of the Voice group.
B. From the Licenses page of the Microsoft 365 admin center, assign the licenses.
C. From the Microsoft Entra admin center, modify the settings of the Voice group.

Answer: C

NEW QUESTION 348

- (Topic 6)

You have a Microsoft 365 E5 subscription.

All users have Mac computers. All the computers are enrolled in Microsoft Endpoint Manager and onboarded to Microsoft Defender Advanced Threat Protection
(Microsoft Defender ATP).

You need to configure Microsoft Defender ATP on the computers. What should you create from the Endpoint Management admin center?

A. a device configuration profile

B. an update policy for iOS

C. a Microsoft Defender ATP baseline profile

D. a mobile device management (MDM) security baseline profile

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/advanced-threat-protection-configure

NEW QUESTION 352

- (Topic 6)

You have a Microsoft 365 subscription that contains an Azure AD tenant named contoso.com.

Corporate policy states that user passwords must not include the word Contoso. What should you do to implement the corporate policy?

A. From Azure AD Identity Protection, configure a sign-in risk policy.

B. From the Microsoft Entra admin center, create a conditional access policy.

C. From the Microsoft 365 admin center, configure the Password policy settings.

D. From the Microsoft Entra admin center, configure the Password protection settings.

Answer: D
NEW QUESTION 353
HOTSPOT - (Topic 6)

You have a Microsoft 365 subscription.
You need to create two groups named Group! and Group2. The solution must meet the following requirements:
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» Groupl must be mail-enabled and have an associated Microsoft SharePoint Online site.
» Group2 must support dynamic membership and role assignments but must NOT be mail- enabled.

Which types of groups should you create? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area
Group1: | Microsoft 365 |
| Distribution
{ Dynamic distnbution
| Security .
Group2: Secunty Dt
| Distribution
{ Dynamic distribution
| Microsoft 365
Secunty
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Group1: | Microsoft 365 ]
Distribution

| Dynamic distribution

Microsolt 365

;_ Secunty |
Group2: Security Ad
| Distribution
| Dynamic distribution
Microsoft 365

NEW QUESTION 355

- (Topic 6)

You have a Microsoft 365 subscription.

You need to identify which administrative users performed eDiscovery searches during the past week.
What should you do from the Security & Compliance admin center?

A. Perform a content search
B. Create a supervision policy
C. Create an eDiscovery case
D. Perform an audit log search
Answer: D

NEW QUESTION 357

- (Topic 6)
You have a Microsoft 365 E5 subscription that contains the labels shown in the following table.

Name Type
Labell Sensitivitz

Label2 Retention

You have the items shown in the following table.

Name Stored in Description
File1 Microsoft SharePoint File document that has Label1 applied
File2 Microsoft Teams channel File document that has Label2 applied
Maill Microsoft Exchange Online Email message that has Labell applied
Mail2 Microsoft Exchange Online Email message that has Label2 applied

Which items can you view in Content explorer?
A. Filel only

B. Filel and File2 only
C. Filel and Mail! only
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D. File2 and Mail2 only
E. Filel, File2, Maill, and Mail2

Answer: C
NEW QUESTION 362

HOTSPOT - (Topic 6)
HOTSPOT

Your network contains an on-premises Active Directory domain and a Microsoft 365 subscription.

The domain contains the users shown in the following table.

Name | Member of | In organizational unit (OU)
| Userl | Group] OuU1
User2 | Group?2 OuU1

The domain contains the groups shown in the following table.

—

Name

Member of In QU

None Sales

| Group
Group?

Group QU1

You are deploying Azure AD Connect.
You configure Domain and OU filtering as shown in the following exhibit.

Domain and OU filtering

! you change the OU-filterng configuration for & grven directory. the nest 5ynd oyche wall sutomatically
periomm full import cn the Serectory

Adatum.com - Refresh Domars [ 1]

Ty Bl domiderd and OLUHE

» Dond Seleched domunnd and OLe

a AZFtum com

Baltam
Computens
Drvloprmeent
Domasn Controdles
FormsgristuntyPrincpaly
Indrastrectune
LiosUAndF o
Managed Sernce Accounts
ELanpgec
Mpreting

| ou
Prisgram Data
Sales
I‘:1| slem

L} e

You configure Filter users and devices as shown in the following exhibit.

‘ ..."| TORE J', J"._'-lllll J'u..'l,.. :l|' OO

Filter users and devices

For & paot deployment, 1peCity § Qroup conlisreng your uten and deacks that wall be pynchronaned. MNetled
Qroups e not suppored and will be Nored

Synchronde all usen, and deacet

* Symomnre Leelted n

Adstum.com P T e Rk O 560 1
h— [ENnGrowp).OU Sales O = Adatum D o oom | -&

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes No
User1 syncs to Azure AD. m

User2 syncs to Azure AD. - J

Group2 syncs to Azure AD. O B

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Statements Yes No
User1 syncs to Azure AD. m :

User2 syncs to Azure AD. - J

Group2 syncs to Azure AD. ® I‘ ®, I

NEW QUESTION 366

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription.

You have an Azure AD tenant named contoso.com that contains the following users:

* Adminl

* Admin2

* Userl

Contoso.com contains an administrative unit named AIM that has no role assignments. Userl is a member of AUL. You create an administrative unit named AU2
that does NOT have any members or role assignments. For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
You can add Admin1 as a member of AU1
You can add User] as a member of AU2.
You can assign Admin2 the User administrator role for AU1.
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area

Statements No

You can add Admin? as a member of AL

You can add User1 as a member of AU2. I I

You can assign Admin2 the User administrator role for AU1. I

NEW QUESTION 367
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