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Cisco

Exam Questions 300-720
Securing Email with Cisco Email Security Appliance (SESA)
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NEW QUESTION 1
Which feature utilizes sensor information obtained from Talos intelligence to filter email servers connecting into the Cisco ESA?

A. SenderBase Reputation Filtering
B. Connection Reputation Filtering
C. Talos Reputation Filtering

D. SpamCop Reputation Filtering

Answer: A

NEW QUESTION 2
Which benefit does enabling external spam quarantine on Cisco SMA provide?

A. ability to back up spam quarantine from multiple Cisco ESAs to one central console

B. access to the spam quarantine interface on which a user can release, duplicate, or delete
C. ability to scan messages by using two engines to increase a catch rate

D. ability to consolidate spam quarantine data from multiple Cisco ESA to one central console

Answer: D

NEW QUESTION 3
What are two phases of the Cisco ESA email pipeline? (Choose two.)

A. reject

B. workqueue
C. action

D. delivery

E. quarantine

Answer: BD

NEW QUESTION 4
What is the order of virus scanning when multilayer antivirus scanning is configured?

A. The default engine scans for viruses first and the McAfee engine scans for viruses second.
B. The Sophos engine scans for viruses first and the McAfee engine scans for viruses second.
C. The McAfee engine scans for viruses first and the default engine scans for viruses second.
D. The McAfee engine scans for viruses first and the Sophos engine scans for viruses second.

Answer: C

NEW QUESTION 5
Which suboption must be selected when LDAP is configured for Spam Quarantine End-User Authentication?

A. Designate as the active query
B. Update Frequency

C. Server Priority

D. Entity ID

Answer: A

NEW QUESTION 6

Which action must be taken before a custom quarantine that is being used can be deleted?
A. Delete the quarantine that is assigned to a filter.

B. Delete the quarantine that is not assigned to a filter.

C. Delete only the unused quarantine.

D. Remove the quarantine from the message action of a filter.

Answer: D

NEW QUESTION 7

Which process is skipped when an email is received from safedomain.com, which is on the safelist?
A. message filter

B. antivirus scanning

C. outbreak filter

D. antispam scanning

Answer: A

NEW QUESTION 8
Which two features of Cisco Email Security are added to a Sender Group to protect an organization against email threats? (Choose two.)
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A. NetFlow

B. geolocation-based filtering

C. heuristic-based filtering

D. senderbase reputation filtering

E. content disarm and reconstruction

Answer: CD

NEW QUESTION 9
Which two steps configure Forged Email Detection? (Choose two.)

A. Configure a content dictionary with executive email addresses.

B. Configure a filter to use the Forged Email Detection rule and dictionary.

C. Configure a filter to check the Header From value against the Forged Email Detection dictionary.
D. Enable Forged Email Detection on the Security Services page.

E. Configure a content dictionary with friendly names.

Answer: AB

NEW QUESTION 10
What occurs when configuring separate incoming mail policies?

A. message splintering
B. message exceptions
C. message detachment
D. message aggregation

Answer: A

NEW QUESTION 10
Which type of query must be configured when setting up the Spam Quarantine while merging notifications?

A. Spam Quarantine Alias Routing Query

B. Spam Quarantine Alias Consolidation Query
C. Spam Quarantine Alias Authentication Query
D. Spam Quarantine Alias Masquerading Query

Answer: B

NEW QUESTION 15
When outbreak filters are configured, which two actions are used to protect users from outbreaks? (Choose two.)

A. redirect
B. return
C. drop

D. delay

E. abandon

Answer: AD

NEW QUESTION 19
Which two configurations are used on multiple LDAP servers to connect with Cisco ESA? (Choose two.)

A. load balancing
B. SLA monitor
C. active-standby
D. failover

E. active-active

Answer: AD

NEW QUESTION 20

What is the default port to deliver emails from the Cisco ESA to the Cisco SMA using the centralized Spam Quarantine?
A. 8025

B. 6443

C. 6025

D. 8443

Answer: C

NEW QUESTION 23

Which two steps are needed to disable local spam quarantine before external quarantine is enabled? (Choose two.)

A. Uncheck the Enable Spam Quarantine check box.
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B. Select Monitor and click Spam Quarantine.

C. Check the External Safelist/Blocklist check box.

D. Select External Spam Quarantine and click on Configure.
E. Select Security Services and click Spam Quarantine.

Answer: B

Explanation:

45 Which Cisco ESA security service is configured only through an outgoing mail policy?
A. antivirus

B.DLP

C. Outbreak Filters

D. AMP

NEW QUESTION 25
Which two components must be configured to perform DLP scanning? (Choose two.)

A. Add a DLP policy on the Incoming Mail Policy.

B. Add a DLP policy to the DLP Policy Manager.

C. Enable a DLP policy on the Outgoing Mail Policy.

D. Enable a DLP policy on the DLP Policy Customizations.
E. Add a DLP policy to the Outgoing Content Filter.

Answer: BC

NEW QUESTION 29
Which two certificate authority lists are available in Cisco ESA? (Choose two.)

A. default
B. system
C. user
D. custom
E. demo

Answer: BD

NEW QUESTION 32
Which two are configured in the DMARC verification profile? (Choose two.)

. hame of the verification profile

. minimum number of signatures to verify

. ESA listeners to use the verification profile

. message action into an incoming or outgoing content filter
. message action to take when the policy is reject/quarantine

moQoOw>»

Answer: AE

NEW QUESTION 36
Which two components form the graymail management solution in Cisco ESA? (Choose two.)

. cloud-based unsubscribe service

. uniform unsubscription management interface for end users
. secure subscribe option for end users

. integrated graymail scanning engine

. improved mail efficacy

mooO P

Answer: AD

NEW QUESTION 37

What is a benefit of implementing URL filtering on the Cisco ESA?
A. removes threats from malicious URLs

B. blacklists spam

C. provides URL reputation protection

D. enhances reputation against malicious URLs

Answer: C

NEW QUESTION 40

Which scenario prevents a message from being sent to the quarantine as an action in the scan behavior on Cisco ESA?

A. A policy quarantine is missing.
B. More than one email pipeline is defined.

Answer: A
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NEW QUESTION 43
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