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NEW QUESTION 1
- (Exam Topic 1)
Which AWS service allows for file sharing between multiple Amazon EC2 instances?

A. AWS Direct Connect

B. AWS Snowball Edge

C. AWS Backup

D. Amazon Elastic File System (Amazon EFS)

Answer: D

Explanation:
Amazon EFS provides shared file storage for use with compute instances in the AWS Cloud and on-premises servers. Applications that require shared file access
can use Amazon EFS for reliable file storage delivering high aggregate throughput to thousands of clients simultaneously.

NEW QUESTION 2
- (Exam Topic 1)
A user has been granted permission to change their own IAM user password. Which AWS services can the user use to change the password? (Select TWO.)

A. AWS Command Line Interface (AWS CLI)

B. AWS Key Management Service (AWS KMS)
C. AWS Management Console

D. AWS Resource Access Manager (AWS RAM)
E. AWS Secrets Manager

Answer: AC

NEW QUESTION 3
- (Exam Topic 1)
A company is using AWS Lambda. Which task is the company’s responsibility, according to the AWS shared responsibility model?

A. Update the Lambda runtime language.
B. Maintain the runtime environment.

C. Maintain the networking infrastructure.
D. Configure the resource.

Answer: A

Explanation:

https://aws.amazon.com/lambda/security-overview-of-aws-lambda/ When customers use AWS Lambda, AWS manages the underlying infrastructure and
foundation services, the operating system, and the application platform. Customers themselves are responsible for the security of their code, the storage and
accessibility of sensitive data, and identity and access management (IAM) to the Lambda service and within their function.

NEW QUESTION 4
- (Exam Topic 1)
Which cloud computing benefit does AWS demonstrate with its ability to offer lower variable costs as a result of high purchase volumes?

A. Pay-as-you-go pricing
B. High availability

C. Global reach

D. Economies of scale

Answer: D

NEW QUESTION 5
- (Exam Topic 1)
Elasticity in the AWS Cloud refers to which of the following? (Select TWO.)

A. How quickly an Amazon EC2 instance can be restarted

B. The ability to right size resources as demand shifts

C. The maximum amount of RAM an Amazon EC2 instance can use
D. The pay-as-you-go billing model

E. How easily resources can be procured when they are needed

Answer: BE

Explanation:

The AWS Well-Architected Framework defines elasticity as: The ability to acquire resources as you need them and release resources when you no longer need
them. In the cloud, you want to do this automatically
https://dev.to/aws-builders/what-does-elastic-mean-cloud-concepts-explained-4anb#:~:text=The%20AWS%20W

NEW QUESTION 6

- (Exam Topic 1)

A company needs to run an application on Amazon EC2 instances. The instances cannot be interrupted at any time. The company needs an instance purch asing
option that requires no long-term commitment or upfront payment. Which instance purchasing option will meet these requirements MOST cost-effectively ?
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A. On-Demand Instances
B. Spot Instances

C. Dedicated Hosts

D. Reserved Instances

Answer: A

NEW QUESTION 7

- (Exam Topic 1)

A company runs applications that process credit card information. Auditors have asked if the AWS environment has changed since the previous audit. If the AWS
environment has changed, the auditors want to know how it has changed. Which AWS services can provide this information? (Select TWO.)

A. AWS Artifact

B. AWS Trusted Advisor

C. AWS Config

D. AWS Cloud Trail

E. AWS ldentity and Access Management (IAM)

Answer: CD

Explanation:

AWS Artifact is your go-to, central resource for compliance-related information that matters to you. It provides on-demand access to AWS' security and compliance
reports and select online agreements.

AWS Trusted Advisor provides recommendations that help you follow AWS best practices. Trusted Advisor evaluates your account by using checks. These checks
identify ways to optimize your AWS infrastructure, improve security and performance, reduce costs, and monitor service quotas.

AWS Config is a service that enables you to assess, audit, and evaluate the configurations of your AWS resources. Config continuously monitors and records your
AWS resource configurations and allows you to automate the evaluation of recorded configurations against desired configurations.

AWS CloudTrail enables auditing, security monitoring, and operational troubleshooting by tracking user activity and APl usage. CloudTrail logs, continuously
monitors, and retains account activity related to actions across your AWS infrastructure, giving you control over storage, analysis, and remediation actions.

AWS Identity and Access Management (IAM) provides fine-grained access control across all of AWS. With IAM, you can specify who can access which services
and resources, and under which conditions. With IAM policies, you manage permissions to your workforce and systems to ensure least-privilege permissions.

NEW QUESTION 8
- (Exam Topic 1)
Which of the following are characteristics of AWS WAF? (Select TWO.)

A. Acts as a firewall that controls inbound and outbound traffic between Amazon EC2 instances
B. Acts as a firewall that controls inbound and outbound traffic between subnets

C. Gives users the ability to block traffic that has specific HTTP headers

D. Protects websites that are not hosted on AWS

E. Scans Amazon EC2 instances for common vulnerabilities

Answer: BC

Explanation:

AWS WAF lets you create rules to filter web traffic based on conditions that include IP addresses, HTTP headers and body, or custom URIs. This gives you an
additional layer of protection from web attacks that attempt to exploit vulnerabilities in custom or third party web applications. In addition, AWS WAF makes it easy
to create rules that block common web exploits like SQL injection and cross site scripting.

AWS WAF allows you to create a centralized set of rules that you can deploy across multiple websites. This means that in an environment with many websites and
web applications you can create a single set of rules that you can reuse across applications rather than recreating that rule on every application you want to
protect.

NEW QUESTION 9
- (Exam Topic 1)
A company requires an isolated environment within AWS for security purposes. Which action can be taken to accomplish this?

A. Create a separate Availability Zone to host the resources.

B. Create a separate VPC to host the resources.

C. Create a placement group to host the resources.

D. Create an AWS Direct Connect connection between the company and AWS.

Answer: B

Explanation:

Network isolation A virtual private cloud (VPC) is a virtual network in your own logically isolated area in the AWS Cloud. Use separate VPCs to isolate
infrastructure by workload or organizational entity. A subnet is a range of IP addresses in a VPC. When you launch an instance, you launch it into a subnet in your
VPC. Use subnets to isolate the tiers of your application (for example, web, application, and database) within a single VPC. Use private subnets for your instances
if they should not be accessed directly from the internet. To call the Amazon EC2 API from your VPC without sending traffic over the public internet, use AWS
PrivateLink. https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/infrastructure-security.html

NEW QUESTION 10

- (Exam Topic 1)

A company needs to deploy an Amazon EC2 instance and attach a storage mount for the operating system and application files. Which AWS service will meet
these requirements?

A. AWS Backup

B. Amazon Elastic File System (Amazon EFS)
C. Amazon S3

D. Amazon Elastic Block Store (Amazon EBS)
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Answer: D

NEW QUESTION 10
- (Exam Topic 1)
Which AWS service provides storage that can be mounted across multiple Amazon EC2 instances?

A. Amazon WorkSpaces

B. Amazon Elastic File System (Amazon EFS)

C. AWS Database Migration Service (AWS DMS)
D. AWS Snowball Edge

Answer: B

NEW QUESTION 15

- (Exam Topic 1)

A company needs a centralized, secure way to create and manage cryptographic keys. The company will use the keys across a wide range of AWS services and
applications. The company needs to track and document when the keys are created, used, and deleted.

Which AWS service or feature will meet these requirements?

A. AWS Secrets Manager

B. AWS License Manager

C. AWS Systems Manager Parameter Store

D. AWS Key Management Service (AWS KMS)

Answer: D

Explanation:

AWS Key Management Service (AWS KMS) makes it easy for you to create and manage cryptographic keys and control their use across a wide range of AWS
services and in your applications. AWS KMS is a secure and resilient service that uses hardware security modules that have been validated under FIPS 140-2, or
are in the process of being validated, to protect your keys. AWS KMS is integrated with AWS CloudTrail to provide you with logs of all key usage to help meet your
regulatory and compliance needs.

NEW QUESTION 18
- (Exam Topic 1)
Which Reserved Instance (RI) provides the HIGHEST average cost savings compared to an On-Demand Instance?

A. l-yea

B. No Upfron

C. Standard RI
D. 1-yea

E. All Upfron

F. Convertible RI
G. 3-yea

H. All Upfront, Standard RI
I. 3-yea

J. No Upfron

K. Convertible RI

Answer: C

Explanation:
https://aws.amazon.com/ec2/pricing/reserved-instances/pricing/

NEW QUESTION 22
- (Exam Topic 1)
What is an AWS Region?

A. A broad set of global, cloud-based products that include compute, storage, and databases

B. A physical location around the world where data centers are clustered

C. One or more discrete data centers with redundant power, networking, and connectivity

D. A service that developers use to build applications that deliver latencies of single-digit milliseconds to users

Answer: B

Explanation:
AWS has the concept of a Region, which is a physical location around the world where we cluster data centers. We call each group of logical data centers an
Availability Zone. Each AWS Region consists of multiple, isolated, and physically separate AZs within a geographic area.

NEW QUESTION 26
- (Exam Topic 1)
Which AWS services can use AWS WAF to protect against common web exploitations? (Select TWO.)

A. Amazon Route 53

B. Amazon CloudFront
C. AWS Transfer Family
D. AWS Site-to-Site VPN
E. Amazon API Gateway
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Answer: BE

Explanation:
AWS WAF can be deployed on Amazon CloudFront, the Application Load Balancer (ALB), Amazon API Gateway, and AWS AppSync. As part of Amazon
CloudFront it can be part of your Content Distribution Network (CDN) protecting your resources and content at the Edge locations.

NEW QUESTION 29
- (Exam Topic 1)
Which AWS service keeps track of SSL/TLS certificates, creates new certificates, and processes renewals?

A. AWS Identity and Access Management (1LAM)
B. AWS Certificate Manager (ACM)

C. AWS Config

D. AWS Trusted Advisor

Answer: B

Explanation:
AWS Certificate Manager helps manage the challenges of maintaining SSL/TLS certificates, including certificate renewals so you don't have to worry about
expiring certificates. Learn more about provisioning, managing, and deploying public and private SSL/TLS certificates.

NEW QUESTION 31

- (Exam Topic 1)

A company's on-premises application deployment cycle was 3-4 weeks. After migrating to the AWS Cloud, the company can deploy the application in 2-3 days.
Which benefit has this company experienced by moving to the AWS Cloud?

A. Elasticity
B. Flexibility
C. Agility

D. Resilience

Answer: C

Explanation:
https://docs.aws.amazon.com/whitepapers/latest/aws-overview/six-advantages-of-cloud-computing.html

NEW QUESTION 33
- (Exam Topic 1)
A user is a new AWS account owner who has no special access requirements. What should this user do with the AWS account root user access keys?

A. Share the keys with all relevant internal users so that those users can programmatically access AWS services.
B. Post the keys on GitHub to provide development teams with access to AWS services.

C. Use the keys for access, but do not share the keys with anyone.

D. Delete the keys and create 1AM users.

Answer: C

NEW QUESTION 37

- (Exam Topic 2)

A company's procurement department wants volume discounts on AWS services for the company but numerous departments have separate AWS accounts.
Which AWS service or tool can the company use to receive volume discounts across multiple AWS accounts?

A. Cost Explore'

B. AWS Budgets

C. AWS Cost and Usage Report
D. AWS Organizations

Answer: D

NEW QUESTION 40
- (Exam Topic 2)
Which guidelines are key AWS architectural design principles? (Select TWO.)

A. Design for fixed resources.

B. Build scalable architectures.

C. Use tightly coupled components.

D. Use managed services when possible.
E. Design for human interaction.

Answer: BD

NEW QUESTION 43

- (Exam Topic 2)

A company is running a workload on AWS. The company wants to protect the workload from DDoS attacks. When AWS service will meet these requirements?

A. AWS Identity and Access Management (IAM)
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B. AWS Shield
C. Amazon VPC
D. AWS Artifact

Answer: B

NEW QUESTION 44

- (Exam Topic 2)

Which pillar of Vie AWS Well-Architected Framework is focused on the ability of a workload lo perform its intended function correctly and consistently at the
expected time?

A. Performance efficiency
B. Operational excellence
C. Reliability

D. Security

Answer: A

NEW QUESTION 49
- (Exam Topic 2)
Which of the following can be used to identity a specific user who slopped an Amazon EC2 instance?

A. AWS CloudTrall

B. Amazon inspector

C. Amazon CloudWatch
D. VPC Flow Logs

Answer: A

NEW QUESTION 54
- (Exam Topic 2)
How does the AWS global infrastructure offer high availability and fault tolerance lo its users?

A. The AWS infrastructure is made up of multiple AWS Regions within various Availability Zones located in areas that have low flood risk and are interconnected
with low-latency networks and redundant power supplies

B. The AWS infrastructure consists of subnets containing various Availability Zones with multiple data centers located in the same geographic location

C. AWS allows users to choose AWS Regions and data centers so that users can select the closest data centers in different Regions

D. The AWS infrastructure consists of isolated AWS Regions with independent Availability Zones that ate connected with low-latency networking and redundant
power supplies

Answer: D

NEW QUESTION 58

- (Exam Topic 2)

A company is using Amazon EC2 instances.

Which tasks are the company's responsibility, according to the AWS shared responsibility model? (Select TWO.)

A. Maintain the network infrastructure.

B. Patch the guest operating system.

C. Configure a security group on deployed EC2 instances.

D. Provide physical security for the underlying hardware Of the EC2 instances.
E. Manage the underlying hypervisor.

Answer: DE

NEW QUESTION 61

- (Exam Topic 2)

A company puns to move its on-premises servers to Amazon EC2 instances. The company has 50 different business units and wants to separate each billing lot
each unit. What should a cloud practitioner recommend?

A. Use separate AWS accounts for each business unit men filter by unit using the coverage report

B. Place each business unit in a different AWS Region then filter by unit in Cost Explorer.

C. Tag each business unit’s resources then filter by unit in Cost Explorer

D. Use a Afferent VPC for each business unit then Mar by unit using an AWS Cost and Usage Report

Answer: C

NEW QUESTION 63

- (Exam Topic 2)

Which of the following gives a company the ability to fake advantage of tiered pricing tor services across multiple AWS member accounts?
A. AWS Organizations service control policies (SCPs)

B. AWS Organizations consolidated billing

C. All Upfront Reserved instances

D. Cost Explorer utilization reports

Answer: B
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NEW QUESTION 66

- (Exam Topic 2)

A company is using AWS Lambda.

Which task is the company's responsibility, according to the AWS shared responsibility model?

A. Update the Lambda runtime language
B. Maintain the runtime environment

C. Maintain the networking infrastructure
D. Configure the resource

Answer: D

NEW QUESTION 69

- (Exam Topic 2)

A company has deployed its IT infrastructure in the AWS Cloud. The company's database must support reads with sub-millisecond latency.
Which AWS service will meet this requirement?

A. Amazon EMR

B. Amazon RDS

C. AWS Glue

D. Amazon ElastiCache

Answer: D

NEW QUESTION 72

- (Exam Topic 2)

Management at a large company wants to avoid long-term contracts and is interested in AWS to move from fixed costs to variable costs. What is the value
proposition of AWS for this company?

A. Economy of scale
B. Pay-as-you-go pricing
C. Volume discounts
D. Cost optimization

Answer: B

NEW QUESTION 74

- (Exam Topic 2)

A company manages an on-premises MySQL database on a Windows server. The company wants to migrate the database to AWS and needs a solution that will
reduce the administrative overhead of the database.

Which AWS service will meet this requirement?

A. Amazon Redshift

B. Amazon ElastiCache

C. Amazon RDS

D. Amazon Elastic File System (Amazon EFS)

Answer: C

NEW QUESTION 76
- (Exam Topic 2)
Which design principles of the AWS Well-Architected Framework help increase reliability? (Select TWO.)

A. Automatically recover from failure.

B. Enable traceability.

C. Scale horizontally to increase workload availability.
D. Automate security best practices.

E. Keep people away from data.

Answer: AC

Explanation:

Reliability

The Reliability pillar encompasses the ability of a workload to perform its intended function correctly and consistently when it's expected to. This includes the
ability to operate and test the workload through its total lifecycle. You can find prescriptive guidance on implementation in the Reliability Pillar whitepaper.
Design Principles

There are five design principles for reliability in the cloud:

> Automatically recover from failure

» Test recovery procedures

> Scale horizontally to increase aggregate workload availability

> Stop guessing capacity

> Manage change in automation

https://aws.amazon.com/blogs/apn/the-6-pillars-of-the-aws-well-architected-framework/

NEW QUESTION 78
- (Exam Topic 2)
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What is the MOST secure way lo store passwords on AWS?

A. Store passwords in an Amazon S3 bucket

B. Store passwords as AWS CloudFormation parameters
C. Store passwords in AWS Storage Gateway

D. Store passwords in AWS Secrets Manager

Answer: D

NEW QUESTION 83
- (Exam Topic 2)

A company wants to organize its users so that the company can grant permissions to the users as a group. Which AWS service or tool can the company use to

meet this requirement?

A. Security groups

B. AWS identity and Access Management (IAM)
C. Resource groups

D. AWS Security Hub

Answer: B

NEW QUESTION 87
- (Exam Topic 2)

A company uses a database that has a simple sign-up page to create users, and a basic login form to authenticate users so they can access the database. The
company wants to give users the ability to store personal information, but user access must be controlled in a more secure and reliable way.

Which AWS service or feature will meet these requirements?

A. Security groups

B. Amazon GuardDuty

C. AWS Secrets Manager
D. Amazon Cognito

Answer: D
Explanation:

aws.amazon.com/cognito/

NEW QUESTION 89
- (Exam Topic 2)

A company needs to store code in a version control system. The company also needs to continually deploy updated code through a series of automated steps

(build test package and deploy).

Which combination of AWS services will meet these requirements? (Select TWO.)

A. AWS CloudFormation
B. AWS CodeCommit

C. AWS Control Tower

D. AWS Elastic Beanstalk
E. AWS CodePipeline

Answer: BE

NEW QUESTION 91
- (Exam Topic 2)

Which of the following are advantages of moving to the AWS Cloud? (Select TWO.)

A. Users can implement all AWS services in seconds.

B. AWS assumes all responsibility for the security of infrastructure and applications.

C. Users experience increased speed and agility.
D. Users benefits from massive economies of scale.
E. Users can more hardware from their data center to the AWS Cloud.

Answer: AD

NEW QUESTION 95
- (Exam Topic 2)
Wh.cn of lite following is advantages of the AWS Cloud? (Select TWO.)

A. Trade variable expenses tor capital expenses
B. High economies of scale

C. Launch globally in minutes

D. Focus on managing hardware infrastructure
E. Overprovision to ensure capacity

Answer: CE

NEW QUESTION 100
- (Exam Topic 2)
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A user needs the ability to access as many resources as are needed. The user also needs the ability to scale up and scale down with only a few minutes of notice.
Which benefit of the AWS Cloud describes these abilities?

A. Ratability

B. Economy of scale

C. Elasticity

D. Pay-as-you-go pricing

Answer: C

NEW QUESTION 102

- (Exam Topic 2)

Which pillar of the AWS Well-Architected Framework refers to the ability of a system to recover from infrastructure or service disruptions and dynamically acquire
computing resources to meet demand?

A. Security

B. Reliability

C. Performance efficiency
D. Cost optimization

Answer: B

NEW QUESTION 104

- (Exam Topic 2)

A company is considering implementing a new workload m the AWS Cloud However, the company first wants to forecast the potential cost.
Which tool should the company use to estimate the cost of the workload?

A. Cost Explorer

B. AWS Pricing Calculator

C. AWS Billing and Cost Management dashboard
D. AWS Cost and Usage Report

Answer: B

NEW QUESTION 105

- (Exam Topic 2)

A company is using AWS for all its IT infrastructure. The company's developers are allowed to deploy applications on their own. The developers want to deploy
their applications without having to provision the infrastructure themselves

Which AWS service should the developers use to meet these requirements?

A. AWS CloudFormation
B. AWS CodeBuild

C. AWS Elastic Beanstalk
D. AWS CodeDeploy

Answer: D

NEW QUESTION 106

- (Exam Topic 2)

A company needs a central user portal so that users can log in to third-party business applications that support Security Assertion Markup Language (SAML) 2.0.
Which AWS service will meet this requirement?

A. AWS Identity and Access Management (IAM)
B. Amazon Cognito

C. AWS Single Sign-On

D. AWS CL

Answer: B

NEW QUESTION 109

- (Exam Topic 3)

A company wants the ability to accommodate peak application usage without purchasing equipment for on-premises data centers.
Which AWS Cloud benefit is the company seeking?

A. High availability
B. Security

C. Reliability

D. Elasticity

Answer: D

NEW QUESTION 112

- (Exam Topic 3)

Which of the following are advantages of moving from on premises to the AWS Cloud? (Select TWO)

A. Trade variable expenses for capital expenses
B. Eliminate costs related to running and maintaining data centers.
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C. Benefit from massive economies of scale.
D. Eliminate the need to train IT staff.
E. Gain the ability to reserve capacity for 7 years or more

Answer: AC

NEW QUESTION 117
- (Exam Topic 3)
According to the AWS shared responsibility model, the customer is responsible for applying the latest security updates and patches for which of the following?

A. Amazon DynamoDB

B. Amazon EC2 instances
C. Amazon RDS instances
D. Amazon S3

Answer: B

NEW QUESTION 121

- (Exam Topic 3)

A company provides Amazon Workspaces to its remote employees. The company wants to prevent employees from using their virtual desktops to visit specific
websites that are known to be malicious.

Which AWS service should the company use to meet this requirement?

A. AWS Shield Advanced
B. Amazon Route 53

C. Amazon GuardDuty
D. AWS Network Firewall

Answer: D

Explanation:

https://aws.amazon.com/blogs/desktop-and-application-streaming/filtering-internet-traffic-from-amazon-worksp AWS Network Firewall extends protection beyond
SG- and NACL-levels by protecting at the route level and offering stateless and stateful rules from layers 3 through 7 in the OSI Model. It uses the certificate fully
gualified domain name (FQDN) or Server Name Indication (SNI) to determine if a website is allowed for HTTPS traffic. This is a commonly requested security
requirement. Reviewing these design examples of AWS Network Firewall will accelerate your migration to Amazon WorkSpaces. AWS Network Firewall is a
managed service, with no infrastructure to manage or patch you can simplify operational excellence. Native settings for advanced filtering (including domain
name), and network traffic inspection can alert and block traffic related to malware. It also has layer 7 intrusion prevent system (IPS) rules, and the ability to apply
TLS fingerprinting to prevent a spoofed IP or FQDN.

NEW QUESTION 124

- (Exam Topic 3)

A company is building a business intelligence solution using Amazon Redshift. The company wants to use an AWS service to create interactive dashboards and
not pay any upfront costs for it.

Which service should the company use?

A. Amazon CloudWatch

B. AWS Personal Health Dashboard
C. AWS Service Catalog

D. Amazon QuickSight

Answer: D

NEW QUESTION 125

- (Exam Topic 3)

A company needs to run a workload that requires low-latency access to an on-premises data center. The company wants a fully managed service to extend its
existing VPC to local resources.

Which AWS service or resource should the company use?

A. AWS Outposts

B. Amazon Connect

C. AWS Snowball Edge
D. Amazon WorkLink

Answer: A

Explanation:

comparison between the outpost and Local zone

"should be local and on-premises" local zones are not on premises at all https://aws.amazon.com/blogs/compute/aws-local-zones-and-aws-outposts-choosing-the-
right-technology-for-yo

NEW QUESTION 126
- (Exam Topic 3)
Which AWS service or resource is serverless?

A. AWS Snowball Edge

B. Amazon EC2

C. Amazon Elastic kubernetes Service (Amazon EKS)
D. Amazon API Gateway
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Answer: D

NEW QUESTION 129

- (Exam Topic 3)

A company moves a workload to AWS to run on Amazon EC2 instances. The company needs to run the workload in the most cost-effective way. What can the
company do to meet this requirement?

A. Use AWS Key Management Service (AWS KMS).

B. Use multiple AWS accounts and consolidated billing.

C. Use AWS CloudFormation to deploy the infrastructure.

D. Rightsize all the EC2 instances that are used in the deployment.

Answer: D

NEW QUESTION 131
- (Exam Topic 3)
Which AWS service allows a user to provision a managed MySQL DB instance?

A. Amazon DynamoDB

B. Amazon Redshift

C. Amazon RDS

D. AWS Database Migration Service (AWS DMS)

Answer: C

NEW QUESTION 132

- (Exam Topic 3)

A company is building AWS architecture to deliver real-time data feeds from an on-premises data center into an application that runs on AWS. The company needs
a consistent network connection with minimal latency.

What should the company use to connect the application and the data center to meet these requirements?

A. AWS Direct Connect
B. Public internet

C. AWS VPN

D. Amazon Connect

Answer: D

NEW QUESTION 136

- (Exam Topic 3)

A company needs to use a serverless interactive query service to analyze data in Amazon S3. The query service must support standard SQL.
Which AWS service will meet these requirements?

A. Amazon Redshift

B. AWS Glue

C. Amazon Athena

D. Amazon Kinesis Data Streams

Answer: C

NEW QUESTION 140
- (Exam Topic 3)
Which AWS service can convert taxi 10 lifelike speech?

A. Amazon Policy

B. Amazon Textract

C. Amazon Transcribe
D. Amazon Comprehend

Answer: C

NEW QUESTION 145

- (Exam Topic 3)

Which AWS service is a cloud security posture management (CSPM) service that aggregates alerts from various AWS services and partner products in a
standardized format?

A. AWS Security Hub

B. AWS Trusted Advisor
C. Amazon EventBridge
D. Amazon GuardDuty

Answer: A
Explanation:

Use AWS Security Hub to automate security best practice checks, aggregate security alerts into a single place and format, and understand your overall security
posture across all of your AWS accounts.
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NEW QUESTION 149
- (Exam Topic 3)
An ecommerce company has migrated its IT infrastructure from an on-premises data center to the AWS Cloud. Which cost is the company's direct responsibility?

A. Cost of application software licenses

B. Cost of the hardware infrastructure on AWS

C. Cost of power for the AWS servers

D. Cost of physical security for the AWS data center

Answer: A

NEW QUESTION 151

- (Exam Topic 3)

A company needs to organize its resources and track AWS costs on a detailed level. The company needs to categorize costs by business department,
environment, and application.

Which solution will meet these requirements?

A. Access the AWS Cost Management console to organize resources, set an AWS budget, and receive notifications of unintentional usage.
B. Use tags to organize the resource

C. Activate cost allocation tags to track AWS costs on a detailed level.

D. Create Amazon CloudWatch dashboards to visually organize and track costs individually.

E. Access the AWS Billing and Cost Management dashboard to organize and track resource consumption on a detailed level.

Answer: A

NEW QUESTION 156

- (Exam Topic 3)

A company needs an AWS design solution for a distributed system. The system's components need to be set up so that one system component cannot negatively
impact another component. Which AWS architectural best practice will meet this requirement?

A. Use request throttling

B. Use a stateful service

C. Implement automatic data backups
D. Implement loose coupling

Answer: C

NEW QUESTION 159
- (Exam Topic 3)
Which AWS service or feature can a company use to estimate AWS costs before provisioning workloads?

A. AWS Pricing Calculator

B. AWS Cost and Usage Report
C. Cost Explorer

D. AWS Budgets

Answer: A

NEW QUESTION 160

- (Exam Topic 3)

A company needs to set up user authentication for a new application. Users must be able to sign in directly with a user name and password, or through a third-
party provider.

Which AWS service should the company use to meet these requirements?

A. AWS 1AM ldentity Center (AWS Single Sign-On)
B. AWS Signer

C. Amazon Cognito

D. AWS Directory Service

Answer: C

NEW QUESTION 165

- (Exam Topic 3)

A company has an on-premises application. The application has process times of less than 5 minutes and is involved only a few times each day. The company
wants to move the application to the AWS Cloud.

Which AWS service will support this application MOST cost-effectively?

A. Amazon Elastic Container Service (Amazon ECS)
B. AWS Lambda

C. Amazon Elastic Kubemetes Service (Amazon EKS)
D. Amazon EC2

Answer: C

NEW QUESTION 167
- (Exam Topic 3)
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Which AWS service or feature provides high availability and low latency within an AWS Region?

A. Edge locations
B. Availability Zones
C. AWS Outposts
D. Amazon Route 53

Answer: B

NEW QUESTION 172
- (Exam Topic 3)

A company is using AWS Organizations to configure AWS accounts. Which design principle is a best practice for the company to implement?

A. Organize accounts based on security and operational needs.

B. Assign multiple sets of related workloads to each production account.
C. Deploy workloads to the organization's management account.

D. Combine production workloads and non-production workloads.

Answer: A

NEW QUESTION 175
- (Exam Topic 3)
Which AWS service should a company use to provision, manage, and deploy SSL/TLS certificates?

A. AWS Secrets Manager

B. Amazon Inspector

C. AWS CodeDeploy

D. AWS Certificate Manager (ACM)

Answer: D

NEW QUESTION 176
- (Exam Topic 3)
Which of the following are pillars of the AWS Well-Architected Framework? (Select TWO.)

A. Resource scalability

B. Performance efficiency
C. System elasticity

D. Agile development

E. Operational excellence

Answer: BE

Explanation:

Creating a software system is a lot like constructing a building. If the foundation is not solid, structural problems can undermine the integrity and function of the
building. When architecting technology solutions, if you neglect the six pillars of operational excellence, security, reliability, performance efficiency, cost
optimization, and sustainability, it can become challenging to build a system that delivers on your expectations and requirements. Incorporating these pillars into
your architecture will help you produce stable and efficient systems. This will allow you to focus on the other aspects of design, such as functional requirements.

Pillars
Operational excellence Security
Reliability Performance efficiency Cost optimization Sustainability

NEW QUESTION 181
- (Exam Topic 3)

What is a customer responsibility under the AWS shared responsibility model when using AWS Lambda?

A. Maintenance of the underlying Lambda hardware.

B. Maintenance of the Lambda networking infrastructure.
C. The code and libraries that run in the lambda function.
D. The Lambda server software.

Answer: C

NEW QUESTION 183
- (Exam Topic 3)

A company wants to update its online data processing application by implementing container-based services that run for 4hours at a time. The company does not

want to provision or manage server instance.
Which AWS service will meet these requirements?

A. AWS Lambda
B. AWS Fargate
C. Amazon EC2
D. AWS Elastic Beanstalk

Answer: B

NEW QUESTION 184
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- (Exam Topic 3)
A company is designing a web application that will run on Amazon EC2 instances.
Which AWS services and features will improve availability and reduce the impact of failures for this application? (Choose two.)

A. Amazon EC2 Auto Scaling for the EC2 instances

B. VPC subnet ACLs to check the health of a service

C. Resources that are distributed across multiple Availability Zones

D. Configuration of AWS Server Migration Service (AWS SMS) to move the EC2 instances to a different AWS Region
E. Resources that are distributed across multiple AWS points of presence

Answer: AC

NEW QUESTION 186
- (Exam Topic 3)
Which activity is considered out of scope for AWS Support?

A. Solving problems detected by Amazon EC2 health checks
B. Answering “how to” question on AWS services and features
C. Troubleshooting AWS APIs

D. Tuning database queries

Answer: C

NEW QUESTION 187

- (Exam Topic 3)

A company wants to deploy a web application on AWS that serves audio and video content. Which AWS service would provide high availability and scalability in
this situation?

A. Amazon Elastic Block Store (Amazon EBS)
B. Amazon EC2

C. AWS Storage Gateway

D. Amazon S3

Answer: D

NEW QUESTION 188

- (Exam Topic 3)

An application that is hosted on Amazon EC2 has a steady and consistent workload. The application will operate for at least 1 year. What is the MOST cost-
effective instance purchasing option to meet these requirements?

A. Spot Instances

B. Reserved Instances
C. On-Demand Instances
D. Dedicated Hosts

Answer: B

Explanation:
https://blogs.vmware.com/cloudhealth/aws-reserved-instances-vs-on-demand/#:~:text=The%20difference%20be

NEW QUESTION 192

- (Exam Topic 3)

A cloud practitioner needs to design a NoSQL database that is highly scalable, is durable, and requires minimal maintenance. Which AWS service meets these
requirements?

A. Amazon RDS for MySQL

B. Microsoft SQL Server on Amazon EC2
C. Amazon DynamoDB

D. Amazon Redshift

Answer: C

NEW QUESTION 193

- (Exam Topic 3)

An ecommerce company has deployed a new web application on Amazon EC2 instances. The company wants to distribute incoming HTTP traffic evenly across all
running instances.

Which AWS service or resource will meet this requirement?

A. Amazon EC2 Auto Scaling
B. Application Load Balancer
C. Gateway Load Balancer
D. Network Load Balancer

Answer: B

NEW QUESTION 197
- (Exam Topic 3)
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Which design principles are enabled by the AWS Cloud to improve the operation of workloads? (Choose two.)

A. Minimize upfront design

B. Loose coupling

C. Disposable resources

D. Server design and concurrency
E. Minimal viable product

Answer: BD

NEW QUESTION 199
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