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NEW QUESTION 1
Which policy is used to capture host information on the Cisco Firepower Next Generation Intrusion Prevention System?

A. correlation

B. intrusion

C. access control

D. network discovery

Answer: D

NEW QUESTION 2
What are two Detection and Analytics Engines of Cognitive Threat Analytics? (Choose two.)

A. data exfiltration

B. command and control communication
C. intelligent proxy

D. snort

E. URL categorization

Answer: AB

Explanation:

Reference: https://www.cisco.com/c/dam/en/us/products/collateral/security/cognitive-threat-analytics/at-a-glance-c45-736555. pdf
NEW QUESTION 3

In which form of attack is alternate encoding, such as hexadecimal representation, most often observed?

A. smurf

B. distributed denial of service

C. cross-site scripting

D. rootkit exploit

Answer: C

NEW QUESTION 4

When web policies are configured in Cisco Umbrella, what provides the ability to ensure that domains are blocked when they host malware, command and control,

phishing, and more threats?

A. Application Control

B. Security Category Blocking
C. Content Category Blocking
D. File Analysis

Answer: B

Explanation:
Reference: https://support.umbrella.com/hc/en-us/articles/115004563666-Understanding-Security-Categories

NEW QUESTION 5
Which flaw does an attacker leverage when exploiting SQL injection vulnerabilities?

A. user input validation in a web page or web application
B. Linux and Windows operating systems

C. database

D. web page images

Answer: C

Explanation:
Reference: https://tools.cisco.com/security/center/resources/sql_injection

NEW QUESTION 6
Which two descriptions of AES encryption are true? (Choose two.)

A. AES is less secure than 3DES.

B. AES is more secure than 3DES.

C. AES can use a 168-bit key for encryption.

D. AES can use a 256-bit key for encryption.

E. AES encrypts and decrypts a key three times in sequence.

Answer: BD

Explanation:
Reference: https://gpdb.docs.pivotal.io/43190/admin_guide/topics/ipsec.html
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NEW QUESTION 7
An engineer configured a new network identity in Cisco Umbrella but must verify that traffic is being routed through the Cisco Umbrella network. Which action tests
the routing?

A. Ensure that the client computers are pointing to the on-premises DNS servers.

B. Enable the Intelligent Proxy to validate that traffic is being routed correctly.

C. Add the public IP address that the client computers are behind to a Core Identity.
D. Browse to http://welcome.umbrella.com/ to validate that the new identity is working.

Answer: B

NEW QUESTION 8
What are two list types within AMP for Endpoints Outbreak Control? (Choose two.)

A. blocked ports

B. simple custom detections
C. command and control

D. allowed applications

E. URL

Answer: BD

Explanation:
Reference: https://docs.amp.cisco.com/en/A4E/AMP%20for%20Endpoints%20User%20Guide.pdf chapter 2

NEW QUESTION 9
Which command enables 802.1X globally on a Cisco switch?

A. dotlx system-auth-control

B. dotlx pae authenticator

C. authentication port-control auto
D. aaa new-model

Answer: A

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/routers/nfvis/switch_command/b-nfvis-switch-command-reference/802_1x_commands.html

NEW QUESTION 10
What is the function of Cisco Cloudlock for data security?

A. data loss prevention

B. controls malicious cloud apps

C. detects anomalies

D. user and entity behavior analytics

Answer: A

Explanation:

Reference: https://umbrella.cisco.com/products/casb

NEW QUESTION 10

Where are individual sites specified to be blacklisted in Cisco Umbrella?
A. application settings

B. content categories

C. security settings

D. destination lists

Answer: D

NEW QUESTION 14

The Cisco ASA must support TLS proxy for encrypted Cisco Unified Communications traffic. Where must the ASA be added on the Cisco UC Manager platform?
A. Certificate Trust List

B. Endpoint Trust List

C. Enterprise Proxy Service

D. Secured Collaboration Proxy

Answer: A

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/security/asa/special/unified-communications/guide/unified-comm/unified-comm-tisproxy.htmi

NEW QUESTION 15
Which proxy mode must be used on Cisco WSA to redirect TCP traffic with WCCP?

The Leader of IT Certification visit - https://www.certleader.com



CertLeader:

Leader of IT Certifications

100% Valid and Newest Version 350-701 Questions & Answers shared by Certleader
https://www.certleader.com/350-701-dumps.html (102 Q&AS)

A. transparent

B. redirection

C. forward

D. proxy gateway

Answer: A

Explanation:

Reference: https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/117940-qa-wsa-00.html

NEW QUESTION 17

Which two endpoint measures are used to minimize the chances of falling victim to phishing and social engineering attacks? (Choose two.)

A. Patch for cross-site scripting.

B. Perform backups to the private cloud.

C. Protect against input validation and character escapes in the endpoint.
D. Install a spam and virus email filter.

E. Protect systems with an up-to-date antimalware program.

Answer: DE

NEW QUESTION 18

Which Cisco solution does Cisco Umbrella integrate with to determine if a URL is malicious?

A. AMP

B. AnyConnect
C. DynDNS

D. Talos

Answer: D

NEW QUESTION 22

On which part of the IT environment does DevSecOps focus?

A. application development
B. wireless network

C. data center

D. perimeter network

Answer: A

NEW QUESTION 24

Which functions of an SDN architecture require southbound APIs to enable communication?

A. SDN controller and the network elements
B. management console and the SDN controller
C. management console and the cloud

D. SDN controller and the cloud

Answer: A

NEW QUESTION 28

What is a characteristic of traffic storm control behavior?

A. Traffic storm control drops all broadcast and multicast traffic if the combined traffic exceeds the level within the interval.
B. Traffic storm control cannot determine if the packet is unicast or broadcast.

C. Traffic storm control monitors incoming traffic levels over a 10-second traffic storm control interval.

D. Traffic storm control uses the Individual/Group bit in the packet source address to determine if the packet is unicast or broadcast.

Answer: A

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/routers/7600/ios/12-1E/configuration/guide/storm.html

NEW QUESTION 32

Which two request of REST API are valid on the Cisco ASA Platform? (Choose two.)

A. put

B. options
C. get

D. push

E. connect

Answer: AC

Explanation:
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Reference: https://www.cisco.com/c/en/us/td/docs/security/asa/api/qsg-asa-api.html
NEW QUESTION 34

In a PaaS model, which layer is the tenant responsible for maintaining and patching?
A. hypervisor

B. virtual machine

C. network

D. application

Answer: D

Explanation:

Reference: https://www.bmc.com/blogs/saas-vs-paas-vs-iaas-whats-the-difference-and-how-to-choose/

NEW QUESTION 39
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