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NEW QUESTION 1

A C3PAO has completed a Limited Practice Deficiency Correction Evaluation following an assessment of an OSC. The Lead Assessor has recommended moving
deficiencies to a POA&M. but the OSC will remain on an Interim Certification. What is the MINIMUM number of practices that must be scored as MET to initiate this
course of action?

A. 80 practices
B. 88 practices
C. 100 practices
D. 110 practices

Answer: C

NEW QUESTION 2
Which entity specifies the required CMMC Level in Requests for Information and Requests for Proposals?

A. DoD

B. NARA

C. NIST

D. Department of Homeland Security

Answer: A

NEW QUESTION 3
For a CMMC Level 2 certification, which organization maintains a non-disclosure agreement with the OSC?

A. NIST

B. C3PAO

C. CMMC-AB
D. OUSD A&S

Answer: B

NEW QUESTION 4
A contractor stores security policies, system configuration files, and audit logs in a centralized file repository for later review. According to CMMC terminology, the
file repository is being used to:

A. protect CUI.
B. transmit CUI.
C. store CUL.

D. generate CUI

Answer: C

NEW QUESTION 5
Ethics is a shared responsibility between:

A. DoD and CMMC-AB.

B. OSC and sponsors.

C. CMMC-AB and members of the CMMC Ecosystem.

D. members of the CMMC Ecosystem and Lead Assessors.

Answer: C

NEW QUESTION 6
For the purpose of determining scope, what needs to be included as part of the assessment but would NOT receive a CMMC certification unless an enterprise
assessment is conducted?

A. ESP

B. People

C. Test equipment

D. Government property

Answer: A

NEW QUESTION 7

For CMMC Assessments, during Phase 1 of the CMMC Assessment Process, which are responsible for identifying potential conflicts of information?
A. C3PAO and OSC

B. OSC and CMMC-AB

C. CMMC-AB and C3PAO

D. Lead Assessor and Assessment Team Members

Answer: D
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NEW QUESTION 8
In the CMMC Model, how many practices are included in Level 1?

A. 15 practices
B. 17 practices
C. 72 practices
D. 110 practices

Answer: B

NEW QUESTION 9
During a CMMC readiness review, the OSC proposes that an associated enclave should not be applicable in the scope. Who is responsible for verifying this
request?

A. CCP

B. C3PAO

C. Lead Assessor
D. Advisory Board

Answer: C

NEW QUESTION 10
What is the BEST description of the purpose of FAR clause 52 204-217?

A. It directs all covered contractors to install the cyber security systems listed in that clause.

B. It describes all of the safeguards that contractors must take to secure covered contractor IS.

C. It describes the minimum standard of care that contractors must take to secure covered contractor IS.

D. It directs covered contractors to obtain CMMC Certification at the level equal to the lowest requirement of their contracts.

Answer: C

NEW QUESTION 10
Which domains are a part of a Level 1 Self-Assessment?

A. Access Control (AC), Risk Management <RM), and Media Protection (MP)

B. Risk Management (RM). Access Control (AC), and Physical Protection (PE)

C. Access Control (AC), Physical Protection (PE), and Identification and Authentication (1A)
D. Risk Management (RM). Media Protection (MP), and Identification and Authentication (1A)

Answer: C

NEW QUESTION 15
Prior to conducting a CMMC Assessment, the contractor must specify the CMMC Assessment scope by categorizing all assets. Which two asset categories are
always assessed against CMMC practices?

A. CUI Assets and Specialized Assets

B. Security Protection Assets and CUI Assets

C. Specialized Assets and Contractor Risk Managed Assets

D. Security Protection Assets and Contractor Risk Managed Assets

Answer: B

NEW QUESTION 16
Which standard and regulation requirements are the CMMC Model 2.0 based on?

A. NIST SP 800-171 and NIST SP 800-172

B. DFARS, FIPS 100, and NIST SP 800-171

C. DFARS, NIST, and Carnegie Mellon University

D. DFARS, FIPS 100, NIST SP 800-171, and Carnegie Mellon University

Answer: A

NEW QUESTION 17

An assessor is collecting affirmations. So far, the assessor has collected interviews, demonstrations, emails, messaging, and presentations. Are these appropriate
approaches to collecting affirmations?

A. No, emails are not appropriate affirmations.

B. No, messaging is not an appropriate affirmation.

C. Yes, the affirmations collected by the assessor are all appropriate.

D. Yes, the affirmations collected by the assessor are all appropriate, as are screenshots.

Answer: C

NEW QUESTION 18
During the planning phase of a CMMC Level 2 Assessment, the Lead Assessor is considering what would constitute the right evidence for each practice. What is
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the Assessor attempting to verify?
A. Adequacy

B. Sufficiency

C. Process mapping

D. Assessment scope

Answer: B

NEW QUESTION 23

In scoping a CMMC Level 1 Self-Assessment, it is determined that an ESP employee has access to FCI. What is the ESP employee considered?

A. In scope

B. Out of scope

C. OSC point of contact

D. Assessment Team Member

Answer: A

NEW QUESTION 27

Per DoDI 5200.48: Controlled Unclassified Information (CUI), CUI is marked by whom?

A. DOD OUSD

B. Authorized holder

C. Information Disclosure Official

D. Presidentially authorized Original Classification Authority

Answer: B

NEW QUESTION 31

While determining the scope for a company's CMMC Level 1 Self-Assessment, the contract administrator includes the hosting providers that manage their IT

infrastructure. Which asset type BEST describes the third-party organization?

A. ESPs

B. People

C. Facilities
D. Technology

Answer: A

NEW QUESTION 33

During the planning phase of the Assessment Process. C3PAO staff are reviewing the various entities associated with an OSC that has requested a CMMC Level
2 Assessment. Which term describes the people, processes, and technology external to the HQ Organization that participate in the assessment but will not receive

a CMMC Level unless an enterprise Assessment is conducted?

A. Host Unit

B. Organization

C. Coordinating Unit

D. Supporting Organization/Unit

Answer: D

NEW QUESTION 34

What is DFARS clause 252.204-7012 required for?

A. All DoD solicitations and contracts

B. Solicitations and contracts that use FAR part 12 procedures

C. Procurements solely for the acquisition of commercial off-the-shelf
D. Commercial off-the-shelf sold in the marketplace without modifications
Answer: A

NEW QUESTION 36

Which example represents a Specialized Asset?

A. SOCs

B. Hosted VPN services

C. Consultants who provide cybersecurity services

D. All property owned or leased by the government

Answer: D

NEW QUESTION 38
Which statement BEST describes the requirements for a C3PAQ?
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A. An authorized C3PAO must meet some DoD and all ISO/IEC 17020 requirements.

B. An accredited C3PAO must meet all DoD and some ISO/IEC 17020 requirements.

C. AC3PAO must be accredited by DoD before being able to conduct assessments.

D. A C3PAO must be authorized by CMMC-AB before being able to conduct assessments.

Answer: D

NEW QUESTION 39
Which term describes "the protective measures that are commensurate with the consequences and probability of loss, misuse, or unauthorized access to. or
modification of information"?

A. Adopted security
B. Adaptive security
C. Adequate security
D. Advanced security

Answer: C

NEW QUESTION 40
Recording evidence as adequate is defined as the criteria needed to:

A. verify, based on an assessment and organizational scope.

B. verify, based on an assessment and organizational practice.

C. determine if a given artifact, interview response, demonstration, or test meets the CMMC scope.
D. determine if a given artifact, interview response, demonstration, or test meets the CMMC practice.

Answer: D

NEW QUESTION 43
Exercising due care to ensure the information gathered during the assessment is protected even after the engagement has ended meets which code of conduct
requirement?

A. Availability

B. Confidentiality

C. Information Integrity

D. Respect for Intellectual Property

Answer: B

NEW QUESTION 44
An assessment procedure consists of an assessment objective, potential assessment methods, and assessment objects. Which statement is part of an
assessment objective?

A. Specifications and mechanisms

B. Examination, interviews, and testing

C. Determination statement related to the practice

D. Exercising assessment objects under specified conditions

Answer: C

NEW QUESTION 48

Who is responsible for ensuring that subcontractors have a valid CMMC Certification?

A. CMMC-AB

B. OUSD A&S

C. DoD agency or client

D. Contractor organization

Answer: D

NEW QUESTION 50

The Assessment Team has completed the assessment and determined the preliminary practice ratings. The preliminary practice ratings must be shared with the
OSC prior to being finalized for submission. Based on this information, the assessor should present the preliminary practice ratings:
A. During the final Daily Checkpoint

B. After discussing with the CMMC-AB

C. Via email after the final Daily Checkpoint

D. Over the phone after the final Daily Checkpoint

Answer: A

NEW QUESTION 55

When are contractors required to achieve a CMMC certificate at the Level specified in the solicitation?

A. At the time of award
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B. Upon solicitation submission
C. Thirty days from the award date
D. Before the due date of submission

Answer: A

NEW QUESTION 59
A C3PAO is conducting High Level Scoping for an OSC that requested an assessment Which term describes the people, processes, and technology that will be
applied to the contract who are requesting a CMMC Level assessment?

A. Host Unit

B. Branch Office

C. Coordinating Unit

D. Supporting Organization/Units

Answer: A

NEW QUESTION 63
Which assessment method compares actual-specified conditions with expected behavior?

A. Test

B. Examine
C. Compile
D. Interview

Answer: A

NEW QUESTION 67

The facilities manager for a company has procured a Wi-Fi enabled, mobile application- controlled thermostat for the server room, citing concerns over the inability
to remotely gauge and control the temperature of the room. Because the thermostat is connected to the company's FCI network, should it be assessed as part of
the CMMC Level 1 Self- Assessment Scope?

A. No, because it is OT

B. No, because it is an loT device

C.Ye

D. because it is a restricted IS

E. Yes, because it is government property

Answer: C

NEW QUESTION 71
Within how many days from the Assessment Final Recommended Findings Brief should the Lead Assessor and Assessment Team Members, if necessary, review
the accuracy and validity of (he OSC's updated POA&M with any accompanying evidence or scheduled collections?

A. 90 days

B. 180 days
C. 270 days
D. 360 days

Answer: B

NEW QUESTION 74
Which are guiding principles in the CMMC Code of Professional Conduct?

A. Objectivity, information integrity, and higher accountability

B. Objectivity, information integrity, and proper use of methods

C. Proper use of methods, higher accountability, and objectivity

D. Proper use of methods, higher accountability, and information integrity

Answer: A

NEW QUESTION 78

An Assessment Team Member is conducting a CMMC Level 2 Assessment for an OSC that is in the process of inspecting Assessment Objects for AC.L1-3.1.1:
Limit information system access to authorized users, processes acting on behalf of authorized users, or devices (including other information systems) to determine
the adequacy of evidence provided by the OSC. Which Assessment Method does this activity fall under?

A. Test

B. Observe
C. Examine
D. Interview
Answer: C

NEW QUESTION 80
Which entity requires that organizations handling FCI or CUI be assessed to determine a required Level of cybersecurity maturity?
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A. DoD
B. CISA
C. NIST
D. CMMC-AB

Answer: A

NEW QUESTION 84

The Assessment Team has completed Phase 2 of the Assessment Process. In conducting Phase 3 of the Assessment Process, the Assessment Team is
reviewing evidence to address Limited Practice Deficiency Corrections. How should the team score practices in which the evidence shows the deficiencies have
been corrected?

A. MET

B. POA&M

C. NOT MET

D. NOT APPLICABLE

Answer: A

NEW QUESTION 86
Two network administrators are working together to determine a network configuration in preparation for CMMC. The administrators find that they disagree on a
couple of small items. Which solution is the BEST way to ensure compliance with CMMC?

A. Consult with the CEO of the company.

B. Consult the CMMC Assessment Guides and NIST SP 800-171.

C. Go with the network administrator's ideas with the least stringent controls.
D. Go with the network administrator's ideas with the most stringent controls.

Answer: B

NEW QUESTION 91
When are data and documents with legacy markings from or for the DoD required to be re- marked or redacted?

A. When under the control of the DoD

B. When the document is considered secret

C. When a document is being shared outside of the organization
D. When a derivative document's original information is not CUI

Answer: C

NEW QUESTION 93
An assessor needs to get the most accurate answers from an OSC's team members. What is the BEST method to ensure that the OSC's team members are able
to describe team member responsibilities?

A. Interview groups of people to get collective answers.

B. Understand that testing is more important that interviews.

C. Ensure confidentiality and non-attribution of team members.

D. Let team members know the questions prior to the assessment.

Answer: C

NEW QUESTION 98
Two assessors cannot agree if a certain practice should be rated as MET or NOT MET. Who should they consult to determine the final interpretation?

A. C3PAO

B. CMMC-AB

C. Lead Assessor

D. Quality Assurance Assessor

Answer: C

NEW QUESTION 102

Which training is a CClI authorized to deliver through an approved CMMC LTP?
A. CMMC-AB approved training

B. DoD DFARS and CMMC-AB approved training

C. NARA CuUI training and CMMC-AB approved training

D. DoD DFARS, NARA CUI, and CMMC-AB approved training

Answer: A

NEW QUESTION 107

The director of sales, in a meeting, stated that the sales team received feedback on some emails that were sent, stating that the emails were not marked correctly.
Which training should the director of sales refer the sales team to regarding information as to how to mark emails?
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A. FBI CUI Introduction to Marking

B. NARA CUI Introduction to Marking

C. C3PAO CUI Introduction to Marking

D. CMMC-AB CUI Introduction to Marking

Answer: B

NEW QUESTION 109
During assessment planning, the OSC recommends a person to interview for a certain practice. The person being interviewed MUST be the person who:

A. funds that practice.

B. audits that practice.

C. supports, audits, and performs that practice.

D. implements, performs, or supports that practice.

Answer: D

NEW QUESTION 110
An organization that manufactures night vision cameras is looking for help to address the gaps identified in physical access control systems. Which certified
individual should they approach for implementation support?

A. CCA of the C3PAO performing the assessment

B. RP of an organization not part of the assessment

C. Practitioner of the organization performing the assessment LTP

D. DoD Contract Official of the organization performing the assessment

Answer: B

NEW QUESTION 111
When a conflict of interest is unavoidable, a CCP should NOT:

A. Inform their organization

B. Take action to minimize its impact

C. Disclose it to affected stakeholders

D. Conceal it from the Assessment Team lead

Answer: D

NEW QUESTION 116
Which domain has a practice requiring an organization to restrict, disable, or prevent the use of nonessential programs?

A. Access Control (AC)

B. Media Protection (MP)

C. Asset Management (AM)

D. Configuration Management (CM)

Answer: D

NEW QUESTION 117
A CCP is providing consulting services to a company who is an OSC. The CCP is preparing the OSC for a CMMC Level 2 assessment. The company has asked
the CCP who is responsible for determining the CMMC Assessment Scope and who validates its CMMC Assessment Scope. How should the CCP respond?

A. "The OSC determines the CMMC Assessment Scope, and the CCP validates the CMMC Assessment Scope."

B. "The OSC determines the CMMC Assessment Scope, and the C3PAO validates the CMMC Assessment Scope."

C. "The CMMC Lead Assessor determines the CMMC Assessment Scope, and the OSC validates the CMMC Assessment Scope."
D. "The CMMC C3PAO determines the CMMC Assessment Scope, and the Lead Assessor validates the CMMC Assessment Scope."

Answer: B

NEW QUESTION 121

A company has a government services division and a commercial services division. The government services division interacts exclusively with federal clients and
regularly receives FCI. The commercial services division interacts exclusively with non-federal clients and processes only publicly available information. For this
company's CMMC Level 1 Self-Assessment, how should the assets supporting the commercial services division be categorized?

A. FCI Assets

B. Specialized Assets

C. Out-of-Scope Assets

D. Operational Technology Assets
Answer: C

NEW QUESTION 125

Which standard of assessment do all C3PAO organizations execute an assessment methodology based on?

A. ISO 27001
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B. NISTSP800-53A
C. CMMC Assessment Process
D. Government Accountability Office Yellow Book

Answer: C

NEW QUESTION 129
A company is working with a CCP from a contracted CMMC consulting company. The CCP is asked where the Host Unit is required to document FCI and CUI for a
CMMC Assessment. How should the CCP respond?

A."Inthe SS

B. within the asset inventory, and in the network diagranY’

C. "Within the hardware inventory, data (low diagram, and in the network diagram"

D. "Within the asset inventory, in the proposal response, and in the network diagram"
E. "In the network diagram, in the SS

F. within the base inventory, and in the proposal response

Answer: A

NEW QUESTION 130
The Advanced Level in CMMC will contain Access Control (AC) practices from:

A. Level 1

B. Level 3
C.Levels1and?2

D. Levels 1, 2, and 3

Answer: C

NEW QUESTION 135
Which document BEST determines the existence of FCI and/or CUI in scoping an assessment with an OSC?

A. OSC SSP

B. OSC POA&M

C. OSC Evidence

D. OSC Contract with DoD

Answer: D

NEW QUESTION 136
A cyber incident is discovered that affects a covered contractor IS and the CDI residing therein. How long does the contractor have to inform the DoD?

A. 24 hours
B. 48 hours
C. 72 hours
D. 96 hours

Answer: C

NEW QUESTION 139
Which organization is the governmental authority responsible for identifying and marking CUI?

A. NARA

B. NIST

C. CMMC-AB

D. Department of Homeland Security

Answer: A

NEW QUESTION 144
Which statement is NOT a measure to determine if collected evidence is sufficient?

A. Evidence covers the sampled organization

B. Evidence is not required if the practice is ISO certified

C. Evidence covers the model scope of the Assessment (Target CMMC Level)

D. Evidence corresponds to the sampled organization in the evidence collection approach

Answer: B

NEW QUESTION 148

The Lead Assessor interviews a network security specialist of an OSC. The incident monitoring report for the month shows that no security incidents were reported
from OSC's external SOC service provider. This is provided as evidence for RA.L2-3.11.2: Scan for vulnerabilities in organizational systems and applications
periodically and when new vulnerabilities affecting those systems and applications are identified. Based on this information, the Lead Assessor should conclude
that the evidence is:
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A. inadequate because it is irrelevant to the practice.

B. adequate because it fits well for expected artifacts.

C. adequate because no security incidents were reported.

D. inadequate because the OSC's service provider should be interviewed.

Answer: A

NEW QUESTION 149
What type of criteria is used to answer the question "Does the Assessment Team have the right evidence?"

A. Adequacy criteria
B. Objectivity criteria
C. Sufficiency criteria
D. Subijectivity criteria

Answer: A

NEW QUESTION 151

While conducting a CMMC Level 2 Assessment, a CCP is reviewing an OSC's personnel security process. They have a policy that describes screening individuals
prior to authorizing access to CUI, but it does not mention what organizations should be looking for in an individual. There is no link to a process or procedural
document. What should the OSC evaluate when screening individuals prior to accessing CUI?

A. They are trusted and well liked

B. They are a hard and loyal worker

C. Their conduct, integrity, and loyalty

D. Their functionality, reliability, and ability to adapt

Answer: C

NEW QUESTION 153
An Assessment Team is conducting a Level 2 Assessment at the request of an OSC. The team has begun to score practices based on the evidence provided. At a
MINIMUM what is required of the Assessment Team to determine if a practice is scored as MET?

A. All three types of evidence are documented for every control.

B. Examine and accept evidence from one of the three evidence types.

C. Complete one of the following; examine two artifacts, either observe a satisfactory demonstration of one control or receive one affirmation from the OSC
personnel.

D. Complete two of the following: examine one artifact, either observe a satisfactory demonstration of one control or receive one affirmation from the OSC
personnel.

Answer: D

NEW QUESTION 156
An OSC has submitted evidence for an upcoming assessment. The assessor reviews the evidence and determines it is not adequate or sufficient to meet the
CMMC practice. What can the assessor do?

A. Notify the CMMC-AB.

B. Cancel the assessment.

C. Postpone the assessment.

D. Contact the C3PAO for guidance.

Answer: D

NEW QUESTION 160
Which domain references the requirements needed to handle physical or digital assets containing CUI?

A. Media Protection (MP)

B. Physical Protection (PE)

C. System and Information Integrity (SI)

D. System and Communications Protection (SC)

Answer: A

NEW QUESTION 162

The practices in CMMC Level 2 consists of the security requirements specified in:
A. NISTSP 800-53.

B. NISTSP 800-171.

C. 48 CFR 52.204-21.

D. DFARS 252.204-7012.

Answer: B

NEW QUESTION 165
A Lead Assessor and an OSC's Assessment Official have agreed to have the Assessment results presented during the final Daily Checkpoint of the OSC's CMMC
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Level 2 Assessment. Which document MUST the Lead Assessor use to present assessment findings to the OSC?

A. CMMC POA&M Brief

B. CMMC Findings Brief

C. CMMC Assessment Tracker Tool

D. CMMC Recommended Findings template

Answer: B

NEW QUESTION 170
In CMMC High-Level scoping, which definition BEST describes an HQ organization?

A. The entity that carries out the tasks under a contract

B. The unit to which a CMMC Level is applied for each contract

C. The teams, services, and technologies that provide support to a Host Unit

D. The entity legally responsible for the delivery of products or services under a contract

Answer: D

NEW QUESTION 175

How are the Final Recommended Assessment Findings BEST presented?
A. Using the CMMC Findings Brief template

B. Using a C3PAO-provided template that is preferred by the OSC

C. Using a C3PAO-branded version of the CMMC Findings Brief template

D. Using the proprietary template created by the Lead Assessor after approval from theC3PAO

Answer: A

NEW QUESTION 180

Which statement BEST describes a LTP?

A. Creates DoD-licensed training

B. Instructs a curriculum approved by CMMC-AB

C. May market itself as a CMMC-AB Licensed Provider for testing

D. Delivers training using some CMMC body of knowledge objectives

Answer: B

NEW QUESTION 182
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