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NEW QUESTION 1
Which option will cause Is to display hidden files and folders?
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Answer: C

NEW QUESTION 2
In which file are system and user account passwords stored?

A. /etc/passwd
B. /etc/login.defs
C. letc/shadow
D. /etc/secure

Answer: C

NEW QUESTION 3

An IT associate is researching technology options to use at a company. The company??s application requires a Linux server, features a small memory footprint,
and runs mostly web services and a few back-end applications. Which of the following would allow for the most efficient use of system resources and fast startup
speeds?

A. Containers

B. Hybrid Cloud

C. Physical hardware
D. Virtualization

Answer: A

NEW QUESTION 4
Which measures can be taken to prevent unauthorized access to cloud instances and services?

A. Use multi-factor authentication, implement firewall rules, and back up data off-site.

B. Implement block-chain tokens, use encrypted protocols, and encrypt the data on storage systems.

C. Replicate data to another datacenter, use multi-factor authentication, and encrypt data on storage systems.
D. Implement firewall rules, authentication, authorization, and encrypted protocols.

Answer: D

NEW QUESTION 5
What open source tool is used to manage instances in the cloud using infrastructure as code?

A. SystemsDeplover
B. Vault

C. Terraform

D. Docker

Answer: C

NEW QUESTION 6
Which of the following best describes serverless computing?

A. A model of software that packages up code and all its dependencies so the application runs quickly and reliably from one computing environment to another

B. A model where a provider manages the back-end infrastructure management tasks, such as provisioning, scaling, scheduling, and patching

C. An abstraction layer over computer hardware that allows the hardware elements of a single computer-processors, memory, storage, and more-to be divided into
multiple segments

D. A solution comprised of sensors, software, and other technologies for the purpose of connecting and exchanging data with other devices and systems over the
internet

Answer: B

NEW QUESTION 7

After installing the package ??postfix??, what command would you run in order to ensure that Postfix is started on reboot?
A. /etc/init.d/enable postfix

B. enable postfix on

C. postfix -onboot yes

D. svstemctl enable postfix

Answer: D
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NEW QUESTION 8
An IT associate is working with a video streaming provider. What is a common approach to reduce bandwidth cost while supporting the same or an increasing
number of video streams and customers?

A. Stop serving the video streams when a certain price limit is reached.
B. Reduce the bitrate to reduce the size of the video streams.

C. Serve the video streams only to a limited number of users at a time.
D. Use a content delivery network to distribute the streams.

Answer: D

NEW QUESTION 9
What is an appropriate cost consideration when implementing serverless functions in the cloud?

A. vCPU resources and disk cacheB Elapsed lime of function execution and memory used
B. Virtual machine configuration and memory allocation
C. Runtime environment and container configuration

Answer: B

NEW QUESTION 10
What does laaS stand for?

A. IT as a Service

B. Integration as a Service
C. Infrastructure as a Service
D. Information as a Service

Answer: C

NEW QUESTION 10
When using vi or vim to edit a file, how do you exit without saving?

A.q!
B.zz
C. wq!
D. :exit

Answer: A

NEW QUESTION 11
Which of the following commands is used to detach a mounted filesystem or storage device?

A. umount
B. mount
C. mkfs
D. fsck

Answer: A

NEW QUESTION 12

A company??s IT associate lists the contents of a directory and sees this line:
-rwsr-x--x 2 bob sales 2047 Oct 10 09:44 sales-report

What happens when Alice from the accounting team tries to execute this file?

A. The script executes using Bob's account.

B. The script executes, but Alice cannot see the results.
C. The script executes and Bob is notified.

D. The script fails to execute; Alice is not on the sales team.
Answer: A

NEW QUESTION 14

The Linux kernel uses a:

A. dual architectureB microkernel architecture

B. monolithic architecture

C. hybrid microkernel architecture

Answer: C

NEW QUESTION 19

A host seems to be running slowly. What command would help diagnose which processes are using system resources?

A. df
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B. free
C. uptime
D. lop

Answer: D

NEW QUESTION 22
What file is created to assemble a Docker image, which contains all the commands a user has to run to make the image from start to finish?

A. DockerBuild
B. Dockerfile
C. BuildFile

D. ImageFile

Answer: B

NEW QUESTION 26
Which of the following standard log files would provide the most detailed information on why a recently upgraded custom kernel failed to boot?

A. /var/log/boot.log
B. /var/log/kern.log
C. Ivar/log/svslog

D. /var/log/auth.log

Answer: B

NEW QUESTION 27
A software development team uses a single physical server for testing the latest code in multiple environments: development, pre-production, and production.
What is the recommended approach to maintain the basic security of these environments?

A. Assign different developers on the team to work on test, pre-pro

B. and prod code.

C. Implement peer review for all the changes deployed into any of the environments

D. Develop and deploy each environment with its own set of software tools.

E. Use different user/group IDs for deploying and running workload in each environment.

Answer: D

NEW QUESTION 32
An IT team is currently implementing a custom software platform to address some key needs of the company. Which of the following is considered a functional
requirement?

A. Identifying the purpose of the proposed system

B. Identifying the users of the proposed system

C. Identifying the development methodology

D. Identifying the technology stack of the proposed system

Answer: A

NEW QUESTION 35
Encryption that uses both a private key and public key is known as what?

A. Key Pair Encryption (symmetric cryptography)

B. HMAC Cryptography (hash based message authentication]
C. Public Key Cryptography (asymmetric cryptography)

D. DPE (dual-phased hybrid encryption]

Answer: C

NEW QUESTION 40

An IT associate would find the log files for syslog in which of the following directories?
A. Ivar/log

B. /usr/local/logs

C. /homel/logs

D. /etc/logs

Answer: A

NEW QUESTION 44

A server on the network is unreachable. What is the best method to verify connectivity between your computer and the remote server?
A. lookup

B. find
C. ping
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D. netstat

Answer: C

NEW QUESTION 49
Which of the following best describes open source compliance?

A. A process by which software components are compiled in a development environment, pushed to staging, and then finally moved to production

B. A process in which various users of open source software observe copyright notices and satisfy license obligations for their open source software components
C. A process by which users of open source software evaluate each line of their code against an open source dictionary to determine which components have
been plagiarized

D. A process by which open source software is first initiated by a requirements analysis, followed by design and then implementation, with a final testing step

Answer: B

NEW QUESTION 53
Which of the following is considered a best practice for hardening SSHD?

A. Using portknocking to protect ssh access for root
B. Completely disabling ssh access

C. Disabling ssh access for root

D. Renaming root to a random name

Answer: C

NEW QUESTION 54
By default, the Linux operating system uses what access control to manage files/users?

A. Discretionary Access Control
B. Mandatory Access Control
C. Least Privilege

D. Full Control

Answer: A

NEW QUESTION 56
Which of the following commands can be used to lock a user??s account so that they cannot log into a Linux server without removing any files, folders, or data?

A. lock

B. usermod
C. userdel
D. chmod

Answer: B

NEW QUESTION 57

Which port is normally required to be open for secure remote interactive shell access to Linux systems?
A. 443/tcp

B. 23/tcp

C. 22/tcp

D. 25/tcp

Answer: C

NEW QUESTION 60

Which of the following best describes the technical term ??Elasticity???

A. The degree to which a system can adapt to dynamic computing demands

B. The degree to which a business accommodates larger loads just by adding resources
C. The degree to which a system consistently performs according to its specifications

D. The ability to meet the business's needs through a variety of cloud offerings

Answer: A

NEW QUESTION 63
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