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NEW QUESTION 1

- (Exam Topic 1)

You need to meet the Intune requirements for the Windows 10 devices.

What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Settings to configure in Azure AD v
Device settings

Mobility (MDM and MAM)
Orgamzational relationships
User settings

Settings to configure in Intune: v

Device compliance

Device configuration

Device enrollment

Mobile Device Management Authority

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/intune/windows-enroll

NEW QUESTION 2

- (Exam Topic 1)

As of March, how long will the computers in each office remain supported by Microsoft? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Seattle: Y
6 months
18 months
24 months
30 months
5 vears

New York: ¥
6 months
18 months
24 months
30 months
5 years

A. Mastered
B. Not Mastered

Answer: A

Explanation:

https://support.microsoft.com/en-gb/help/13853/windows-lifecycle-fact-sheet March Feature Updates: Serviced for 18 months from release date September
Feature Updates: Serviced for 30 months from release date

References:

https://www.windowscentral.com/whats-difference-between-quality-updates-and-feature-updates-windows-10

NEW QUESTION 3

- (Exam Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain named contoso.com that is synced to Microsoft Azure Active Directory (Azure AD).

You manage Windows 10 devices by using Microsoft System Center Configuration Manager (Current

Branch).

You configure a pilot for co-management.

You add a new device named Devicel to the domain. You install the Configuration Manager client on Devicel.

You need to ensure that you can manage Devicel by using Microsoft Intune and Configuration Manager. Solution: You create a device configuration profile from
the Device Management admin center.

Does this meet the goal?
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A. Yes
B. No

Answer: B

Explanation:

It looks like the given answer is correct. There is an on-premises Active Directory synced to Azure Active Directory (Azure AD) So the co-management pathl - Auto-
enroll existing clients 1. Hybrid Azure AD 2. Client agent setting for hybrid Azure AD-join 3. Configure auto-enrollment of devices to Intune 4. Enable co-
management in Configuration Manager

https://docs.microsoft.com/en-us/mem/configmgr/comanage/tutorial-co-manage-client

NEW QUESTION 4

- (Exam Topic 1)

You need to configure a conditional access policy to meet the compliance requirements. You add Exchange Online as a cloud app.
Which two additional settings should you configure in Policyl? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
b4 Conditions

palcy Nt configured > I -

a Inctsde Exchade

Asgignments

Ledect the device siaie condibion uied fo eciude

o devices from palicy
] ups selecte o
o o gured | Dendie Hybed Arune AD fandd (2]
E 0 ] 1
1 app included . it roew) @ ; | evice marked as compliant @
Mot confagured
ol 5
0 ndtians selected L L] "
Not configured 3
Access controls
Li]
2
Biock: &

Enable policy

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Suggested Answer
References:https://docs.microsoft.com/en-us/intune/create-conditional-access-intune

NEW QUESTION 5
- (Exam Topic 2)
You need to meet the technical requirement for the EU PII data. What should you create?

A. a retention policy from the Security & Compliance admin center.

B. a retention policy from the Exchange admin center

C. a data loss prevention (DLP) policy from the Exchange admin center

D. a data loss prevention (DLP) policy from the Security & Compliance admin center

Answer: A

Explanation:

References:

https://docs.microsoft.com/en-us/office365/securitycompliance/retention-policies

EU PII wants both documents and email message to be preserved so S&C Admin Center for Retention. If this was for Email only, this probably could have been
done in EAC.

NEW QUESTION 6

- (Exam Topic 2)

You need to recommend a solution for the security administrator. The solution must meet the technical requirements.
What should you include in the recommendation?

A. Microsoft Azure Active Directory (Azure AD) Privileged Identity Management
B. Microsoft Azure Active Directory (Azure AD) Identity Protection

C. Microsoft Azure Active Directory (Azure AD) conditional access policies

D. Microsoft Azure Active Directory (Azure AD) authentication methods
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Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-condition states clearly that Sign-in risk

NEW QUESTION 7
- (Exam Topic 3)
You need to create the Safe Attachments policy to meet the technical requirements. Which option should you select?

A. Replace

B. Enable redirect
C. Block

D. Dynamic Delivery

Answer: D

Explanation:
Reference:
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/sa

NEW QUESTION 8
- (Exam Topic 3)
You need to create the DLP policy to meet the technical requirements. What should you configure first?

A. sensitive info types

B. the Insider risk management settings
C. the event types

D. the sensitivity labels

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-test-tune-dip-policy ?view=0365-worldwide

NEW QUESTION 9
- (Exam Topic 3)
You need to configure Office on the web to meet the technical requirements. What should you do?

A. Assign the Global reader role to Userl.

B. Enable sensitivity labels for Office files in SharePoint Online and OneDrive.
C. Configure an auto-labeling policy to apply the sensitivity labels.

D. Assign the Office apps admin role to Userl.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels-sharepoint-onedrive-files?view=0

NEW QUESTION 10
- (Exam Topic 3)
You plan to implement the endpoint protection device configuration profiles to support the planned changes. You need to identify which devices will be supported,
and how many profiles you should implement.
What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Supported devices v
Dewice1 only
Dewvice1 and Dewvice2 only
Dewvice1 and Device3 only
Dewvice1, Device2, and Device3
Device1, Device4, and Device5
Device1, Device2, Device3, Device4, and Device5

Number of required profiles v

N L B =

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

Table Description automatically generated

Reference:
https://docs.microsoft.com/en-us/mem/intune/configuration/device-profile-create

NEW QUESTION 10

- (Exam Topic 4)

You are evaluating the required processes for Projectl.

You need to recommend which DNS record must be created while adding a domain name for the project. Which DNS record should you recommend?

A. host (A)

B. host information
C. text (TXT)

D. pointer (PTR)

Answer: A

Explanation:

When you add a custom domain to Office 365, you need to verify that you own the domain. You can do this by adding either an MX record or a TXT record to the
DNS for that domain.

Note:

There are several versions of this question in the exam. The question has two possible correct answers: Text (TXT)
Mail exchanger (MX)

incorrect answer options you may see on the exam include the following: alias (CNAME)

Host (A) host (AAA)

Pointer (PTR) Name Server (NS)

host information (HINFO) pointer (PTR)

Reference:
https://docs.microsoft.com/en-us/office365/admin/get-help-with-domains/create-dns-records-at-any-dns-hosting

NEW QUESTION 15

- (Exam Topic 4)

You need to ensure that all the sales department users can authenticate successfully during Projectl and Project2.
Which authentication strategy should you implement for the pilot projects?

A. pass-through authentication

B. pass-through authentication and seamless SSO

C. password hash synchronization and seamless SSO
D. password hash synchronization

Answer: C

Explanation:

Projectl: During Projectl, the mailboxes of 100 users in the sales department will be moved to Microsoft 365. Project2: After the successful completion of Projectl,
Microsoft Teams & Skype for Business will be enabled in Microsoft 365 for the sales department users.

After the planned migration to Microsoft 365, all users must be signed in to on-premises and cloud-based applications automatically.

Fabrikam does NOT plan to implement identity federation.

After the planned migration to Microsoft 365, all users must continue to authenticate to their mailbox and to SharePoint sites by using their UPN.

You need to enable password hash synchronization to enable the users to continue to authenticate to their mailbox and to SharePoint sites by using their UPN.
You need to enable SSO to enable all users to be signed in to on-premises and cloud-based applications automatically.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 17

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant.

The Microsoft Secure Score for the tenant is shown in the following exhibit.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\-/ Exam Recommend!! Get the Full MS-102 dumps in VCE and PDF From SurePassExam
L' Sure PaSS https://lwww.surepassexam.com/MS-102-exam-dumps.html (312 New Questions)

Microsoft Secure Score

Overview  Improvement actions  History  Metrics & trends

ACtions you can take 10 improve your Microsoft Securé Score. Score updates may take up 10 24 hours
Export 12 itemns 2 Search Y Filter |= Group by

Applied 5

Fuank improvement action Score impact Points achweved

1 Requure MEA for administrative roles «16.95% 0,10

. Ensure all users can complete multi-factor authentication for, «1525% ore

3 Enable policy to block legacy authentication +13.36% 0/8

4 Turn on user nsk policy «11.86% 07

3 Turn on sign-in risk policy «11.86% 07

& Do not allow users to grant consent (o unmanaged applicatio «6,78%

7 Enable self-service password reset +1.69% o

8 Turn on customer lockbox feature =1.69% 0/1

g Use limited administrative roles « 1.69% 21

10 Designate more than one global admin «1.69% 01

You plan to enable Security defaults for Azure Active Directory (Azure AD). Which three improvement actions will this affect?

A. Require MFA for administrative roles.

B. Ensure all users can complete multi-factor authentication for secure access
C. Enable policy to block legacy authentication

D. Enable self-service password reset

E. Use limited administrative roles

Answer: ABC

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults

NEW QUESTION 18

- (Exam Topic 5)

Your network contains an Active Directory forest named contoso.local.

You purchase a Microsoft 365 subscription.

You plan to move to Microsoft 365 and to implement a hybrid deployment solution for the next 12 months. You need to prepare for the planned move to Microsoft
365.

What is the best action to perform before you implement directory synchronization? More than one answer choice may achieve the goal. Select the BEST answer.

A. Purchase a third-party X.509 certificate.
B. Create an external forest trust.

C. Rename the Active Directory forest.

D. Purchase a custom domain name.

Answer: D

Explanation:

The first thing you need to do before you implement directory synchronization is to purchase a custom domain name. This could be the domain name that you use
in your on-premise Active Directory if it's a routable domain name, for example, contoso.com.

If you use a non-routable domain name in your Active Directory, for example contoso.local, you'll need to add the routable domain name as a UPN suffix in Active
Directory.

Incorrect:

Not C: No need to rename the Active Directory forest. As we use a non-routable domain name contoso.local, we just need to add the routable domain name as a
UPN suffix in Active Directory.

Reference:

https://docs.microsoft.com/en-us/office365/enterprise/set-up-directory-synchronization

NEW QUESTION 21

- (Exam Topic 5)

You have a Microsoft 365 subscription that links to an Azure Active Directory (Azure AD) tenant named contoso.onmicrosoft.com.
A user named Userl stores documents in Microsoft OneDrive.

You need to place the contents of Userl’s OneDrive account on an eDiscovery hold.

Which URL should you use for the eDiscovery hold? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

https:// v | v
onedrive live.com/ Userl
contoso.onmicrosoft.com/ Sites/User1
contoso.sharepoint.com/ contoso_onmicrosoft_com/Userl
contoso-my.sharepoint.com/ personal/User1_contoso_onmicrosoft_com
A. Mastered

B. Not Mastered
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Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-ediscovery-holds

NEW QUESTION 22

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these

guestions will not appear in the review screen.

You have a Microsoft 365 subscription.

From the Microsoft 365 Defender, you create a role group named US eDiscovery Managers by copying the eDiscovery Manager role group.

You need to ensure that the users in the new role group can only perform content searches of mailbox content for users in the United States.

Solution: From the Microsoft 365 Defender, you modify the roles of the US eDiscovery Managers role group. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 23
- (Exam Topic 5)
You have a Microsoft 365 E5 subscription that uses Microsoft intune. The subscription contains the resources shown in the following table.
| Name Type ' Member of |
Userl User Group1

Devicel | Device | Group?2

Userl is the owner of Devicel.
You add Microsoft 365 Apps Windows 10 and later app types to Intune as shown in the following table. On Thursday, you review the results of the app
deployments.

Mame Shows in Assignment | Microsoft Office Day of
Company Portal app to install creation

AppT (=3 Group1 - Word Maonday
Required

App2 Yes Group? Exce Tuesday
Required

App3 Yes Group PowerFPoint Wednesday
Available

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes MNa
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area

Statements Yes No

NEW QUESTION 24

- (Exam Topic 5)

You have a hybrid Azure Active Directory (Azure AD) tenant and a Microsoft Endpoint Configuration Manager deployment.
You have the devices shown in the following table.
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Name Platform Configuration
Devicel Windows 10 Hybrid joined to on-premises Active Directory and
Azure AD only
Device2 Windows 10 Joined to Azure AD and enrolled in Configuration
Manager only
Device3 Windows 10 Enrolled in Microsoft Endpoint Manager and has
the Configuration Manager agent installed only

You plan to enable co-management.

You need to identify which devices support co-management without requiring the installation of additional
software.

Which devices should you identify?

A. Devicel only

B. Device2 only

C. Device3 only

D. Device2 and Device3 only

E. Devicel, Device2, and Device3

Answer: D

NEW QUESTION 29

- (Exam Topic 5)

You have a Microsoft 365 tenant.

You plan to manage incidents in the tenant by using the Microsoft 365 security center.

Which Microsoft service source will appear on the Incidents page of the Microsoft 365 security center?

A. Microsoft Defender for CloudUse the
B. Microsoft Purview

C. Azure Arc

D. Microsoft Defender for Identity

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender/investigate-alerts ?view=0365-worldwide

NEW QUESTION 32

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. You deploy an Azure AD tenant.

Another administrator configures the domain to synchronize to Azure AD.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to Azure AD. All the other user accounts synchronized successfully.
You review Azure AD Connect Health and discover that all the user account synchronizations completed successfully.

You need to ensure that the 10 user accounts are synchronized to Azure AD.

Solution: From the Synchronization Rules Editor, you create a new outbound synchronization rule. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

The question states that “all the user account synchronizations completed successfully”. Therefore, the synchronization rule is configured correctly. It is likely that
the 10 user accounts are being excluded from the synchronization cycle by a filtering rule.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-configure-filtering

NEW QUESTION 33
- (Exam Topic 5)
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.

Name | Azure Active Directory Microsoft Store for Member
| _ (Azure AD) role _ Business role | of
| User1 | Application administrator | Basic Purchaser | Group]
| User | None — | Purchaser __| GroupZ
Userd | None | Basic Purchaser | Group3

You perform the following actions:

® Provision the private store in Microsoft Store for Business.

» Add an app named Appl to the private store.

> Set Private store availability for App1 to Specific groups, and then select Group3.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No

User1 can install App1 from the private store. O O
User2 can install App1 from the private store. O O
User3 can install App1 from the private store. O O

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Text Description automatically generated

Reference:

https://docs.microsoft.com/en-us/microsoft-store/app-inventory-management-microsoft-store-for-business#priva

NEW QUESTION 34

- (Exam Topic 5)

Your company has a Microsoft E5 tenant.

The company must meet the requirements of the ISO/IEC 27001:2013 standard. You need to assess the company’s current state of compliance.
What should you use?

A. eDiscovery

B. Information governance

C. Compliance Manager

D. Data Subject Requests (DSRs)

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/compliance/regulatory/offering-iso-27001

NEW QUESTION 37

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 E3 subscription.

You plan to launch Attack simulation training for all users.

Which social engineering technique and training experience will be available? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
Social engineering technigue: v
Credential harvest
Link to malware
| Malware attachment
Training experience: v
Identity Theft
Mass Market Phishing
| Web Phishing
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Credential Harvest

Attack simulation training offers a subset of capabilities to E3 customers as a trial. The trial offering contains the ability to use a Credential Harvest payload and the
ability to select 'ISA Phishing' or '"Mass Market Phishing' training experiences. No other capabilities are part of the E3 trial offering.

Note: In Attack simulation training, multiple types of social engineering techniques are available: Credential Harvest

Malware Attachment Link to Malware Etc.

Box 2: Mass Market Phishing Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/attack-simulation-training-get-start

NEW QUESTION 42
- (Exam Topic 5)
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You have a Microsoft 365 E5 subscription. The subscription contains users that have the following types of devices:

* Windows 10
* Android
*«0OS

On which devices can you configure the Endpoint DLP policies?

A. Windows 10 only

B. Windows 10 and Android only
C. Windows 10 and macO Sonly
D. Windows 10, Android, and iOS

Answer: C

Explanation:

Endpoint data loss prevention (Endpoint DLP) extends the activity monitoring and protection capabilities of DLP to sensitive items that are physically stored on
Windows 10, Windows 11, and macOS (Catalina 10.15 and higher) devices. Once devices are onboarded into the Microsoft Purview solutions, the information
about what users are doing with sensitive items is made visible in activity explorer and you can enforce protective actions on those items via DLP policies.

https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dlp-learn-about?view=0365-worldwide

NEW QUESTION 46
- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps.

You need to create a policy that will generate an email alert when a banned app is detected requesting permission to access user information or data in the

subscription.

What should you configure? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Anvwer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Anveer Area

NEW QUESTION 49
- (Exam Topic 5)

You have a Microsoft 365 subscription that contains three groups named All users, Sales team, and Office users, and two users shown in the following table.

Name Member of
User1 All users, Sales team
User2 All users, Office users

In Microsoft Endpoint Manager, you have the Policies for Office apps settings shown in the following exhibit.

Creale

Name

Policy configurations

Reorder priarity

Priority T B CIT TS
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The policies use the settings shown in the following table.

Policy Default Shared Folder Location Default

Office
Theme

Allusers | hitps isharepoint contoso comfaddins_all_users Colorful

Office https isharepoint contoso. comiaddins_office users White

Users

Policy

Sales httpsisharepoint contoso com‘addins_sales_team_users_ Dark

Team Gray

Policy

What is the default share folder location for Userl and the default Office theme for User2? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

The default shared folder location for User1 is \ 4

hitps.//sharepoint contoso.com/addins_all_users
hitps://sharepoint contoso.com‘addins_office_users
hitps://sharepoint. contoso.com/addins_sales_team_users_

The default Office theme for User 2 is v
Colorful
Dark Gray
White
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Table Description automatically generated

Reference:
https://docs.microsoft.com/en-us/deployoffice/overview-office-cloud-policy-service

NEW QUESTION 50
- (Exam Topic 5)
You have a Microsoft 365 E5 subscription that contains the resources shown in the following table.

Name Type
Group1 | Microsoft 365 group
Group2 | Distribution group
Site1 Microsoft SharePoint site

You create a sensitivity label named Labell. To which resource can you apply Labell?

A. Groupl only

B. Group2 only

C. Sitel only

D. Groupl and Group2 only
E. Groupl, Group2, and Sitel

Answer: E

Explanation:

Assign sensitivity labels to Microsoft 365 groups in Azure Active Directory

Azure Active Directory (Azure AD), part of Microsoft Entra, supports applying sensitivity labels published by the Microsoft Purview compliance portal to Microsoft
365 groups.

In addition to using sensitivity labels to protect documents and emails, you can also use sensitivity labels to protect content in the following containers: Microsoft
Teams sites, Microsoft 365 groups (formerly Office 365 groups), and SharePoint sites.

When you configure a label policy, you can:

Choose which users and groups see the labels. Labels can be published to any specific user or email-enabled security group, distribution group, or Microsoft 365
group (which can have dynamic membership) in Azure AD.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels-teams-groups-sites
https://learn.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels ?view=0365-worldwide

NEW QUESTION 55

- (Exam Topic 5)

You have a Microsoft 365 tenant.

You plan to enable BitLocker Disk Encryption (BitLocker) automatically for all Windows 10 devices that enroll in Microsoft Intune.
What should you use?

A. an attack surface reduction (ASR) policy
B. an app configuration policy

C. a device compliance policy

D. a device configuration profile
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Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/encrypt-devices

NEW QUESTION 60
- (Exam Topic 5)

HOTSPOT
Your network contains an on-premises Active Directory domain. The domain contains the servers shown in the following table.
Name Operating system Configuration
Server] | Windows Server2022 | Domain controller |
ServerZ | Windows Server 2016 Member server
[ Server3 | Server Core installation of Windows | Member server |
Server 2022

| -

IR S i - c— == o S — S o i - —— S —

You purchase a Microsoft 365 E5 subscription.

You need to implement Azure AD Connect cloud sync.

What should you install first and on which server? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Install: i v
The Azure AD Application Proxy connector
Azure AD Connect =
The Azure AD Connect provisioning agent
Active Directory Federation Services (AD FS)

Server: w

Serverl only

Server2 only

Server3 only

Serverl or Server2 only
Serverl or Server3 only
Serverl, ServerZ, or Server3

it

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: The Azure AD Connect provisioning agent Install the Azure AD Connect provisioning agent

How is Azure AD Connect cloud sync different from Azure AD Connect sync?

With Azure AD Connect cloud sync, provisioning from AD to Azure AD is orchestrated in Microsoft Online Services. An organization only needs to deploy, in their
on-premises or laaS-hosted environment, a

light-weight agent that acts as a bridge between Azure AD and AD. The provisioning configuration is stored in Azure AD and managed as part of the service.
Box 2: Serverl or Server2 only.

Cloud provisioning agent requirements include:

* An on-premises server for the provisioning agent with Windows 2016 or later.

This server should be a tier 0 server based on the Active Directory administrative tier model. Installing the agent on a domain controller is supported.

Note: Windows Server Core is a minimal installation option for the Windows Server operating system (OS) that has no GUI and only includes the components
required to perform server roles and run applications.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/cloud-sync/how-to-install https://docs.microsoft.com/en-us/azure/active-directory/cloud-sync/how-to-
prerequisites

NEW QUESTION 65

- (Exam Topic 5)

Your network contains an on-premises Active Directory domain named contoso.local. The domain contains five domain controllers.

Your company purchases Microsoft 365 and creates an Azure AD tenant named contoso.onmicrosoft.com. You plan to install Azure AD Connect on a member
server and implement pass-through authentication. You need to prepare the environment for the planned implementation of pass-through authentication. Which
three actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. From a domain controller install an Authentication Agent

B. From the Microsoft Entra admin center, confiqure an authentication method.
C. From Active Director,' Domains and Trusts add a UPN suffix

D. Modify the email address attribute for each user account.

E. From the Microsoft Entra admin center, add a custom domain name.

F. Modify the User logon name for each user account.

Answer: ABE
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Explanation:

Deploy Azure AD Pass-through Authentication Step 1: Check the prerequisites

Ensure that the following prerequisites are in place. In the Entra admin center

* 1. Create a cloud-only Hybrid Identity Administrator account or a Hybrid Identity administrator account on your Azure AD tenant. This way, you can manage the
configuration of your tenant should your on-premises services fail or become unavailable.

(E) 2. Add one or more custom domain names to your Azure AD tenant. Your users can sign in with one of these domain names.

(A) In your on-premises environment

* 1. Identify a server running Windows Server 2016 or later to run Azure AD Connect. If not enabled already, enable TLS 1.2 on the server. Add the server to the
same Active Directory forest as the users whose passwords you need to validate. It should be noted that installation of Pass-Through Authentication agent on
Windows Server Core versions is not supported.

* 2. Install the latest version of Azure AD Connect on the server identified in the preceding step. If you already have Azure AD Connect running, ensure that the
version is supported.

* 3. Identify one or more additional servers (running Windows Server 2016 or later, with TLS 1.2 enabled) where you can run standalone Authentication Agents.
These additional servers are needed to ensure the high availability of requests to sign in. Add the servers to the same Active Directory forest as the users whose
passwords you need to validate.

* 4. Etc.

(B) Step 2: Enable the feature

Enable Pass-through Authentication through Azure AD Connect.

If you're installing Azure AD Connect for the first time, choose the custom installation path. At the User

sign-in page, choose Pass-through Authentication as the Sign On method. On successful completion, a Pass-through Authentication Agent is installed on the
same server as Azure AD Connect. In addition, the Pass-through Authentication feature is enabled on your tenant.

Incorrect:

Not C: From Active Directory Domains and Trusts, add a UPN suffix Not D. Modify the email address attribute for each user account.

Not F. Modify the User logon name for each user account. Reference:
https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/how-to-connect-pta-quick-start

NEW QUESTION 69

- (Exam Topic 5)

You have an Azure subscription and an on-premises Active Directory domain. The domain contains 50 computers that run Windows 10.

You need to centrally monitor System log events from the computers.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point. i
In Azure: F

Add and configure the Diagnostics settings for the Azure Activity Log.
Add and configure an Azure Log Analytics workspace.

Add an Azure Storage account and Azure Cognitive Search

Add an Azure Storage account and a file share.

On the computers: v
Create an event subscription.

Modify the membership of the Event Log Readers group.
Enroll in Microsoft Endpoint Manager.

Install the Microsoft Monitoring Agent.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/learn/quick-collect-windows-computer

NEW QUESTION 74

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 tenant.

You need to create a custom Compliance Manager assessment template.

Which application should you use to create the template, and in which file format should the template be saved? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.
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Application: v

Microsoft Excel
Microsoft Forms
Microsoft Word
Visual Studio Code

File format: v
csv
dbx
docx
dotx
json
xlsx
xltx

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-templates-create?view=0365

NEW QUESTION 77

- (Exam Topic 5)

HOTSPOT

You have an Azure AD tenant that contains the administrative units shown in the following table.

Name Members
AL User1, User2
A2 User3

You have the following users:

> A user named User1 that is assigned the Password Administrator for AU1 and AU2.

> A user named User2 that is assigned the User Administrator for AU1.

> A user named User3 that is assigned the User Administrator for the tenant.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
User1 can reset the password of User3. E:I E _
User2 can update the display name of User1. I :
User1 can resel the password of User2. : J

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: No
Userl is assigned the Password Administrator for AU1 and AU2. User3 is in AU2. User3 is User Adminstrator.
Password administrators cannot reset User Administrators passwords. Note: Password Administrator
Users with this role have limited ability to manage passwords. This role does not grant the ability to manage service requests or monitor service health. Whether a
Password Administrator can reset a user's password depends on the role the user is assigned.
Role that password can be reset Password Helpdesk Auth User Privileged Auth  Global

Admin Admin Admin Admin Admin Admin
—
Lser Admin 4 '
e —
sage Summarny Reports Reader o o o o o
Box 2: Yes
Box 3: No

Userl is assigned the Password Administrator for AU1 and AU2. User2 is in AUL. User2 is User Adminstrator.
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Password administrators cannot reset User Administrators passwords.

Note: User Administrator

Can manage all aspects of users and groups, including resetting passwords for limited admins. Reference:
https://learn.microsoft.com/en-us/azure/active-directory/roles/permissions-reference#who-can-reset-passwords https://learn.microsoft.com/en-us/azure/active-
directory/roles/permissions-reference

NEW QUESTION 80

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.
Solution: From the Microsoft 365 admin center, you assign SecAdminl the Exchange admin role. Does this meet the goal?

A.Yes
B. No

Answer: B

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwi

NEW QUESTION 85

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed.

Solution: From the Settings app, you select Update & Security to view the update history.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 86
- (Exam Topic 5)
You have a Microsoft 365 subscription that contains the domains shown in the following exhibit.

Domains

Add domain = Buy domain

Domain name | Status <o columnsg

U

Subl.contoso2 21018.onmicrosoft.com (D...

Infomplete Latup

|

contos0.com

Ll contoso22 1018.onmicrosoft.com

@ O o »

Incomplete setup

Sub2.contosod 2 1018 onmicrosolt.com

L

Which domain name suffixes can you use when you create users?

A. only Subl.contoso0221018.onmicrosoft.com

B. onlycontoso.com and Sub2.contos0221018.onmicrosoft.com

C. onlvcontoso221018.onmicrosoft.com, Sub.contoso221018.onmicrosoft.com, and Sub2.contos0221018.onmicrosoft.com
D. all the domains in the subscription

Answer: B

NEW QUESTION 90

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant that contains 500 Android devices enrolled in Microsoft Intune. You need to use Microsoft Endpoint Manager to deploy a
managed Google Play app to the devices.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
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Actions Answer Area

Create an app configuration policy
Link the account to Intune

Create a Microsoft account

Configure a mobile device management
| (MDM) push certificate

Add the app

Create a Google account

Assign the app

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/apps-add-android-for-work#assign-a-managed-google-play-a

NEW QUESTION 94
- (Exam Topic 5)

HOTSPOT
You have an Azure AD tenant named contoso.com that contains the users shown in the following table.
- Name | Member of | Multi-Factor Auth Status

lser] Lroup | Disabled

ser2 | Group! Enforced

Multi-factor authentication (MFA) is configured to use 131.107.5.0/24 as trusted IPs. The tenant contains the named locations shown in the following table.

Name | IP address range Trusted location

1 1 T #

4 4

] v F € " ] \
110900/ 24 Yer

| SN £ 49 i

You create a conditional access policy that has the following configurations:

> Users or workload identities assignments: All users
> Cloud apps or actions assignment: Appl

» Conditions: Include all trusted locations

® Grant access: Require multi-factor authentication

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
Answer Area

Statements

When User1 connects to App1 from a device that has an IP
address of 121.107.50.10, User1 must use MFA.

When UserZ2 connects to App1 from a device that has an IP
address of 131.107.20.15, User2 must use MFA.

When User2 connects to App1 from a device that has an IP
address of 131.107.5.5, UserZ must use MFA.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: Yes

Yes
Py

D=0

No

*131.107.50.10 is in a Trusted Location so the conditional access policy applies. The policy requires MFA. However, Userl’s MFA status is disabled. The MFA
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requirement in the conditional access policy will override the user's MFA status of disabled. Therefore, Userl must use MFA.

Box 2: Yes.

*131.107.20.15 is in a Trusted Location so the conditional access policy applies. The policy requires MFA so User2 must use MFA.
Box 3: No.

IP not from Trusted Location so Policy does not apply, Subnet 131.107.5.5 is not in the range of 131.107.50.0/24

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition

NEW QUESTION 96

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that has Microsoft Defender for Endpoint integrated with Microsoft Endpoint Manager.
Devices are onboarded by using Microsoft Defender for Endpoint.

You plan to block devices based on the results of the machine risk score calculated by Microsoft Defender for Endpoint.

What should you create first?

A. a device configuration policy

B. a device compliance policy

C. a conditional access policy

D. an endpoint detection and response policy

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/advanced-threat-protection-configure

NEW QUESTION 100

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the users shown in the following table.

Name UPN suffix

Userl | Contoso.com

User? | Fabrikam.com

The domain syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click the Exhibit tab.)

PROVISION FROM ACTIVE DIRECTORY
p"‘"‘ Azure AD Connect cloud provisioning

—
This feature allows you to manage provisioning from the cloud.
Manage provisioning (FPreview)
Azure AD Connect sync
Sync Status Enabled
Last Sync Less than 1 hour ago
Password Hash Sync Enabled

USER SIGN-IN

__3 Federation Disabled 0 domains

Seamless single sign-on Enabled 1 domain

Pass-through authentication Enabled 2 agents

User2 fails to authenticate to Azure AD when signing in as user2@fabrikam.com. You need to ensure that User2 can access the resources in Azure AD.
Solution: From the on-premises Active Directory domain, you set the UPN suffix for User2 to @contoso.com. You instruct User2 to sign in as user2@contoso.com.
Does this meet the goal?

A. Yes
B. No

Answer: A
Explanation:
The on-premises Active Directory domain is named contoso.com. You can enable users to sign on using a

different UPN (different domain), by adding the domain to Microsoft 365 as a custom domain. Alternatively, you can configure the user account to use the existing
domain (contoso.com).

NEW QUESTION 103
- (Exam Topic 5)
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From the Microsoft 365 compliance center, you configure a data loss prevention (DLP) policy for a Microsoft SharePoint Online site named Sitel. Sitel contains
the roles shown in the following table.

Role Member
; Site owner Prvi *
Site member | User1 |
 Site visitor | User2 |

Prvi creates the files shown in the exhibit. (Click the Exhibit tab.)

Search Documents - M T Upload & Ouick edit 8 Sync = AN Do 7 O
Documents
[ Mame iodiind Wodidued By Add eoburmn
a Filel.diogu KD B I

2 FileZdoox 4t s

Fale3.docy 12 r—

o

Which files can Userl and User2 open? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

User1: -

File1.docx only
File1.docx and File2.docx only
File1.docx, File2.docx, and File3.docx

UserZ:
File1.docx only
File1.docx and File2.docx only
File1.docx, File2.docx, and File3.docx
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

Reference:

https://sharepointmaven.com/4-security-roles-of-a-sharepoint-site/ https://gcc.microsoftcrmportals.com/blogs/office365-news/190220SPIicons/

NEW QUESTION 107

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdmin1.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and
OneDirive.

Solution: From the Microsoft 365 admin center, you assign SecAdminl the SharePoint admin role. Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwi

NEW QUESTION 108
- (Exam Topic 5)
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You have a Microsoft 365 E5 tenant.

You plan to deploy 1.000 new iOS devices to users. The devices will be shipped directly from the supplier to the users.
You need to recommend a Microsoft Intune enroliment option that meets the following requirements:

» Minimizes user interaction

» Minimizes administrative effort

» Automatically installs corporate apps What should you recommend?

A. Automated Device Enroliment (ADE)
B. bring your own device (BYOD) user and device enroliment
C. Apple Configurator enrollment

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/ios-enroll

NEW QUESTION 111

- (Exam Topic 5)

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365.

You need to ensure that users are prevented from opening or downloading malicious files from Microsoft Teams, OneDrive, or SharePoint Online.
What should you do?

A. Create a newAnti-malware policy

B. Configure the Safe Links global settings.

C. Create a new Anti-phishing policy

D. Configure the Safe Attachments global settings.

Answer: D

Explanation:

Safe Attachments for SharePoint, OneDrive, and Microsoft Teams

In organizations with Microsoft Defender for Office 365, Safe Attachments for SharePoint, OneDrive, and Microsoft Teams provides an additional layer of
protection against malware. After files are asynchronously scanned by the common virus detection engine in Microsoft 365, Safe Attachments opens files in a
virtual environment to see what happens (a process known as detonation). Safe Attachments for SharePoint, OneDrive, and Microsoft Teams also helps detect
and block existing files that are identified as malicious in team sites and document libraries.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/safe-attachments-for-spo-odfb-team

NEW QUESTION 114
- (Exam Topic 5)
You enable the Azure AD ldentity Protection weekly digest email. You create the users shown in the following table.

Name Role
Admin1 Security reader

Admin2 User administrator

Admin3 Security administrator

Admind Compliance administrator

Which users will receive the weekly digest email automatically?

A. Admin2, Admin3, and Admin4 only

B. Adminl, Admin2, Admin3, and Admin4
C. Admin2 and Admin3 only

D. Admin3 only

E. Adminl and Admin3 only

Answer: E

Explanation:

By default, all Global Admins receive the email. Any newly created Global Admins, Security Readers or Security Administrators will automatically be added to the
recipients list.

NEW QUESTION 118

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that contains 200 Android devices enrolled in Microsoft Intune. You create an Android app protection policy named
Policy! that is targeted to all Microsoft apps and assigned to all users.

Policy! has the Data protection settings shown in the following exhibit.
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Select apps to exempt m
Save copies of org data (i) Allow

Allow user to save copies to 'l SharePaint e
selected services (i)

Transfer telecommunicationdatato (i) | Amy Dialer App N
Dialer App Package ID

Dialer App Name

Received data from other apps (i) All Apps R
Open datainto Org documents (i) Allow Block

Allow users to open data from 1 enlecied v
services ()

Restrict cut, copy, and paste between Policy managed apps with paste in W
other apps (i}

Cut and copy character limit 0
for any app

Screen capture and Google Assistant (i) Block

Approved keyboards (i) Require Mot required

Select keyboards to approve Select

Use the drop-down menus to select 'he answer choice that completes each statement based on the information presented in the graphic.

Answer Area
& user can copy files from Micrasoft OneDrive to [answer cholce] only. -
Onelrive
local storage
Microsoft SharePaint Online
Microsoft SharePgint Online and CneDrive
A user can copy and paste text from [answer cholce] to Microsoft b 4
Word document stored in Microsoft OneDrive. | any app
only managed apps
only unmanaged apps
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
A user can copy files from Microsaft OneDrive to [answer choice] only. v
OneDrive
| Microsoft SharePaint Online I
ine and OneDrive
.
A user can copy and paste text from [answer cholce] to Microsoft v
Word document stored in Microsoft OneDrive. [ anv a |
only managed apps
only unmanaged apps

NEW QUESTION 123

- (Exam Topic 5)

DRAG DROP

You have a Microsoft 365 E5 subscription that contains two groups named Groupl and Group2. You heed to ensure that each group can perform the tasks shown
in the following table.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\-/ Exam Recommend!! Get the Full MS-102 dumps in VCE and PDF From SurePassExam
LI Sure PaSS https://lwww.surepassexam.com/MS-102-exam-dumps.html (312 New Questions)

Group _ Task

Grouy . danage semnvice requests

L] SO0 USErs ang Qrouns
[ reateée and Manace USer yvidawe

. pdate password expiration pohoes

The solution must use the principle of least privilege.

Which role should you assign to each group? To answer, drag the appropriate roles to the correct groups. Each role may be used once, more than once, or not at
all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Roles Answer Area
ey —— TR e )
T.,||||r'|r:, Administrator Group1 Role
‘Global Administrator . i B
Group? Role

fHeIpm‘-ak Adminstrator

‘License Administrator

"Service Support Administrator

Fl,lw Administrator

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Billing admin manage service request

Purchase new services Etc.

Assign the Billing admin role to users who make purchases, manage subscriptions and service requests, and monitor service health.
Box 2: User admin User admin

Assign the User admin role to users who need to do the following for all users:

- Add users and groups

- Assign licenses

- Manage most users properties

- Create and manage user views

- Update password expiration policies

- Manage service requests

- Monitor service health Reference:
https://learn.microsoft.com/en-us/microsoft-365/admin/add-users/about-admin-roles

NEW QUESTION 124

- (Exam Topic 5)

You have a Microsoft 365 F5 subscription.

You plan to deploy 100 new Windows 10 devices.

You need to order the appropriate version of Windows 10 for the new devices. The version must Meet the following requirements.
Be serviced for a minimum of 24 moths.

Support Microsoft Application Virtualization (App-V) Which version should you identify?

A. Window 10 Pro, version 1909
B. Window 10 Pro, version 2004
C. Window 10 Pro, version 1909
D. Window 10 Enterprise, version 2004

Answer: D

Explanation:

Reference:

https://docs.microsoft.com/en-us/windows/release-health/release-information https://docs.microsoft.com/en-us/windows/application-management/app-v/appv-
supported-configurations

NEW QUESTION 128

- (Exam Topic 5)

You use Microsoft Defender for Endpoint.

You have the Microsoft Defender for Endpoint device groups shown in the following table
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Name Rank Members
Croupt 1 Operating system in Windows 10
Group2 2 Name ends with London
Group3 gﬂpfé'anng system in Windows Server
Ungrouped
machines (default) Last Not apphicable

You plan to onboard computers to Microsoft Defender for Endpoint as shown in the following table.

Name Operating system
Computer!-London Windows 10
Server!-London Windows Server 2016
Answer Area

Computer1-London: v
Group1
Group2
Group3
Ungrouped machines
Server1-London: | W
Group1
Group2
Group3
Ungrouped machines
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Computer1-London: v
Group1
Group2
Group3
Ungrouped machines
Server1-London: v
Group1
Group2
Group3

Ungrouped machines

NEW QUESTION 131

- (Exam Topic 5)

You have a Microsoft 365 subscription. You have a user named Userl. You need to ensure that Used can place a hold on all mailbox content. What permission
should you assign to Userl?

A. the Information Protection administrator ide from the Azure Active Directory admin center.
B. the eDiscovery Manager tote from the Microsoft 365 compliance center.

C. the Compliance Management role from the Exchange admin center.

D. the User management administrator role from the Microsoft 365 admin center.

Answer: B

NEW QUESTION 134

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant that uses Microsoft Intune. You need to configure Intune to meet the following requirements:
> Prevent users from enrolling personal devices.

» Ensure that users can enroll a maximum of 10 devices.

What should you use for each requirement? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Prevent users from enrolling
personal devices: v

Ensure that users can enroll a

Conditional access policies
Device categories

Device limit restrictions
Device type restrictions

maximum of 10 devices: v

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, chat or text message Description automatically generated

Reference:

https://docs.microsoft.com/en-us/mem/intune/enroliment/enroliment-restrictions-set#blocking-personal-window

Conditional access policies
Device categories

Device limit restrictions
Device type restrictions

NEW QUESTION 139

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.

Name Platform
Deviced MacOs
Device? Windows 10 Pro
Devicel Windaws 10 Enterprise
Deviced Ubuntu 1804 LTS

You plan to implement attack surface reduction (ASR) rules. Which devices will support the ASR rules?

A. Device 1, Device2, and Device3 only

B. Device3 only

C. Device2 and Device3 only
D. Devicel, Device2, Devices and Device4

Answer: C

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/enable-attack-surface-reduction?vie

NEW QUESTION 140

- (Exam Topic 5)
HOTSPOT

You have a Microsoft 365 subscription that contains a Microsoft SharePoint Online site named Sitel. Sitel has he files in the following table.

Number of IP
addresses in the file

File1.docx

File2 txt

File3.xIsx

Filed.bmp

Ld [ | S | =

File5.doc

5

The Sitel users are assigned the roles shown in the following table.

Name | Role

User1 | Owner

User2 | Visitor

You create a data less prevention (DLP) policy names Policyl as shown in the following exhibit.
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MNew DLP policy

Review your settings

Termplate name Edit

Chaososs tha inf thon to protect
i Custom policy

Policy name
Paolicyt

Dascrption

Applies to content in these locations
Rurview your setiings SharePoint sites

N @ @ & @

Policy sattings

i the content contains these types of sensithre infor 1P Address
then notify people with a pohcy tip and emal meésiage.

W there are at least 2 instances of the same type of sensitive info,
black access 1o the content.

Turmn policy on after it's created? Edin

L H

How many files will be visible to userl and User2 after Policy' is applied to answer, selected select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
Answer Area

User1: v
1
2
3
4
5
User2: v
1
2
3
4
5
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
User1: v
1
P
3
4
5
User2: v
B
2
3
4
5
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NEW QUESTION 143

- (Exam Topic 5)

Your network contains an Active Directory domain named adatum.com that is synced to Azure AD. The domain contains 100 user accounts.
The city attribute for all the users is set to the city where the user resides.

You need to modify the value of the city attribute to the three-letter airport code of each city. What should you do?

A. From Windows PowerShell on a domain controller, run the Gec-ADUser and Sec-ADUser cmdlets.

B. From Azure Cloud Shell, run the Gec-ADUser and Sec-ADUser cmdlets.

C. From Windows PowerShell on a domain controller, run the Gec-MgUser and Updace-MgUser cmdlets.
D. From Azure Cloud Shell, run the Gec-MgUser and Update-MgUser cmdlets.

Answer: A

Explanation:

The user accounts are synced from the on-premise Active Directory to the Microsoft Azure Active Directory (Azure AD). Therefore, the city attribute must be
changed in the on-premise Active Directory.

You can use Windows PowerShell on a domain controller and run the Get-ADUser cmdlet to get the required users and pipe the results into Set-ADUser cmdlet to
modify the city attribute.

Note:

There are several versions of this question in the exam. The question has two possible correct answers:

* 1. From Windows PowerShell on a domain controller, run the Get-ADUser and Set-ADUser cmdlets.

* 2. From Active Directory Administrative Center, select the Active Directory users, and then modify the Properties settings.

Other incorrect answer options you may see on the exam include the following:

* 1. From the Azure portal, select all the Azure AD users, and then use the User settings blade.

* 2. From Windows PowerShell on a domain controller, run the Get-AzureADUser and Set-AzureADUser cmdlets.

* 3. From the Microsoft 365 admin center, select the users, and then use the Bulk actions option.

* 4. From Azure Cloud Shell, run the Get-ADUser and Set-ADUser cmdlets. Reference:
https://docs.microsoft.com/en-us/powershell/module/addsadministration/set-aduser

NEW QUESTION 147

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

Conditional Access is configured to block high-risk sign-ins for all users.

All users are in France and are registered for multi-factor authentication (MFA). Users in the media department will travel to various countries during the next
month.

You need to ensure that if the media department users are blocked from signing in while traveling, the users can remediate the issue without administrator
intervention. What should you configure?

A. an exclusion group

B. the MFA registration policy

C. named locations

D. self-service password reset (SSPR)

Answer: D

Explanation:

Self-remediation with self-service password reset

If a user has registered for self-service password reset (SSPR), then they can also remediate their own user risk by performing a self-service password reset.
Reference:

https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-remediate

NEW QUESTION 148

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant. Users store data in the following locations:
> Microsoft Teams

2 Microsoft OneDrive

® Microsoft Exchange Online

® Microsoft SharePoint Online

You need to retain Microsoft 365 data for two years.

What is the minimum number of retention policies that you should create?

oowp
A WDN PR

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-retention-policies ?view=0365-worldwide

NEW QUESTION 153

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant

You create a data toss prevention (DLP) policy to prevent users from using Microsoft Teams to share internal documents with external users.
To which two locations should you apply the policy? To answer, select the appropriate locations in the answer area.

NOTE: Each correct selection is worth one point.
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Choose locations to apply the policy

i . » /|
é .
E §
. : = |
. a
.
.
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Choose locations to apply the policy

D i miseammenicomn -
De
- 3
I..--' --------
ST

NEW QUESTION 154

- (Exam Topic 5)

You are reviewing alerts in the Microsoft 365 Defender portal.
How long are the alerts retained in the portal?

A. 30 days
B. 60 days
C. 3 months
D. 6 months
E. 12 months

Answer: C

Explanation:

Data retention information for Microsoft Defender for Office 365

By default, data across different features is retained for a maximum of 30 days. However, for some of the features, you can specify the retention period based on
policy. See the following table for the different retention periods for each feature.

Defender for Office 365 Plan 1

* Alert metadata details (Microsoft Defender for Office alerts) 90 days.

Note: By default, the alerts queue in the Microsoft 365 Defender portal displays the new and in progress alerts from the last 30 days. The most recent alert is at the
top of the list so you can see it first.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/mdo-data-retention

NEW QUESTION 155

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint site named Sitel and a data loss prevention (DLP) policy named DLP1. DLP1
contains the rules shown in the following table.
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Name | Priority Action

Rulel |0 Notify users by using email and policy tips.
Customize the policy tip as Rule1 tip.
Disable user overrides.

Rule2 |1 Notify users by using email and policy tips.
Customize the policy tip as Rule2 tip.
Restrict access to the content.

Disable user overrides.

Rules | 2 Notify users by using email and policy tips.
Customize the policy tip as Rule3 tip.
Restrict access 1o the content.

Enable user overrides.

Notify users by using email and policy tips.
Customize the policy tip as Rule4 tip.
Restrict access 10 the content.

Disable user overrides.

L

Ruled

Sitel contains the files shown in the following table.

Name Matched DLP rule
File1.docx | Rulel, Rule2, Rule3
File2.docx | Rule1, Rule3, Ruled

Which policy tips are shown for each file? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Filel.docx: | v
Rulel tip only

Rule2 tip only

Rule3 tip only

Rulel tip and Rule2 tip only

Rulel tip, Rule? tip, and Rule3 tip

File2.docx: | l 'l

Rulel tip only

Rule3 tip only

Ruled tip only

Rulel tip and Ruled tip only
Rulel tip, Rule3 tip, and Rule4 tip

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Rulel tip only

Filel matches Rulel, Rule2, and Rule3. Rulel has the highest priority.

Note: The Priority parameter specifies a priority value for the policy that determines the order of policy processing. A lower integer value indicates a higher priority,
the value 0 is the highest priority, and policies can't have the same priority value.

Box 2: Rulel tip only

Note: User Override support

The option to override is per rule, and it overrides all of the actions in the rule (except sending a notification, which can't be overridden).

It's possible for content to match several rules in a DLP policy or several different DLP policies, but only the policy tip from the most restrictive, highest-priority rule
will be shown (including policies in Test mode). For example, a policy tip from a rule that blocks access to content will be shown over a policy tip from a rule that
simply sends a notification. This prevents people from seeing a cascade of policy tips.

If the policy tips in the most restrictive rule allow people to override the rule, then overriding this rule also

overrides any other rules that the content matched. Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/dlp-overview-plan-for-dip https://learn.microsoft.com/en-us/microsoft-365/compliance/use-notifications-
and-policy-tips

NEW QUESTION 157
- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
‘Role |

Admun! Global Admunsiraton
LB

Name |

S -

*
. T A Ay
Nne i T

e o
* 1

# — - 4

You ate implementing Microsoft Defender for Endpoint
You need to enable role-based access control (RBAQ to restrict access to the Microsoft 365 Defender portal. Which users can enable RBAC, and winch users will
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no longer have access to the Microsoft 365 Defender portal after RBAC is enabled? To answer, select the appropriate options in the answer area.

NOTE Each correct selection is worth one point.
Answer Area

Users that can enable RBAC: | Admin1 and Admin2 on > |

L SR L]

admm1 anly

Admnl, Admang, and AdmnS only
Admm 1, Admind. Adrmin, and Admin5 only

Lisérs that wall no Iongér have Jiceds 10 the

Microsoft 365 Defender portat | Admin3, Admind, and Admn5 on

Admans only
Admm3 ang Admind only

Admund and Admin’ only

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Users that can enable RBAC: | Admun and Admin on -

F
k...
Cl

—

1

Adminl onl

Admin and AdminZ only

Admm 1, Adming, and AdmmS only

Admm 1, Admng, Admind, and Admind onby

Lisers that will no longér have acoess to the
Microsoft 365 Defender portat | Admin3. Admird, and Admin’ only >

Admans only
Admun3 and Admind anly
Romand and Admin® only

Admind, Admind, and Admn5 onl

NEW QUESTION 161
- (Exam Topic 5)
You implement Microsoft Azure Advanced Threat Protection (Azure ATP). You have an Azure ATP sensor configured as shown in the following exhibit.

W ‘1-h

How long after the Azure ATP cloud service is updated will the sensor update?

A. 20 hours
B. 12 hours
C. 7 hours

D. 48 hours

Answer: B

NEW QUESTION 162

- (Exam Topic 5)

You have a Microsoft 365 tenant that contains 100 Windows 10 devices. The devices are managed by using Microsoft Endpoint Manager.

You plan to create two attack surface reduction (ASR) policies named ASR1 and ASR2. ASR1 will be used to configure Microsoft Defender Application Guard.
ASR2 will be used to configure Microsoft Defender SmartScreen.

Which ASR profile type should you use for each policy? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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ASR1:

Device control

Exploit protection
Application control
App and browser isolation
Attack surface reduction rules

ASRZ2:

Device control

Exploit protection
Application control
App and browser isolation
Attack surface reduction rules

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, chat or text message Description automatically generated

Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-security-asr-policy

NEW QUESTION 167
- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.
Users have the devices shown in the following table.

N Blatform | lOwnge Enrolled in Microsoft Endpoint
Manager
Devicel |Android User1 Yes
Device2z |Android User1 No
Device3 |iOS User1 No
Device4d |Windows 10 |User2 Yes
DeviceS5 |Windows 10 |User2 No
Devicebé |10S User2 Yes

On which devices can you manage apps by using app configuration policies in Microsoft Endpoint Manager?

A. Devicel, Device4, and Device6
B. Device2, Device3, and Deviceb

C. Devicel, Device2, Device3, and Device6
D. Devicel, Device2, Device4, and Deviceb5

Answer: C

Explanation:

You can create and use app configuration policies to provide configuration settings for both iOS/iPadOS or Android apps on devices that are and are not enrolled

in Microsoft Endpoint Manager.

Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/app-configuration-policies-overview

NEW QUESTION 169
- (Exam Topic 5)

You have a Microsoft 365 subscription.
You create a retention label named Retentionl as shown in the following exhibit.
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Create retention label

]
f
& Review and finish
]
!
|I Mame
ﬁ rMame
|
- Firush
Retention settings
Based on

I Wiy B o WS CTRA T

You apply Retention! to all the Microsoft OneDrive content.

On January 1, 2020, a user stores a file named Filel in OneDrive. On January 10, 2020, the user modifies Filel.
On February 1, 2020, the user deletes Filel.

When will Filel be removed permanently and unrecoverable from OneDrive?

A. February 1, 2020
B. July 1.2020

C. July 10, 2020

D. August 1, 2020

Answer: B

NEW QUESTION 174

- (Exam Topic 5)

You have a Microsoft 365 tenant.

You plan to implement Endpoint Protection device configuration profiles. Which platform can you manage by using the profile?

A. Ubuntu Linux
B. macOS
C.i0Ss

D. Android

Answer: B

Explanation:

Intune device configuration profiles can be applied to Windows 10 devices and macOS devices Note:
There are several versions of this question in the exam. The question has two possible correct answers:
® Windows 10

® macOS

Other incorrect answer options you may see on the exam include the following:

> Android Enterprise

» Windows 8.1 Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-protection-configure

NEW QUESTION 177
- (Exam Topic 5)
You have three devices enrolled in Microsoft Endpoint Manager as shown in the following table.

Name | Platform BitLocker Drive Encryption Member of
(BitLocker)

¢
_ : [ | Grouy
| Device2 | Windows 10 | Disabled ]‘ roupd. Groul
| — — . — ——— S - SE— — — | S— E— I
I
|

The device compliance policies in Endpoint Manager are configured as shown in the following table.

MName ' Require BitLocker ' Mark noncompliant 'huigned'
after (days) l

| SE——— } S e = ——— e, el

The device compliance policies have the assignments shown in the following table.

._ r_ulame __“5"?';;" to |

For each of the following statements, select Yes if the statement Is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes No

Dewvicel is marked as noncompliant after 10 days

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

NEW QUESTION 178

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

From the Microsoft 365 Defender portal, you plan to export a detailed report of compromised users. What is the longest time range that can be included in the
report?

A. 1 day
B. 7 days
C. 30 days
D. 90 days

Answer: C

Explanation:

View email security reports in the Microsoft 365 Defender portal

The aggregate view shows data for the last 90 days and the detail view shows data for the last 30 days Reference:
https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/reports-email-security

NEW QUESTION 181

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

Al users have Mac computers. ATl the computers are enrolled in Microsoft Endpoint Manager and onboarded to Microsoft Defender for Endpoint.
You need to configure Microsoft Defender for Endpoint on the computers. What should you create from the Endpoint Management admin center?

A. a Microsoft Defender for Endpoint baseline profile

B. an update policy for iOS

C. a device configuration profile

D. a mobile device management (MDM) security baseline profile

Answer: D

NEW QUESTION 182

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription that contains a user named Userl. You need to enable Userl to create Compliance Manager assessments.
Solution: From the Microsoft 365 admin center, you assign Userl the Compliance admin role. Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

Reference:
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/pe

NEW QUESTION 184
- (Exam Topic 5)
You have a Microsoft 365 E5 subscription that has published sensitivity labels shown in the following exhibit.
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> sensitivity

Labels

Label policies

Aute-labeling(preview)

Sensithaly labels are used to classify email messages, documents, sites, and more

When a label 15 apphed (automatcally or by the user), the content or site 15 protecied
based on the setings you choose. For example, you can create labels that Enl:rypt

hIES add -:ﬂnlent ma.l'kll‘bg and contral user access 1o specific sites. |

= Createalabel = Publish labels
Mame ! Order
Label1 0-highest
- Label2 1
Label3 0-highest
Labeld 0-highest
= Labelb 5
Label6 0-highest

| Refresh
Created by
Fra
Prvi
Prvi
Prvi

Pra

Pra

Which labels can users apply to content?

A. Labell, Label2, and Label5 only
B. Label3. Label4, and Label6 only

C. Labell, Label3, Labe2, and Label6 only
D. Labell, Label2, Label3, Label4, Label5. and Label6

Answer: C

NEW QUESTION 185
- (Exam Topic 5)
You have a Microsoft 365 ES tenant.

You have the alerts shown in the following exhibit.

View alerts
' |
:] Saverity Alert name
T & g il
S & High aaprrt

Statim Tagn

LEPEEN X

Last modified

0412412020
0412412020
0412412020
04/2412020
0412412020
0412412020

Canegory

Tromst maragemger ]

Per=iun

p— J

Activity count Last ocourrende..

L P

I et B

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Andwer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Arwer Area

NEW QUESTION 189
- (Exam Topic 5)

o A

i DT LR PR ]
e ligating &

sicived, o Dayrriged

L L ) O Eaei e

] ey

_

change Statun to Diasmie anly

e SLatun AT o T Sy

Pabifpe 180U DG LMt O ITeetRiQading Dfdy
"nl'-_i_rr‘“nf-. (LT A I 0 T T S B

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Office 365. You have the policies shown in the following table.
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Name Type
— —- — = —4
Policyl | Anti-phishing
Policy2 | Anti-spam
Policy3 | Anti-malware

Policyd | Safe Attachments

All the policies are configured to send malicious email messages to quarantine. Which policies support a customized quarantine retention period?

A. Policyl and Policy2 only
B. Policy2 and Policy4 only
C. Policy3 and Policy4 only
D. Policyl and Policy3only

Answer: A

NEW QUESTION 193

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and
OneDirive.

Solution: From the Azure Active Directory admin center, you assign SecAdminl the Security administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 198

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant.

You configure a device compliance policy as shown in the following exhibit.

Compliance settings

Microsoft Defender ATP
Low
Device Health
Block
System Security
Require
Dewvice defauli
Require
Block
Actions for noncompliance
Action Schedule
Immediately

Immediately

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

When a device reports a medium threat level the device will v
be locked remaotely

display a notification

marked as comphant

marked as noncomphant
remaoved from the database

Rooted devices will be v
dllowed to access company resources
marked as compliant

prevented from accessing company resources
reported with a low device threal
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated
Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-create-android

NEW QUESTION 200

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 tenant.

You create a retention label as shown in the Retention Label exhibit. (Click the Retention Label tab.)

Review your settings

1wl talor up to | dayy B0 apply the retention palicy Bo the kocations you dhote.

‘ M your Lakal Nasme

'. Labe| tettirgs

Deacniption for admirg

B Bevkew your settirgs

Desrriphion for uses

You create a label policy as shown in the Label Policy exhibit. (Click the Label Policy tab.)

utomatically apply a Label 10 Detect content that matches this query:

“ Cond®tions

Wil by B poley 10 combent that mulched s donditiad

a Choais labsl o suto-apply

Choase conditions Prepeld

Q Masme your policy

Rl e Woulr Setings

The label policy is configured as shown in the following table.

Configuration Value
Label to auto-apply 6Months
. Locations i Exchange email

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
Any sent email message that contains the word ProjectX will be deleted immediately [
Any sent email message that contains the word ProjectX wll be retained for six months r

Users are required to manually apply a label to email messages that contain the word
ProjectX

[©]
[©]

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

Box 1: No

Box 2: Yes

Box 3: No Reference:
https://docs.microsoft.com/en-us/office365/securitycompliance/retention-policies

NEW QUESTION 201

- (Exam Topic 5)

You have a Microsoft 365 tenant and a Linkedin company page.

You plan to archive data from the LinkedIn page to Microsoft 365 by using the LinkedIn connector. Where can you store data from the LinkedIn connector?

A. a Microsoft OneDrive for Business folder

B. a Microsoft SharePoint Online document library
C. a Microsoft 365 mailbox

D. Azure Files

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/archive-linkedin-data?view=0365-worldwide

NEW QUESTION 202

- (Exam Topic 5)

You have a Microsoft 365 tenant.

You plan to manage incidents in the tenant by using the Microsoft 365 security center.

Which Microsoft service source will appear on the Incidents page of the Microsoft 365 security center?

A. Microsoft Cloud App Security
B. Azure Sentinel

C. Azure Web Application Firewall
D. Azure Defender

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender/investigate-alerts ?view=0365-worldwide

NEW QUESTION 205

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the users shown in the following table.

Name UPN suffix
User1 Contoso.com
User2 | Fabrikam.com
The domain syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click the Exhibit tab.)

PROVISION FROM ACTIVE DIRECTORY
Azure AD Connect cloud provisioning

This feature allows you to manage provisioning from the cloud.

Manage provisioning (Preview]

Azure AD Connect sync
Sync Status Enabled
Last Sync Less than 1 hour ago
Password Hash Sync Enabled
USER SIGN-IN
Federation Disabled 0 domains
a Seamless single sign-on Enabled 1 domain
Pass-through authentication  Enabled 2 agents

User?2 fails to authenticate to Azure AD when signing in as user2@fabrikam.com. You need to ensure that User2 can access the resources in Azure AD.
Solution: From the Microsoft Entra admin center, you add fabrikam.com as a custom domain. You instruct User2 to sign in as user2@fabrikam.com.
Does this meet the goal?

A. Yes
B. No
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Answer: A

Explanation:
The on-premises Active Directory domain is named contoso.com. To enable users to sign on using a different UPN (different domain), you need to add the domain
to Microsoft 365 as a custom domain.

NEW QUESTION 210
- (Exam Topic 5)
You have a Microsoft Azure Active Directory (Azure AD) tenant named Contoso.com. You create a Microsoft Defender for identity instance Contoso.
The tenant contains the users shown in the following table.
[ Mame Member of group Arure AD role
L 3 ool o

| None
_Ham:

You need to modify the configuration of the Defender for identify sensors.
Solutions: You instruct Userl to modify the Defender for identity sensor configuration. Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 214

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

You define a retention label that has the following settings:

* Retention period 7 years

« Start the retention period bated on: When items were created

You need to prevent the removal of the label once the label K applied to a lie What should you select in the retention label settings?

A. Retain items even If users delete
B. Mark items as a record

C. Mark items as a regulatory record
D. Retain items forever

Answer: B
NEW QUESTION 216

- (Exam Topic 5)
You have a Microsoft 365 tenant that contains devices enrolled in Microsoft Intune. The devices are configured as shown in the following table.

Name Platform
Device1 Windows 10
Device2 Android
Device3 I0S

You plan to perform the following device management tasks in Microsoft Endpoint Manager:

> Deploy a VPN connection by using a VPN device configuration profile.

> Configure security settings by using an Endpoint Protection device configuration profile. You support the management tasks.
What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

VPN device configuration profile: v

Device1 only

Device1 and Device2 only
Device1 and Device3 only
Device1, Device2 and Device3

Endpoint Protection device configuration profile: v

Device1 only

Device1 and Device2 only
Device1 and Device3 only
Device1, Device2 and Device3

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Graphical user interface, application Description automatically generated

Reference:
https://docs.microsoft.com/en-us/mem/intune/configuration/vpn-settings-configure https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-protection-macos
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NEW QUESTION 217
- (Exam Topic 5)
You have a Microsoft 365 E5 subscription.

Users access Microsoft 365 from both their laptop and a corporate Virtual Desktop Infrastructure (VDI) solution.

From Azure AD Identity Protection, you enable a sign-in risk policy.

Users report that when they use the VDI solution, they are regularly blocked when they attempt to access Microsoft 365.

What should you configure?

A. the Tenant restrictions settings in Azure AD

B. a trusted location

C. a Conditional Access policy exclusion

D. the Microsoft 365 network connectivity settings

Answer: B

Explanation:

There are two types of risk policies in Azure Active Directory (Azure AD) Conditional Access you can set up to automate the response to risks and allow users to

self-remediate when risk is detected:
Sign-in risk policy User risk policy

Configured trusted network locations are used by Identity Protection in some risk detections to reduce false positives.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-configure- https://learn.microsoft.com/en-us/azure/active-

directory/conditional-access/location-condition

NEW QUESTION 219
- (Exam Topic 5)

You have a Microsoft 365 tenant that contains the compliance policies shown in the following table.

Name Require BitLocker Require the device to be at or under the

. | machine risk score
Pahcyl Recuired High

Policy2 Mot configured Medium

Pohcy3 Required Low

The tenant contains the devices shown in the following table.

Mame BitLocker Drive, Microsoft Defender for Policies applied
Encryption Endpoint risk status
(BitLocker) | |
Devicel Configured High Policy1, Policy3
| Device2 | Mot configured | Medium | Policy2. Policy3
Device3 Mot configured | Low Policy1, Policy2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No

Device1 is marked as compliant. O O
Device2 is marked as compliant. O O

Device3 is marked as compliant. O O

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, text, application Description automatically generated

NEW QUESTION 224
- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

| Name | Member of Microsoft 365 role group |
Admini Content Explaorer List viewoer

’ ‘ontent Explorer Content viewar
Adming [ Secunty Adrmiirnistrator

! ontent Explorer List Viewer

You have labels in Microsoft 365 as shown in the following table.
| Name ' Type

| Labell | ens

3hel Retent

The content in Microsoft 365 is assigned labels as shown in the following table.
Fmé [T Type | Label |

+
| Filel Fie in SharePomnt Onhine abel
1 ¥

| Maill | ematll message in Exchanoe rilir ibe
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You have labels In Microsoft 365 as shown in the following table.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Answer Area
Statements Yes Mo
Admin can view the contents of 5ila1 by using ntent ox|
Adimind can wew the contents of &1 B usin 3
Adim r s L anten e h
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes No
Admin 't can view The contents of Filal oy using ntent oxf
Adimind can view the contents of File1 by
Admingd Can use Loantent explorer 1o venfy that Labe yesigned 1o Ma

NEW QUESTION 227

- (Exam Topic 5)

You plan to use Azure Sentinel and Microsoft Cloud App Security. You need to connect Cloud App Security to Azure Sentinel.
What should you do in the Cloud App Security admin center?

A. From Automatic log upload, add a log collector.
B. From Automatic log upload, add a data source.
C. From Connected apps, add an app connector.

D. From Security extension, add a SIEM agent.

Answer: D

NEW QUESTION 232
- (Exam Topic 5)

HOTSPOT
N—— - R

- " 3 of 450 887 of B8T7 Microsoft | NIST 800-
SPa00 15444 Incomplete | 72% coivibieied coimpleied Group? 365 £3
Data . Diata

f f

Protection | 14370 Incomplete | 70% : c::lggt - &0 l Bti{i Group2 ;’?mmﬁ Protection
Baseline o sl e = Baseline

The SP800 assessment has the improvement actions shown in the following table.
Arswer Area

Statements

Estabilish a threat intelligence program will appear as Implemented n the SPE00

ASEEEsment

The SPE00 assessment score vall increase by 54 points

The Data Protection Baseline score will increase by 9 points
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements

Ectablish a threat intelligence program will appear as Implemented in the SPE0D
assessment.

The SPE0O assessment score will incresse by 54 points

The Data Protection Baseline score will increase by 9 pomnts.
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NEW QUESTION 235

- (Exam Topic 5)

You have a Microsoft 365 subscription that contains a user named Userl. Userl requires admin access to perform the following tasks:
Manage Microsoft Exchange Online settings.

Create Microsoft 365 groups.

You need to ensure that Userl only has admin access for eight hours and requires approval before the role assignment takes place.
What should you use?

A. zure AD ldentity Protection

B. Microsoft Entra Verified 1D

C. Conditional Access

D. Azure AD Privileged Identity Management (PJM)

Answer: D

Explanation:

Privileged Identity Management provides time-based and approval-based role activation to mitigate the risks of excessive, unnecessary, or misused access
permissions on resources that you care about. Here are some of the key features of Privileged Identity Management:

Provide just-in-time privileged access to Azure AD and Azure resources Assign time-bound access to resources using start and end dates Require approval to
activate privileged roles

Enforce multi-factor authentication to activate any role Use justification to understand why users activate

Get natifications when privileged roles are activated Conduct access reviews to ensure users still need roles Download audit history for internal or external audit
Prevents removal of the last active Global Administrator and Privileged Role Administrator role assignments. Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure

NEW QUESTION 240
- (Exam Topic 5)
You have a Microsoft 365 tenant that has Enable Security defaults set to No in Azure Active Directory (Azure AD).
The tenant has two Compliance Manager assessments as shown in the following table.
Mame Score Status Assessment Your Microsoft | Group | Product | Regulation
progress | improvement actions
actions

A A A Ty i [
5444 | Incomplete | 72% 3 of 45(

The SP800 assessment has the improvement actions shown in the following table.
Improvement action Teststatus  Impact | Points achieved | Regulations

(=141 - '} 1afg " ' 4 ¥ a8 "r T S L III-. - L ™ Ta ki H Ta]
ESa0nsn a trreat inte 2 ONE L \ W W3l 3, Lidid FIOLE [

You perform the following actions:

> For the Data Protection Baseline assessment, change the Test status of Establish a threat intelligence
program to Implemented.

» Enable multi-factor authentication (MFA) for all users.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements Yes Mo

Establish a threat intelligence program will appear as Implemented in
the SPBOO assessment.

The SP800 assessment score will increase by 54 points. O

The Data Protection Baseline score will increase by 9 points

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text Description automatically generated

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-assessments?view=0365-worl https://docs.microsoft.com/en-
us/microsoft-365/compliance/compliance-score-calculation?view=0365-worldwid

NEW QUESTION 245

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some guestion sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full MS-102 dumps in VCE and PDF From SurePassExam
Ll SurePass https://www.surepassexam.com/MS-102-exam-dumps.html (312 New Questions)

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and
OneDrive.

Solution: From the Azure Active Directory admin center, you assign SecAdminl the Teams Service Administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwi

NEW QUESTION 250

- (Exam Topic 5)

You have a Microsoft Azure Active Directory (Azure AD) tenant named Contoso.com. You create a Microsoft Defender for identity instance Contoso.
The tenant contains the users shown in the following table.

Name | Member of group Arure AD role

fader for dently Contose Leers  Hone

You need to modify the configuration of the Defender for identify sensors.
Solutions: You instruct User4 to modify the Defender for identity sensor configuration. Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 252

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint.

When users attempt to access the portal of a partner company, they receive the message shown in the following exhibit.

This website is blocked by your
organization. Contact your
administrator for more information

Hosted by wenw. contoso. com

Back 1o safety

Windows Defender SmafScrean

You need to enable user access to the partner company's portal. Which Microsoft Defender for Endpoint setting should you modify?

A. Alert notifications
B. Alert suppression
C. Custom detections
D. Advanced hunting
E. Indicators

Answer: E

Explanation:

This Website Is Blocked By Your Organization

Custom indicators will block malicious IPs, URLs, and domains. Then, they will display the above message for the user.
Reference:

https://jadexstrategic.com/web-protection/

NEW QUESTION 255
- (Exam Topic 5)

HOTSPOT
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
Name Role
User? Global Admiristrator
User2 Senace Support
Admirustrator
User3 Cloud Application
Administrator
Userd None

You plan to provide User4 with early access to Microsoft 365 feature and service updates.
You need to identify which Microsoft 365 setting must be configured, and which user can modify the setting. The solution must use the principle of least privilege.
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What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Microsoft 365 setting:

User:

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Microsoft 365 setting:

User:

NEW QUESTION 256
- (Exam Topic 5)

Office installation options

Privileged access
1 Release preferences

Userl only

User2 only
User3 only
Userl and User2 only
Userl and User3 only

Office installation options

Privileged access
Release preferences

Userl only

User2 only

User3 only

_USEl 1 ant_:J User2 i:mh,l_r
Userl and User3 only

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Member of
Usert Group1, Group?2
User2 Group2, Group3
User3 Group1, Group3
In Microsoft Endpoint Manager, you have the Policies for Office apps settings shown in the following table.
Name Priority | Applies to
Policy1 0 Group1
Policy?2 1 Group?2
Policy3 2 Group3
The policies use the settings shown in the following table.
Name Cursor movement Clear cache on close
Policy1 Logical Disabled
Policy2 Not configured Enabled
Policy3 Visual Enabled

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No

User1 has their cache cleared on close. @ O
User2 has Cursor movement setto Visual. O O
User3 has Cursor movement setto Visual. O O

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/deployoffice/overview-office-cloud-policy-service

NEW QUESTION 257

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

You plan to implement Microsoft Purview policies to meet the following requirements:

Identify documents that are stored in Microsoft Teams and SharePoint that contain Personally Identifiable Information (PII).
Report on shared documents that contain Pll. What should you create?

A. a data loss prevention (DLP) policy

B. a retention policy

C. an alert policy

D. a Microsoft Defender for Cloud Apps policy

Answer: A

Explanation:

Demonstrate data protection

Protection of personal information in Microsoft 365 includes using data loss prevention (DLP) capabilities. With DLP policies, you can automatically protect
sensitive information across Microsoft 365.

There are multiple ways you can apply the protection. Educating and raising awareness to where EU resident data is stored in your environment and how your
employees are permitted to handle it represents one level of information protection using Office 365 DLP.

In this phase, you create a new DLP policy and demonstrate how it gets applied to the IBANs.docx file you stored in SharePoint Online in Phase 2 and when you
attempt to send an email containing IBANS.

> From the Security & Compliance tab of your browser, click Home.

> Click Data loss prevention > Policy.

 Click + Create a policy.

2 In Start with a template or create a custom policy, click Custom > Custom policy > Next.

® In Name your policy, provide the following details and then click Next: a. Name: EU Citizen PII Policy

b. Description: Protect the personally identifiable information of European citizens

> Etc. Reference:

https://learn.microsoft.com/en-us/compliance/regulatory/gdpr-discovery-protection-reporting-in-office 36 5-dev-t

NEW QUESTION 260

- (Exam Topic 5)

You have a Microsoft 365 subscription.

Your network uses an IP address space of 51.40.15.0/24.

An Exchange Online administrator recently created a role named Rolel from a computer on the network. You need to identify the name of the administrator by
using an audit log search.

For which activities should you search and by which field should you filter in the audit log search? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Activities to search for: v

Exchange mailbox activities
Site administration activities
Show results for all activities
Role administration activities

Field to filter by: v
ltem
User
Detail
IP address
A. Mastered
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B. Not Mastered
Answer: A

Explanation: )
Activities to search for:

Field to filter by:

NEW QUESTION 263
- (Exam Topic 5)
HOTSPOT

You have a Microsoft 365 tenant.

v

Exchange mailbox activities
Si imini : T

| Show results for all activities
Role administration activities

R4

Item
User
Detail
IP address

You plan to create a retention policy as shown in the following exhibit.

Indgrmgton govemance Crasabe netenbion policy

‘ Mime

Review and finish

It gt take uf 10 O Sy 1o apply this polcy 16 the ocabons you seected
Policy name
CORSD

it

Description
it

Locaticn bo apply the policy

Eschnge sl (Al Recipaeniti)
ShansPoint sl (A S0e)
Onielreve BOCOUNDS (R Acoooeas)
Wiorosoft 365 Groups (AN Grogps)

Edvi

Retwntce wetings

Dol i &1 éed o PEbERBOR Sehiod
Diederle merns. tharl e Oida than 7 years batsd on when By wers srested

Bkt

B e St ave curmeatly oickey than T year will Be Seleted afler you Dam o Thie polioy. This i especally impartant 1o note Sor incationt mooped o G

tematren foveupmpls A Teams cruny | Beviuss b marchen s n thess Locatans botl your 5 Qnciton wil e peirmanmtyy deeled

-

Cancel

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Answer Area

Microsoft SharePoint files that are affected by the policy will
b= [answer choice]. |

recoverable for up to seven years
deleted seven years after they were created
retained fior ondy seven years from when they were created

(Cince the policy s created, [answer choice]. |

A. Mastered
B. Not Mastered

Answer: A

Explanation:

some data may be deleted immediately
data wall be retained 100 3 MMM OF Seven years

| users will be prevented from permanently deleting email messages for seven years

Box 1: Deleted seven years after they were created. From the exhibit:
The retention policy applies to SharePoint sites.

Delete items that are older than 7 years based on when they were created. Box 2: data will retained for a minimum of seven years

The longest retention period wins. If content is subject to multiple retention settings that retain content for different periods of time, the content will be retained until
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the end of the longest retention period for the item.

Note: Use a retention policy to assign the same retention settings for content at a site or mailbox level, and use a retention label to assign retention settings at an
item level (folder, document, email).

For example, if all documents in a SharePoint site should be retained for 5 years, it's more efficient to do this with a retention policy than apply the same retention
label to all documents in that site. However, if some documents in that site should be retained for 5 years and others retained for 10 years, a retention policy
wouldn't be able to do this. When you need to specify retention settings at the item level, use retention labels.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/retention

NEW QUESTION 265
- (Exam Topic 5)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Mailbox size
Usert o MB
User2 15MB
User3 25 MB
Userd a5 MB

You have a Microsoft Office 365 retention label named Retentionl that is published to Exchange email.

You have a Microsoft Exchange Online retention policy that is applied to all mailboxes. The retention policy contains a retention tag named Retention2.
Which users can assign Retentionl and Retention2 to their emails? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Users who can assign Retention1: v

User4 only

User3 and User4 only

User2, User3, and User4 only
User1, User2, User3, and User4

Users who can assign Retention2: v
User4 only

User3 and User4 only

User2, User3, and User4 only
User1, User2, User3, and User4

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, chat or text message Description automatically generated
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/retention-policies-exchange?view=0365-worldwide

NEW QUESTION 270

- (Exam Topic 5)

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365.

You need to identify the settings that are below the Standard protection profile settings in the preset security policies.

What should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

NEW QUESTION 271

- (Exam Topic 5)
You have a Microsoft 365 E5 tenant that contains four devices enrolled in Microsoft Intune as shown in the following table.
Name Platform
Device1 Windows 10
Device2 Android
Device3 macOS
Device4d I0S

You plan to deploy Microsoft 365 Apps for enterprise by using Microsoft Endpoint Manager. To which devices can you deploy Microsoft 365 Apps for enterprise?

A. Devicel only

B. Devicel and Device3 only

C. Device2 and Device4 only

D. Devicel, Device2. and Device3 only

E. Devicel, Device2, Device3, and Device4

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/apps/apps-add

NEW QUESTION 276

- (Exam Topic 5)

You have a Microsoft 365 tenant that uses Microsoft Endpoint Manager for device management. You need to add the phone number of the help desk to the
Company Portal app. What should you do?

A. From Customization in the Microsoft Endpoint Manager admin center, modify the support information for the tenant.
B. From the Microsoft Endpoint Manager admin center, create an app configuration policy.

C. From the Microsoft 365 admin center, modify Organization information.

D. From the Microsoft 365 admin center, modify Help desk information.

Answer: A

Explanation:
Reference:
https://systemcenterdudes.com/intune-company-portal-customization/

NEW QUESTION 279
- (Exam Topic 5)
You have a Microsoft 365 tenant that contains a Windows 10 device named Devicel and the Microsoft Endpoint Manager policies shown in the following table.

Block execution of potentially
Mame T
ype obfuscated scripts (js/vbs/ps)
Policyl f‘;iﬁ;fﬁfm Audit mode
Wi i
Policy2 LT“;";::ELE;TE”&” Disable
Policy3 DE“.EE G figrtion Mot configured
profile

A. only the settings of Policyl
B. only the settings of Policy2
C. only the settings of Policy3
D. no settings

Answer: C

NEW QUESTION 282
- (Exam Topic 5)
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You have a Microsoft 365 E5 tenant that contains 500 Windows 10 devices and a Windows 10 compliance policy.

You deploy a third-party antivirus solution to the devices. You need to ensure that the devices are marked as compliant.

Which three settings should you modify in the compliance policy? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Windows 10 compliance policy
Windows 10 and latar

Encryplion
Encryplion of data storage on device Require ol EOMnigured

Device Secunty

Firewali Require ot conbigured.
Trusted Platform Module (TPR) Requere . Mofconfgured
Amrvirus Heqguire L Motconfgured ]
Antispiware Reguie L Notconbigured
Defender

Microgofl Delender Antimahyare [  Hegquee ] Mol confsgured
Microsoft Defender Anbimalware mimimuem Mot configured
WErsiGn
Microsoft Defender Antimabware securty I Heguwe 0 ] Mat configured
imelligence up-do-date
Real-teme protection L Heqee ] Mot confgured

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Graphical user interface Description automatically generated

Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-create-windows

NEW QUESTION 287

- (Exam Topic 5)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription that contains a user named Userl. You need to enable Userl to create Compliance Manager assessments.
Solution: From the Microsoft 365 compliance center, you add Userl to the Compliance Manager Assessors role group.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Reference:
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/pe

NEW QUESTION 290

- (Exam Topic 5)

You have a Microsoft 365 E5 subscription.

You need to create Conditional Access policies to meet the following requirements:

All users must use multi-factor authentication (MFA) when they sign in from outside the corporate network.

Users must only be able to sign in from outside the corporate network if the sign-in originates from a compliant device.
All users must be blocked from signing in from outside the United States and Canada.

Only users in the R&D department must be blocked from signing in from both Android and iOS devices. Only users in the finance department must be able to sign
in to an Azure AD enterprise application named

Appl. All other users must be blocked from signing in to Appl.

What is the minimum number of Conditional Access policies you should create?

Tmoow»
©~No oA w

Answer: B

Explanation:

* Only users in the finance department must be able to sign in to an Azure AD enterprise application named Appl. All other users must be blocked from signing in
to App1l.

One Policy.

* Only users in the R&D department must be blocked from signing in from both Android and iOS devices. One Policy.

* Users must only be able to sign in from outside the corporate network if the sign-in originates from a compliant device.
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All users must use multi-factor authentication (MFA) when they sign in from outside the corporate network. One policy

* All users must be blocked from signing in from outside the United States and Canada. Only users in the R&D department must be blocked from signing in from
both Android One Policy

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/plan-conditional-access

NEW QUESTION 295

- (Exam Topic 5)

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365. You need to configure policies to meet the following requirements:

» Customize the common attachments filter.

> Enable impersonation protection for sender domains.

Which type of policy should you configure for each requirement? To answer, drag the appropriate policy types to the correct requirements. Each policy type may

be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Policy Types Answer Area

AnRMahware Customize the common attachments filter. |

- A _l'._rllﬂl.si'!l no
ML L] = :_
—————— cnable impersonation protection for sender ¢omains: :

Safe Attachments

A. Mastered
B. Not Mastered

Answer: A

Explanation:

A close-up of a question Description automatically generated

Box 1: Anti-malware

Customize the common attachments filter. See step 5 below.

* 1. Use the Microsoft 365 Defender portal to create anti-malware policies

In the Microsoft 365 Defender portal at https://security.microsoft.com, go to Email & Collaboration > Policies

& Rules > Threat policies > Anti-Malware in the Policies section. To go directly to the Anti-malware page, use https://security.microsoft.com/antimalwarev2
* 2. On the Anti-malware page, select Create to open the new anti-malware policy wizard. On the Name your policy page, configure these settings:
Name: Enter a unique, descriptive name for the policy. Description: Enter an optional description for the policy.

* 3. When you're finished on the Name your policy page, select Next.

* 4. On the Users and domains page, identify the internal recipients that the policy applies to (recipient conditions)

* 5. On the Protection settings page, configure the following settings: Protection settings section:

Enable the common attachments filter: If you select this option, messages with the specified attachments are treated as malware and are automatically
guarantined. You can modify the list by clicking Customize file types and selecting or deselecting values in the list.

* 6. Etc.

Box 2: Anti-phishing

Enable impersonation protection for sender domains. Anti-phishing policies in Microsoft 365

The high-level differences between anti-phishing policies in EOP and anti-phishing policies in Defender for Office 365 are described in the following table:

Feature Anti-phishing policies Anti-phishing policies
in EOP in Defender for Office 365
Automatically created default policy v o
Create custom policies v o
Commaon policy settings” o of
Spoot settings o o
First contact safety tip v W
Advanced phishing thresholds 4
Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/anti-malware-policies-configure https://learn.microsoft.com/en-
us/microsoft-365/security/office-365-security/anti-phishing-policies-about

NEW QUESTION 296

- (Exam Topic 5)

You have a Microsoft 365 subscription.

You plan to implement Microsoft Purview Privileged Access Management. Which Microsoft Office 365 workloads support privileged access?

A. Microsoft Exchange Online only

B. Microsoft Teams only

C. Microsoft Exchange Online and SharePoint Online only
D. Microsoft Teams and SharePoint Online only
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E. Microsoft Teams, Exchange Online, and SharePoint Online
Answer: A

Explanation:

Privileged access management

Having standing access by some users to sensitive information or critical network configuration settings in Microsoft Exchange Online is a potential pathway for
compromised accounts or internal threat activities. Microsoft Purview Privileged Access Management helps protect your organization from breaches and helps to
meet compliance best practices by limiting standing access to sensitive data or access to critical configuration settings. Instead of administrators having constant
access, just-in-time access rules are implemented for tasks that need elevated permissions. Enabling privileged access management for Exchange Online in
Microsoft 365 allows your organization to operate with zero standing privileges and provide a layer of defense against standing administrative access
vulnerabilities.

Note: When will privileged access support Office 365 workloads beyond Exchange? Privileged access management will be available in other Office 365 workloads
soon. Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/privileged-access-management-solution-overview https://learn.microsoft.com/en-
us/microsoft-365/compliance/privileged-access-management

NEW QUESTION 299

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 E5 subscription.

All company-owned Windows 11 devices are onboarded to Microsoft Defender for Endpoint. You need to configure Defender for Endpoint to meet the following
requirements:

> Block a vulnerable app until the app is updated.

> Block an application executable based on a file hash. The solution must minimize administrative effort.

What should you configure for each requirement? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
Block a vulnerable app until the app is updated: = v
An alow or block de E
A file indicator
A remediation request
An update ring
Block an application executable based on a file hash: v
an alow or block file
A file indicator
A remediation request
An update ring
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: A remediation request

Block a vulnerable app until the app is updated. Block vulnerable applications

How to block vulnerable applications

> Goto Vulnerability management > Recommendations in the Microsoft 365 Defender portal.

> Selecta security recommendation to see a flyout with more information.

> Select Request remediation.

> Select whether you want to apply the remediation and mitigation to all device groups or only a few.

> Select the remediation options on the Remediation request page. The remediation options are software update, software uninstall, and attention required.
? Pick a Remediation due date and select Next.

> Under Mitigation action, select Block or Warn. Once you submit a mitigation action, it is immediately applied.

> Review the selections you made and Submit request. On the final page you can choose to go directly to the remediation page to view the progress of
remediation activities and see the list of blocked applications.

Box 2: A file indicator

Block an application executable based on a file hash.

While taking the remediation steps suggested by a security recommendation, security admins with the proper permissions can perform a mitigation action and
block vulnerable versions of an application. File indicators of compromise (IOC)s are created for each of the executable files that belong to vulnerable versions of
that application. Microsoft Defender Antivirus then enforces blocks on the devices that are in the specified scope.

The option to View details of blocked versions in the Indicator page brings you to the Settings > Endpoints > Indicators page where you can view the file hashes
and response actions.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/defender-vulnerability-management/tvm-block-vuln-ap

NEW QUESTION 302

- (Exam Topic 5) You have a Microsoft 365 E5 tenant. You configure sensitivity labels.

Users report that the Sensitivity button is unavailability in Microsoft Word for the web. The sensitivity button is available in Word for Microsoft 365.
You need to ensure that the users can apply the sensitivity labels when they use Word for the web. What should you do?

A. Copy policies from Azure information Protection to the Microsoft 365 Compliance center
B. Publish the sensitivity labels.

C. Create an auto-labeling policy

D. Enable sensitivity labels for files in Microsoft SharePoint Online and OneDrive.
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Answer: B

NEW QUESTION 306
- (Exam Topic 5)
You have a Microsoft 365 subscription that uses an Azure AD tenant named contoso.com. The tenant contains the users shown in the following table.

| Name | Role

| User? Exchange Administrator

| User2 User Admirustrator

| User: Global Adrmirustrator

B ol S Byl o R L L - e
| Userd MNone

You add another user named User5 to the User Administrator role. You need to identify which two management tasks User5 can perform.
Which two tasks should you identify? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Delete User2 and User4 only.

B. Reset the password of User4 only

C. Reset the password of any user in Azure AD.
D. Delete Userl, User2, and User4 only.

E. Reset the password of User2 and User4 only.
F. Delete any user in Azure AD.

Answer: AE

Explanation:

Users with the User Administrator role can create users and manage all aspects of users with some restrictions (see below).
Only on users who are non-admins or in any of the following limited admin roles:

« Directory Readers

» Guest Inviter

 Helpdesk Administrator

» Message Center Reader

* Reports Reader

» User Administrator Reference:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/directory-assign-admin-roles#availab

NEW QUESTION 311

- (Exam Topic 5)

HOTSPOT

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel and the users shown in the following table.

A —

,r MName | Member of | Device

The devices are configured as shown in the following table.

—_ 4

,. Name f Platform I Azu[g-ADj_oin_gypE_1

. F TaT,
ULy . k

— — — — — —_— —_— —

-

e  ———

#
-~ .I-Il § - s @ @ Al
*
|

- | 5 - = & .
5 s Taldal & Wi =L
o ANGIoNg WEGISLETY

i

-
[ W

You have a Conditional Access policy named CAPolicyl that has the following settings:
* 1. Assignments

> Users or workload identities: Groupl

> Cloud apps or actions: Office 365 SharePoint Online

> Conditions

- Filter for devices: Exclude filtered devices from the policy

- Rule syntax: device.displayName -startsWith "Device"

* 2. Access controls

> Grant

- Grant: Block access

> Session: 0 controls selected

* 3. Enable policy: On

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

User1 can access Sitel

User?

User2

can access Sitel

can access Sitel

from Dewvicel

from DeviceZ

from Device3
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Userl is member of Groupl and has Devicel. Devicel is not Azure AD joined.

Note: Requiring a hybrid Azure AD joined device is dependent on your devices already being hybrid Azure AD joined.

Box 2: Yes

User2 is member of Groupl and has devices Device2 and Device3. Device2 is Azure AD joined.

Device?2 is excluded from CAPolicyl (which would block access to Sitel). Box 3: Yes

User2 is member of Groupl and has devices Device2 and Device3. Device3 is Android and is Azure AD registered.

Device3 is excluded from CAPolicyl (which would block access to Sitel).

Note: On Windows 7, iOS, Android, macOS, and some third-party web browsers, Azure AD identifies the device using a client certificate that is provisioned when
the device is registered with Azure AD. When a user first signs in through the browser the user is prompted to select the certificate. The end user must select this
certificate before they can continue to use the browser.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/devices/howto-hybrid-azure-ad-join
https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-policy-com

NEW QUESTION 313

- (Exam Topic 5)

DRAG DROP

You have a Microsoft 365 E5 tenant.

You need to implement compliance solutions that meet the following requirements:

* Use a file plan to manage retention labels.

« Identify, monitor, and automatically protect sensitive information.

 Capture employee communications for examination by designated reviewers.

Which solution should you use for each requirement? To answer, drag the appropriate solutions to the correct requirements. Each solution may be used once,
more than once, or not at all. You may need to drag the split bat between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
Hutions Answer Arca

Liata loss prevention dentify, monitor, and automatically protect

sensitne INSormatdn
INfOrmanon govemanos
Capture employee communications for

Inciter fitk MAnAnemant examination by designated reviewers
(" 0] . b solle e A g

e 3 fle plan 1o manage relentson labeks

Records mansgemen!

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

NEW QUESTION 316

- (Exam Topic 5)

Your company has multiple offices.

You have a Microsoft 365 E5 tenant that uses Microsoft Intune for device management. Each office has a local administrator.
You need to ensure that the local administrators can manage only the devices in their respective office. What should you use?

A. scope tags

B. configuration profiles

C. device categories

D. conditional access policies

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/fundamentals/scope-tags

NEW QUESTION 318

- (Exam Topic 5)

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl. Your company purchases a Microsoft 365 subscription.
You need to ensure that Userl is assigned the required role to create file policies and manage alerts in the Cloud App Security admin center.
Solution: From the Azure Active Directory admin center, you assign the Compliance administrator role to User1.

Does this meet the goal?

A. Yes
B. No

Answer: A
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NEW QUESTION 323
- (Exam Topic 5)
You have a Microsoft 365 E5 tenant.

industry regulations require that the tenant comply with the ISO 27001 standard. You need to evaluate the tenant based on the standard

A. From Policy in the Azure portal, select Compliance, and then assign a pokey
B. From Compliance Manager, create an assessment

C. From the Microsoft J6i compliance center, create an audit retention policy.
D. From the Microsoft 365 admin center enable the Productivity Score.

Answer: B
NEW QUESTION 326

- (Exam Topic 5)
You have a Microsoft 365 subscription that contains the users shown in the following table.

Name Department
User Human resources
UserZ _ Research N _
| User3 | Human resources
User4 | Marketing

You need to configure group-based licensing to meet the following requirements:

> To all users, deploy an Office 365 E3 license without the Power Automate license option.

> To all users, deploy an Enterprise Mobility + Security E5 license.

? To the users in the research department only, deploy a Power BI Pro license.
» To the users in the marketing department only, deploy a Visio Plan 2 license.
What is the minimum number of deployment groups required?

moow2>
NN PR

Answer: C

Explanation:

One for all users, one for the research department, and one for the marketing department. Note: What are Deployment Groups?
With Deployment Groups, you can orchestrate deployments across multiple servers and perform rolling updates, while ensuring high availability of your application

throughout. You can also deploy to servers

on-premises or virtual machines on Azure or any cloud, plus have end-to-end traceability of deployed artifact versions down to the server level.

Reference:

https://devblogs.microsoft.com/devops/deployment-groups-is-now-generally-available-sharing-of-targets-and-m

NEW QUESTION 331
- (Exam Topic 5)
HOTSPOT

You have a Microsoft 365 subscription that contains a Microsoft 365 group named Groupl. Groupl is configured as shown in the following exhibit.

Group1

Private group » 1 owner « | member

seneral Members  Settings Microsolt Teams

General settings Privacy

Hide from my
TSP L s A lalal
DTN ARI0N & CJRF

50 |Ir"|. list

An external user named Userl has an email address of userl@outlook.com. You need to add Userl to Groupl.
What should you do first, and which portal should you use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Answer Area

Action: ~ v
Add Userl to the subscription as an active user. E
For Groupl, change the Privacy Set:Eing to Public.

For Groupl, select Allow external senders to email this group.
Invite Userl to collaborate with your organization as a guest.

Portal: v
The Microsoft Entra admin center

‘The Exchange admin center

The Microsoft 365 admin center

The Microsoft Purview compliance portal

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Invite Userl to collaborate with your organization as a guest.

To manage guest users of a Microsoft 365 tenant via the Admin Center portal, go through the following steps. Navigate with your Web browser to
https://admin.microsoft.com.

On the left pane, click on “Users”, then click “Guest Users”.

On the “Guest Users” page, to create a new guest user, click on either the “Add a guest user” link on the top of the page or click on “Go to Azure Active Directory
to add guest users” link at the bottom of the page. Both of these links will take you to the Azure Active Directory portal, which is located at
https://aad.portal.azure.com.

On the “New user” page in the Microsoft Azure portal, you must choose to either “Create user” or “Invite user”. If you choose the “Create user” option, this will
create a new user in your organization, which will have a login address with format username@tenantdomain,dot,com. If you choose the “Invite user” option, this
will invite a new guest user to collaborate with your organization. The user will be emailed an email invitation which they can accept in order to begin collaborating.
For the purpose of creating a guest user, you must choose the “Invite user” option.

Box 2: The Microsoft Entra admin center

Microsoft Entra admin center unites Azure AD with family of identity and access products

Microsoft Entra admin center gives customers an entire toolset to secure access for everyone and everything in multicloud and multiplatform environments. The
entire Microsoft Entra product family is available at this new admin center, including Azure Active Directory (Azure AD) and Microsoft Entra Permissions
Management, formerly known as CloudKnox.

Starting this month, waves of customers will begin to be automatically directed to entra.microsoft.com from Microsoft 365 in place of the Azure AD admin center
(aad.portal.azure.com).

Reference:

https://stefanos.cloud/kb/how-to-manage-microsoft-365-guest-users https://m365admin.handsontek.net/microsoft-entra-admin-center-unites-azure-ad-with-family-
of-identity-and-ac

NEW QUESTION 334

- (Exam Topic 5)

You have a Microsoft 365 E5 tenant.

You need to create a policy that will trigger an alert when unusual Microsoft Office 365 usage patterns are detected.
What should you use to create the policy?

A. the Microsoft 365 admin center

B. the Microsoft Purview compliance portal

C. the Microsoft Defender for Cloud Apps portal
D. the Microsoft Apps admin center

Answer: C

NEW QUESTION 337
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