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NEW QUESTION 1

Company policy dictates that any time a change is made to a policy package on FortiManager an ADOM revision is created before the change installed, and that
revision is held for a minimum of 90 days.

Over the past three months, each installed change has resulted in several unused policies and duplicate objects. The FortiManager administrator plans to upgrade
the FortiGate devices and then upgrade the FortiManager ADOM from version 7.4 to 7.6.

Which action can the administrator take to avoid slow ADOM upgrades?

A. Check and repair the global configuration database before upgrading.
B. Export firewall policies to Excel, delete them on the ADO

C. then reimport them after upgradingthe ADOM.

D. Find unused firmware templates, then delete them before upgrading.
E. Limit ADOM revisions before upgrading.

Answer: D

Explanation:
Limiting ADOM revisions reduces the number of stored historical configurations, which helps avoid performance degradation and slow ADOM upgrades caused by
a large volume of revisions.

NEW QUESTION 2

An administrator has a FortiGate-HQ device with VDOMs—root, HR and Facilities, currently managed under the FortiManager ADOM—Sitel. They try to move
VDOM HR to the FortiManager ADOM—Site2, but it does not work.

Why is the administrator not able to move FortiGate-HQ VDOM HR to FortiManager ADOM—Site2?

A. The FortiGate-HQ must be managed under the FortiManager ADOM—root to allow moving its VDOMs to different ADOMSs.

B. The administrator must have full access in the device layer of FortiGate-HQ VDOM-root before they can VDOMs to different ADOMSs.

C. FortiManager must be in ADOM normal mode, which does not allow VDOMSs to be managed separately.

D. The administrator must delete the FortiGate-HQ device from FortiManager and add it again using the Add Device wizard before moving the VDOM.

Answer: A

Explanation:
FortiGate devices must be managed under the FortiManager ADOM corresponding to the root VDOM to allow their individual VDOMs to be moved and managed
in different ADOMs. Managing the root VDOM in a different ADOM prevents moving subordinate VDOMs across ADOMSs.

NEW QUESTION 3
An administrator has assigned a global policy package to a new ADOM named ADOML1.
What will happen if the administrator tries to create a new policy package in ADOM1?

A. The administrator will be able to select the option to assign the global policy package to the new policy package.
B. FortiManager will automatically assign the global policy package to the new policy package.

C. FortiManager will automatically install policies on the policy package in ADOM1.

D. The administrator will have to assign the global policy package from the global ADOM.

Answer: A

Explanation:
When a global policy package is assigned to an ADOM, administrators creating new policy packages within that ADOM have the option to select and assign the
global policy package to the new policy package if desired.

NEW QUESTION 4
You want to let multiple administrators work in the same ADOM without creating configuration conflicts.
What is the best and the most effective solution to apply?

A. Configure RADIUS authentication to assign ADOM roles to each user.

B. Enable workflow mode, which is the only way to prevent concurrent configuration conflicts.
C. Assign administrators with JSON API access to the FortiManager.

D. Activate workspace mode in the ADOM settings.

Answer: D

Explanation:
Activating workspace mode in the ADOM settings allows multiple administrators to work concurrently in the same ADOM by isolating their configuration changes in
separate workspaces, preventing conflicts and enabling effective collaboration.

NEW QUESTION 5
Push updates are failing on a FortiGate device located behind a network address translation (NAT) device? Which two settings should the administrator check to
correct this problem? (Choose two.)

A. Make sure the NAT device IP address and the correct ports are configured on FortiManager.

B. Make sure FortiGuard updates and web service are enabled on the FortiGuard service interface.

C. Make sure the virtual IP address and the correct ports are configured on the NAT device.

D. Make sure the Bind to IP address option on the FortiGuard service interface is set to the virtual IP address from the NAT device.

Answer: AC
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Explanation:
FortiManager must have the NAT device's IP address and correct ports configured to communicate properly with the FortiGate behind NAT.
The NAT device must have the correct virtual IP address and ports configured to allow push updates to reach the FortiGate device.

NEW QUESTION 6
Which output is displayed right after moving the ISFW device from one ADOM to another?
A)

FortiManager § dlagnose dvm device list ISFW
-~- There are currently 4 devices/vdoms managed
--- Thaere are currently 4 devices/vdoms count for license =---

[IYPE 0ID SN HA 1P NAME ADOM IPS FIRMWARE
fmgfaz-managed 325 FGUVM010000077646 - 10.0.1.200 ISFW ADOMT6 7.00741 (regular) 7.0 MREé (2463)
|- STATUS: dev-db: not modified; conf: in sync; cond: OK; dm: autoupdated; conn: up

|- wvdom: [3]root flags:1 adom:ADOMT76 pkyg:[out-of-sync]| ISFW

B)

FortiManager # diagnose dvm device list ISFW
--- There ara currently 4 davicas/vdoms managed ---
--- There are currently 4 devices/vdoms count for license ---

TYPE OID SN HA Ip NAME ADOM IPs FIRMWARE
fmgfaz managed 325 FGVM010000077646 - 10.0.1.200 ISFW ADOM76 7.00741 (regular) 7.0 MR6 (2463)
|- STATUS: dev-db: not modified; conf: in sync; cond: OK; dm: installaed; conn: up

|- wdom: [3]1rcot flags:0 adom:ADOM76 pkg: [imported] ISFW

C)

FortiManager # diagnose dvm device list ISFW
-~~~ There are ourrently 4 devices/vdoms managed ---
--- There are currently 4 devices/vdoms count for license ===

TYPE OID SN HA 1P NAME ADOM IPS FIRMWARE
fmgfaz-managed 326§ FGVM010000077646 - 10.0.1.200 ISFW ADOMT6 7.00741 (regular) 7.0 MR6E (2463)
| - STATUS: dev-db: not modified; conf: in syno; cond: OK; dm: installed:; conn: up

|- vdom: [3] root flags:0 adom:ADOM76 pkqg: [never-installed]

D)

FortiManager # diagnose dvm device 1ist ISFW
--- There are currently 4 devices/vdoms managaed ---
--= There are currently 4 devices/vdoms count for license ---

TYPE OID SN HA Ip NAME ADOM IPS FIRMWARE
fmgfaz-managed 325 FGVM010000077646 - 10.0.1.200 ISFW ADOMT6 7.00741 (regular) 7.0 MR6 {2463)
|- STATUS: dav-db: not modified; conf: in sync; cond: OK; dm: ratriaved; conn: up

| - vdom: [3] root flags:0 adom:AnoM?é pkg:[unknown)ISFW

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C
Explanation:

Right after moving the ISFW device to a new ADOM, the status typically shows the policy package as never-installed, indicating that the device has been assigned
to the new ADOM but no policy package has yet been installed in that ADOM.

NEW QUESTION 7
Refer to the exhibit.
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FortiManager address cbject
Edit Address - LAN v
Category v
Name LAN
Color E Change |
Type @ Subnet -
IP/Netmask @ 172.16.5.0/255.255.255.0 Q, Resolve from name
Interface ] any -
Static Route Configuration e |
Comments
0/255
Add To Groups Click to select

Advanced Options >

Per-Device Mapping v

% Create New | |# Edit

[ Mapped Device <
BR1-FGT-1 [root)
HQ-NGFW:-1 [root]

000

@ Remote-Firewall [root]

i Delet Search...

Details =

IP/Netmask: 10.10.10.5/255.255.255.255
IP/Netmask: 172.16.5.20/255.255.255.255
IP/Netmask: 21.21.2.5/255.255.255.255

«Q ,*

An administrator has created a firewall address object that is used in multiple policy packages for multiple FortiGate devices in an ADOM.
After the installation operation is performed, which IP/netmask will be installed on Remote-Firewall [VDOM1] for the LAN firewall address object?

A. 21.21.2.5/255.255.255.255
B. 172.16.5.20/255.255.255.255
C. 172.16.5.0/255.255.255.0

D. 10.10.10.5/255.255.255.255

Answer: A
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Explanation:
The per-device mapping overrides the global IP/netmask setting for the firewall address object. For the device "Remote-Firewall," the mapped IP/netmask is
21.21.2.5/255.255.255.255, so this value will be installed on Remote-Firewall [VDOM1].

NEW QUESTION 8
Refer to the exhibit.

FortiManager script

Create New Script x
0/225
Type CLI Script -
Run script on Device Database v
Validate on change »
Validation device platform o FortiGate-VMé4 v
Script details Search.. + 3
1 config router prefix-list
edit public
config rule
1 edit 1

set prefix ©.0.0.9/0
set action permit
' next
edit 2
set prefix 8.8.8.8/32
128 set action deny
11 end
Format CLI script | * Revert All Changes

Advanced Device Filters >

Which two results occur if you run the script using theDevice Databaseoption? (Choose two.)

A. The device Config Status is tagged as Modified.

B. The script history shows the successful installation of the script on the remote FortiGate.

C. The successful execution of a script on the Device Database creates a new revision history.
D. The administrator must install these changes on a managed device using the Install Wizard.

Answer: AD

Explanation:
Running a script on the Device Database marks the configuration as modified but does not immediately apply changes to the device.
The administrator must use the Install Wizard to push and install these changes from the Device Database onto the managed device.

NEW QUESTION 9

Refer to the exhibits.
Firewall policies

Ik Policy Package = &, install Wizard

IF Search Q # Create New v | | 4 Edit v i - B8 Policy Block « T Policy Lookug 2] Coltapse AJ £ Full Soreen & View Mod
l:‘\ HQN{;‘ W-1 D ' MNarme From To Sourc e Destination S hedule
2 Internal
¥ sy 1
installation Targets D 1 Internet B portd B pon2 2 HR_user = al (8 stwars
OO default
2 - ' 2 za IP-FM '
B Policy Blocks (0) O FMG Administration Qpont Cponté = BY G fo atways
0O 3 internal FMG access B port4 B porté = all = all (@ atways
0O 4 FMG outside access B porté B pont2 & HO-FMG-1  all (B always
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Installation target

B Policy Paciage » b instai Wizard « & ADOM Revisions @ Tools » ADOM:My ADOM @~ [\ -

i

IF  Search Q [5[‘1-. | o texth

82 HQ-NGFW-1 [  Installation Target Config Status = Policy Package Status =
Firewall Polcy

Installation Tarpets

BR1-FGT-1 FortiTokens

g BRY-FGT -

"1’) D‘"'hm.‘c ’ Create r.j 8 Refreah o “Search

0 #HQ-NGFW-1 + Synchronized & HQ-NGFW-1

i+ Network

n Type & Serial Number © Status © User 5
Policy & Objects
0 Motsie Token FTKMOB4ASACSCS6D Avallabie .
& Security Profiles
0 [0 Mobile Token FTKMOB4AF 1BEB&0Y Avaliatie

- '!‘pN »
2 User & Authentication

User Definition

An administrator needs to push a FortiToken Mobile to assign it to HR_user in the HQ-NGFW-1.
However, when installing the policy package, they receive the following error message:

Copy device global obijects

Vdom copy failed:
error -999 -

Copy objects for vdem root

“firewall policy", "1", 1d=5532, COMMIT FAIL - invalid value - propluser fortitoken]:
Mobile FortiToken FTKMOB4ASACSCS6D used by user local HR_user could not be found at
device

“user local”, "FTKMOB4ASACSCS6D™, id=5586, COMMIT FAIL - invalid value - prop[user
fortitoken!: Mobile FortiToken FTRMOB4AYACSCS56D used by user local HR user could not

ba found at device
Why is the administrator not able to install the FortiToken on the HQ-NGFW-1 firewall?

A. The administrator must use a user local meta field to assign FortiToken.

B. The administrator must use a valid FortiToken that exists on HQ-NGFW-1.

C. The administrator must use a metadata variable to assign the same FortiToken to multiple users in FortiManager.
D. The administrator must use per-device mapping to assign the FortiToken to HQ-NGFW-1.

Answer: B
Explanation:

The error occurs because the FortiToken used (FTKMOB4A9AC5C56D) must already exist and be registered on the FortiGate device HQ-NGFW-1. FortiManager
cannot push or create new FortiTokens on the device; the token must be valid and present on the FortiGate before it can be assigned to a user.

NEW QUESTION 10

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\-/ Exam Recommend!! Get the Full FCP_FMG_AD-7.6 dumps in VCE and PDF From SurePassExam
l I Sure PaSS https://www.surepassexam.com/FCP_FMG_AD-7.6-exam-dumps.html (33 New Questions)

Thank You for Trying Our Product

We offer two products:

1st - We have Practice Tests Software with Actual Exam Questions

2nd - Questons and Answersin PDF Format

FCP_FMG_AD-7.6 Practice Exam Features:

* FCP_FMG_AD-7.6 Questions and Answers Updated Frequently
* FCP_FMG_AD-7.6 Practice Questions Verified by Expert Senior Certified Staff
* FCP_FMG_AD-7.6 Most Realistic Questions that Guarantee you a Pass on Y our FirstTry

* FCP_FMG_AD-7.6 Practice Test Questions in Multiple Choice Formats and Updatesfor 1 Y ear

100% Actual & Verified — Instant Download, Please Click
Order The FCP_FMG_AD-7.6 Practice Test Here

Passing Certification Exams Made Easy visit - https://www.surepassexam.com


https://www.surepassexam.com/FCP_FMG_AD-7.6-exam-dumps.html
http://www.tcpdf.org

