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NEW QUESTION 1

A company's users on an IPsec VPN between FortiGate A and B have experienced intermittent issues since implementing VXLAN. The administrator suspects that
packets exceeding the 1500-byte default MTU are causing the problems.

In which situation would adjusting the interface??s maximum MTU value help resolve issues caused by protocols that add extra headers to IP packets?
A. Adjust the MTU on interfaces only if FortiGate has the FortiGuard enterprise bundle, which allows MTU modification.

B. Adjust the MTU on interfaces in all FortiGate devices that support the latest family of Fortinet SPUs: NP7, CP9 and SP5.

C. Adjust the MTU on interfaces in controlled environments where all devices along the path allow MTU interface changes.

D. Adjust the MTU on interfaces only in wired connections like PPPoE, optic fiber, and ethernet cable.

Answer: C

NEW QUESTION 2
Refer to the exhibit, which shows a partial troubleshooting command output.

FortiGate # diagnose vpn tunnel list name Hub2Spokel

list ipsec tunnel by names invd O

npu flag=20 npu rgwy=10.10.2.2 npu lgwy=10.10.1.1 npu selid=1

An administrator is extensively using IPsec on FortiGate. Many tunnels show information similar to the output shown in the exhibit.
What can the administrator conclude?

A. IPsec SAs cannot be offloaded.

B. The two IPsec SAs, inbound and outbound, are copied to the NPU.
C. Only the outbound IPsec SA is copied to the NPU.

D. Only the inbound IPsec SA is copied to the NPU.

Answer: B

NEW QUESTION 3
Refer to the exhibit, which shows a hub and spokes deployment.

— Overlay through ISP1

10.2.0.1/24 Overlay through ISP2

An administrator is deploying several spokes, including the BGP configuration for the spokes to connect to the hub.
Which two commands allow the administrator to minimize the configuration? (Choose two.)

A. neighbor-group

B. route-reflector-client
C. neighbor-range

D. ibgp-enforce-multihop

Answer: AC

NEW QUESTION 4
Refer to the exhibit, which shows a partial enterprise network.
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Area 0000

FortiGate A FortiGats B

AreaD.0.0.1

An administrator would like the area 0.0.0.0 to detect the external network. What must the administrator configure?

A. Enable RIP redistribution on FortiGate B.

B. Configure a distribute-route-map-in on FortiGate B.

C. Configure a virtual link between FortiGate A and B.

D. Set the area 0.0.0. type to stub on FortiGate A and B.

Answer: A

NEW QUESTION 5

Refer to the exhibit, which shows a network diagram.

An administrator would like to modify the MED value advertised from FortiGate_1 to a BGP neighbor in the autonomous system 30.
What must the administrator configure on FortiGate_1 to implement this?

A. route-map-out

B. network-import-check
C. prefix-list-out

D. distribute-list-out

Answer: A

NEW QUESTION 6
Refer to the exhibits.

Root FortiGate - System Administrator configuration

[=] System Administrator @&

& admin

AdminSSO super_admin_readonly
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Downstream FortiGate - Security Fabric settings

Standalone | Serve as Fabric Root SIS TEiRr g e

Security Fabric role |
Allow other Security Fabric devices to join ©
Upstream FortiGate IP/FQDN

Allow downstream device REST APl access @ ®

SAML Single Sign-On ©

Mode
Default login page @
Default admin profile@

Management IP/FQDN ©@

Management port

o R

Service Provider (SP)

m Single Sign-On

™ port1 X

10.1.0.254

(4 Advanced Options

super_admin_readonly -

10.1.0.100

Use Admin Port IEICSsLY

443

The Administrators section of a root FortiGate device and the Security Fabric Sett

ings section of a downstream FortiGate device are shown.

When prompted to sign in with Security Fabric in the downstream FortiGate device, a user enters the AdminSSO credentials.

What is the next status for the user?

A. The user is prompted to create an SSO administrator account for AdminSSO.
B. The user receives an authentication failure message.

C. The user accesses the downstream FortiGate with super_admin_readonly privi
D. The user accesses the downstream FortiGate with super_admin privileges.

Answer: C

NEW QUESTION 7

leges.

An administrator must standardize the deployment of FortiGate devices across branches with consistent interface roles and policy packages using FortiManager.

What is the recommended best practice for interface assignment in this scenario?

A. Enable metadata variables to use dynamic configurations in the standard interfaces of FortiManager.

B. Use the Install On feature in the policy package to automatically assign different interfaces based on the branch.

C. Create interfaces using device database scripts to use them on the same policy package of FortiGate devices.

D. Create normalized interface types per-platform to automatically recognize device layer interfaces based on the FortiGate model and interface name.

Answer: A

NEW QUESTION 8

Refer to the exhibit, which shows an enterprise network connected to an internet service provider.
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Area 0.0.0.0

An administrator must configure a loopback as a BGP source to connect to the ISP. Which two commands are required to establish the connection? (Choose two.)

A. ebgp-enforce-multihop
B. update-source

C. ibgp-enforce-multihop
D. recursive-next-hop

Answer: AB

NEW QUESTION 9
Refer to the exhibit.

A pre-run CLI template that is used in zero-touch provisioning (ZTP) and low-touch provisioning (LTP) with FortiManager is shown.

T': .q.l:‘-.l e ,,-:"’,.I.I DS !F‘I':"': Tl.l']- virl ,\1[' 1“1"’,“1?" I'.-_\\,'.T" 1 Tt-|1'|:.:- 1Les k‘j‘..ltl' L"-.lt" .F‘. Wlure l'_-" £ih i ':'

+ Create New v EF"-'. mr"' ele @ Ass [ ' to Model Device E More v

B  Name < Type = Assigned to Device/Group ~ Variables ~

& Pre-Run CLI Template (4) ©

v Pre-CLI Template cu 0 Devices in Total P _portl

IP_port3
IP_port8

The template is not assigned even though the configuration has already been installed on FortiGate.
What is true about this scenario?

A. The administrator did not assign the template correctly when adding the model device because pre-CLI templates remain permanently assigned to the firewall
B. Pre-run CLI templates are automatically unassigned after their initial installation

C. Pre-run CLI templates for ZTP and LTP must be unassigned manually after the first installation to avoid conflicting error objects when importing a policy
package
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D. The administrator must use post-run CLI templates that are designed for ZTP and LTP

Answer: B

NEW QUESTION 10
Refer to the exhibit, which contains the partial output of an OSPF command.

FortiGate # get router info ospf status
Routing Process "ospf 0" with ID 0.0.0.5
Process uptime is O minute

Process bound to VRF default

Supports only single TOS(TOSO) routes
Supports opaque LSA

Do not support Restarting

This router is an ABR

Conforms to RFC2328, and RFC1583Compatibility flag is enabled

An administrator is checking the OSPF status of a FortiGate device and receives the output shown in the exhibit.

What two conclusions can the administrator draw? (Choose two.)

A. The FortiGate device is a backup designated router

B. The FortiGate device is connected to multiple areas

C. The FortiGate device injects external routing information
D. The FortiGate device has OSPF ECMP enabled

Answer: BC

NEW QUESTION 10

Why does the ISDB block layers 3 and 4 of the OSI model when applying content filtering? (Choose two.)
A. FortiGate has a predefined list of all IPs and ports for specific applications downloaded from FortiGuard.
B. The ISDB blocks the IP addresses and ports of an application predefined by FortiGuard.

C. The ISDB works in proxy mode, allowing the analysis of packets in layers 3 and 4 of the OSI model.

D. The ISDB limits access by URL and domain.

Answer: AB

NEW QUESTION 12

A FortiGate device with UTM profiles is reaching the resource limits, and the administrator expects the traffic in the enterprise network to increase.

The administrator has received an additional FortiGate of the same model.

Which two protocols should the administrator use to integrate the additional FortiGate device into this enterprise network? (Choose two.)

A. FGSP with external load balancers

B. FGCP in active-active mode and with switches

C. FGCP in active-passive mode and with VDOM disabled
D. VRRP with switches

Answer: AB

NEW QUESTION 14
Refer to the exhibit, which contains a partial VPN configuration.
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config vpn ipsec phasel-interface
edit tunael

set type dynamic

set interface "porcl™

set ike-version 2

set keylife 28800

sSet peertyre any

set net-device disable

set proposal aesllf-shaldé aes2bSé-shazssé
set dpd on-idle

set add-route enable

set psksecret fortinet

next

end

What can you conclude from this VPN IPsec phase 1 configuration?

A. This configuration is the best for networks with regular traffic intervals, providing a balance between connectivity assurance and resource utilization.
B. Peer IDs are unencrypted and exposed, creating a security risk.

C. FortiGate will not add a route to its routing or forwarding information base when the dynamic tunnel is negotiated.

D. A separate interface is created for each dial-up tunnel, which can be slower and more resource intensive, especially in large networks.

Answer: A

NEW QUESTION 15

An administrator is designing an ADVPN network for a large enterprise with spokes that have varying numbers of internet links. They want to avoid a high number
of routes and peer connections at the hub.

Which method should be used to simplify routing and peer management?

A. Deploy a full-mesh VPN topology to eliminate hub dependency.

B. Implement static routing over IPsec interfaces for each spoke.

C. Use a dynamic routing protocol using loopback interfaces to streamline peers and routes.
D. Establish a traditional hub-and-spoke VPN topology with policy routes.

Answer: C

NEW QUESTION 19
Refer to the exhibits.

Guaranteed success with Our exam guides visit - https://www.certshared.com



Certshared now are offering 100% pass ensure FCSS_EFW_AD-7.6 dumps!
D CEt‘tSha I'Ed https://www.certshared.com/exam/FCSS_EFW_AD-7.6/ (57 Q&AS)

Network topology

Network
172.16.0.0/24

port 3 configuration on FortiGate

config system interface
edit "porti3®
set vdom "root"
set ip 10.0.0.1 255.255.255.0
set allowaccess ping https ssh snmp http fgfm ftm
set type physical
set alias "LAN"
set snxp-index 3
set mtu-override enable
set mtu 1000
nextc
end

ping output

C:\Usexrs\fortinec>ping 172.16.0.254 -£ -1 1400

Pinging 172.16.0.254 with 1400 bytes of data:

Reply from 10.0.0.1: Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.

Packet needs to be fragmented but DF set.

Packet needs to be fragmented but DF set.

Ping statistics for 172.16.0.254:
Packets: Sent = 4, Received = 1, Lost = 3 (75% loss),
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The configuration of a user's Windows PC, which has a default MTU of 1500 bytes, along with FortiGate interfaces set to an MTU of 1000 bytes, and the results of

PC1 pinging server 172.16.0.254 are shown.

Why is the user in Windows PC1 unable to ping server 172.16.0.254 and is seeing the message: Packet needs to be fragmented but DF set?

A. Option ip.flags.mf must be set to enable on FortiGat
B. The user has to adjust the ping MTU to 1000 to succeed.
C. Fragmented packets must be encrypte

D. To connect any application successfully, the user must install the Fortinet_CA certificate in the Microsoft Management Console.

E. FortiGate honors the do not fragment bit and the packets are droppe
F. The user has to adjust the ping MTU to 972 to succeed.

G. The user must trigger different traffic because path MTU discovery techniques do not recognize ICMP payloads.

Answer: C

NEW QUESTION 23

What action can be taken on a FortiGate to block traffic using IPS protocol decoders, focusing on network transmission patterns and application signatures?

A. Use the DNS filter to block application signatures and protocol decoders.
B. Use application control to limit non-URL-based software handling.

C. Enable application detection-based SD-WAN rules.

D. Configure a web filter profile in flow mode.

Answer: B

NEW QUESTION 28
Refer to the exhibit, which shows a command output.

FortiGate B #

FortiGate B # get system session list | grep icmp

FortiGate_A and FortiGate_B are members of an FGSP cluster in an enterprise network. While testing the cluster using the ping command, the administrator

monitors packet loss
and found that the session output on FortiGate_B is as shown in the exhibit.
What could be the cause of this output on FortiGate_B?

A. The session synchronization is encrypted.

B. session-pickup-connectionless is set to disable on FortiGate_B.

C. FortiGate_B is configured in passive mode.

D. FortiGate_A and FortiGate_B have the same standalone-group-id value.

Answer: B

NEW QUESTION 31

An administrator must minimize CPU and RAM use on a FortiGate firewall while also enabling essential security features, such as web filtering and application

control for HTTPS traffic.

Which SSL inspection setting helps reduce system load while also enabling security features, such as web filtering and application control for encrypted HTTPS

traffic?

A. Use full SSL inspection to thoroughly inspect encrypted payloads.
B. Disable SSL inspection entirely to conserve resources.
C. Configure SSL inspection to handle HTTPS traffic efficiently.

D. Enable SSL certificate inspection mode to perform basic checks without decrypting traffic.

Answer: D

NEW QUESTION 33
An administrator is extensively using VXLAN on FortiGate.
Which specialized acceleration hardware does FortiGate need to improve its performance?

NEW QUESTION 35
What is the initial step performed by FortiGate when handling the first packets of a session?

A. Installation of the session key in the network processor (NP)
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B. Data encryption and decryption
C. Security inspections such as ACL, HPE, and IP integrity header checking
D. Offloading the packets directly to the content processor (CP)

Answer: C

NEW QUESTION 38
Refer to the exhibit, which shows a physical topology and a traffic log.

Sl S “ s =
“ -
NGFW-1 ISFW
Fabric Root
FartiAnaly e
Device Name Source Destination IP Security Event List Action
ISFW 10.1.101 ME? 2387197 mami © rMatware

The administrator is checking on FortiAnalyzer traffic from the device with IP address 10.1.10.1, located behind the FortiGate ISFW device.

The firewall policy in on the ISFW device does not have UTM enabled and the administrator is surprised to see a log with the action Malware, as shown in the
exhibit.

What are the two reasons FortiAnalyzer would display this log? (Choose two.)

A. Security rating is enabled in ISFW.

B. ISFW is in a Security Fabric environment.

C. ISFW is not connected to FortiAnalyzer and must go through NGFW-1.
D. The firewall policy in NGFW-1 has UTM enabled.

Answer: BD

NEW QUESTION 43

An administrator applied a block-all IPS profile for client and server targets to secure the server, but the database team reported the application stopped working
immediately after.

How can an administrator apply IPS in a way that ensures it does not disrupt existing applications in the network?

A. Use an IPS profile with all signatures in monitor mode and verify patterns before blocking.

B. Limit the IPS profile to server targets only to avoid blocking connections from the server to clients.
C. Select flow mode in the IPS profile to accurately analyze application patterns.

D. Set the IPS profile signature action to default to discard all possible false positives.

Answer: A

NEW QUESTION 44
Refer to the exhibit, which shows a revision history window in the FortiManager device layer.

Conhguration Revision History x
te View Conf .. il ba R Dif CS Retrieve C I More v B ,*
DS Date & Time < Name = Created by < Installation < Comments = u
~ 10 2024-08-21 14.30.54 script_manager Retsloved
9 2024-08-21 1402:55 AutoUpdate AutolUpdate Auto Updated Autoretneve morged config
8 20240624 04:52:47 DCFW admin Instalied

The IT team is trying to identify the administrator responsible for the most recent update in the FortiGate device database.
Which conclusion can you draw about this scenario?

A. This retrieved process was automatically triggered by a Remote FortiGate Directly (via CLI) script.

B. The user script_manager is an API user from the Fortinet Developer Network (FDN) retrieving a configuration.

C. To identify the user who created the event, check it on the Configuration and Installation widget on FortiGate within the FortiManager device layer.
D. Find the user in the FortiManager system logs and use the type=script command to find the administrator user in the user field.

Answer: D

NEW QUESTION 47
A company that acquired multiple branches across different countries needs to install new FortiGate devices on each of those branches. However, the IT staff
lacks sufficient knowledge to implement the initial configuration on the FortiGate devices.
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Which three approaches can the company take to successfully deploy advanced initial configurations on remote branches? (Choose three.)

A. Use metadata variables to dynamically assign values according to each FortiGate device.

B. Use provisioning templates and install configuration settings at the device layer.

C. Use the Global ADOM to deploy global object configurations to each FortiGate device.

D. Apply Jinja in the FortiManager scripts for large-scale and advanced deployments.

E. Add FortiGate devices on FortiManager as model devices, and use ZTP or LTP to connect to FortiGate devices.

Answer: ABE

NEW QUESTION 52

An administrator configured the FortiGate devices in an enterprise network to join the Fortinet Security Fabric. The administrator has a list of IP addresses that
must be blocked by the data center firewall. This list is updated daily.

How can the administrator automate a firewall policy with the daily updated list?

A. With FortiNAC

B. With FortiAnalyzer

C. With a Security Fabric automation

D. With an external connector from Threat Feeds

Answer: D

NEW QUESTION 54
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