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NEW QUESTION 1
A server administrator has been creating new VMs one by one. The administrator notices the system requirements are very similar, even with different
applications. Which of the following would help the administrator accomplish this task in the SHORTEST amount of time and meet the system requirements?

A. Snapshot

B. Deduplication
C. System Restore
D. Template

Answer: D

NEW QUESTION 2
A server technician has received reports of database update errors. The technician checks the server logs and determines the database is experiencing
synchronization errors. To attempt to correct the errors, the technician should FIRST ensure:

A. the correct firewall zone is active

B. the latest firmware was applied

C. NTP is running on the database system
D. the correct dependencies are installed

Answer: C

NEW QUESTION 3
Which of the following access control methodologies can be described BEST as allowing a user the least access based on the jobs the user needs to perform?

A. Scope-based
B. Role-based

C. Location-based
D. Rule-based

Answer: B

NEW QUESTION 4

A datacenter technician is attempting to troubleshoot a server that keeps crashing. The server runs normally for approximately five minutes, but then it crashes.
After restoring the server to operation, the same cycle repeats. The technician confirms none of the configurations have changed, and the load on the server is
steady from power-on until the crash. Which of the following will MOST likely resolve the issue?

A. Reseating any expansion cards in the server

B. Replacing the failing hard drive

C. Reinstalling the heat sink with new thermal paste
D. Restoring the server from the latest full backup

Answer: C

NEW QUESTION 5
A company is building a new datacenter next to a busy parking lot. Which of the following is the BEST strategy to ensure wayward vehicle traffic does not interfere
with datacenter operations?

A. Install security cameras
B. Utilize security guards
C. Install bollards

D. Install a mantrap

Answer: C

NEW QUESTION 6
A technician is unable to access a server’s package repository internally or externally. Which of the following are the MOST likely reasons? (Choose two.)

A. The server has an architecture mismatch

B. The system time is not synchronized

C. The technician does not have sufficient privileges
D. The external firewall is blocking access

E. The default gateway is incorrect

F. The local system log file is full

Answer: AB

NEW QUESTION 7
A server administrator was asked to build a storage array with the highest possible capacity. Which of the following RAID levels should the administrator choose?

A.RAID O
B.RAID 1
C.RAID 5
D. RAID 6
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Answer: A

NEW QUESTION 8
A technician needs to deploy an operating system that would optimize server resources. Which of the following server installation methods would BEST meet this
requirement?

A. Full

B. Bare metal
C. Core

D. GUI

Answer: C

NEW QUESTION 9

A technician is connecting a server’s secondary NIC to a separate network. The technician connects the cable to the switch but then does not see any link lights
on the NIC. The technician confirms there is nothing wrong on the network or with the physical connection. Which of the following should the technician perform
NEXT?

A. Restart the server

B. Configure the network on the server
C. Enable the port on the server

D. Check the DHCP configuration

Answer: C

NEW QUESTION 10
Which of the following server types would benefit MOST from the use of a load balancer?

A. DNS server
B. File server
C. DHCP server
D. Web server

Answer: D

NEW QUESTION 10
A company uses a hot-site, disaster-recovery model. Which of the following types of data replication is required?

A. Asynchronous

B. Incremental

C. Application consistent
D. Constant

Answer: B

NEW QUESTION 15
When configuring networking on a VM, which of the following methods would allow multiple VMs to share the same host IP address?

A. Bridged
B. NAT

C. Host only
D. vSwitch

Answer: B

NEW QUESTION 20
A technician recently upgraded several pieces of firmware on a server. Ever since the technician rebooted the server, it no longer communicates with the network.
Which of the following should the technician do FIRST to return the server to service as soon as possible?

A. Replace the NIC

B. Make sure the NIC is on the HCL
C. Reseat the NIC

D. Downgrade the NIC firmware

Answer: D

NEW QUESTION 24

A server administrator has noticed that the storage utilization on a file server is growing faster than planned. The administrator wants to ensure that, in the future,
there is a more direct relationship between the number of users using the server and the amount of space that might be used. Which of the following would BEST
enable this correlation?

A. Partitioning
B. Deduplication
C. Disk quotas
D. Compression
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Answer: C

NEW QUESTION 27
A server administrator needs to keep a copy of an important fileshare that can be used to restore the share as quickly as possible. Which of the following is the
BEST solution?

A. Copy the fileshare to an LTO-4 tape drive

B. Configure a new incremental backup job for the fileshare

C. Create an additional partition and move a copy of the fileshare
D. Create a snapshot of the fileshare

Answer: D

NEW QUESTION 29
Which of the following policies would be BEST to deter a brute-force login attack?

A. Password complexity

B. Password reuse

C. Account age threshold

D. Account lockout threshold

Answer: A

NEW QUESTION 34
A technician needs to set up a server backup method for some systems. The company’s management team wants to have quick restores but minimize the amount
of backup media required. Which of the following are the BEST backup methods to use to support the management’s priorities? (Choose two.)

A. Differential
B. Synthetic full
C. Archive

D. Full

E. Incremental
F. Open file

Answer: AB

NEW QUESTION 37

Ann, an administrator, is configuring a two-node cluster that will be deployed. To check the cluster’s functionality, she shuts down the active node. Cluster
behavior is as expected, and the passive node is now active. Ann powers on the server again and wants to return to the original configuration. Which of the
following cluster features will allow Ann to complete this task?

A. Heartbeat

B. Failback

C. Redundancy
D. Load balancing

Answer: B

NEW QUESTION 40

A technician runs top on a dual-core server and notes the following conditions:
top — 14:32:27, 364 days, 14 users load average 60.5 12.4 13.6

Which of the following actions should the administrator take?

A. Schedule a mandatory reboot of the server

B. Wait for the load average to come back down on its own
C. Identify the runaway process or processes

D. Request that users log off the server

Answer: D

NEW QUESTION 43

A server is performing slowly, and users are reporting issues connecting to the application on that server. Upon investigation, the server administrator notices
several unauthorized services running on that server that are successfully communicating to an external site. Which of the following are MOST likely causing the
issue? (Choose two.)

A. Adware is installed on the users’ devices

B. The firewall rule for the server is misconfigured
C. The server is infected with a virus

D. Intrusion detection is enabled on the network

E. Unnecessary services are disabled on the server
F. SELinux is enabled on the server

Answer: AC

NEW QUESTION 48
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A server technician is configuring the IP address on a newly installed server. The documented configuration specifies using an IP address of 10.20.10.15 and a
default gateway of 10.20.10.254. Which of the following subnet masks would be appropriate for this setup?

A. 255.255.255.0

B. 255.255.255.128
C. 255.255.255.240
D. 255.255.255.254

Answer: D

NEW QUESTION 50
Which of the following open ports should be closed to secure the server properly? (Choose two.)

Answer: CD

NEW QUESTION 51

A server technician has been asked to upload a few files from the internal web server to the internal FTP server. The technician logs in to the web server using
PuUTTY, but the connection to the FTP server fails. However, the FTP connection from the technician’s workstation is su?cessful. To troubleshoot the issue, the
technician executes the following command on both the web server and the workstation:

ping ftp.acme.local

The IP address in the command output is different on each machine. Which of the following is the MOST likely reason for the connection failure?

A. A misconfigured firewall

B. A misconfigured hosts.deny file
C. A misconfigured hosts file

D. A misconfigured hosts.allow file

Answer: D

NEW QUESTION 55
A company deploys antivirus, anti-malware, and firewalls that can be assumed to be functioning properly. Which of the following is the MOST likely system
vulnerability?

A. Insider threat

B. Worms

C. Ransomware

D. Open ports

E. Two-person integrity

Answer: A

NEW QUESTION 56
A security analyst suspects a remote server is running vulnerable network applications. The analyst does not have administrative credentials for the server. Which
of the following would MOST likely help the analyst determine if the applications are running?

A. User account control
B. Anti-malware

C. A sniffer

D. A port scanner

Answer: A

NEW QUESTION 60
A technician is attempting to update a server’s firmware. After inserting the media for the firmware and restarting the server, the machine starts normally into the
OS. Which of the following should the technician do NEXT to install the firmware?

A. Press F8 to enter safe mode

B. Boot from the media

C. Enable HIDS on the server

D. Log in with an administrative account

Answer: B

NEW QUESTION 61

A server administrator mounted a new hard disk on a Linux system with a mount point of /newdisk. It was later determined that users were unable to create
directories or files on the new mount point. Which of the following commands would successfully mount the drive with the required parameters?

A. echo /newdisk >> /etc/fstab

B. net use /newdisk
C. mount —o remount, rw /newdisk
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D. mount —a

Answer: C

NEW QUESTION 66
Which of the following BEST describes the concept of right to downgrade?

A. It allows for the return of a new OS license if the newer OS is not compatible with the currently installed software and is returning to the previously used OS
B. It allows a server to run on fewer resources than what is outlined in the minimum requirements document without purchasing a license

C. It allows for a previous version of an OS to be deployed in a test environment for each current license that is purchased

D. It allows a previous version of an OS to be installed and covered by the same license as the newer version

Answer: B

NEW QUESTION 67
Which of the following is the MOST appropriate scripting language to use for a logon script for a Linux box?

A. VBS

B. Shell

C. Java

D. PowerShell
E. Batch

Answer: A

NEW QUESTION 71
Which of the following will correctly map a script to a home directory for a user based on username?

A. \\server\users$\username
B. \\server\%username%

C. \\server\FirstlnitialLastName
D. \\server\$username$

Answer: B

Explanation:

Reference:
https://social.technet.microsoft.com/Forums/windows/en-US/07cfcb73-796d-48aa-96a9-08280alef25a/m
apping-home-directory-with-username-variable?forum=w7itprogeneral

NEW QUESTION 73
A server administrator has configured a web server. Which of the following does the administrator need to install to make the website trusted?

A. PKI
B. SSL
C. LDAP
D. DNS

Answer: A

NEW QUESTION 74

A systems administrator is setting up a new server that will be used as a DHCP server. The administrator installs the OS but is then unable to log on using Active
Directory credentials. The administrator logs on using the local administrator account and verifies the server has the correct IP address, subnet mask, and default
gateway. The administrator then gets on another server and can ping the new server. Which of the following is causing the issue?

A. Port 443 is not open on the firewall

B. The server is experiencing a downstream failure
C. The local hosts file is blank

D. The server is not joined to the domain

Answer: D

NEW QUESTION 76

Which of the following is a method that is used to prevent motor vehicles from getting too close to building entrances and exits?
A. Bollards

B. Reflective glass

C. Security guards

D. Security cameras

Answer: A

NEW QUESTION 78
A technician is configuring a server that requires secure remote access. Which of the following ports should the technician use?
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Answer: D

NEW QUESTION 81
Which of the following is typical of software licensing in the cloud?

A. Per socket

B. Perpetual

C. Subscription-based
D. Site-based

Answer: C

NEW QUESTION 84
A user cannot save large files to a directory on a Linux server that was accepting smaller files a few minutes ago. Which of the following commands should a
technician use to identify the issue?

A. pvdisplay
B. mount
C.df-h

D. fdisk -I

Answer: C

NEW QUESTION 87
An administrator needs to perform bare-metal maintenance on a server in a remote datacenter. Which of the following should the administrator use to access the
server’'s console?

A. IP KVM

B. VNC

C. A crash cart
D. RDP

E. SSH

Answer: D

NEW QUESTION 91

A technician needs to provide a VM with high availability. Which of the following actions should the technician take to complete this task as efficiently as possible?
A. Take a shapshot of the original VM

B. Clone the original VM

C. Convert the original VM to use dynamic disks

D. Perform a P2V of the original VM

Answer: A

NEW QUESTION 94
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