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NEW QUESTION 1

A new domain controller has been added to your domain. You need to ensure the CyberArk infrastructure can use the new domain controller for authentication.

Which locations must you update?

A. on the Vault server in C:\Windows\System32\drivers\etc\hosts and in the PVWAApplication under Administration > LDAP Integration > Directories > Hosts

B. on both the Vault and the PVWA servers in C:\Windows\System32\drivers\etc\hosts
C. in the Private Ark client under Tools > Administrative Tools > Directory Mapping
D. on the Vault server in the certificate store and on the PVWA server in the certificate store

Answer: A

NEW QUESTION 2
A stand alone Vault server requires DNS services to operate properly.

A. TRUE
B. FALSE

Answer: B

NEW QUESTION 3
Which component should be installed on the Vault if Distributed Vaults are used with PSM?

A. RabbitMQ

B. Disaster Recovery

C. Remote Control Client
D. Distributed Vault Server

Answer: A

NEW QUESTION 4
DRAG DROP

Arrange the steps to install the Password Vault Web Access (PVWA) in the correct sequence.
Answer Area

Unordered Options Ordered Respanse

~
Fun the P\ Walnstalation.ps1 scripl in PowerShel
as Administralor

A
=

Ty

Run the PVWA_Prerequisies ps1 script in

Powershed as Administrator. )

Run the PYWARegisterComponent ps1 seript with 1
the Vault password and run the

PVWA Hardening.ps1 scrpt in PowerShell as
Administrator

=

e 4]
T

{j~

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Ordered Response

Run the PYWA_Prerequisites.ps] scnpt in Powershell as Administrator

Run the PYWAInstallntion.ps | senpt in PowerShell ns Administrator

Bun the PVWARegizterComponent.psl script with the Vault password and nin the
PVWA_Hardening pzl senipt in PowerShell as Admanistrator.

Saggested Answe-  The steps needed to install e Password Vault Web Access (FVWA) should be completed in the
follovwing order: PYWA_ Prerequiseles.psl, P".'\l'.-'l.]'nriln]lrllmn.psl. and
FUVWARegisterC omponent. ps1 with the Vault password followed by FVYWA Hardening psl.
Thas will ensuge that all prerequuisites are meet before attempting to wstall and configure PYWA
preperly. By ensunng these steps are tnken in this specific onder, it allows for a successhul
installation of the software on the desired machine or server. After taking these necessary steps
in sequence, weers can then enjoy their newly installed Password Vaolt Web Aceess.

NEW QUESTION 5

CyberArk User Neil is trying to connect to the Target Linux server 192.168.1.164 using a domain account ACME/linuxuser01 on domain acme.corp using PSM for

SSH server 192.168.65.145.
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What is the correct syntax?

A. ssh neil@linuxuserO1:acme.corp@192.168.1.164@192.168.65.145

B. ssh neil@linuxuserOl#acme.corp@192.168.1.164@192.168.65.145 Most Voted
C. ssh neil@linuxuser01@192.168.1.164@192.168.65.145

D. ssh neil@linuxuser0l@acme.corp@192.168.1.164@192.168.65.145

Answer: B

NEW QUESTION 6
What must you do to synchronize a new Vault server with an organization’s NTP server?

A. Configure an AllowNonStandardFWAddresses rule for the organization’s NTP server in DBParm.ini on the Vault server.

B. Use the Windows Firewall console to configure a rule on the Vault server which allows communication with the organization’s NTP server.
C. Ensure the organization’s NTP server is installed in the same location as the Vault server requiring synchronization.

D. Update the AutoSyncExternalObjects configuration in DBParm.ini on the Vault server to schedule regular synchronization.

Answer: A

NEW QUESTION 7
What is a requirement for setting fault tolerance for PSMs?

A. Use a load balancer

B. Use a backup solution

C. CPM must be in all data centers
D. Install the Vault in an HA cluster

Answer: C

NEW QUESTION 8
DRAG DROP
Arrange the steps to complete CPM Hardening for Out-of-Domain Deployment in the correct sequence.

Answer Area

Unordered Options Crdered Response

Open Powershed as Administrator and run the
script

8

Review these script logs: HardeningScrpllog and
CYBRHardeningseceditiog
L

L

i
Locate the CPM_Hardening.ps1 script in the
installation media

L

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Orpidered Respoanse

1y Locate the CPM_Hardening.psl scnpt in the installatson nredia.

24 Open Powershell as Admunistrater and run the senpt.

3y Review these senpt logs: HardenmgSeripllog and CYBRHardenipgescedit log.

Seggetied Antwer i e a
The correct sequence for completing CPM Hardening for Out-of-Domain Deployment is 1o first

locate the CPM_Hardening:psl script in the installation media, then open Powerzhell as
Addministrator and mn the seript, followed by reviewing the HardeningSeript.log and
CYBRHardeningsecedit log seript logs. This ensures that all the peceszary steps are taken in

onder to properly secure an out-of-domain deployment of CPM.

NEW QUESTION 9
You want to change the name of the PVWAappuser of the second PVWA server. Which steps are part of the process? (Choose two.)

A. Update PVWA.ini with new user name
B. Update Vault.ini with new user name
C. Create new user in PrivateArk

D. Rename user in PrivateArk

The Leader of IT Certification visit - https://www.certleader.com



CertLeader@ 100% Valid and Newest Version PAM-SEN Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/PAM-SEN-dumps.html (136 Q&As)

E. Create new cred file for user

Answer: DE

NEW QUESTION 10
What is determined by the "MaxConcurrentConnections” setting within a platform?

A. maximum number of concurrent connections that can be opened between the CPM and the remote machines for the platform
B. maximum number of concurrent connections that can be between the PSM and the remote machines for the platform

C. maximum number of concurrent connections allowed for a specific account on the platform through the PSM

D. maximum number of concurrent connections to the Vault allowed for sending audit activities relating to the platform

Answer: A

NEW QUESTION 10
In which file must the attribute ‘SignAuthnRequest="true™ be added to the PartnerldentityProvider element to support signed SAML requests?

A. saml.config

B. samlconfig.ini

C. PVWAConfig.xml

D. PVConfiguration.xml

Answer: C

NEW QUESTION 13
A customer has two data centers and requires a single PVWA url.
Which deployment provides the fastest time to reach the PVWA and the most redundancy?

A. Deploy two PVWAs behind a global traffic manager.
B. Deploy one PVWA only.

C. Deploy two PVWAs in an active/standby mode.

D. Deploy two PVWAS using DNS round robin.

Answer: A

NEW QUESTION 14
What must you do to prepare a Windows server for PVWA installation?

A. In the InstallationAutomation folder, run the PVWA_Prerequisites.psl file as an administrator in Powershel
B. Most Voted

C. Install the PrivateArk client.

D. Verify the user performing the installation is Domain Administrator and has logon access to the Vault server.
E. Enable IPv6.

Answer: A

NEW QUESTION 15
In large-scale environments, it is important to enable the CPM to focus its search operations on specific Safes instead of scanning all Safes it sees in the Vault.
How is this accomplished?

A. Administration Options > CPM Settings

B. AllowedSafe Parameter on each platform policy

C. MaxConcurrentConnection parameter on each platform policy
D. Administration > Options > CPM Scanner

Answer: B

NEW QUESTION 20
When performing “In Domain” hardening of a PSM server, which steps must be performed? (Choose two.)

A. Import CyberArk policy settings from the provided file into a new GP
B. Most Voted

C. Apply advanced audit on the PSM server.

D. Link GPO to a dedicated OU containing CyberArk PSM server

E. Most Voted

F. Import an INF file to the local machine.

G. Configure AppLocker rules to block running unknown executables.

Answer: AC
NEW QUESTION 25
The account used to install a PVWA must have ownership of which safes? (Choose two.)

A. VaultInternal
B. PVWAConfig
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C. System
D. Notification Engine
E. PVWAReports

Answer: AD

NEW QUESTION 29
Which utility should be used to register the Vault in Amazon Web Services?

A. CAVaultManager Most Voted
B. StorageManager

C. CloudVaultManager

D. CACert

Answer: A

NEW QUESTION 31
This value needs to be added to the PVWA configuration file:
Assuming all CyberArk PVWA servers were installed using default paths/folders, which configuration file should you locate and edit to accomplish this?

A. c\inetpub\wwwroot\passwordvault\web.config

B. c:\inetpub\wwwroot\passwordvault\services\web.config

C. c:\cyberark\password vault web access\env\web.config

D. c:\program files\cyberark\password vault web access\web.config

Answer: A

NEW QUESTION 34
In which configuration file do you add LoadBalancerClientAddressHeader when you enable x-forwarding on the PVWA loadbalancer?

A. PVconfiguration.xml

B. web.config

C. apigw.ini

D. CyberArkScheduledTasks.exe.config

Answer: B

NEW QUESTION 39
The primary purpose of the CPM is Password Management.

A. TRUE
B. FALSE

Answer: A

Explanation:
Reference: https://www.cse-cst.gc.ca/en/system/files/pdf_documents/cyberark-v91-sec- eng.pdf (7)

NEW QUESTION 44
You are setting up a Linux host to act as an HTML 5 gateway for PSM sessions.
Which servers need to be trusted by the Linux host to secure communications through the gateway?

A. PSM and PVWA
B. PSM and CPM
C. PVWA and Vault
D. Vault and PSM

Answer: A

NEW QUESTION 47
How should you configure PSM for SSH to support load balancing?

A. by using a network load balancer Most Voted

B. in PYWA > Options > PSM for SSH Proxy > Servers

C. in PVYWA > Options > PSM for SSH Proxy > Servers > VIP
D. by editing sshd.config on the all the PSM for SSH servers

Answer: C
NEW QUESTION 52
You are installing PSM for SSH with AD-Bridge and CyberArkSSHD mode set to integrated for your customer.

Which additional packages do you need to install to meet the customer’s needs? (Choose two.)

A. CARKpsmp-infra
B. libssh
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C. OpenSSH 7.8 or higher
D. CARKpsmp-ADBridge
E. CARKpsmp-SSHD

Answer: AB

NEW QUESTION 54
You need to add a new PSM server to an existing CyberArk environment. What is the best way to determine the sizing of this server?

A. Review the “Recommended Server Specifications” for PSMs in the CyberArk Documents websit

B. Most Voted

C. Use the specifications of any existing PSM and request a server of the same size.

D. Use the CyberArk Support Knowledgebase, search for “PSM Sizing” and locate the Knowledgebase article related to sizing.

E. Refer to the Microsoft Windows website, determine the minimum specifications required for the Operating System you are installing, and then add 4 Gb of RAM
and 20 GB of disk.

Answer: C

NEW QUESTION 57
Which step is required to register a Vault manually in Amazon Web Services using CAVaultManager?

A. Specify Amazon as the cloud vendor using the /CloudVendor Flag

B. After running the postinstall utility, restart the "PrivateArk Server" service
C. Specify the Cloud region using the /CloudRegion flag

D. Specify whether the Vault is distributed or stand alone

Answer: C

NEW QUESTION 62
A vault admin received an email notification that a password verification process has failed Which service sent the message?

A. The PrivateArk Server Service on the Vault.

B. The CyberArk Password Manager service on the Components Server.
C. The CyberArk Event Notification Engine Service on the Vault

D. The CyberArk Privileged Session Manager service on the Vault.

Answer: C

NEW QUESTION 67
The vault server uses a modified version of the Microsoft Windows firewall.

A. TRUE
B. FALSE

Answer: B

NEW QUESTION 69

As a member of a PAM Level-2 support team, you are troubleshooting an issue related to load balancing four PVWA servers at two data centers. You received a
note from your Level-1 support team stating “When testing PVWA website from a workstation, we noticed that the “Source IP of last sign-in” was shown as the
VIP (Virtual IP address) assigned to the four PVWA servers instead of the workstation IP where the PVWA site was launched from.”

Which step should you take?

A. Verify the “LoadBalancerClientAddressHeader” parameter setting in PVWA configuration file Web.config is set to “X-Forwarded-For”.

B. Add the VIP (Virtual IP address) assigned to the four PVWA servers to the certificates issued for all four PVWA servers, if missing.

C. Add a firewall rule to allow the testing workstation to connect to the VIP (Virtual IP address) assigned to the four PVWA servers on Port TCP 443.
D. Edit the dbparm.ini file on the Vault server and add the IP or subnet of the workstation tothe whitelist.

Answer: A

NEW QUESTION 70
Which is the correct order of installation for PAS components?

A. Vault, CP

B. PVWA, PSM

C. CPM, Vaul

D. PSM, PVYWA

E. Vault, CP

F. PSM, PVWA

G. PVWA, Vault, CPM, PSM

Answer: A

NEW QUESTION 74
If a transparent user matches two different directory mappings, how does the system determine which user template to use?
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A. The system will use the template for the mapping listed first.

B. The system will use the template for the mapping listed last.

C. The system will grant all of the vault authorizations from the two templates.

D. The system will grant only the vault authorizations that are listed in both templates

Answer: A

NEW QUESTION 78

You are installing a CPM.

In addition to Add Safes, Add/Update Users, Reset Users’ Passwords and Manage Server File Categories, which Vault authorization(s) does a CyberArk user
need to install the CPM?

A. Manage Directory Mapping

B. Activate Users

C. Backup All Safes, Restore All Safes
D. Audit Users, Add Network Areas

Answer: B

NEW QUESTION 79

All 80 employees from your satellite Tokyo office are complaining that browsing the PVWA site is very slow; however, your New York headquarters users are not
experiencing this. The current PAM solution is:

2 distributed Vaults, the primary one in New York and a satellite in Tokyo 2 PVWA servers, both in New York with load balancing configured

2 PSM servers, both in New York without load balancing configured 1 CPM server in New York

All PVWA, PSM, and CPM servers are connected to the primary Vault

Which proposal optimally resolves the performance issue while minimizing the impact to production?

A. Install two new PVWA servers in Tokyo data center, configure load balancing, connect to the local satellite Vault and provide the URL of new PVWA servers to
the local employees.

B. Install two new PVWA servers in New York data center, configure load balancing and have them connect to the satellite Vault in Tokyo.

C. Install two new PSM servers in the Tokyo data center, configure load balancing, connect to the local satellite vault, and inform the local employees to browse
using the same PVWA URL.

D. Change the current distributed Vaults architecture, migrate back to a Primary-DR architecture, install two new PVWA servers in the Tokyo data center and
configure load balancin

E. Connect to the local DR Vault and provide the URL of new PVWA servers to the local employees.

Answer: A

NEW QUESTION 81
You are configuring SNMP remote monitoring for your organization’s Vault servers.
In the PARAgent.ini, which parameter specifies the destination of the Vault SNMP traps?

A. SNMPHostIP Most Voted
B. SNMPTrapPort

C. SNMPCommunity

D. SNMPVersion

Answer: A

NEW QUESTION 83
What is the purpose of the password Reconcile process?

A. To test that CyberArk is storing accurate credentials for accounts.

B. To change the password of an account according to organizationally defined password rules
C. To allow CyberArk to manage unknown or lost credentials.

D. To generate a new complex password.

Answer: B

Explanation:
Reference: https://www.cyberark.com/blog/securing-privileged-accounts-best-practices- guide-part-4/

NEW QUESTION 86
You are configuring the Vault to send syslog audit data to your organization’s SIEM solution.
What is a valid value for the SyslogServerProtocol parameter in DBPARM.INI file?

A.TLS
B. SSH
C. SMTP
D. SNMP

Answer: A

NEW QUESTION 88
A first PSM server has been installed.
What should you confirm before installing any additional PSM servers?
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A. The PSM ID of the first installed PSM server was changed and the additional PSM server can use the same PSM ID.

B. The user performing the installation is a direct owner in the PSMUnmanagedSessionAccounts Safe, PSM safe and member of PVWAMonitor group.
C. The user performing the installation is not a direct owner in the PSMUnmanagedSessionAccounts Saf

D. Most Voted

E. The path of the Recordings Folder must be different on all PSM installations.

Answer: C

NEW QUESTION 89
After installing the Vault, you need to allow Firewall Access for Windows Time service to sync with NTP servers 10.1.1.1 and 10.2.2.2.
What should you do?

A. Edit DBParm.ini to add: AllowNonStandardFWAddresses=[10.1.1.1,10.2.2.2],Yes,123:outbound/ud

B. Most Voted

C. Edit DBParm.ini to add: NTPServer=[10.1.1.1:123/UDP,10.2.2.2:123/UDP].

D. Edit DBParm.ini to add: AllowNonStandardFWAddresses=[10.1.1.1,10.2.2.2],Yes,123:outbound/udp,123:inbound/u dp.
E. Edit the Windows Firewall configuration to add a rule for Port 123/udp outbound to 10.1.1.1 and 10.2.2.2.

Answer: D

NEW QUESTION 92

During the PSM installation process, Safes and a User are created.

In addition to Add Safes, Add/Update Users, Reset Users’ Passwords, and Activate Users, which authorization(s) does the Vault user installing the PSM need to
enable them to be successfully created?

A. Manage Vault File Categories Most Voted

B. Manage Server File Categories

C. Manage Directory Mapping, Manage Server File Categories
D. Manage Directory Mapping, Manage Vault File Categories

Answer: A

NEW QUESTION 95
In addition to disabling Windows services or features not needed for PVWA operations, which tasks does PVWA_Hardening.ps1 perform when run? (Choose two.)

A. performs IIS hardening

B. configures all group policy settings

C. renames the local Administrator Account
D. configures Windows Firewall

E. imports the CyberArk INF configuration

Answer: AD

NEW QUESTION 100

What is a step to enable NTP synchronization on a stand-alone Vault?

A. Run Powershell and add the NTP module.

B. Restart the organization's NTP servers.

C. Edit dbparm.ini and add a Firewall rule for the NTP address.

D. Restart the Vault Event Notification Engine service.

Answer: C

NEW QUESTION 105

What is required before the first CPM can be installed?

A. The environment must have at least one Vault and one PVWA installed.
B. The Vault environment must have at least one account stored in a safe.
C. Custom platforms must be downloaded from the CyberArk Marketplace.
D. The PSM component must be installed and proper functionality validated.
Answer: A

NEW QUESTION 109

The Remote Desktop Services role must be property licensed by Microsoft.

A. TRUE
B. FALSE

Answer: A
NEW QUESTION 111
When creating a distributed Vault environment architecture, what is the maximum number of Vault servers that can be deployed?

A. 5 - number of primary and satellite Vaults can be specified during installation
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B. 3 - all primary
C. 6 - 1 primary and 5 satellite
D. 10 - 2 primary and 8 satellite

Answer: C

NEW QUESTION 114
What are the operating system prerequisites for installing CPM? Select all that apply.

A. NET 3.51 Framework Feature
B. Web Services Role

C. Remote Desktop Services Role
D. Windows 2008 R2 or higher.

Answer: A

Explanation:
Reference: https://www.cse-cst.gc.ca/en/system/files/pdf_documents/cyberark-v91-sec- eng.pdf (11)

NEW QUESTION 118
What is a prerequisite step before CyberArk can be configured to support RADIUS authentication?

A. Log on to the PrivateArk Client, display the User properties of the user to configure, run the Authentication method drop-down list, and select RADIUS
authentication.

B. In the RADIUS server, define the CyberArk Vault as a RADIUS client/agen

C. Most Voted

D. In the Vault installation folder, run CAVaultManager as administrator with the SecureSecretFiles command.

E. Navigate to /Server/Conf and open DBParm.ini and set the RadiusServersinfo parameter.

Answer: B

NEW QUESTION 122
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