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NEW QUESTION 1
Which NIST SP discusses protecting CUI in nonfederal systems and organizations?

A. NIST SP 800-37
B. NIST SP 800-53
C. NIST SP 800-88
D. NIST SP 800-171

Answer: D

NEW QUESTION 2
An Assessment Team is reviewing a practice that is documented and being checked monthly. When reviewing the logs, the practice is only being completed
quarterly. During the interviews, the team members say they perform the practice monthly but only document quarterly. Is this sufficient to pass the practice?

A. No, the work is not being done as stated.
B. Yes, the practice is being done as documented.
C. No, all three assessment methods must be met to pass.
D. Ye
E. the interview process is enough to pass a practice.

Answer: A

NEW QUESTION 3
Ethics is a shared responsibility between:

A. DoD and CMMC-AB.
B. OSC and sponsors.
C. CMMC-AB and members of the CMMC Ecosystem.
D. members of the CMMC Ecosystem and Lead Assessors.

Answer: C

NEW QUESTION 4
After completing a Level 2 Assessment, a C3PAO is preparing to upload the Assessment Results Package to Enterprise Mission Assurance Support Service.
Which document MUST be included as part of the final assessment results package?

A. Final Report
B. Certification rating
C. Summary-level findings
D. All Daily Checkpoint logs

Answer: A

NEW QUESTION 5
Who will verify the adequacy and sufficiency of evidence to determine whether the practices and related components for each in-scope Host Unit. Supporting
Organization/Unit, or enclave has been met?

A. OSC
B. Assessment Team
C. Authorizing official
D. Assessment official

Answer: B

NEW QUESTION 6
A machining company has been awarded a contract with the DoD to build specialized parts. Testing of the parts will be done by the company using in-house staff
and equipment. For a Level 1 Self-Assessment, what type of asset is this?

A. CUI Asset
B. In-scope Asset
C. Specialized Asset
D. Contractor Risk Managed Asset

Answer: B

NEW QUESTION 7
During a CMMC readiness review, the OSC proposes that an associated enclave should not be applicable in the scope. Who is responsible for verifying this
request?

A. CCP
B. C3PAO
C. Lead Assessor
D. Advisory Board

Answer: 
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C

NEW QUESTION 8
The practices in CMMC Level 2 consist of the security requirements specified in:

A. NIST SP 800-53
B. NIST SP 800-171
C. 48 CFR 52.204-21
D. DFARS 252.204-7012

Answer: B

NEW QUESTION 9
Which domains are a part of a Level 1 Self-Assessment?

A. Access Control (AC), Risk Management <RM), and Media Protection (MP)
B. Risk Management (RM). Access Control (AC), and Physical Protection (PE)
C. Access Control (AC), Physical Protection (PE), and Identification and Authentication (IA)
D. Risk Management (RM). Media Protection (MP), and Identification and Authentication (IA)

Answer: C

NEW QUESTION 10
In preparation for a CMMC Level 1 Self-Assessment, the IT manager for a DIB organization is documenting asset types in the company's SSP The manager
determines that identified machine controllers and assembly machines should be documented as Specialized Assets. Which type of Specialized Assets has the
manager identified and documented?

A. loT
B. Restricted IS
C. Test equipment
D. Operational technology

Answer: D

NEW QUESTION 10
According to the Configuration Management (CM) domain, which principle is the basis for defining essential system capabilities?

A. Least privilege
B. Essential concern
C. Least functionality
D. Separation of duties

Answer: C

NEW QUESTION 12
In scoping a CMMC Level 1 Self-Assessment, it is determined that an ESP employee has access to FCI. What is the ESP employee considered?

A. In scope
B. Out of scope
C. OSC point of contact
D. Assessment Team Member

Answer: A

NEW QUESTION 16
A contractor provides services and data to the DoD. The transactions that occur to handle FCI take place over the contractor's business network, but the work is
performed on contractor-owned systems, which must be configured based on government requirements and are used to support a contract. What type of
Specialized Asset are these systems?

A. loT
B. Restricted IS
C. Test equipment
D. Government property

Answer: B

NEW QUESTION 18
Which example represents a Specialized Asset?

A. SOCs
B. Hosted VPN services
C. Consultants who provide cybersecurity services
D. All property owned or leased by the government

Answer: D
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NEW QUESTION 23
How does the CMMC define a practice?

A. A business transaction
B. A condition arrived at by experience or exercise
C. A series of changes taking place in a defined manner
D. An activity or activities performed to meet defined CMMC objectives

Answer: D

NEW QUESTION 25
Which statement BEST describes the requirements for a C3PA0?

A. An authorized C3PAO must meet some DoD and all ISO/IEC 17020 requirements.
B. An accredited C3PAO must meet all DoD and some ISO/IEC 17020 requirements.
C. AC3PAO must be accredited by DoD before being able to conduct assessments.
D. A C3PAO must be authorized by CMMC-AB before being able to conduct assessments.

Answer: D

NEW QUESTION 28
In performing scoping, what should the assessor ensure that the scope of the assessment covers?

A. All assets documented in the business plan
B. All assets regardless if they do or do not process, store, or transmit FCI/CUI
C. All entities, regardless of the line of business, associated with the organization
D. All assets processing, storing, or transmitting FCI/CUI and security protection assets

Answer: D

NEW QUESTION 32
SC.L2-3 13.14: Control and monitor the use of VoIP technologies is marked as NOT APPLICABLE for an OSC's assessment. How does this affect the assessment
scope?

A. Any existing telephone system is in scope even if it is not using VoIP technology.
B. An error has been made and the Lead Assessor should be contacted to correct the error.
C. VoIP technology is within scope, and it uses FlPS-validated encryption, so it does not need to be assessed.
D. VoIP technology is not used within scope boundary, so no assessment procedures are specified for this practice.

Answer: D

NEW QUESTION 33
An assessor is in Phase 3 of the CMMC Assessment Process. The assessor has delivered the final findings, submitted the assessment results package, and
provided feedback to the C3PAO and CMMC-AB. What must the assessor still do?

A. Determine level recommendation
B. Archive all assessment artifacts
C. Determine final practice pass/fail results
D. Archive or dispose of any assessment artifacts

Answer: D

NEW QUESTION 36
A CCP is part of a CMMC Assessment Team interviewing a subject-matter expert on Access Control (AC) within an OSC. During the interview process, what will
the CCP ensure about the information exchanged during the interview?

A. Performed in groups for more efficient use of resources
B. Recorded for inclusion in the Final Recommended Findings report
C. Confidential and non-attributable so interviewees can speak without fear of reprisal
D. Mapped to specific CMMC practices to clearly delineate which practice is being evaluated

Answer: C

NEW QUESTION 38
A C3PAO is near completion of a Level 2 Assessment for an OSC. The CMMC Findings Brief and CMMC Assessment Results documents have been developed.
The Final Recommended Assessment Results are being generated. When generating these results, what MUST be included?

A. An updated Assessment Plan
B. Recorded and final updated Daily Checkpoint
C. Fully executed CMMC Assessment contract between the C3PAO and the OSC
D. Review documentation for the CMMC Quality Assurance Professional (CQAP)

Answer: D
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NEW QUESTION 40
A C3PAO Assessment Plan document captures the names of the interviewees, the facilities that will utilized, along with estimated costs and schedule of the
assessment. What part of the assessment plan is this?

A. Identify resources and schedule.
B. Select Assessment Team members.
C. Identify and manage assessment risks.
D. Select and develop the evidence collection approach.

Answer: A

NEW QUESTION 41
Which are guiding principles in the CMMC Code of Professional Conduct?

A. Objectivity, information integrity, and higher accountability
B. Objectivity, information integrity, and proper use of methods
C. Proper use of methods, higher accountability, and objectivity
D. Proper use of methods, higher accountability, and information integrity

Answer: A

NEW QUESTION 44
What service is the MOST comprehensive that the RPO provides?

A. Training services
B. Education services
C. Consulting services
D. Assessment services

Answer: C

NEW QUESTION 49
Which entity requires that organizations handling FCI or CUI be assessed to determine a required Level of cybersecurity maturity?

A. DoD
B. CISA
C. NIST
D. CMMC-AB

Answer: A

NEW QUESTION 54
Which regulation allows for whistleblowers to sue on behalf of the federal government?

A. NISTSP 800-53
B. NISTSP 800-171
C. False Claims Act
D. Code of Professional Conduct

Answer: C

NEW QUESTION 57
What is a PRIMARY activity that is performed while conducting an assessment?

A. Develop assessment plan.
B. Collect and examine evidence.
C. Verify readiness to conduct assessment.
D. Deliver recommended assessment results.

Answer: B

NEW QUESTION 58
Regarding the Risk Assessment (RA) domain, what should an OSC periodically assess?

A. Organizational operations, business assets, and employees
B. Organizational operations, business processes, and employees
C. Organizational operations, organizational assets, and individuals
D. Organizational operations, organizational processes, and individuals

Answer: C

NEW QUESTION 62
Two assessors cannot agree if a certain practice should be rated as MET or NOT MET. Who should they consult to determine the final interpretation?

A. C3PAO
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B. CMMC-AB
C. Lead Assessor
D. Quality Assurance Assessor

Answer: C

NEW QUESTION 67
When a conflict of interest is unavoidable, a CCP should NOT:

A. Inform their organization
B. Take action to minimize its impact
C. Disclose it to affected stakeholders
D. Conceal it from the Assessment Team lead

Answer: D

NEW QUESTION 70
Where does the requirement to include a required practice of ensuring that personnel are trained to carry out their assigned information security-related duties and
responsibilities FIRST appear?

A. Level 1
B. Level 2
C. Level 3
D. All levels

Answer: B

NEW QUESTION 71
The Audit and Accountability (AU) domain has practices in:

A. Level 1.
B. Level 2.
C. Levels 1 and 2.
D. Levels 1 and 3.

Answer: B

NEW QUESTION 74
Which words summarize categories of data disposal described in the NIST SP 800-88 Revision 1, Guidelines for Media Sanitation?

A. Clear, purge, destroy
B. Clear, redact, destroy
C. Clear, overwrite, purge
D. Clear, overwrite, destroy

Answer: A

NEW QUESTION 77
A client uses an external cloud-based service to store, process, or transmit data that is reasonably believed to qualify as CUI. According to DFARS clause
252.204-7012. what set of established security requirements MUST that cloud provider meet?

A. FedRAMP Low
B. FedRAMP Moderate
C. FedRAMP High
D. FedRAMP Secure

Answer: B

NEW QUESTION 81
Where can a listing of all federal agencies' CUI indices and categories be found?

A. 32 CFR Section 2002
B. Official CUI Registry
C. Executive Order 13556
D. Official CMMC Registry

Answer: B

NEW QUESTION 84
A CMMC Assessment Team arrives at an OSC to begin a CMMC Level 2 Assessment. The team checks in at the front desk and lets the receptionist know that
they are here to conduct the assessment. The receptionist is aware that the team is arriving today and points down a hallway where the conference room is. The
receptionist tells the Lead Assessor to wait in the conference room. as someone will be there shortly. The receptionist fails to check for credentials and fails to
escort the team. The receptionist's actions are in direct violation of which CMMC practice?

A. PE.L1-3.10.3: Escort visitors and monitor visitor activity
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B. PE.L1-3.10.5: Control and manage physical access devices
C. PS.L2-3.9.1; Screen individuals prior to authorizing access to organizational systems containing CUI
D. PS.L2-3 9.2: Ensure that organizational systems containing CUI are protected during and after personnel actions such as terminations and transfers

Answer: A

NEW QUESTION 88
Which document specifies the CMMC Level 1 practices that correspond to basic safeguarding requirements?

A. NIST SP 800-171
B. NIST SP 800-171b
C. 48 CFR 52.204-21
D. DFARS 252.204-7012

Answer: C

NEW QUESTION 93
When scoping a Level 2 assessment, which document is useful for understanding the process to successfully implement practices required for the various Levels
of CMMC?

A. NISTSP 800-53
B. NISTSP 800-88
C. NISTSP 800-171
D. NISTSP 800-172

Answer: C

NEW QUESTION 97
Which statement is NOT a measure to determine if collected evidence is sufficient?

A. Evidence covers the sampled organization
B. Evidence is not required if the practice is ISO certified
C. Evidence covers the model scope of the Assessment (Target CMMC Level)
D. Evidence corresponds to the sampled organization in the evidence collection approach

Answer: B

NEW QUESTION 101
Evidence gathered from an OSC is being reviewed. Based on the assessment and
organizational scope, the Lead Assessor requests the Assessment Team to verify that the coverage by domain, practice. Host Unit. Supporting Organization/Unit,
and enclaves are comprehensive enough to rate against each practice. Which criteria is the assessor referring to?

A. Adequacy
B. Capability
C. Sufficiency
D. Objectivity

Answer: C

NEW QUESTION 106
On a Level 2 Assessment Team, what are the roles of the CCP and the CCA?

A. The CCP leads the Level 2 Assessment Team, which consists of one or more CCAs.
B. The CCA leads the Level 2 Assessment Team, which can include 3 CCP with US Citizenship.
C. The CCA leads the Level 2 Assessment Team, which can include a CCP regardless of citizenship.
D. The CCP leads the Level 2 Assessment Team, which can include a CC
E. regardless of citizenship.

Answer: C

NEW QUESTION 109
An Assessment Team is conducting a Level 2 Assessment at the request of an OSC. The team has begun to score practices based on the evidence provided. At a
MINIMUM what is required of the Assessment Team to determine if a practice is scored as MET?

A. All three types of evidence are documented for every control.
B. Examine and accept evidence from one of the three evidence types.
C. Complete one of the following; examine two artifacts, either observe a satisfactory demonstration of one control or receive one affirmation from the OSC
personnel.
D. Complete two of the following: examine one artifact, either observe a satisfactory demonstration of one control or receive one affirmation from the OSC
personnel.

Answer: D

NEW QUESTION 114
What is the MINIMUM required marking for a document containing CUI?
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A. "CUI" must be placed in the header and footer of the document
B. "WCUI" must be placed in the header and footer of the document
C. Portion marks must be placed on all sections, parts, paragraphs, et
D. known to contain CUI
E. A cover page must be placed to obscure content with the acronym "CUI" prominently placed

Answer: A

NEW QUESTION 116
During the review of information that was published to a publicly accessible site, an OSC correctly identifies that part of the information posted should have been
restricted. Which item did the OSC MOST LIKELY identify?

A. FCI
B. Change of leadership in the organization
C. Launching of their new business service line
D. Public releases identifying major deals signed with commercial entities

Answer: A

NEW QUESTION 117
Which domain references the requirements needed to handle physical or digital assets containing CUI?

A. Media Protection (MP)
B. Physical Protection (PE)
C. System and Information Integrity (SI)
D. System and Communications Protection (SC)

Answer: A

NEW QUESTION 122
The practices in CMMC Level 2 consists of the security requirements specified in:

A. NISTSP 800-53.
B. NISTSP 800-171.
C. 48 CFR 52.204-21.
D. DFARS 252.204-7012.

Answer: B

NEW QUESTION 127
A Lead Assessor is ensuring all actions have been completed to conclude a Level 2 Assessment. The final Assessment Results Package has been properly
reviewed and is ready to be uploaded. What other materials is the Lead Assessor responsible for maintaining and protecting?

A. Any additional notes and information from the Assessment
B. A final assessment plan, and a Quality Control report from C3PAO
C. A final assessment plan, and a letter from the Lead Assessor explaining the process
D. A final assessment plan, a letter from the Lead Assessor explaining the results, and a Quality Control report from C3PAO

Answer: A

NEW QUESTION 131
Which term describes assessing the ability of a unit equipped with a system to support its mission while withstanding cyber threat activity representative of an
actual adversary?

A. Penetration test
B. Black hat testing
C. Red cell assessment
D. Adversarial assessment

Answer: D

NEW QUESTION 134
A dedicated local printer is used to print out documents with FCI in an organization. This is considered an FCI Asset Which function BEST describes what the
printer does with the FCI?

A. Encrypt
B. Manage
C. Process
D. Distribute

Answer: C

NEW QUESTION 136
An assessment is being completed at a client site that is not far from the Lead Assessor's home office. The client provides a laptop for the duration of the
engagement. During a meeting with the network engineers, the Lead Assessor requests information about the network. They respond that they have a significant
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number of drawings they can provide via their secure cloud storage service. The Lead Assessor returns to their home office and decides to review the documents.
What is the BEST way to retrieve the documents?

A. Log into the secure cloud storage service to save copies of the documents on both the work and client laptops.
B. Log into the client VPN from the client laptop and retrieve the documents from the secure cloud storage service.
C. Log into the client VPN from the assessor's laptop and retrieve the documents from the secure cloud storage service.
D. Use their home office workstation to retrieve the documents from the secure cloud storage service and save them to a USB stick.

Answer: B

NEW QUESTION 139
Which statement BEST describes a LTP?

A. Creates DoD-licensed training
B. Instructs a curriculum approved by CMMC-AB
C. May market itself as a CMMC-AB Licensed Provider for testing
D. Delivers training using some CMMC body of knowledge objectives

Answer: B

NEW QUESTION 140
......
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